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ABSTRACT

Providing information with Quality of Service (Qo®ough Web services is essential to QoS-awaréceer
management and composition. Delivering QoS onttermet is a critical and significant challenge tés
dynamic and unpredictable nature. Even though th®WUregistry has all the details of WSDL documents
provided by the service provider, it does not ssytjee client to have a service with QoS parameterthis
proposed model, the UDDI extension is suggest ¢wige the Quality of Service information the cusesm
Moreover, the user affords the self encrypted @atizacy preserving) to the requester agent. Theester
agent again encrypts the data by providing andideriag the important QoS requirement for seculitth

the process of privacy preserving, the HTTPI protdmaving the more secure capability like HTTPsuSh
the property of the HTTPs is integrated with HTTtbtocol and satisfies the QoS requirements for
mechanisms, such as authentication, authorizatiategrity and confidentiality in various level like
Application level, Message Level and Transport le@oS also covers non functional characteristiks |
performance (throughput), response time, secugtigbility and capacity. This paper also analysith non
functional QoS parameters. Experimental resultsvshihat our proposed work has excellent throughput,
good response time and reply size in various candigpns.
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1. INTRODUCTION not provided and hence suitable only for social
networking and news oriented applications [5]. The
A Web Service (WS) is the technology to swap tket of rules which is used for XML based messaging
self defined messages between two web applicatism&nown as SOAP. The Web Services Description
or between two end users. After a great effort fomnguage (WSDL) is a XML based application
standardization web service applications amdich is used to describe a provision of web servic
discovered and used for execute SOA (ServM&eb services posted the WSDL document in the
Oriented Architecture). Web services having variotegistry and the needy (i.e. Service requestor) to
standards defined by W3C and projected by variamsalyse the registry and find the appropriate web
market giants like Sun Micro Systems, Microsoftervice. The registry work under the protocol ahlle
IBM and BEA Systems. In general, WS is Hdniversal Description and Discovery Integration
technology to overcome the interoperability problefgdDDI). It managed all WSDL posts from the web
for an end to end communication over a netwodervices. If any one of the clients wants to Stiaet
The Web Services standard describes an Extensitdasaction with web service, it analyse the UDDI
Mark up Language (XML) messaging scheme. $agistry and get WSDL document as response which
that, the end user or the service requester toysmals posted from corresponding web service provider.
the exact web application as a web service throdglom the particulars of the WSDL document the
the transfer protocol HTTP (Hyper Text Transfetient will directly communicate with web servicg b
Protocol). The HTTP protocol is very flexible bhet using the SOAP messaging scheme. By this mode of
security of the protocol is not guaranteed. HTTR8mmunication the execution details are completely
protocol is proposed for security transaction bhide and cannot be seen by any one. After that the
again getting is more secure and less flexibility. client did not require any further details of web
this paper, the experiments are handled for #ervice. To overcome the interoperability problems
analysing the properties of HTTP and HTTH&tween client and server or provider this model is
protocols. In the HTTPI protocol confidentiality isery useful. The Figure 1 shows the UDDI registry
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and the communication process between servi@sformed from a traditional single way for the
provider and service requestor. form of a combination of web services and entity

Figure 1 specifies the interaction between the V'¢es [4]

service provider and service requestor, In this UDD
registry has the entire details of the service play 3. QOS PARAMETERS FOR WEB
but still it will not suggest the client for partilar SERVICES
service with QoS.
3.1 Performance
The performance of web service is an important
QoS parameter and is calculated with two aspects
namely throughput and latency (response time). The

DD Doy Mcharis) throughput is measured by the equation.
e + DretConeton @ Throughput = No. of Web Services Request /
. Given Period of Time.

Provider

Requester

_" Process J

PA-Provicer Agent; RA-Request Agent;WSDL-Web Services Definition Language; UDDI-Universal Description Discovery & Integration

Client

- (1)

Request (SOAP) | PA

3.2 Response Time

The response time is the time between service
requester and service provider which is termed as
round trip time. The throughput is directionally
proportional to QoS rank and latency is in
directionally proportional to QoS rank.

R /SO

WSP ~Web Services Provider ; SOAP-Simple Object Acces: Frotocl

Figurel: UDDI Registry and the Communication Process
Between service provider and service requestor

2. RECENT WORKS Response time = Time taken by client +Time
taken by server + titaken by
NK Prasanna Anjaneyulu Anna proposed his work Network + time takenltoad
for an introduction to policy-based security and
privacy protection for analyzing several existng ~  ____ (2)

policy languages. Also, it shows how these

languages can be used in a number of Semantic \3.3 Security

scenarios[1]. Author Jian presented web serviceShe security is very important to all categories
security based on water-making techniques througdpecially in web based applications like web
SOAP service. The service suppliers and serviggvices. Even though, there are many benefits from
recipients are exchanging the information withe provider and if we do not provide the secuitity
digital signature and XML encryption technology i@ more waste. The security of the web services is
secure the message. The way the author has takendasured in four categories such as authentication,
provide security in web services water maggthorization, integrity and confidentiality. This
technology [2]. Paper focus all four categories in our proposedkwor
zﬁﬁd analyses the same with QoS parameters. The

Author Zhuo Hao has proposed remote d lete_di . f lis in th d
integrity checking protocol in a cloud computing fgOMPIEte discussion of proposal IS in the propose

isolated data reliability In addition he has pradd scheme section.
feasibility for avoiding third party verification.e. N
un-trusted server for own self verification is pictad S.A:I_F;el|ab|_l|t¥ . " S ters is th
with reliability [8]. TAO Chun-hua says that Sereic__| '€ Main facet among the QoS parameters is the

functions were confused with the concept of Qogzyc_uraf:y of the prodgct or an appllc_at|on. To
aintain the exact quality always is very important

and the functional attributes and non-functio liability of th b S d b
attributes could not be distinguished [3]. Ping Yal € reliabiiity ot the Web service 1S measured by
rﬁ no of positive counted in the particular spén o

discussed the statement, that there is no tr
effective extension to the functionality and quabf
service. The users ‘demand for services had been
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Reliability = No. of Positive Response/ Given
Period of Time.
------ (3)
3.5 Capacity
The capacity of the service provider or the sen
is measured by the maximum size of the data repl
in the single transaction. Sometimes the provider (

reply for more requests if they are having mo
capacity.

Serwice Regquester

Privacy Presermving
=

Encryption Usimng

! Shared secrete ey 1

Capacity= Maximum Size of Reply Data / Single
Transaction. . AL st o
( ) B o dy
4. PROPOSED SCHEME riessage Digest
Digital signature
4.1 An Extension Of Uddi
The UDDI registry doesn't provide any Qo: 1

support for the client. It's not necessary when t
client need a web service and it will be provideaby SEpsles [P e =0
single provider but the confusion occurs when t Privacy Presensing
client going to pick a particular requirement whic rMessage Digest
was provided by several providers. To overcome t o i L
issue the UDDI shows QoS enabled web services. : Decrvption asing )
attain this data structure of the UDDI registry sldo g Shersdssaete ey O
be changed as shown in the Fig 2. The exam

describes in the Fig 2 shows QoS Info which definT-

as business service sub element. . .
Figure 3 Proposed Web Service Process

, 4.2 Privacy Preserving
(tHode] tMOdElKey:"UUldl1@620754'09]54'4930'%19'709@62E5Zlbtﬁ>this proposed model, the user affords the self
QA du_ aosnf </ ; encrypted data to the requester agent. The requeste
[alE-U0G1=01G. GUSLILOS/ Nae agent again encrypts the data with QoS requirements
Lkl o] sy 0 ! ' : With the process of privacy presegyin
<descr}pt10n xul: lang="en"Xal1ty of Service Informat{@gﬁﬁjﬁ% brotocel having . the. more . seeure
{overviewDocy capability like HTTPs.

i oo Tt Thus the property of the HTTPs is integrated with
<descr1pt10n Xml'lanq 4 ></descr1pt10n> HTTPI protocol and satisfies the QoS requirement of

<overvienRI>http: /i, ddt. ong/ specification. hnl<forervieiienanisms  such  as authentication,
authorization, integrity and confidentiality. Inl #he

</OV@IVi€WDOC> three levels such as Application level, MessagesLev
and Transport level security is incorporated. The
<CaterIYBaq> requester agent sends data from application level t
<keyedReference next level i.e. message level; this level is plgyin

superior responsibility in web services in this

keyliane="nddi-orq: types” keyTalue="cateqorization" message level i.e. SOAP message level. The header
rmation can be converted in to binary tokemfor

tModelKey="udd11D3FCDOO-ODA6-4479-ADFE-BN95UC74F$2'W>\<M|_ encryption using SAML. The encrypted

SOAP is integrated to HTTPi in transport level to
</cateqoryBaq> keep away from the Man in the Middle (MIM)
</ thode]> 'a:ftgaucrl; 3The proposed web service process is shown i

Fig 2: An Extension of UDDI

e —
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5. IMPLEMENTATION @ spptenin Wt o N = i

Refactor Project Buld Debug Tesm Data Tooks Architecture Tet Analze Window Help

Our implementation focus on improving the Qg|'
in web service. The secure web service has bj_
|mp|emented us|ng the aSpNet, C# and WSESO-‘ 7 BRI Tracingbxtension.cs  EncryptionEdensionMessage.cs

1= 23Ea

QoS is achieved by implementing the priva\ sbtesons Evoprngeiontabe | oy
preserving concept in which the requested messagld "
Encrypted, then the message digest is parameter i -
to the soap creation this process provi o e

confidentiality, then while creating the soap eopel 5 bl dass ey ptteibute - Soapbtensionbttribute
we add the digital certificate like X509 for th

<SUMMArY

/{/ Attribute class for the soap encryption extension

#region Fields

authentication and authorization purpose. S L TTT TR
private Encryptiode encryptiontode = Encry
. . . i & d Lontlod
Then the XML encryption take place in whic o i

Encryption  Extension, Encryption Extensio R
Attribute, Encryption Extension Enum, Encryptio . ‘
Extension Message, Tracing Extension, Tracifll = riaers st
Extension Attribute and Tracing Extension Enu :

get { return priority; }

sample screen is shown in Figure 4 this feat set { priority = valu; }
provides extra security to the data then the empeel }

created and sends to the web service. In the X =~ e et
encryption both the request and response gt { retum gypeof (Encrpticniicension); }
encrypted by tracing it. The implementation of w !

service method is shown in Figure 5. 1 preepletag

get { return encryptiontode; }

The below tables shows that WS scenarios O3 15T OV S—
average response time, average throughput and r
size per request and protocols HTTP, HTTPs
Response time, reply Size. It's clearly explains
combinations of HTTPs and HTTPi provides more
secure and most cache accessibility in the WS.

Colll

Edt View Refoctor Webgte Build Debug Tesm Caa Jock Architecturs Test Aralyze Window Help

> |7 Defaultaspe
1 Globalasax

[ Sitemaster

3 Web.config

4 (] Soapbeensions
7 Propeties

3] References

4] Constraints.cs L

) EncryptionEstensions |

| EncryptionEitensionAttr| |

] EncryptionExensionEnur

] Encryptionbxtensionhes:

] Tracingbxtension.cs

) TracinaFrtensionAttribit ™
bl it |

L“gia\m.‘ I Team... BB Closs..

Chil

Figure 4: Encryption Extension Attributes

In another experimental setup we maintain t

S b g | Ve afoms |3 Pocesesge

| A50AEET-

configuration as 13 Processor with 4 GB memory, ‘
conducted the performance test to analyze the H1

Ingal Web Companens -

4 IO, sericeasms Pogamcs Aboasn  Delaikapes Defaukaspe

Vieh Cerfy

¥ Scluton Explorer *ix

HSevice @ Helufingamg

JEEGIES Tl “

protocol in various browsers such as Internp

. . 3 3 js:\u:\an SaapEdensions’ (Hpro
Explorer, Mozilla Firefox, Google Chrome folg . i T
: rofila 1 4[5 App Cade
throughput (transaction/seconds), average respd dsa
time (milliseconds) and response size (KB) and { plc s i
values are tabulated and the results are show ] I éngﬂmwfv :
raph. I & Wb
g p [i uest, Encryat = Encryptiiode Respans, Target = Target.Body)] " iir_;p://\uc;\m:mx/
[ e.ALL, Methochiame = "accunt”)] [ Aot
? A et
5 [ A Neakefeences

return string Format(Hal {8}!, fron Seapctensions test keaService!, nane);

lebethod]
pablic string account(string nare, strirg il id, string accnc, string passeerd)
{
Tane = Decryst{nane, “publickey”);
email id = Dacrypt(enail id, "puklickey");
accro = Decrypt (accno, "publickey");
sassond = Dacrypt{password, "publickey”);
5 er s = 1ew StreanReader(§°C:\creck.bxt”);

while ({k = sw.ReaiLine()) != ull)
{
i#F{1=1)

{

Figure 5: Web Service Implementation

23 Sats
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6. RESULTSAND ANALYSIS compression of Reply size of different browsers and
are plotted in Figure 8. Table 3 shows the
The web service provider provides the accountompression of throughput between different
check, Hello (welcome) service shown in Figure @&rowsers and are plotted in Figure 9.
by publishing his web service that can be accessed
through the client side.

Table 1: Comparison of Different Response Time of Http
in Different Browsers

Response Time
Internet Explorer Fire Fox Google Chrome
| He bt Ve Fawits Tok e 34.2 33.3 26.5
I 3 15.7 16.3 116
S | (—
=
o . i 156 171 16.8
The foloing opeatons a sumprted. or & fomldeiiion, plase revie the Senice Descripton ‘
152 16.8 165
V beo
40
35 -
(RTI] ‘
‘1_(___” 30 \ =& |nternet
25 +—— \ Explorer
¥ acout 20 - ~—Fire Fox
15 4?;’.—;,_"?3_
10 Google
Chrome
5
This weD serices usin bt tempur.rg as s defaul namespace, 0 L . s 4 s
“ i nl il Ifmh T DR TINTT I§ i

Figure 6: Web Service Provided By Service Provider ) . . .
Figure 7: Comparison of different Response time of

The encryption method is implemented in every HTTP in different browsers

input, so that even the man in middle attack can b?—

: ) . : rom the above graph shown in Figure 7, the
avoided easily. Then in the soap creation the xml ; oo
response time indicates that our proposed models

encryption and in SAML part Digital signature " . L
addit}i/gn take place which an provi%e thegsecuriprowdes better results with the existing browsers

authentication and authorization. Table 2: Comparison of Different Reply size of HTTP in

. Different Browsers
In our experiment we have calculated the response

time, reply size and throughput for various browser

which has resulted in different scenarios. Thus| for Reply Size
d_|fferent browsers there will l_)e change in respg ”ﬁ?ernet Explorer Fire Fox Google Chrome
time, through put and reply size .Table 1 showg the

compression of response time of different browsers 5 12 12
and are plotted in Figure 7. Table 2 shows lthe
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10 10 10 18
16
14 14 14
14 ~2 == |nternet
13 13 13 12 Explorer
10 +—
== Fire Fox
15 15 15 8 1
6 .
4 Google
2 Chrome
16
A 0 _
14'—"—.v‘— 1 2 3 4 5
E
12 & =¢=|nternet
10 i Explorer
8 ——Fire Fox Figure 9: Comparison of Different Throughput of Http in
Different Browsers
6
4 Google From the above graph shown in Figure 9, the
Chrome throughput indicates that our proposed models
2 provides a reasonable in our work with the existing
0 - browsers
1.2 3 4 5 7. CONCLUSION

Figure 8: Comparison of Different Reply Sze of HTTP in
Different Browsers

The important aspect of end to end business
transaction is Quality of Service, which is more
important part in web services. The typical QoS

From the above graph shown in Figure 8, th@'echanisms —having various parameters like
reply size indicates that our proposed modelgcalability, robustness, exception handling, acoyra

provides good results with the existing browsers

Table 3: Comparison of Different Through Put of Http in
Different Browsers

Throughput
Internet Explorer Fire Fox Google Chrome
6.3 7.2 9.5
9.6 9.2 15.3
100 115 142
9.8 10.3 136
9.5 9.9 132

65

integrity, accessibility, interoperability, and netrk-
related QoS requirements. QoS also covers non
functional  characteristics  like  performance
(throughput), response time, security, reliabibyd
capacity. In our paper, we concentrated on all the
aspects of QoS like security, reply size, throughpu
and response time and. Moreover, we suggest the
QoS information in UDDI itself, so that the
requesters having flexible environment to seleet th
best web service. With the process of privacy
preserving, the HTTPI protocol having the more
secure capability like HTTPs. Thus the property of
the HTTPs is integrated with HTTPI protocol and
satisfied the QoS requirement of four scenario$ suc
as authentication, authorization, integrity and
confidentiality in all three levels such as Apptica
level, Message Level and Transport level. The tesul
analysis shows that our experimental results of our
proposal having better QoS properties than other.
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