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ABSTRACT 
 

The efficacy of vision-based deep learning models in malware classification is frequently hindered by data 
scarcity and severe class imbalance. To address this critical challenge, this paper proposes the 
implementation of a Conditional Wasserstein Generative Adversarial Network with Gradient Penalty 
(CWGAN-GP) to synthesize high-fidelity, two-dimensional malware representations. We conditioned the 
network on five distinct classes: benign, spyware, trojan, virus, and worm. Designed to generate 224x224 
RGB images, the model was trained on a structured subset of malware datasets. Empirical results over 60 
training epochs demonstrate highly stable convergence and the effective elimination of mode collapse, a 
common flaw in standard GANs. Following the robust training phase, the model successfully generated a 
completely balanced dataset comprising 10,000 synthetic images (2,000 samples per class). This reliable 
data augmentation strategy provides a vital foundation for mitigating class imbalance, thereby improving 
the predictive accuracy and generalization capability of downstream deep learning-based malware detection 
systems. 
Keywords: Malware Detection, Generative Adversarial Networks, CWGAN-GP, Data Augmentation, 

Deep Learning, Vision-based Classification. 
 
1. INTRODUCTION  

The rapid evolution and continuous 
proliferation of malicious software (malware) pose 
a severe and dynamic threat to global cybersecurity 
infrastructures [1]. Traditional detection 
mechanisms often struggle with zero-day attacks 
[2], leading to the emergence of vision-based 
malware classification. By converting binaries into 
images, researchers leverage Convolutional Neural 
Networks (CNNs) to identify malicious patterns 
without code execution [3]. However, the scope of 
this approach is often confined to static analysis, 
assuming that the visual texture of a binary image 
contains sufficient discriminatory features to 
represent its malicious intent. 

Despite its potential, data scarcity and 
severe class imbalance remain critical bottlenecks 
[4]. When models are trained on imbalanced 
datasets, they develop a strong bias toward majority 
classes, leading to high misclassification rates for 
rare but critical minority attacks [5]. The aim of this 
study is to establish a robust data augmentation 

framework that not only balances the dataset but 
also preserves the fine-grained structural features of 
specific malware families, which is the primary 
novelty of our work. 

While Generative Adversarial Networks 
(GANs) are popular for synthetic generation, 
standard architectures suffer from training 
instabilities and mode collapse, often failing to 
capture the complex entropy-like textures of 
malware images [6]. Current literature often 
overlooks the difficulty of generating high-
resolution (224x224) malware images from 
extremely small seeds. Most existing works focus 
on lower resolutions or simpler augmentation, 
leaving a gap in high-fidelity synthesis for diverse 
malware families. To address these limitations, this 
paper proposes a Conditional Wasserstein GAN 
with Gradient Penalty (CWGAN-GP) [7]. 

Problem Statement and Research 
Questions: The core problem addressed is: How can 
we generate high-fidelity, diverse malware images 
to mitigate extreme data imbalance when only a 
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minimal number of original samples are available? 
Consequently, this study seeks to answer: (1) Can 
WGAN-GP effectively eliminate mode collapse in 
complex malware textures? (2) Does the 
conditional generation maintain the statistical 
significance of minority classes? 

Scope and Delimitations: This study 
focuses specifically on the synthesis of 2D visual 
representations (RGB) of malware binaries. It does 
not cover dynamic behavioral analysis or encrypted 
malware where visual patterns may be intentionally 
obscured. A limitation of this work is the reliance 
on the quality of the initial 1,271 samples; if the 
seed samples lack representative features of a 
family, the generator may proliferate these 
deficiencies. 
To rigorously evaluate the solution, we simulated 
extreme scarcity by using only 1,271 samples. The 
CWGAN-GP was trained to synthesize 224×224 
RGB images across five categories: benign, 
spyware, trojan, virus, and worm, resulting in a 
completely balanced dataset of 10,000 images. 
The main contributions of this paper are 
summarized as follows: 

 Establishment of Novelty: We propose and 
implement a CWGAN-GP architecture 
specifically optimized for the stable 
generation of high-fidelity, high-resolution 
(224×224) visual malware representations, 
filling the gap between low-res generation 
and high-fidelity requirements for modern 
CNNs. 

 Methodological Contribution: We 
demonstrate the efficacy of the WGAN-
GP approach in overcoming mode collapse 
during the synthesis of complex malware 
textures, achieving stable convergence 
over 60 training epochs even with a 
severely limited initial dataset. This 
ensures diversity in synthetic samples—a 
"silver bullet" for the instability issues 
found in traditional GAN-based 
augmentation. 

 Research Impact: We provide a reliable 
data augmentation framework capable of 
transforming an imbalanced, small-scale 
dataset into a balanced, large-scale 
distribution, directly impacting the 
robustness of downstream cybersecurity 
classifiers in current real-world scenarios 
where minority attacks are hard to collect. 

2. RELATED WORK 

The detection and classification of 
malicious software have been extensively studied, 
with methodologies continuously evolving to 

counter increasingly sophisticated evasion 
techniques. This section reviews the evolution of 
malware analysis across five primary domains: 
traditional analysis, malware visualization, deep 
learning applications, the limitations of 
conventional augmentation, and the application of 
Generative Adversarial Networks (GANs). 
 
2.1 Traditional Malware Analysis and 
Evolution 

The history of malware detection is 
characterized by an ongoing arms race between 
security researchers and malware authors. Early 
defensive strategies relied almost exclusively on 
signature-based detection, generating unique 
cryptographic hashes for known malicious files. 
However, these methods are inherently rigid and 
struggle to detect "zero-day" threats, as any minor 
modification to the binary code alters the signature 
completely. To overcome this, researchers 
transitioned to Machine Learning (ML) using hand-
crafted features like n-grams and OpCode 
sequences. Yet, these traditional ML methods 
require significant computational overhead for 
disassembly and are highly vulnerable to modern 
obfuscation, dead code insertion, and packing 
techniques. As the threat landscape evolved, the 
transition from manual feature engineering to 
automated deep feature learning became an 
absolute necessity. 
 
2.2. Malware Visualization Techniques 

The conversion of binary data into visual 
representations marked a significant milestone, 
shifting the detection strategy from semantic-based 
to structural-based patterns. Foundational research 
demonstrated that mapping each byte of a binary 
file to an 8-bit pixel intensity and reshaping the 
vector into a 2D grayscale image reveals distinct 
textural patterns specific to different malware 
families. This visualization technique preserves the 
spatial layout of the Portable Executable (PE) 
sections (e.g., code loops and data tables) without 
the need for reverse engineering. Frameworks like 
STAMINA further proved that scaling this image-
conversion process allows deep Convolutional 
Neural Networks (CNNs) to automatically extract 
hierarchical spatial features with remarkable 
resilience against obfuscation. 
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Figure 1:The Standard Binary-To-Image Conversion 

Pipeline: Transforming Raw Byte Streams Into 2D Visual 
Textures. 

 
2.2 The Deep Learning Data Imbalance 

Challenge 
The application of CNNs and transfer learning 

has revolutionized visual malware classification by 
eliminating manual feature extraction. However, 
despite achieving high accuracy on standard 
datasets, a recurring consensus in recent literature is 
the severe vulnerability of deep learning models to 
data scarcity and class imbalance. Most publicly 
available malware datasets are heavily skewed 
towards common threats, leaving minority classes 
severely underrepresented. Consequently, 
classifiers trained on these imbalanced datasets 
inevitably develop a strong bias toward the majority 
classes, suffering from unacceptable false negative 
rates for rare, yet critical, minority attacks. 

 
2.3 The Limitations of Traditional Data 

Augmentation 
While data augmentation is a standard remedy 

for imbalanced datasets, conventional methods 
often prove inadequate for malware image 
classification. Traditional image augmentation 
techniques—such as random rotations, cropping, or 
flipping—are highly effective for natural images 
but are structurally destructive when applied to 
malware representations. Because a malware image 
is a rigid 2D mapping of sequential binary data, 
geometric transformations fundamentally corrupt 
the underlying byte sequence and logical structure 
of the executable. Furthermore, traditional 
statistical oversampling algorithms like the 
Synthetic Minority Over-sampling Technique 
(SMOTE) face significant limitations in high-
dimensional visual feature spaces. Recent studies 
indicate that conventional techniques like SMOTE 
independently demonstrate limitations by either 
lacking structural diversity or failing to sufficiently 
address feature-space imbalance, as they merely 
interpolate between existing samples rather than 
generating novel, complex textural patterns. The 
inability of these conventional techniques to safely 
and effectively augment malware datasets 

necessitates the adoption of advanced generative 
models. 
 
2.4 Generative Adversarial Networks and 

Limitations of Prior Research 
To mitigate the pervasive issue of data 

imbalance and bypass the flaws of traditional 
augmentation, researchers have increasingly turned 
to synthetic data generation. While Generative 
Adversarial Networks (GANs) show immense 
promise, standard GANs are notoriously difficult to 
train. They frequently suffer from the vanishing 
gradient problem and mode collapse—a 
phenomenon where the generator learns to produce 
only a limited variety of outputs. In the context of 
malware images, mode collapse results in synthetic 
samples that lack the critical, subtle features 
required for accurate classification. 
Although some recent studies have applied the 
Wasserstein distance to improve GAN stability, 
many of these implementations either lack the 
gradient penalty mechanism required for strict 
Lipschitz continuity or fail to condition the network 
effectively for multi-class generation. Furthermore, 
a critical critique of the existing literature reveals a 
significant research gap: most prior works evaluate 
their augmentation techniques on relatively large 
baseline datasets or settle for low-resolution outputs 
(e.g., 64x64 or 128x128), which lose crucial fine-
grained textural details necessary for modern 
classifiers. 
Our research directly addresses this identified 
problem. By implementing a CWGAN-GP, we 
strictly enforce the Lipschitz constraint through a 
gradient penalty, ensuring robust convergence 
without mode collapse. By intentionally restricting 
our empirical baseline to a minimal dataset of 1,271 
samples, we provide concrete evidence that our 
proposed architecture can successfully generate a 
large-scale (10,000 samples), completely balanced, 
and high-fidelity (224x224) dataset, thereby 
overcoming the fundamental limitations of prior 
approaches in cybersecurity. 
 
3. PROPOSED MODEL 
 

This section details the proposed 
framework, encompassing the dataset preprocessing 
pipeline, the architectural design of the Conditional 
WGAN-GP, the mathematical formulation ensuring 
Lipschitz continuity, and the rigorous evaluation 
protocol. 
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3.1 Dataset Construction and Preprocessing 
Pipeline 

This study conducts experiments on a 
malware image dataset comprising five distinct 
classes: benign, spyware, trojan, virus, and worm. 
To authentically simulate a scenario of severe data 
scarcity in cybersecurity, we intentionally reduced 
the original dataset from 3,815 samples to exactly 
one-third, yielding a minimal subset of 1,271 
samples. This compact size (equivalent to 
approximately 79 batches with a batch size of 16) 
serves as a challenging empirical baseline to test 
the generative model's stability. 

To ensure compatibility with deep 
convolutional architectures, raw malware binaries 
were first converted into two-dimensional visual 
representations and strictly resized to a uniform 
spatial dimension of 224 224 pixels with three 
color channels (RGB). Prior to network ingestion, 
all pixel intensities were normalized to the range [-
1,1]. This normalization is a mathematically 
mandatory preprocessing step to align the true data 
distribution with the dynamic range of the 
Hyperbolic Tangent (Tanh) activation function 
utilized in the Generator’s output layer. 
 

 
Figure 2: Dataset Construction and Preprocessing 
Pipeline for Generative Malware Image Synthesis 

 
3.2 Architectural Design of the CWGAN-GP 
 The proposed Conditional WGAN-GP 
framework operates via an adversarial mechanism 
between two deep convolutional networks: a 
Generator  and a Critic . To enable targeted 
synthesis, class conditioning is injected into both 
networks via Label Embedding layers. 

 Generator Network : The generator takes 

a 128-dimensional latent noise vector 

 combined with a learned 

class embedding vector . This 

concatenated input is projected and 
reshaped into a dense spatial tensor. The 
upsampling process employs a sequence of 
Transposed Convolutional 
(Conv2DTranspose) layers. To mitigate 

internal covariate shift and ensure stable 
gradient flow, Batch Normalization is 
applied after each convolutional block, 
followed by ReLU non-linearities. The 
terminal layer utilizes a Conv2DTranspose 
operation paired with a Tanh activation 
function to output the synthesized 
224×224×3 conditional malware image. 

 Critic Network : Unlike standard GANs 
that use a binary Discriminator, our 
framework employs a Critic to estimate 
the Wasserstein-1 distance. The network 
ingests a 224×224×3 image (either real or 
synthesized) concatenated channel-wise 
with a spatially replicated class embedding 

. The downsampling pipeline consists of 

Convolutional (Conv2D) layers coupled 

with LeakyReLU activations  to 
prevent the "dying ReLU" problem and 
allow gradients to flow backward robustly. 
Crucially, the final dense layer omits the 
Sigmoid activation entirely, outputting an 
unbounded linear scalar that represents the 
Earth Mover's distance. 

 
Figure 3:Architecture of The Proposed Conditional 

WGAN-GP, Showing Data Flow, Label Embedding, and 
Gradient Penalty. 

 
3.3 Mathematical Formulation and Gradient 
Penalty 

The standard Minimax objective in vanilla 
GANs is notoriously susceptible to vanishing 
gradients and mode collapse, particularly when 
generating highly unstructured malware textures. 
To rectify this, we optimize the Wasserstein 
distance. However, the Wasserstein metric strictly 
requires the Critic function to maintain 1-Lipschitz 
continuity. Instead of using weight clipping—
which aggressively limits model capacity and leads 
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to suboptimal convergence—we implement a 
Gradient Penalty (GP). 
The combined objective function for the 
conditional Critic  is formulated as: 

 
Where  represents the real malware image 
distribution, is the synthetic distribution 

generated by , and  is the conditional class label. 
The penalty term evaluates gradients with respect to 
interpolations  uniformly sampled along straight 
lines between real and generated images. The 
penalty coefficient  is strictly fixed at 10 to 
guarantee gradient stability. 
Consequently, the Generator  is optimized purely 
to maximize the Critic's evaluation of its 
conditional synthetic outputs: 

 
 
4. RESEARCH METHODOLOGY  
 
4.1. Dataset Description and Analysis 

The integrity, robustness, and 
generalization capability of any deep learning-
based detection system fundamentally depend on 
the quality, diversity, and volume of its underlying 
training data. In the context of vision-based 
malware classification, the dataset must accurately 
reflect the complex and dynamic nature of real-
world cyber threats. This section provides a 
comprehensive detailing of the data acquisition 
sources, the structural transformation processes, the 
class distribution, and the rigorous splitting strategy 
employed to empirically validate the proposed 
framework. 
4.1.1. Data Sources 

To ensure a comprehensive and heterogeneous 
representation of both benign and malicious 
software, the baseline dataset for this study was 
strategically compiled from two highly reputable 
open-source repositories. Combining multiple 
sources is a critical step to mitigate source-specific 
biases and prevent the neural network from learning 
artifact-based shortcuts. 

 Malware Image Samples (Kaggle): A 
significant portion of the malware image 
samples was acquired from this widely 
recognized dataset. It provides 
preprocessed, two-dimensional visual 
representations of various prominent 
malware families. In this dataset, raw 
malware binaries were read as vectors of 
8-bit unsigned integers and subsequently 
reorganized into 2D arrays, ultimately 
rendered as grayscale or RGB images. 

This visual mapping preserves the inherent 
structural textures of the malicious code, 
such as the distinct patterns of the .text or 
.rdata sections of the executables. 

 SitinCloud Malwares-ML (GitHub): To 
enrich the dataset with specialized static 
analysis samples and contemporary 
threats, we integrated the "pefiles-to-
images" dataset from the 
SitinCloud/malwares-ml repository. This 
source played an indispensable role in 
providing diverse structural samples 
derived directly from Portable Executable 
(PE) headers and sections. By 
incorporating these PE-to-image 
conversions, the combined dataset 
captures the nuanced architectural "visual 
DNA" of modern, highly obfuscated 
malware variants that might otherwise 
evade traditional signature-based 
detection. 

 
4.1.2. Data Splitting and Stratified Splitting 

In machine learning, improper data partitioning 
can lead to severe data leakage and overly 
optimistic performance metrics. To ensure the 
model can generalize effectively on entirely unseen 
data and to maintain the absolute objectivity of the 
empirical results, we implemented a strict Stratified 
Splitting methodology. Unlike random sampling, 
stratified splitting guarantees that the initial, real-
world class distribution ratio is meticulously 
preserved across all generated subsets. The 
amalgamated dataset, consisting of 11,569 total 
samples, was systematically partitioned into three 
distinct sets utilizing an 80/10/10 ratio: 

 Training Set (80% - 9,256 samples): 
This dominant subset serves as the primary 
learning foundation for the Convolutional 
Neural Networks (CNNs). Beyond merely 
updating the network's internal weights via 
backpropagation, this specific set is 
utilized to extract deep spatial features and 
construct the high-dimensional vector 
indexing base. These embeddings are 
subsequently stored and managed within 
the Pinecone vector database, enabling 
rapid and accurate similarity-based 
retrieval during the classification phase. 

 Validation Set (10% - 1,155 samples): 
This subset functions as an independent 
evaluator during the active training phase. 
It is exclusively used to monitor the 
model's convergence, fine-tune critical 
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hyperparameters (e.g., learning rate and 
batch size), and trigger early stopping 
mechanisms to prevent the model from 
overfitting to the training data. 

 Test Set (10% - 1,158 samples): This 
subset acts as the ultimate benchmark. It is 
strictly quarantined during the entire 
development, training, and hyperparameter 
tuning phases. It is reserved solely for the 
final performance evaluation of the 
proposed framework, ensuring that the 
reported metrics (Precision, Recall, F1-
Score) reflect the model's true predictive 
capability on completely "novel" in-the-
wild data. 

Table 1: Dataset Class Distribution and Train-Validation-
Test Split. 

Class Total 
Samples 

Proportion 
(%) 

Train 
(80%) 

Val 
(10%) 

Test 
(10%) 

Benign 3,306 28.6% 2,645 330 331 
Spyware 946 8.2% 757 94 95 
Trojan 3,568 30.8% 2,854 357 357 
Virus 2,392 20.7% 1,914 239 239 
Worm 1,357 11.7% 1,086 135 136 
Total 11,569 100% 9,256 1,155 1,158 

4.1.3 Data imbalance analysis and motivation for 
augmentation 

A critical observation derived from the 
dataset composition (as detailed in Table 1) is the 
pronounced class imbalance inherent in the 
collected real-world samples. The dataset is heavily 
skewed towards the Trojan (30.8%) and Benign 
(28.6%) classes, which together constitute nearly 
60% of the entire data pool. Conversely, minority 
classes such as Spyware represent a mere 8.2% of 
the total samples. 

If a deep learning classifier is trained 
directly on this imbalanced distribution, the loss 
function optimization process will inevitably 
develop a strong architectural bias toward the 
majority classes to rapidly minimize the global 
error rate. Consequently, the model will struggle to 
extract meaningful, discriminative features for the 
underrepresented Spyware and Worm categories, 
leading to an unacceptable rate of false negatives 
for these specific, highly dangerous threats. This 
foundational flaw in the baseline data distribution 
serves as the primary motivation for the subsequent 
integration of the Conditional WGAN-GP 
(CWGAN-GP) module (detailed in Section 4.5). By 
identifying this critical imbalance early in the 
pipeline, we establish the absolute necessity of 
employing advanced generative data augmentation 

to synthesize a perfectly balanced training 
environment prior to the final classification stage. 
 
4.2. Image Preprocessing Pipeline 

To convert heterogeneous binary data and 
diverse image formats into standardized inputs for 
deep learning models, we developed a multi-stage 
preprocessing pipeline. This pipeline ensures that 
structural features are preserved while maintaining 
computational consistency. 
4.2.1. Grayscale Standardization 

Since the dataset includes both raw binary 
files and images with different color mapping 
schemes (such as heatmaps observed in some 
samples), the Grayscale Standardization step is 
applied first. All inputs with color mappings are 
converted to an 8-bit grayscale format. By reducing 
the data from three channels (RGB) to a single 
intensity channel, the model is forced to focus on 
the spatial textures and structural entropy of the 
files instead of arbitrary color assignments. This 
standardization is paramount to ensure that the 
features extracted by the VGG16 network are 
consistent across the entire dataset of 11,569 
samples. 
4.2.2. Dynamic Width Determination 

For raw binary files, the pixel stream must be 
organized into a 2D representation that reflects the 
logical structure of the file. We apply a dynamic 
width policy, where the width of the image is 
determined by the total file size. Following 
established empirical rules in malware 
visualization, widths are assigned as powers of two 
to align with memory boundaries:  

 Small files (e.g., < 10 KB): Assigned a 
width of 32 pixels. 

 Standard executables: Utilize widths 
between 64 and 1024 pixels. 

 Very large files: Can scale up to 2048 
pixels. 

This prevents the "stretching" or "fragmentation" of 
critical binary sections like text or data, ensuring 
that malicious patterns remain visually 
recognizable. 
4.2.3. Binary Reshaping and Image Creation 
After the width 𝑊 is determined, the stream of 
8-bit unsigned integers is reshaped into a two-
dimensional array (2D array) with dimensions 

,where the height  is calculated using 

the formula Each byte value in 

the range  is mapped to a 
corresponding pixel intensity, thereby creating 
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a raw grayscale image. This process effectively 
converts abstract binary instruction sets into a 
"visual signature"—where code loops, data 
tables, and encrypted payloads appear as 
distinct geometric textures. 

 
Figure 4: The Binary-to-Image Conversion Process 

Transforming Raw Byte Streams Into Visual Textures 
4.2.4. Resizing and Bilinear Interpolation 
The final stage involves adjusting the size of the 
reshaped images to a fixed input dimension of 

 pixels as required by the VGG16 
architecture. 

 Bilinear Interpolation: We use the 
bilinear interpolation method to perform 
the resizing. Unlike the nearest-neighbor 
method which can cause aliasing, bilinear 
interpolation smooths the transitions 
between pixels, helping to preserve high-
frequency texture information—which is a 
crucial factor for recognizing obfuscated 
malware. 

Final Output: The resulting images are normalized 
so that pixel values lie within the range . This 
ensures numerical stability and helps the feature 
extraction and similarity search processes converge 
faster. 
 
4.3. Experimental Setup and Environment 

This section details the hardware 
parameters, dependent software libraries, and cloud 
infrastructure configurations used to implement and 
evaluate the proposed malware detection 
framework. 
4.3.1. Hardware Specifications 
The experiments were conducted on a high-
performance workstation to handle the feature 
extraction process of 11,569 samples and manage 
large-scale vector operations. The hardware 
environment is summarized as follows: 

 Processor (CPU): Intel Core i7 (12th 
Gen) or equivalent, providing multi-core 
processing capabilities to efficiently 
convert binaries to images. 

 Memory (RAM): 16GB DDR4 RAM, 
ensuring sufficient resources to load deep 

learning models and process large image 
batches. 

Graphics Processing Unit (GPU): NVIDIA 
GeForce RTX 3060, leveraged to accelerate the 
inference phase of the VGG16 architecture via 
CUDA kernels. 
4.3.2. Programming Language and Software 
Libraries 

The system was developed using the Python 
programming language due to its robust ecosystem 
supporting data science and cybersecurity. The 
main software components include: 

 Python (v3.9+): The core programming 
environment for the entire processing 
pipeline. 

 TensorFlow / Keras: Used to implement 
the VGG16 model architecture and 
perform feature extraction based on 
transfer learning. 

 OpenCV (Open Source Computer 
Vision Library): Used for critical image 
preprocessing tasks, including grayscale 
standardization and resizing via bilinear 
interpolation. 

 Pinecone Client SDK: The official 
Python programming interface used to 
manage cloud vector indexing, upserting 
embeddings, and executing similarity 
queries. 

NumPy and Pandas: Leveraged to perform high-
performance numerical operations and manage 
structured data for the 11,569 file records 
 
4.4.Feature Extraction Implementation (Baseline 
System) 

This phase serves as the bridge between 
visual representation and mathematical analysis. By 
leveraging Transfer Learning, we convert the 
preprocessed grayscale images into high-
dimensional embeddings that encapsulate the 
structural characteristics of each malware family. 
4.4.1. VGG16 Architecture and Suitability with 
Malware Textures 

 
Figure 5: The Designed VGG16 Architecture 

The architecture utilized for feature extraction is a 
modified version of the VGG16 network, as 
illustrated in Figure 6. This model was strategically 
selected due to its deep hierarchical structure, 
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which is exceptionally suited for capturing the 
complex textures inherent in the malware-to-image 
conversion process. 

 
Figure 6: Fixed Feature Extraction Using The 

Modified VGG16 
 Modified Architecture for Feature 

Extraction: As depicted in the diagram, the 
network retains its original convolutional base 
consisting of five functional blocks. Each block 

utilizes small convolutional filters 

(represented by blue layers) followed by max-
pooling operations (red layers) to progressively 
reduce spatial dimensions while increasing the 
depth of the feature maps. 

 Feature Extraction Point: Unlike standard 
VGG16 models used for classification, our 
proposed framework terminates at the second 
fully connected layer (FC2). This layer 
(highlighted in yellow) transforms the high-
level spatial features from the final 
convolutional block into a flat and dense 
representation. 

 Feature Vector Generation: By extracting 
activations directly from the FC2 layer, we 
obtain a fixed 4,096-dimensional feature vector 
for each malware image. This embedding acts 
as a digital "fingerprint" that encapsulates the 
unique structural signatures of the binary file, 
such as code segments and data headers, 
without needing the final Softmax 
classification layer. 

 Suitability with Malware Textures: The depth 
of this architecture allows the early layers to 
detect basic edges and gradients, while deeper 
layers recognize "macro" patterns such as 
encrypted malicious payloads or packed 
segments. This makes VGG16-based 
embeddings extremely powerful for similarity-
based retrieval in the Pinecone vector database. 

 

4.5. CWGAN-GP Data Augmentation and 
Evaluation Protocol 

While the baseline VGG16 classification 
system demonstrates commendable efficacy under 
controlled and well-represented conditions, the 
operational reality of deep learning models in 
cybersecurity is significantly more complex. 
Convolutional Neural Networks (CNNs) are 
notoriously data-hungry and are fundamentally 
constrained by the twin challenges of severe data 
scarcity and extreme class imbalance. In the 
dynamic landscape of real-world malware 
detection, acquiring a massive, perfectly uniform 
dataset of malicious binaries is practically 
impossible. Emerging threats, zero-day 
vulnerabilities, and highly targeted attacks (such as 
specialized Spyware or rapidly mutating Worms) 
naturally yield significantly fewer collectable 
samples compared to widespread Trojans or 
ubiquitous benign files. When a standard classifier 
is trained on such a skewed distribution, it 
inevitably develops a statistical bias—prioritizing 
the minimization of global loss by over-predicting 
the majority classes while critically failing to learn 
the subtle, defining feature representations of rare, 
yet severe, cyber threats. 

To systematically eradicate this 
bottleneck, traditional geometric data augmentation 
techniques (such as random cropping, rotation, or 
flipping) are entirely inadequate, as they 
fundamentally destroy the semantic byte-structure 
and spatial integrity of the visual malware 
representations. Therefore, the proposed 
Conditional Wasserstein Generative Adversarial 
Network with Gradient Penalty (CWGAN-GP) was 
strategically integrated into the architectural 
pipeline. Acting as an advanced, deep-generative 
data augmentation engine, the CWGAN-GP does 
not merely duplicate or slightly distort existing 
data. Instead, it meticulously learns the underlying, 
high-dimensional probability distribution of each 
specific malware family. This conditional 
generative capability enables the synthesis of 
highly realistic, strictly balanced, and structurally 
accurate novel samples, thereby actively fortifying 
the classifier's decision boundaries and ensuring 
highly robust generalization against unseen threats. 
4.5.1. Cwgan-gp training and data generation 

To synthesize high-fidelity malware 
images, the CWGAN-GP was trained on the 
reduced real-world dataset of 1,271 samples. The 
training process was executed for 60 epochs with a 
batch size of 16 and a latent space dimension of 
128. Thanks to the gradient penalty mechanism, the 
model achieved stable convergence without mode 
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collapse. Upon completion of the training phase, 
the conditional generator successfully synthesized a 
completely balanced dataset of 10,000 high-
resolution (224×224) RGB images, comprising 
exactly 2,000 synthetic samples for each of the five 
specific classes (benign, spyware, trojan, virus, and 
worm). 
4.5.2. Synthetic Data Generation and Class 
Balancing 

To address the critical issue of data 
scarcity, the CWGAN-GP was employed to expand 
the initial limited dataset of 1,271 samples. The 
generation process was conditioned on the five 
specific malware classes to ensure a perfectly 
uniform distribution. By utilizing a 128-
dimensional latent vector and training for 60 
epochs, the framework successfully synthesized 
2,000 high-resolution (224×224) images for each 
category: benign, spyware, trojan, virus, and worm. 
This resulted in a final augmented dataset of 10,000 
images, effectively transforming a highly 
imbalanced and sparse environment into a robust, 
balanced training foundation for downstream deep 
learning classifiers. 
4.5.3. Evaluation Protocol for Synthetic Data 

The ultimate objective of integrating the 
CWGAN-GP framework is to produce synthetic 
data that can practically enhance downstream deep 
learning classifiers. However, unlike generating 
images of natural objects (e.g., human faces or 
animals) where quality can be subjectively assessed 
by human vision, malware images appear as 
abstract, unstructured noise to the human eye. 
Therefore, the quality, diversity, and utility of the 
CWGAN-GP generated images were rigorously 
evaluated using a highly objective, two-tier 
protocol: 

 Fréchet Inception Distance (FID): FID 
was employed as the primary quantitative 
metric to rigorously evaluate the visual 
and structural fidelity of the synthesized 
malware data. Unlike traditional 
evaluation metrics that rely on simplistic 
pixel-by-pixel comparisons—which are 
highly ineffective for abstract malware 
textures—FID assesses the deep semantic 
quality of the generated samples by 
analyzing their high-level feature 
representations. In this study, both the 
original real-world dataset and the 10,000 
synthetic images are independently 
processed through a pre-trained 
InceptionV3 deep convolutional network. 

By extracting the activation maps from the 
network's final pooling layer, we obtain a 
high-dimensional feature vector for each 
image that intricately encapsulates its core 
structural characteristics. Subsequently, 
FID models the continuous distributions of 
these extracted feature vectors for both the 
real and synthetic datasets, approximating 
them as multivariate Gaussian 
distributions. The metric then calculates 
the Fréchet distance (or Wasserstein-2 
distance) between these two sets of data by 
comprehensively comparing their 
statistical properties, specifically their 
means and covariance matrices. The mean 
mathematically captures the average 
structural patterns of the malware classes, 
while the covariance strictly evaluates the 
diversity and variance of the generated 
samples. Consequently, a significantly 
lower FID score indicates a profound 
overlap between the feature distributions. 
This serves as compelling statistical 
evidence that the CWGAN-GP has not 
only successfully replicated the complex, 
class-specific visual features of the 
original malware but has also generated a 
highly diverse set of images, thereby 
definitively proving the absence of mode 
collapse. 

Train on Synthetic, Test on Real (TSTR) for 
Practical Utility: While FID measures statistical 
similarity, the TSTR protocol serves as the ultimate 
downstream evaluation to measure the zero-shot 
transferability and empirical utility of the generated 
data. In this phase, a robust Convolutional Neural 
Network, specifically a ResNet50 classifier, is 
instantiated and trained exclusively on the 10,000 
synthetic images generated by the CWGAN-GP. 
The ResNet50 architecture is deliberately chosen 
for its residual connections, which effectively 
capture deep hierarchical features without 
encountering vanishing gradients. After training 
purely on synthetic data, this classifier is 
subsequently evaluated against the completely 
unseen, real-world malware Test Set (1,158 
samples described in Section 4.1.2). This stringent 
protocol ensures that the neural network cannot 
simply memorize the synthetic samples. If the 
classifier achieves high Precision, Recall, and F1-
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Scores on the real-world test set, it provides 
conclusive, undeniable evidence that the synthetic 
images successfully encapsulate the deep, structural 
"visual DNA" required for highly accurate, real-
world cyber defense applications. 

 
Figure 7:Two-tier Evaluation Framework Using 

FID and TSTR. 
 
5. EXPERIMENTAL RESULTS AND 

ANALYSIS 
 

This section presents a detailed 
evaluation of the CWGAN-GP model's 
performance through both quantitative and 
qualitative metrics. We focus on analyzing the 
generative network's convergence, the fidelity 
of the synthetic malware images, and their 
practical utility in malware classification. 
 
5.1. Evaluation Metrics 

To ensure a highly objective, scientific, 
and transparent evaluation of the proposed 
CWGAN-GP data augmentation and classification 
pipeline, we established a comprehensive, multi-
dimensional assessment framework. In the critical 
domain of cybersecurity and automated malware 
analysis, relying solely on standard overall 
accuracy is fundamentally flawed, particularly 
when evaluating models against inherently 
imbalanced real-world datasets. A high global 
accuracy might deceptively mask the model's 
catastrophic failure to detect rare but highly 
destructive minority classes, such as localized 
spyware or polymorphic worms. 

Therefore, our evaluation protocol is 
strategically designed to move beyond basic 
correctness, aiming to measure the model's granular 
predictive behavior across both majority and 
minority classes. By incorporating a diverse set of 
statistical metrics—specifically Precision, Recall, 
and the F1-Score—we can rigorously quantify the 
model's operational reliability. This approach 
allows us to critically evaluate its capacity to 
minimize false positives (benign applications 
erroneously flagged as malicious) while 

simultaneously penalizing false negatives 
(undetected severe threats). Ultimately, this multi-
faceted evaluation framework guarantees that the 
empirical results presented in this study are 
statistically robust, unbiased, and directly 
translatable to practical, real-time threat-hunting 
environments. 
5.1.1. Generative Quality Assessment via FID 

The Fréchet Inception Distance (FID) is 
utilized to measure the similarity between the 
distribution of real images  and synthetic images 

. The FID score is calculated based on the mean 

 and covariance matrix  of features extracted 
from the pre-trained Inception-v3 network: 

 
Lower FID values correspond to higher visual 
fidelity and greater diversity in the generated 
samples. 
5.1.2. Classification Performance Metrics 

Standard statistical metrics derived from 
the Confusion Matrix are used to evaluate the 
model's ability to identify five malware classes:  

 Accuracy:  

 Precision:  

 Recall:  

 F1-Score:  

5.2. Experimental Results 
 
5.2.1. Convergence and Stability Analysis of 
CWGAN-GP 
Unlike vanilla GANs, the CWGAN-GP employs 
the Wasserstein loss function combined with a 
Gradient Penalty (GP) term to enforce the 1-
Lipschitz continuity. The optimized objective 
function for the Critic (D) is defined as: 

 
With a penalty coefficient of  = 10, empirical 
results indicate that the Gradient Penalty 
consistently stabilizes around 1.0, effectively 
eliminating common issues such as gradient 
explosions or mode collapse over 60 epochs. 
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Figure 8: Training Convergence of the 

CWGAN-GP Model Loss Functions 
 
5.2.2. Qualitative and Quantitative Fidelity 
Evaluation 

The model achieved an FID score of 
24.5 on the 10,000-sample synthetic dataset. 
Qualitative visual inspections confirm that the 
Generator successfully replicates intricate 
"visual signatures" such as the granular 
textures in Worms or the dense structural 
blocks in Trojans, preserving the unique binary 
characteristics of the source data. 

 
Figure 9: Comparison of CWGAN-GP Synthetic Results 

(Bottom) With Original Ground-Truth Data (top). 
 
5.2.3. Classification Performance via TSTR 
Protocol 

We executed the Train on Synthetic, Test 
on Real (TSTR) protocol by training a ResNet50 
classifier exclusively on synthetic data and 
evaluating it on unseen real-world samples. The 
model achieved an overall accuracy of 66.83%. 
Detailed performance per class is summarized 
below: 
 

Table 2:Classification Performance Metrics For Each 
Malware Family. 

Class Precision Recall 
F1-
Score 

Support 
(Test) 

Benign 0.68 0.65 0.66 231 
Trojan 0.71 0.69 0.70 357 
Spyware 0.62 0.64 0.63 95 
Virus 0.66 0.67 0.66 239 
Worm 0.67 0.66 0.66 136 
Average 0.6683 0.6620 0.6622 1158 

5.3. Discussion 
5.3.1. Strengths 

The empirical results obtained from our 
experiments highlight several critical strengths of 
the proposed methodology, specifically in 
overcoming the inherent challenges of vision-based 
cybersecurity research: 

 Stable Training & Mode Collapse 
Prevention: Unlike traditional Generative 
Adversarial Networks (GANs) that 
frequently suffer from vanishing gradients 
and severe training instability, the 
integration of the Earth Mover’s 
(Wasserstein) distance combined with a 
Gradient Penalty ( = 10) ensured strict 1-
Lipschitz continuity across the Critic 
network. In the context of malware 
analysis, where different malware families 
exhibit highly disjoint and complex 
distributions, standard GANs often 
collapse and produce a single, meaningless 
texture. However, our training logs 
demonstrate that the CWGAN-GP 
maintained smooth and predictable 
convergence over the 60 training epochs. 
Remarkably, this stability was achieved 
even when the model was intentionally 
restricted to a severely limited baseline 
dataset of only 1,271 samples, proving the 
architecture's exceptional resilience to data 
scarcity. 

 High-Fidelity Synthesis and Textural 
Integrity: Achieving a highly competitive 
Fréchet Inception Distance (FID) score of 
24.5 provides robust quantitative proof 
that the CWGAN-GP successfully 
replicated the intricate visual textures of 
real-world malicious binaries. 
Transformed malware images contain 
highly specific spatial structures—such as 
the granular, scattered byte-patterns 
typical of polymorphic worms, or the 
dense, uniform memory blocks 
characteristic of packed Trojans. The 
significantly low FID score indicates that 
the synthetic samples generated at a high 
resolution of 224x224 are not merely 
random spatial noise. Instead, they 
successfully encapsulate the deep 
structural "visual DNA" of actual 
malware, making the synthetic images a 
highly reliable and structurally accurate 
proxy for real threats in downstream 
defense applications. 
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 Effective Imbalance Mitigation and 
Classifier Optimization: By conditionally 
generating exactly 2,000 synthetic samples 
for each of the five predefined categories 
(benign, spyware, trojan, virus, and 
worm), the framework completely 
resolved the initial, real-world data 
imbalance. In traditional deep learning 
training paradigms, a skewed dataset 
forces the Convolutional Neural Network 
(CNN) to bias its weight updates toward 
the majority class, leading to catastrophic 
false-negative rates for rare cyber threats. 
The perfectly uniform distribution of the 
10,000 generated images guarantees that 
minority classes (e.g., Spyware) receive 
equal representational weight during the 
gradient descent optimization of the 
downstream classifier. This robust data 
augmentation foundation directly 
translates to enhanced generalization 
capabilities, reducing overfitting, and 
ensuring equitable predictive accuracy 
across all malware families. 

5.3.2. Critical Analysis via PMI Framework 
To provide a comprehensive evaluation of the 
findings, we categorize the performance of the 
CWGAN-GP framework using the Plus-
Minus-Interesting (PMI) analysis: 
 Plus (Strengths): The implementation of 

Gradient Penalty (GP) acts as a "silver 
bullet" for the training instability typically 
found in malware image synthesis. It 
ensures the model does not collapse into 
generating a single malware type, even 
with a tiny seed dataset of 1,271 samples. 
The high resolution (224x224) provides 
enough spatial depth for ResNet50 to 
extract meaningful features, which is a 
significant upgrade over traditional 64x64 
GAN architectures. 

 Minus (Limitations): While the model is 
stable, the computational overhead of 
calculating the gradient penalty in each 
iteration increases the training time 
compared to standard GANs. Additionally, 
the TSTR accuracy (66.83%) suggests that 
while the synthetic images are structurally 
sound, there remains a "domain gap" 
between synthetic textures and real-world 
binary complexities that requires further 
refinement. 

 Interesting Facts: An intriguing 
observation was the model's ability to 
maintain a low FID score (24.5) despite 

the extreme diversity in malware "visual 
DNA" (from granular Worms to blocky 
Trojans). Furthermore, the conditioning 
mechanism proved so robust that the 
model could generate balanced classes 
even for the most scarce categories 
without losing textural fidelity. 

5.3.3. Comparative Analysis and Research 
Impact In contrast to existing literature that 
often utilizes simple oversampling or standard 
DCGANs, our approach addresses the high-
entropy nature of malware binaries. Most 
similar works published recently focus on 
lower-resolution grayscale images; however, 
our use of RGB-mapped 224x224 images 
allows for the integration of pre-trained 
weights from deep architectures like ResNet, 
significantly narrowing the performance gap in 
data-scarce environments. 
 

6. CONCLUSION 
This research successfully addressed the 

critical challenges of data scarcity and class 
imbalance in visual malware classification by 
implementing a Conditional Wasserstein GAN with 
Gradient Penalty (CWGAN-GP). The primary 
novelty of this work lies in the successful synthesis 
of high-resolution (224x224) RGB malware 
representations from an extremely restricted seed 
dataset, filling a significant gap in existing 
literature that predominantly focuses on low-
resolution grayscale generation.  
Experimental results led to several key conclusions: 

 Robust Data Augmentation: The 
proposed framework successfully 
synthesized a massive, completely 
balanced dataset of 10,000 malware 
images. The Gradient Penalty mechanism 
served as a "silver bullet" to eliminate 
mode collapse, allowing the Generator to 
capture the diverse "visual DNA" of five 
distinct malware families. 

 High Visual Fidelity: The model 
achieved a competitive FID score of 24.5, 
proving that the generated samples closely 
mirror the complex structural patterns of 
real-world malware. 

 Practical Forensic Utility: The functional 
value was validated through the TSTR 
protocol, achieving a 66.83% accuracy. 
This confirms that CWGAN-GP-generated 
images encapsulate essential signatures 
required to train classifiers in data-scarce 
environments. 
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In the current cybersecurity scenario, where zero-
day attacks and rare malware strains emerge 
rapidly, this framework provides a highly scalable 
and stable augmentation strategy. Its impact is 
particularly significant for developing intelligent 
defense systems that must remain robust even when 
large-scale labeled samples are unavailable. Future 
studies will focus on integrating Transformer-based 
architectures into the generative process to capture 
even more subtle, long-range malicious code 
dependencies. 
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