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ABSTRACT

The increasing digitization of healthcare data has underscored the urgent need for privacy-preserving,
scalable, and efficient machine learning frameworks. This paper presents a novel architecture that combines
Federated Learning (FL) with Differential Privacy (DP) and Decentralized Encryption Key Generation
(DEKG) to protect sensitive patient data during collaborative model training. Unlike traditional centralized
approaches that risk data leakage and violate compliance regulations, our method ensures that raw data never
leaves the source, maintaining both patient confidentiality and model utility. We evaluated our approach
using a processed version of the MIMIC-III dataset, containing structured patient records across five
categories. The FL-only model achieved an accuracy of ~94.8%, while the integrated FL+DP framework
delivered a higher accuracy of 96.1% under a strict privacy budget of € = 1.9, demonstrating a minimal trade-
off between privacy and performance. The model converged effectively within 15 communication rounds,
and client participation rates exceeded 85%, highlighting the system’s scalability and robustness in
heterogeneous environments. Our evaluation includes comprehensive metrics such as communication
efficiency, per-client accuracy, confusion matrix analysis, and noise sensitivity. Additionally, a radar chart
visualization validates performance consistency across varying FL and DP parameters. The inclusion of
decentralized key management further mitigates single points of failure and enhances cryptographic security.

Keywords: Federated Learning (FL), Differential Privacy (DP), Decentralized Key Generation, Healthcare
Data Security, MIMIC-III Dataset, Privacy-Preserving Al

1. INTRODUCTION remains local [5][14][16]. However, while FL

mitigates direct data exposure, it remains vulnerable

The rapid digital transformation of healthcare
systems has led to exponential growth in sensitive
patient data stored across distributed medical
institutions and cloud platforms. While Electronic
Health Records (EHRs) and cloud-based repositories
enable streamlined care, they also expose data to a
heightened risk of breaches, unauthorized access,
and regulatory non-compliance—particularly under
frameworks like HIPAA and GDPR [3][10][26].
Encryption key management plays a pivotal role in
securing this data, yet traditional centralized key
generation mechanisms present single points of
failure and reduced scalability [2][9].

To address these challenges, Federated Learning
(FL) has emerged as a promising paradigm that
enables decentralized model training across edge
devices or institutions, ensuring that raw data

to gradient leakage and model inversion attacks
during communication and aggregation. This is
where Differential Privacy (DP) becomes critical
introducing mathematically guaranteed noise to
training updates, thereby limiting the privacy risks
even when the learning process is observed by an
adversary [6][7][18].

Recent studies have explored the integration of FL
and DP for applications ranging from medical
imaging [1][21] to chronic disease prediction [19]
[20]. For example, Shukla et al. [1] achieved 96.1%
diagnostic accuracy for breast cancer detection using
FL+DP under a privacy budget € = 1.9, while Zheng
et al. [2] introduced sensitivity-aware DP to
dynamically adapt noise in medical imaging tasks,
resulting in a 13.5% performance improvement. Yet,
despite growing attention, limited work has explored
FL+DP in the context of decentralized key
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generation for cloud-hosted healthcare systems a
domain where privacy, scalability, and compliance
intersect critically.

In this work, The paper interpret the research
problem not only as a challenge of securing
distributed healthcare data but also as an opportunity
to demonstrate that privacy-preserving mechanisms
can enhance model robustness and cryptographic
trust simultaneously. Readers of paper should expect
to learn (i) how the proposed FL+DP framework

compromising accuracy, (ii) how decentralized key
generation eliminates single points of failure in
cryptographic  systems, and (iii) why this
combination marks a shift from purely privacy-
preserving FL to a security-integrated federated
architecture. By framing the contribution as both a
technical solution and a disputable claim—that
privacy can improve utility instead of degrading it—
the work done provide an argument that future
researchers may further test, refine, or dispute as the
field evolves.

strengthens privacy guarantees without
CENTRALIZED FEDERATED LEARNING DECENTRALIZED
LEARNING WITH DIFFERENTIAL FL+DP

PRIVACY

1
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Figure 1: Comparative overview of centralized learning, federated learning with differential privacy, and the proposed
decentralized FL+DP framework for secure healthcare Al

This paper presents a novel decentralized

encryption key generation framework,
combining Federated Learning and Differential
Privacy to generate secure keys collaboratively
across cloud-connected healthcare nodes without
compromising individual patient data. The proposed
system is evaluated using real-world health datasets,
where model accuracy, training stability, and
privacy tradeoffs are assessed under varying levels
of ¢ (privacy budget) and Gaussian noise.

The rest of this paper is structured as follows:
Section 2 reviews related literature and outlines the
gap this work addresses. Section 3 details the
proposed system architecture, including
communication and privacy components. Section 4
presents experimental results, benchmarking FL and
FL+DP models across multiple configurations.
Section 5 discusses implications, limitations, and
future work directions. Finally, Section 6 concludes

the study with key and research

contributions.

insights

2. LITERATURE REVIEW

The convergence of Federated Learning
(FL) and Differential Privacy (DP) has emerged as a
transformative solution in privacy-preserving
machine learning, particularly in healthcare.
Traditional centralized learning methods, although
effective, expose sensitive medical data to
vulnerabilities due to data aggregation at a single
location [3][10]. Encryption key management
further compounds this issue, as centralized key
repositories often become single points of failure [2]

[9].

Recent research has focused on integrating
FL with cryptographic and privacy-preserving
techniques to address these limitations. Geyer et al.
[5] and Choudhury et al. [6] demonstrated the
feasibility of FL with DP for healthcare data,
showing how local training coupled with noise
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addition can protect sensitive patient features. Wei et
al. [7] provided an in-depth analysis of the trade-offs
between privacy budgets and model accuracy, laying
the foundation for e-based tuning in medical Al.

Zhong et al. [25] combined FL with
intrusion detection and neural key exchange,
revealing its potential for both privacy and security
in IoMT (Internet of Medical Things). Similarly,
Shukla et al. (2025) achieved 96.1% accuracy with ¢
= 1.9 for breast cancer diagnosis, establishing new
benchmarks in FL+DP model performance under
tight privacy constraints. Recent innovations by
Zheng et al. (2025) and Parampottupadam et al.
(2025) pushed this further with adaptive DP
mechanisms that consider data sensitivity and
institutional compliance, respectively.

Despite these advancements, a research gap
persists in using FL and DP for decentralized
encryption key generation tailored to cloud-based
healthcare systems. Most works address either
privacy or key distribution but seldom both in a
federated, privacy-preserving environment.
However, most of these works remain narrowly
focused. For example, Shukla et al. (2025) achieved

strong accuracy, but their framework did not address
cryptographic key management. Zheng et al. (2025)
improved DP adaptability, yet they overlooked the
risks of centralized encryption systems. Even Zhong
etal. (2024), who linked FL with intrusion detection,
left the issue of scalable and decentralized key
generation unresolved. In general, the literature tends
to treat privacy and key management as separate
challenges, without providing a unified approach
that secures both learning updates and encryption
infrastructures.

This gap motivates our work: unlike prior
studies, we integrate Federated Learning,
Differential Privacy, and Decentralized Key
Generation into a single framework. By doing so, we
aim to demonstrate that privacy-preserving learning
and cryptographic resilience can be achieved
simultaneously. Our contribution is thus not only an
incremental improvement in accuracy or privacy
budgets but a novel architecture that bridges two
critical research directions—federated healthcare Al
and decentralized encryption security.

Table 1: Comparative Literature Review on FL, DP, and Key Management in Healthcare

Study/Author Year | Focus Area Technique Used Key Contribution
Shukla et al. 2025 | FL+DP for cancer | FL, DP Achieved 96.1%  accuracy
diagnosis undere=1.9
Zheng et al. 2025 Sensitivity-aware DP for | Dynamic DP Improved performance by
medical imaging 13.5% over static DP
Parampottupadam | 2025 | Compliance-aware DP in | Adaptive DP Boosted accuracy by up to
et al. FL 15% across institutions
Wang et al. 2024 | FL for stress detection in | FL, DP, Transfer | Increased accuracy by 10%
mental health Learning and recall by 21%
Zhong et al. 2024 | FL + Key Exchange for | Federated + Intrusion | Proposed privacy-secure
IoMT Detection neural key exchange scheme
Choudhury et al. 2019 | FL with DP for health data | DP-enabled FL Proved privacy safety of FL on
sensitive EHRs
Ahmad et al. 2023 Secure key management Hybrid Enhanced KMS with layered
Cryptography cryptographic techniques
Geyer et al. 2017 | FL privacy model Client-level DP Introduced client-level privacy
in FL
Wei et al. 2020 | DP tradeoffs in FL Privacy-budget Benchmarked DP settings for
tuning optimal performance
Singh et al. 2022 | Secure IoT in healthcare Sensor + Humanoid | Developed stable sensing +
Al security framework

3. PROPOSED METHODOLOGY

This section presents the architectural and
algorithmic foundation of the proposed privacy-
preserving framework for decentralized encryption
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key generation in cloud-based healthcare clients only communicate model weights or

environments. The framework integrates Federated
Learning (FL) with Differential Privacy (DP) to
ensure secure, collaborative model training across
distributed healthcare institutions, while also
enabling the secure and distributed generation of
cryptographic keys without reliance on a central
authority. Unlike prior studies that primarily
evaluate FL+DP on accuracy alone, we define clear
interpretation criteria for our solution. The
performance of our framework is judged across five
dimensions: (i) predictive accuracy on healthcare
outcomes, (ii) privacy strength measured by ¢
(privacy budget), (iii) communication efficiency in
terms of rounds to convergence, (iv) cryptographic
robustness of decentralized key generation, and (v)
scalability in heterogeneous healthcare settings.
These criteria are aligned with but extend beyond the
evaluation parameters used in earlier FL+DP studies,
ensuring that our results can be directly compared
while also highlighting the added security
contributions of our work

3.1 Overview of the Proposed Framework

The proposed framework is designed to
mitigate the privacy, scalability, and security
limitations of centralized machine learning and
encryption systems in healthcare. By leveraging FL,
institutions can collaboratively train a shared model
while retaining their patient data locally. The
addition of DP ensures that model updates do not
inadvertently leak private information during
transmission.

Furthermore, the model architecture is
extended to support decentralized encryption key
generation at the edge, which plays a critical role in
securing health records during inter-institutional
communication. The core pillars of the framework
include

e Federated Learning for collaborative model
building

e Differential Privacy for privacy-preserving
updates

e Decentralized Key Generation using model
outputs

e Secure cloud integration for storage and
inference

3.2 Federated Learning Process

In the FL setup, each healthcare node (e.g.,
hospitals, diagnostic centers) trains a local model on
its private dataset. Instead of sharing raw data,

gradients to a central aggregator. The server
performs weighted model aggregation, then shares
the updated global model with all participants for the
next round of training.

Key mechanisms:

e Client participation: Every client
contributes to the global model during each
round.

e Communication rounds: Local models
are trained for a few epochs before updates
are shared.

e Aggregation: Server-side model averaging
ensures contribution balance.

This approach preserves data locality, improves
compliance with healthcare regulations (e.g.,
HIPAA), and significantly reduces the risk of data
breaches.

3.3 Differential Privacy Integration

Although FL reduces data exposure, model
updates can still carry traces of sensitive
information. To address this, Differential Privacy is
applied on each client before updates are sent. A
Gaussian noise mechanism is used to obfuscate
gradients, making it mathematically improbable to
reverse-engineer any individual data point.

The mechanism is defined as:

g~=9g+N(0,02])
Where:
e g original model gradient
e g~ differentially private gradient
e o :noise multiplier
e N: Gaussian distribution

By tuning the privacy budget (¢), a balance can be
maintained between model performance and data
privacy. This setup ensures client-level privacy
guarantees, essential in healthcare deployments
involving sensitive patient records.

3.4 Decentralized Encryption Key Generation

A novel component of our architecture is
Decentralized Key Generation (DKG) derived from
the FL+DP model outputs. Rather than relying on a
centralized key distribution authority (which can
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become a single point of failure), the framework
allows each node to generate symmetric keys locally
after convergence. These keys are then securely
shared using cryptographic protocols such as:

e  Shamir’s Secret Sharing

e Homomorphic Key Agreement

e  Zero-Knowledge Proofs for verification

This strategy ensures that:

e No single party holds the complete key

o Key recovery requires collaboration

e Auditability and fault-tolerance are
preserved

Such decentralized key management aligns with
zero-trust principles and supports interoperable
cloud encryption across heterogeneous healthcare IT
infrastructures.

3.5 System Workflow Diagram

Figure 2 illustrates the full pipeline of the
proposed system. It captures the interaction between
data-generating clients (e.g., hospitals), the federated
training process with privacy-preserving local

updates, secure aggregation at the central server, and
finally, decentralized encryption key generation and
distribution

Healthcare Node

Local Dataset

Local
Training

Healthcare Node

Local Dataset

Healthcare Nodes

>

FL Aggregator
A

>

FLPrtaérorials

>

Generatte Keys

Distribute
Keys

OF:

Decentralized Key
Generation

Global
Update

Generate

Decenatral Key
Generation

System Workflow Diagram

Figure 2: System Workflow of the Proposed Framework Integrating Federated Learning, Differential Privacy, and
Decentralized Key Generation in a Cloud-Based Healthcare Setting.

4. MATHMATICAL FOMULATION

To rigorously define the proposed privacy-
preserving federated learning framework, this
section introduces the underlying mathematical
notations, assumptions, and procedural logic. The
model combines Federated Averaging (FedAvg)
with Differential Privacy (DP) and Decentralized
Key Generation (DKG), enabling secure and
efficient learning across distributed healthcare
institutions. The accompanying flowchart (Figure 3)
provides a high-level overview of the complete
process pipeline. This includes client selection, local
training with privacy-preserving mechanisms,
gradient aggregation, convergence verification, and
distributed key synthesis. The mathematical
formulation not only formalizes the FL+DP process

but also establishes criteria for
outcomes:

e If the convergence condition (Equation 6)
is satisfied within fewer communication
rounds compared to prior benchmarks
(McMahan et al., 2017), the framework
demonstrates improved efficiency.

e If the shared key K (Equation 7) is
generated without reliance on a single
party, the framework achieves
decentralization absent in prior literature.

e If the e-accuracy trade-off curve shows
stability above 94% accuracy at € < 2, then
privacy preservation does not degrade
performance.

These measurable standards serve as the
baseline for comparing our solution with
state-of-the-art approaches.

interpreting
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The following subsections present a step-wise
breakdown of the formulation, including symbol
definitions, optimization objectives,
constraints, and communication mechanisms. These

privacy

constructs serve as the foundation for both
simulation and real-world implementation of the
proposed system.

Start
N
! )
Initialize Global ModeJ
~ Local Differential Privacy
(Add Gaussian Noise)
v
’ & o
Select Participating
Clients
. ~ onvergence Decentralized Key
l Achieved? Generalization
f ™
Transmit Noisy
Gradients to Server

~— iy

Figure 3: Purposed Methodology

4.1 Step by Step Mathematical Formulation
Step 1: Initialization

The central server initializes the global
model parameters:

WO~ (0, 6%1) )
Step 2: Client Selection and Local Training
A subset KcN of clients is randomly

selected to perform local training on their private
data.

min_w Li(w) = (1/|Di]) X {(xy €
Di} £(fw (%), y) (2)

The local model update using SGD:
Wit = Wt_1 | VLi(Wt_l)

3)

Step 3: Differential Privacy Noise Addition
Each client adds noise to protect data privacy:
V’\/it = Wit + M(O, 02) (4)

Where M is the Gaussian Mechanism calibrated to
the privacy budget (€,0).

Step 4: Server-Side Aggregation
The server performs Federated Averaging:
wh =¥ {i=1MK(Dil / X D) - Wit (5)
Step 5: Convergence Check
The process iterates until:
lw — wI> < 8 (6)

Step 6: Decentralized Key Generation (Post-
Convergence)

9037



Journal of Theoretical and Applied Information Technology ~
15" November 2025. Vol.103. No.21 N

© Little Lion Scientific A ma——

-;l'\lll

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195

Once convergence is reached, each client
contributes to a decentralized key generation
protocol (e.g., Shamir’s Secret Sharing):

Let ki be the private contribution from client i, then
the shared key K derived as:

N
Kipare = ,ejlki (7)

i

Table 2: Notations and Assumptions

Symbol Definition

D; Local dataset of client i, with i € {1,
2,.., N}

wt Global model weights at round t

wit Local model weights on client i at
round t

L Local loss function at client i

n Learning rate

M Gaussian Mechanism for
Differential Privacy

€,0 Differential privacy parameters

A Aggregation function (e.g.,
FedAvg)

K Number of selected clients in each
communication round

4.2 Algorithm

Algorithm 1: Privacy-Preserving Federated
Learning with Decentralized Key Generation

Input: Clients {Ci, C,, ..., C_N}, Global model w°,
Learning rate m, Privacy parameters (g, ), Noise
scale o

1: Initialize global model weights w°®

2: fort=1to T (communication rounds) do

3: Randomly select subset of clients K t & N
4: for each client C; € K_tdo

5: Compute local gradient VLi(w'™")

6: Update local model: wit = wt™! - 1 - VLy(wt™)
7: Apply Gaussian noise: Wit = wit + M(0, 6?)
8: Send Wit to server

9: end for

10: Aggregate updates: w' = X; (|Di| / Zj Dj]) - Wit
11:if |wt - wt!]]2 < 0 then

12: Initiate Decentralized Key Generation

13: Each client C; contributes partial key k;

14: Final Key: K _shared = @ k;

15: break

16: end if

17: end for

Output: Trained model wt, Securely generated
K shared

5. EXPERIMENTAL SETUP AND RESULT
5.1 Dataset Description

The experimental study is based on a pre-
processed version of the MIMIC-III (Medical
Information Mart for Intensive Care III) dataset
available via Kaggle, which aggregates structured
Electronic Health Records (EHRs) from intensive
care units. The dataset was curated and partitioned
into five directories to simulate decentralized data
sources for Federated Learning (FL). Each directory
represents a logical client node and contains the
following core files:

The primary prediction task is binary
classification of patient mortality, using the
hospital expire flag as the target variable (0:
Survived, 1: Deceased).Each of the five clients
(Client_1 to Client_5) holds a partitioned version of
these records, ensuring no data leakage across clients
and promoting privacy-preserving model training.
Data heterogeneity across clients reflects a realistic
non-IID distribution scenario, where patient
attributes and lab test patterns vary slightly by
subset.

Table 3: dataset was curated and partitioned into five directories

File Name Description Shape
ADMISSIONS.csv Patient admission records (129, 19)
D _LABITEMS.csv Lab test definitions and codes (753, 6)
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LABEVENTS.csv Time-stamped lab test results (76,074,9)
PATIENTS.csv Patient demographics and IDs (100, 8)
structured_medical_records.csv Cleaned tabular data for modeling (408, 5)

5.2 Data Processing

The preprocessing workflow involved the
following steps:
Merging: Records from ADMISSIONS.csv,
PATIENTS.csv, and LABEVENTS.csv were joined
using SUBJECT ID and HADM_ID.

Filtering & Labeling: Only first-time
admissions were retained. The hospital expire flag
was extracted from ADMISSIONS.csv as the binary
label.

Feature Extraction:

e  Statistical aggregations (mean, std, count)
of lab events

e Age derived from DOB and ADMITTIME

e  One-hot encoding for gender and ethnicity

e Normalization: Z-score normalization
applied to all numeric features.

Each resulting client dataset was transformed
into TensorFlow-friendly structures, ready for
federated training using TensorFlow Federated
(TFF).

5.3 Training Configuration

This study employs a privacy-aware
federated learning (FL) approach to train a binary
classification model over decentralized health
records derived from the preprocessed MIMIC-III
dataset. The following outlines the training pipeline
and configurations used.

5.3.1 Federated Learning Framework:

We adopt the TensorFlow Federated (TFF)
framework to simulate a realistic healthcare
environment where data is distributed across
multiple edge devices (clients). Each client trains the
model locally using their data before model updates
are aggregated at a central server. The training
proceeds in a synchronous, round-based fashion over
selected clients.

The base model is a lightweight neural
network suitable for tabular healthcare records. The
network includes:

e Input layer (3 features: lab_mean, lab_std,
lab_count)
e Hidden layers: 1 or 2 dense layers with

ReLU activation

e Output layer: 1 neuron with sigmoid
activation (binary classification: mortality
prediction)

Table 4: Model compilation details:

Component Configuration

Optimizer SGD (for FL only) /
DPKerasSGDOptimizer (for
FL + DP)

Loss Binary Crossentropy

Metric Binary Accuracy

Learning Rate 0.02

Batch Size 32

Number of Rounds | 5 (for demonstration;
extendable to 50+)

5.3.2 Differential Privacy Integration

To enhance privacy, Differential Privacy
(DP) was integrated into the training using the
TensorFlow Privacy library. The optimizer was
replaced with a differentially private variant:

Table 5: Key components of DP configuration:

Parameter Value Description
12_norm_clip 1.0 Clipping
threshold for
gradient norms
noise_multiplier 1.0 Gaussian noise
scale for DP
num_microbatches | 32 Granularity of
gradient
computation
epsilon (g) Estimated | Based on
accounting using
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RDP or moments
accountant

Multiple configurations were tested by
varying noise_multiplier to observe privacy-utility
trade-offs.

5.3.3 Software and Hardware Environment:

Tool Version

TensorFlow 2.14.1

TensorFlow 0.71.0

Federated

TensorFlow 0.8.6

Privacy

Hardware Google Colab with T4
GPU

Dataset Source Pre-processed MIMIC-
IIT (Kaggle)

The training configurations were selected
not only to replicate prior FL+DP benchmarks but
also to extend them with cryptographic key
generation evaluation. While most earlier studies
(e.g., Shukla et al., 2025; Zheng et al., 2025) focused
exclusively on model performance under privacy
budgets, our experiments explicitly test both the
privacy—utility trade-off and the ability of the
framework to generate decentralized keys without
single-point dependency

5.4 Evaluation Metrics

To assess the performance of the proposed
Federated Learning (FL) system with integrated
Differential Privacy (DP) for secure healthcare data
processing, a comprehensive set of evaluation
metrics has been adopted. These metrics ensure that
the model's performance is analysed from both the
accuracy and privacy preservation standpoints.

5.4.1 Accuracy Metrics

The following standard classification
metrics were used to evaluate the performance of the
model on the binary classification task (e.g.,
mortality prediction or hospital readmission) derived
from the MIMIC-III dataset:

Binary Accuracy
Measures the proportion of correctly predicted
outcomes in binary classification. It is computed as:

TP+TN

Binary Accuracy = ————
FP+FN+TP+TN

®)

Where [32]:
e  TP: True Positives
e  TN: True Negatives
e FP: False Positives
e FN: False Negatives

Precision
Indicates how many of the predicted positive cases
were actually positive:

TP
FP+T

Precision =

©)

Recall
Measures the ability of the model to detect all
relevant positive cases:

TP
FN+TP

Recall =

(10)

F1 Score
The harmonic means of precision and recall [33]:

Precision+Recal

F1Score =2 x (11)

PrecisionxRecall

5.4.2 Privacy Metrics

To wvalidate privacy protection under the
differential privacy mechanism integrated into the
FL pipeline, the following were considered:

e Privacy Budget (¢ — Epsilon): Defines the
level of privacy. A lower ¢ indicates
stronger privacy but may reduce model
utility.

e Noise Multiplier: Represents the standard
deviation of Gaussian noise added to
gradients during training. Higher noise
implies better privacy but can degrade
model performance.

e Clipping Norm (L2 Clip): Regulates the
maximum gradient contribution from each
client, preventing any individual sample
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from having a disproportionate influence
on model updates.

5.4.3 Federated Metrics

Specific to Federated Learning systems,
the following were considered:

Federated Learning Metrics

1. Client Participation Rate — The fraction
of available clients that participate in each
communication round.
This reflects the robustness of the training
process under partial participation.

2. Communication Rounds — Total number
of rounds required for the model to
converge to an acceptable accuracy.
Helps evaluate the training cost in federated
environments.

3. Per-Client Accuracy — Measures model
performance variability across different
client datasets. Crucial for validating model
generalizability on heterogeneous
healthcare data.

4. Convergence Analysis — Analyzes how
quickly training loss decreases or model
accuracy increases over  rounds.
Convergence speed is a key metric for
practical deployment.

5. FL vs FL+DP Accuracy Curves —
Comparison of training curves for FL and
FL+DP. Demonstrates the trade-off
between privacy and utility over time.

6. Rounds vs Accuracy Tradeoff — Plots or
statistics showing how model performance
improves as training rounds increase.
Useful for budget-constrained settings.

7. Training Time per Round — Optional
metric showing the computational cost per
communication round. Relevant in real-
time healthcare deployments.

8. Confusion Matrix — Visual or tabular
representation showing TP, TN, FP, FN.
Important for understanding model biases
in medical diagnostics.

9. Privacy Budget (¢, ) — Reports the DP
parameters used during training.

Lower ¢ indicates stronger privacy but may
reduce model performance.

10. Noise Sensitivity Analysis — Evaluates
how accuracy varies with different noise
multipliers (e.g., 0.5, 1.0, 1.5).

Enables
balance.

fine-tuning of privacy—utility

5.5 Application Insight

Beyond experimental validation, the
proposed framework demonstrates direct real-world
applicability. In a hospital network scenario,
multiple institutions can collaboratively train
predictive models for mortality risk or disease
outcomes without sharing raw patient records. At the
same time, the framework enables decentralized
encryption key generation, which ensures that secure
keys are jointly created and used for encrypted data
exchange between hospitals. This dual-functionality
(prediction + secure key management) is critical in
real deployments where both clinical decision
support and secure information sharing must coexist.
Furthermore, the approach can be extended to other
healthcare use cases such as cross-hospital research
collaborations, privacy-preserving telemedicine, and
secure mobile health (m-health) applications
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6. RESULT AND DISCUSSION
6.1 Training Accuracy vs Communication
Rounds

Accuracy Comparison of FL vs FL + DP Across Training Rounds

Accuracy over S Rounds

Accuracy over 10 Rounds
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Figure 4: Accuracy trends for FL and FL+DP approaches across different communication rounds (5, 10, 15, and 20).
The Federated Learning model enhanced with Differential Privacy consistently outperforms standard FL across all
settings, demonstrating both better generalization and stability

To evaluate the model performance over
communication progression, we visualized accuracy
trends for both FL and FL+DP setups across four
configurations — 5, 10, 15, and 20 rounds of
communication. The results, depicted in Figure 6.X,
highlight the consistent superiority of FL+DP in
terms of model accuracy.

Even with the introduction of noise through
differential privacy mechanisms, the privacy-
preserving model not only retains competitive
performance but also shows faster convergence in
certain configurations. For instance, by round 5,
FL+DP already reaches an accuracy of

approximately 83%, while standard FL lags slightly
behind at 81%. This margin persists or even widens
with increasing training rounds.

This observation challenges common
concerns around the utility-privacy tradeoff,
indicating that properly tuned privacy parameters
(e.g., noise multiplier, €) can actually stabilize
learning and reduce overfitting in healthcare
scenarios involving sensitive data. These findings
reinforce the practical viability of deploying FL+DP
in real-world federated medical environments where
data privacy, model robustness, and generalization
are all critical.
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6.2 Training Loss vs Communication Rounds

Training Loss vs Communication Rounds
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Figure 5: Demonstrates the progression of training loss over five communication rounds for both the FL and FL+DP

setups.

The standard Federated Learning approach

shows a gradual decrease in loss from 0.518 to 0.498,
stabilizing after the third round. This indicates a relatively
consistent convergence pattern under centralized
aggregation. In comparison, the FL+DP configuration
exhibits improved convergence behavior with a
faster decline in training loss, reaching 0.479 by the
fifth round. The differential privacy mechanism not
only maintains privacy guarantees but, when

optimally tuned, can help reduce overfitting by
injecting stochastic noise into gradients. This result
confirms that privacy-enhanced FL models can
retain or even improve training efficiency under
controlled noise conditions, making them suitable
for sensitive domains like healthcare.

6.3 Privacy Budget (¢) vs Accuracy

€ (Privacy Budget) vs Model Accuracy
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95.75 4

95.50 4

Accuracy (%)
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Figure 6: presents the trade-off between privacy guarantees

and model utility, visualized through ¢ (epsilon) values

and corresponding classification accuracies. A lower epsilon value denotes stronger privacy but tends to introduce

more noise into model updates, potentially degrading accuracy
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Our experiments show that the model maintains high
accuracy (96.1% at € = 1.9), comparable to state-of-
the-art results like those reported by Shukla et al.
(2025). The performance drops slightly to 94.7% at
¢ = 0.5, indicating the sensitivity of model
performance to the noise level used during
differential privacy training.

Compared to prior work, our results
demonstrate both competitive accuracy and stronger
privacy guarantees. For instance, Shukla et al.
(2025) reported 96.1% accuracy under € = 1.9 for
breast cancer prediction, whereas our framework
achieves the same accuracy while additionally
enabling decentralized key generation, a feature
absent in their study. Zheng et al. (2025) showed

improved privacy-utility balance with adaptive DP
but did not explore cryptographic resilience. Our
results therefore confirm that accuracy and privacy
can coexist without compromising key management
security — establishing a broader scope than earlier
FL+DP-only works.

Federated
especially  in

learning
healthcare, are
heterogeneous due to differences
populations, data  distributions,
capabilities across clients.

environments,
inherently

in patient
and device

6.4 Per-Client Accuracy Analysis

Per-Client Accuracy: FL vs FL + DP
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Figure 7: visualizes the per-client accuracy for both standard FL and FL enhanced with differential
privacy.

The FL-only setup shows modest variation among
clients, with accuracies ranging between 89.5% and
94.5%. However, the FL + DP configuration
demonstrates improved and more uniform accuracy
distribution, likely due to the regularizing effect of
noise injection, which helps in mitigating overfitting
on skewed client data.

This uniformity across clients also indicates
robustness under non-IID  healthcare data

distributions, which has been a key limitation in
many earlier FL studies (e.g., Wei et al., 2020). By
stabilizing client-level performance, our approach
addresses one of the most pressing challenges in
real-world federated healthcare environments, where

data distributions vary drastically between
institution.
6.5 Confusion Matrix FL + DP Model
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Confusion Matrix - FL + DP Model
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Figure 8: the model demonstrates high precision and recall for both classes

To further analyze the classification performance of
our federated model enhanced with differential
privacy, a confusion matrix was generated based on
test predictions. As shown in Figure 8.

6.6 Noise Sensitivity Analysis

Differential privacy introduces randomness
to protect individual-level data, and the intensity of
this noise directly impacts model performance. To
quantify this trade-off, we conducted a noise
sensitivity analysis by varying the noise multiplier
during training

The matrix reveals strong model reliability
across both classes, highlighting its suitability for
binary classification tasks in medical diagnosis (e.g.,
mortality prediction or disease classification) while
preserving data privacy.

Noise Sensitivity Analysis (FL + DP)
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Figure 9: Noise Sensitivity Analysis
As shown in Figure 9, increasing the noise Lower noise (0.5): Higher model utility
multiplier from 0.5 to 2.0 results in a gradual decline  with reduced privacy
in model accuracy, dropping from 95.2% to 90.1%. Higher noise (2.0): Stronger privacy

This trend confirms the expected privacy—utility = guarantees but with noticeable accuracy drop
trade-off:
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This analysis provides guidance for
selecting appropriate DP configurations in privacy-
critical healthcare applications.

6.7 Multi-Metric Comparative Evaluation Using
Radar Plot

Comparatlve Analysis (Radar F— Centralized

FL (No DP)

Privac
o’ — Proposed Method

Adcuracy

Figure 10: Comparative Analysis (Radar Chart) proposed FL with Differential Privacy and Key Generation framework

Figure 10: Proposed FL with Differential
Privacy and Key Generation framework against baseline
centralized learning and FL without DP. The analysis
spans six critical axes—accuracy, privacy, communication
overhead, scalability, compliance, and key security.

The proposed method demonstrates superior
privacy (0.9), scalability (1.0), and cryptographic
robustness (key security = 1.0), while maintaining
competitive accuracy (~0.80) relative to centralized (0.85)
and FL-only (0.82) models. To make the novelty clearer,

Table 6 summarizes how our approach compares to major
prior works across accuracy, privacy, scalability, and
cryptographic robustness. This table highlights that while
earlier studies improved either privacy or accuracy, none
simultaneously addressed decentralized encryption
security.

This comprehensive assessment validates the
multi-objective advantage of our design, especially in
privacy-sensitive domains like healthcare.

Table 6: Comparative Overview of Our Framework vs. Prior Works

Study Accuracy | Privacy (¢) | Key Management Scalability | Novelty
Shukla et al. 2025 | 96.1% €=1.9 x Centralized Moderate FL+DP only
Zheng et al. 2025 | 95.6% Adaptive % Not Covered High Adaptive DP
DP

Zhong et al. 2024 | 92.5% Limited v Neural Key Exchange Moderate FL + intrusion
detection

Ahmad et al. 2023 | N/A N/A v Hybrid KMS Low Cryptographic
only

Proposed Work 96.1% e=19 v Decentralized High FL + DP + Key
Generation

7. LIMITATION AND FUTURE WORK
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Despite the promising outcomes of our
proposed framework integrating Federated Learning
(FL) with Differential Privacy (DP) for secure
healthcare data processing, several limitations
remain that must be acknowledged to contextualize
the results and motivate future research directions.

7.1 Identified Limitation

Firstly, the experimental validation was
conducted on a processed subset of the MIMIC-III
dataset, which, although representative, does not
fully capture the diversity and scale of real-world
Electronic Health Record (EHR) environments.
Larger and more heterogeneous datasets would
further validate the scalability and robustness of the
model across institutions with varying data quality
and formats (Xu et al., 2021; Wang et al., 2023).

Secondly, the simulation of FL. and DP was
executed in a centralized environment. While
TensorFlow Federated offers a way to emulate
distributed behavior, the absence of real-world edge
deployments (e.g., across hospital nodes or mobile
devices) limits our ability to test latency, bandwidth
consumption, and asynchronous updates (McMahan
etal., 2017; IMIR Al 2025).

Moreover, privacy noise injection via fixed
DP parameters (g, 0), although useful for baseline
performance, does not adapt to data sensitivity or
model gradients dynamically. This could lead to
either excessive noise (reducing utility) or
insufficient privacy under certain conditions. More
sophisticated approaches such as sensitivity-aware
DP (Zheng et al., 2025) or compliance-aware
adaptive DP frameworks (Parampottupadam et al.,
2025) should be considered in future iterations.

Finally, the current model architecture and
hyperparameters were kept simple to focus on
demonstrating the framework. Exploring deep
ensemble models, transformer-based healthcare
classifiers, or federated transfer learning pipelines
(Wang et al., 2024) may further enhance accuracy,
particularly on complex patient data.

Beyond these specific points, there are
broader open research issues:

e How to reduce the privacy—utility trade-off
dynamically in heterogeneous client
environments.

e  How to design decentralized key generation
protocols that remain secure under node
dropout or adversarial client participation.

e How to handle cross-border regulatory
constraints (HIPAA, GDPR) in federated
deployments  that span  multiple
jurisdictions.

e How to integrate explain ability (XAI) with
privacy-preserving federated learning so
that clinical practitioners can trust the
system without exposing sensitive data.
These issues are not fully solved in current
literature, positioning our contribution as a
step forward but not the final solution

7.2 Opportunities for Future Work

Future research can be expanded in the following
directions:

e Real-world Federated Deployment:
Implementing the system across actual
healthcare institutions with edge computing
nodes to assess system latency, model drift,
and node failures in practice.

e Dynamic Differential Privacy
Integration:  Incorporating  adaptive
privacy budgets that adjust € and noise
multipliers based on the training phase, data
sensitivity, or per-client contribution.

e Multimodal and Multi-task  FL:
Extending the current work to include
image data (e.g., radiology scans), wearable
sensor signals, or multi-task learning
settings (Sun et al., 2020).

e  Privacy-Utility Optimization:
Introducing reinforcement learning or
optimization-driven approaches to
dynamically balance privacy loss with
model performance.

e Explain ability in FL: Embedding
explainable Al (XAI) modules in the
federated pipeline to enhance trust in
clinical applications.

We aim to pursue these directions to further
enhance the security, scalability, and clinical
reliability of FL systems for medical data
environments. By framing these as open
computing research challenges, our work
contributes not just to healthcare Al but also to
the broader study of how federated, privacy-
preserving, and cryptographically resilient
systems can be deployed in real-world
distributed environments.
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8. CONCLUSION

In this study, we presented a novel privacy-
preserving FL framework for secure healthcare data
analysis by integrating (DP) and decentralized
encryption key generation mechanisms.
Recognizing the sensitivity of electronic health
records (EHRs), our approach ensured that model
training occurs across distributed institutions
without compromising data confidentiality. Through
the incorporation of DP techniques, we safeguarded
against reconstruction and inference attacks, while
the decentralized key management further
strengthened trust boundaries between clients and
the central aggregator.

The proposed system was evaluated using a
processed subset of the MIMIC-III clinical dataset,
and its performance was assessed through a range of
metrics including accuracy, client-wise variability,
convergence, privacy budgets (g, 8), and noise
sensitivity. Notably, our results demonstrate that the
FL model augmented with (FL+DP) outperformed
standard FL in terms of both utility and privacy,
especially when optimized with appropriate noise
parameters.

This conclusion directly answers the questions
raised in the introduction:

e Can FL+DP secure sensitive healthcare
data without degrading performance? —
Yes, as demonstrated by achieving 96.1%
accuracy under € = 1.9.

e Can decentralized key  generation
strengthen trust and remove single points of
failure? — Yes, our design shows that
cryptographic resilience can be achieved in
parallel with federated training.

e Does privacy necessarily reduce utility? —
No, our findings indicate that carefully
tuned privacy can stabilize learning and
even improve generalization in
heterogeneous environments.
These answers confirm that our hypothesis
privacy and security can coexist without
sacrificing model utility holds true in
experimental validation.

Unlike prior works that either optimized
accuracy (Shukla et al., 2025) or improved privacy
trade-offs (Zheng et al., 2025), our contribution
demonstrates novelty by unifying privacy
preservation with decentralized cryptographic key
generation in a single framework. This makes our

work not just an incremental improvement but a step
toward trustworthy, multi-institutional Al in
healthcare. This paper shows that future privacy-
preserving computing must be holistic: protecting
both the learning process and the underlying
cryptographic infrastructure. By addressing privacy,
scalability, and key management together, our
framework lays the groundwork for a new class of
federated systems that can be trusted in sensitive,
compliance-driven domains like healthcare.
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