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ABSTRACT 

 
Wireless Sensor Networks (WSNs) vary in size by application and are often deployed in uncontrolled areas, 
making them vulnerable to attacks, especially on routing protocols. Due to weak transmission security, 
messages can be easily intercepted or altered. Thus, efficient key management is essential to reduce these 
risks. There are many challenges to securing key management, such as key distribution, routing algorithms, 
overhead, scalability, efficiency, and time consumption for encryption and decryption. Thus, it is challenging 
to create efficient security protocols while decreasing costs. The proposed scheme is more adaptive and 
secure because it works like a one-way function to save capacity and time execution compared with other 
schemes, and it achieves the security goals (integrity, authentication, confidentiality, data refresh, and 
scalability). Finally, it prevents the message from being repeated compared with another scheme, avoiding 
the adversary guessing the keys and penetrating the network. 

 Keywords: Cryptography, Key Management, Security, Wireless Sensor Network, Data Sequence.  

 
1. INTRODUCTION 

 
Wireless Sensor Networks (WSNs) are 

typically used to monitor many kinds of data; 
therefore, a sensor node is generally outfitted with 
several sensors (light, temperature, …, etc.) [1] 
[2]. The sensor nodes in a WSN are usually put in 
unsupervised areas to detect events or specific 
phenomena and transfer that information to other 
sensors [3] [4]. Moreover, the sensors are tiny 
electronic devices with limited processing, 
communication, and storage capabilities [5] [6]. 
Furthermore, because they are battery-operated, 
their lifespan is limited. WSNs can be flat or 
hierarchical, depending on how sensors are 
structured [3] [7]. In flat WSNs, all sensors 
possess equivalent data collection and 
transmission capabilities to other sensors, while 
nodes with constrained capabilities—such as 
limited storage, processing power, and battery 
life—occupy the lowest tier of the hierarchy; 
cluster heads (CHs) are in the middle of the 
hierarchy and have more capabilities than sensor 
nodes and cluster heads (CHs) are at the top of the 
hierarchy and have more capabilities than sensor 

nodes. Also, sensor nodes in the hierarchical 
structure are responsible for sending sensing data 
to CHs, which analyses the data and send it to the 
base station for further analysis [3] [8]. 

Dynamic key management systems should 
safely provide encryption logic keys, preventing 
hostile nodes in a network from acting 
maliciously [9]. Moreover, when a compromised 
device node is reported to the authorities, the 
current secret key of the compromised device 
node should be revoked and a new one produced 
[9].   

The key management encompasses self-
enforcing, trust Server, and pre-distribution. 
Besides, self-enforcing (key Distribution) Key 
agreements utilizing public-key certificates are 
used in these schemes. It increased the difficulty 
of key management [10] [11]. Moreover, the trust 
Server depends on a trustworthy third party as the 
key management server. Because there is no 
trusted infrastructure in WSNs and the sensor 
nodes' restricted capacity, they are unsuitable for 
playing the role of a key server. However, this can 
be used when the trusted server is an external 
entity directly connected to the WSN. Much 
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research depended on the base station or sink to 
handle critical management functions [10]. In the 
key pre-distribution schemes, the keys can be put 
into sensors if the neighbour node is known ahead 
of time, and because sensors are distributed at 
random in most applications, deterministically 
knowing the set of neighbours may not be 
possible. Besides, probabilistic schemes are the 
name for this sort of system [12]. In a network-
wide key, before deployment, all sensors are 
given a key called the Master key, which any pair 
of nodes may use to establish key agreement and 
create a new pair-wise key. If any node is seized 
and does not show any network resilience, the 
security of the whole network is threatened [12]. 

Moreover, full pairwise keying enables each 
node to own N-1 (network size, also known as the 
number of sensors) secret pairwise keys, each 
exclusively known by that node and one of the 
other N-1 nodes. Because compromising one 
node does not affect communication between 
uncompromised nodes, the scheme's resilience is 
optimal, and it consumes no energy. Also, adding 
new nodes after deployment is challenging since 
the current nodes don't have the keys to the new 
nodes. Due to the massive amount of memory 
required to hold the (N-1) keys, it is unsuitable for 
sensors [12].  

The common problem with WSNs is that the 
process of distributing keys is considered one of 
the most difficult challenges facing the continuity 
of the network's operation securely, via providing 
integrity, authentication, confidentiality, data 
refresh, and scalability for exchanging messages 
among the nodes. Moreover, preventing the 
message from repeating.  

Due to the rapid development of technology in 
all fields, especially data security, the enemy is 
constantly trying to penetrate the network to 
understand the content of the message and modify 
it by planting illegal nodes in the network. 

The proposed scheme utilizes public key 
concepts, which operate as a one-way function via 
encryption/decryption messages based on 
creating a data sequence and a checksum 
algorithm, which solves all previous problems. 

The following parts will go over the specifics 
of this topic. Section 2 summarizes numerous 
distinct algorithms that have recently been built 
based on earlier literature reviews. Section 3 
demonstrates the aims of cryptography and 
provides an in-depth discussion of the proposed 
technique. The section discusses the proposed 
algorithm's security characteristics as well as the 

analysis of threats. 4. Finally, section 5 includes 
detailed conclusions of this research paper. 
 

2. LITERATURE VIEW 
 

WSNs are more vulnerable than wired 
networks due to their transmission nature and 
restricted resources. Also, security and privacy 
are critical concerns in every network [13]. 
Moreover, the WSN is made up of a large number 
of sensor nodes that are deployed randomly in 
hostile, unattended environments [14]. Sensor 
networks operate along with sensitive data, which 
increases security problems since they are not 
located remotely [13]. 

The authors in [15] propose an efficient and 
secure message transmission scheme in a static 
WSN that combines the sequence algorithm with 
the Diffie-Hellman DH in-stream ciphering for 
encrypting messages. This scheme includes seven 
phases: Initialization, Node distribution, cluster 
forming, creating a shared key, Secure data 
transmission, node removal, and updating the 
shared key. In this scheme, when two nodes 
exchange messages in the network, the sender 
converts each message letter to ASCII values and 
then applies the sequence algorithm to this result. 
The scheme is based on the DH key exchange 
such that it establishes a shared key to be used 
between a CH and nodes in a specific cluster or 
BS and directly exchanges it with each other over 
an insecure communication channel. Then, 
combine the output value with this shared key. In 
the end, the result is concatenated with the ID of 
the sender and receiver. The authors produce a 
lightweight scheme, but the shared key is valid for 
a limited time [15]; Therefore, this scheme doesn't 
achieve security goals [16]. Also, the 
eavesdropping attack and man in the middle can 
break the algorithm [15]. 

Samer et al. [5] use a novel decentralized key 
management scheme for hierarchical grid-
organized WSNs. The scheme target decreases 
the number of cryptographic keys saved in sensor 
nodes. The performance analysis demonstrates 
the suggested protocol's effectiveness for 
communication overhead, storage expenses, and 
network connectivity. This scheme divides the 
work area into equal-sized grids. The network 
includes the BS, master node, and L. Each grid 
comprises a manually positioned master node 
named Grid Head (GH), which has more 
resources and capabilities than L. This scheme 
contains Intra-Grid, the communication between 
GH and L in the same grid by shared key, whereas 
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inter-grid is the communication between two GH 
in adjacent grids. Moreover, Li can communicate 
with BS and Lj through GH using a local shared 
key. Each GHi should share a secret GHj key in 
neighboring grids. This scheme is divided into 
rows and columns, and the BS distributes a group 
of secret keys to GHs who lie in its row, and the 
letters share the keys among GHs to produce row 
and column-wise group keys. Each sensor node 
saves a chain of Np pair-wise keys to ensure that 
two nodes are connected with a probability of p 
using DH. The scheme provides reasonable 
communication overhead, storage cost, and 
network connectivity, but these nodes use their 
keys repeatedly [5], so the security will be 
compromised [16], and the scheme will be 
hacked.     

Rishabh K. and Priyanka A. [17] present an 
improved matrix-based key management system. 
The author enhances the Blom algorithm, which 
relies on maximum area, and they divide the area 
into hexagonal regions called R and split sensor 
nodes into r groups with a symmetric matrix. 
Besides, every two nodes create a pair-wise key 
once they receive a matrix. After that, the nodes 
share the key and generate the secret key. 
Furthermore, the nodes remove the shared key to 
keep the storage space and provide network 
connectivity. This scheme misses the security, 
making the network vulnerable to attacks [16]. 

Vaishali and Jaydeep [9] proposed key 
management based on cluster forming. The 
authors improved the session key by updating it 
occasionally within the cluster. The network 
consists of static CH and mobile standard sensors 
around each CH, and the typical sensor (SN) 
communicates with the CH only. Moreover, the 
SNs dynamically elect their CH in each round and 
transmit their messages via the CH. This scheme 
enhances the ESKM [18]  , where the BS preloads 
the secret key K1 into CHs and SN, and is used 
for cluster forming. After the cluster forming 
finishes, the K1 is deleted from CH's, SN's, and 
BS. Also, the BS generates a global key KG and 
sends it to each CH and SN. Moreover, when the 
session key establishment begins, the SNs request 
their CHs for session key 
SNiCHi:{idSNi,idCHi|EKG(M|N)|MACKG(M|N| 
N')} where EKP is encryption using KP, M is the 
message, MACKG is message authentication using 
KG, N is Nonce from sensor nodes, N' is Nonce 
generated by CH, and id is the identity. Besides, 
each CH verifies the coming messages from SNs 
within its cluster through MAC, and if it succeeds, 
the CH sends a message M to BS containing a list 

of idSNs CHiBS:{idCHi|EKG(M|idlist|N,N') 
|MACKG (M|N| N')}. Furthermore, the BS verifies 
the message; if it succeeds, it generates Key 
Session (KSi) and hashes it. The BS unicasts KS 
to each CH in the network 
BSCHi:{idCHi,idSNi|EKG(KSj|M| N' |EKG(KSi|M) 
|MACKG(M|N|N')}. As well as, each CH is 
responsible for distributing the KS to each SN 
within its cluster CHiSNi:{idCHi,idSNi|EKG (M|N 
| KSi)| MACKG (M|N)}. After that, each SN 
verifies the MAC and then stores the shared key 
KS, and the KS will be used to transmit data, for 
example, SN2CH1:{idSN2, idCH1 |EKS-SN2(M|N))| 
MACKS-SN2(M|N)}, where M is the sense data. 
Moreover, the ESKM and EESKM schemes 
change the shared key periodically in the update 
key phase, where the KS is valid for a specific 
time interval. Through this period, the KS in the 
SN2 messages to CH1 will be repeated; therefore, 
security will be absent in EK [16]. Furthermore, 
ESKM is still scalable [9], and the EESKM 
scheme offers efficiency in terms of energy 
consumption [9]. 

Anzani et al. [19] offer a hybrid key pre-
distribution method based on the symmetric key. 
They merge the blocks of symmetry to generate 
key rings. Furthermore, the BS generates the key 
ring in a pool PK with size (v=q2+q+1), where q 
is a large prime number and q2+q+1<N the 
number of nodes in the network, number of key-
ring is q2+q+1, size of key-ring is q+1, and each 
key appear in r=q+1 key-rings which preloaded 
before deployment in each node in the network by 
the BS. Moreover, this scheme is based on SBIBD 
(q2+q+1,q+1,1). The BS through SBIBD 
generates B blocks as a subset of A, and each of 
them contains k size of objects in each block, and 
H sets, which are subsets of A before deployment, 
also contain k size of objects in each block. The 
BS randomly shares blocks of B and H for each 
node [19]. Finally, the two nodes exchange their 
key-ring, which merges B and H to get a shared 
key between them and communicate directly. Or, 
they communicate indirectly through another 
node by establishing a key path. The authors 
improve the connectivity and resilience inversely 
based on pool size [19]. This scheme does the 
cluster forming of the network. Also, the adding 
and revoking nodes are absent to complete this 
scheme. 

The authors in [20] provide an Attack Matrix 
(AM) to determine an attack coefficient for each 
sensor node, indicating its susceptibility. Based 
on these considerations, route key generation 
avoids high-risk nodes to minimise exposure. 
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Integrating node-risk awareness with path 
selection improves current random key 
distribution systems. Security evaluation reveals 
adversaries recover keys less frequently after 
node acquisition than baseline methods. The 
study found that path-key security is improved in 
large-scale WSN deployments when the attack 
matrix represents node vulnerabilities. Secure 
measures may fail to respond effectively to 
dynamic attackers. Additionally, during key 
establishment, it might hinder network startup. 

 
3. PROPOSED SCHEME 

 
The proposed scheme is based on the sequence 

algorithm and the DH key. Moreover, it generates 
key chains that send data sensed by sensor nodes 
to the base station BS through cluster heads CHs 
in a way that is never repeated according to 
algorithms 1 and 2. Also, the proposed scheme 
consists of pre-distribution, cluster forming, data 
exchange, update, add, and revoke phases as 
follows: 

 
3.1 Pre-Distribution Phase 

 
The proposed scheme comprises BS, mobile 

cluster head CH, and mobile normal sensor nodes 
S. In this phase, the BS preloads each CH and S 
with a random secret key KS, a prime number as a 
private number, a generator, and a module, which 
are DH parameters. Moreover, QBS is stored in 
each CH for communication with it and includes 
the following assumption: 
1- BS is assumed to be secure, saved in a 

trusted area, can communicate with all CHs 
and Ss, and is equipped with intrusion 
detection [21] 

2- CH has more capabilities in terms of 
memory capacity, process computation, and 
energy, and it has a unique identity, IDCH, 
for communicating with each other. 

3- Normal sensor node Si is a restricted 
resource. Both Si and CHi are equipped with 
solar cells to save energy. 

4- BS maintains a blocklist containing a list of 
compromised nodes with their addresses 
through intrusion detection. 

 
3.2  Cluster forming phase: 

 
After deployment, each node generates a public 

key, QCH, QS. After that, the CH broadcasts its 
public key to each sensor node to create the cluster 
according to equ1. Each node that receives the CH 

broadcast message chooses the strong signal and 
decrypts it using KS to get the QCH by taking the 
QCH-receiver and adding it with Ks, which tampered 
with its memory if the new result equalled to 
(QCH+KS)receiver; it saves the QCH otherwise its 
rejects the message and compare with the 
following strong broadcast message and deletes 
other messages. Then, Si computes the share key 
KSH-CH,S. Besides, the Si sends their public key QS 
to select CH by equ2. The CH decrypts Si 
messages using the KS, gains the QS, and 
computes the shared key KSH.  
CHi *: {QCH, QCH+KS} ……………… equ1. 

SiCHi: {QSi, QSi+KS} ……..…………… equ2. 
The far sensor establishes a key path 

through another node that selects CH through 
equ3. After, the far sensor Sb decrypts QSa and 
then calculates the agreement shared key KSHb,a. 
Moreover, Sa decrypts the QSb, which is sent via 
equ4, and each Sa and Sb saves Q from each other 
and computes KSH-a and b. At the end of the 
cluster, the CH creates a list of members Q and 
sends it to BS for checking the intruder. If no 
intruder exists, the QBS is sent to each CH 
according to equ4. In the final, the Sa forwards the 
message to the selected CH, and the latter saves 
QSb. 
SaSb: {QSa, QSa+KS} ………….……… equ3. 
SbSa: {QSb, QSb+KS} ………………… equ4. 

Each CH communicates with others by 
equ5, where each of them has the IDs of others. 
Besides, the CHb checks the IDCHa, adds it with 

QCHa, and then equates the result with received 
(QCHa+ IDCHa). If true, CHb will save the QCHa 
and compute the agreement shared key KSH-CHa,b 
used in another phase. On the other hand, CHb 
sends its QCHb according to equ6, and it saves 
QCHa and KSH-CHb,a.  

CHaCHb: {IDCHa, QCHa+ IDCHa} .…… equ5. 
CHbCHa: {IDCHb,, QCHb+ IDCHb} .…… equ6. 

The Cluster Head computes agreement 
shared key KSH-CH,BS between itself and BS 
through QBS, preloaded in their in-pre-
distribution phase. 

After cluster forming is complete, each 
sensor function senses data, encrypted it, and 
sends it through selected CH by algorithm 1. 

 
 
Algorithm1 Encryption Data 
 Begin  
 Define n is an integer number, b is a binary 

bit. 
 bi= convert the M to binary based on 

ASCII, where M is the data sense. 
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 Create vector v [Ji]. where is Ji a sequence, 
(Ji = 1, n1, n2, n3… nm), where, n,m,i ∈ℤ, 
and m is the length of the binary bit string. 

 Mi= i1, i2, i3…bm. where M is the message 
and (1≤i ≤m). 

 The initial cumulative for each sequence is 
as follows: 
𝑀௞ =  ∑ 𝐽௜𝑀௜

௠
௜ୀଵ   

 The value of Mi is replaced by its 
equivalent MK. 

 Final Message MF= 
{Qsender||b⊕KSH||checksum(Mk,KSH)} 

 Increment KSH.  
 End. 

 

Algorithm2 Decryption Data 
 Begin 
 Receiving the message MF 

=(Qsender||b⊕KSH||checksum(Mk,KSH) 
 Qsender_receiv , d= b⊕KSH, 

c=checksum(Mk,KSH) 
 If(Qsender = Qsender_receiv )  

• Begin 
• compute bnew=(d ⊕ KSH ) 
• m = length of bnew  , Create vector v 

[Ji]. where is Ji a sequence, (Ji = 1, 
n1, n2, n3… nm). 

• The initial cumulative for each 
sequence is as follows: 
𝑀௞_௡௘௪ =  ∑ 𝐽௜𝑀௜

௠
௜ୀଵ   

• The value of Mi is replaced by its 
equivalent MK_new. 

• c’ = checksum(Mk_new,KSH).  
• if (c’=c) 
•  convert bnew into character, and 

save it. 
•  KSH ++, timestamp 
• Else discard message 
• End if 

 End  
 

3.3 Update And Add/Revoke Node Phase: 
 

The sensor nodes are usually scattered in 
uncontrolled areas, and to increase the efficiency 
of our algorithm, we need to consider capture 
node attacks. After each move, the BS generates a 
new series' seed key n and sends it to the CHi. 
Moreover, each CH sends it to the cluster's 
members to generate a new vector Xi. 
Furthermore, Q and KSH will be removed, and a 
new cluster will be created. 

The new node is preloaded with a random 
secret key KS, a prime number as a private 
number, a generator, and a module of DH. Wait to 
move the sensors to join the network. Moreover, 
when the node is idle for any reason in the update 
phase, this node will be removed. 

 
4. RESULTS AND DISCUSSION 

 
After deploying the nodes and completing the 

network formation process, then analyzing the 
results, it was found that the proposed scheme 
meets the security requirements: (data integrity, 
authentication, confidentiality, freshness and 
availability), efficiency, overhead, memory usage 
and scalability, as shown in Table 1.  

Besides, the final encrypted message consists 
of the sender's public key Q, the XOR of the data 
sequence and Ksh, and the checksum. Each part 
will be verified separately in the proposed scheme 
at the receiving node to achieve integrity, and the 
Qsender sends each message with a time stamp to 
authenticate the message. Furthermore, the 
message is encrypted to keep it ambiguous, and 
the shared key will be changed after each 
message, ensuring the message's freshness and 
preventing repetition. The nodes are also 
available because they are equipped with a solar 
battery. Moreover, the network is dynamic; if 
some nodes are not connected in one stage or 
another, they will connect. There is the ability to 
add nodes to the network, which makes it 
scalable. 

 

Finally, the proposed scheme is programmed 
using Visual Studio 2017, as shown in Figure 1; 
the encryption/decryption takes the same steps, 
not reverting to save memory space and time. It is 
better than [6],[3] in [22] in terms of time 
consumption for encrypting and decrypting, as 
shown in Figure 2. In encryption, the proposed 
scheme takes 36.7 𝜇𝑠, where [6] takes 318.5 𝜇𝑠, 
[3] takes 57.2 𝜇𝑠 and 139.1 𝜇𝑠 [22]. And in 
decryption, the proposed scheme takes 56.9 𝜇𝑠, 

[6] 426.6 𝜇𝑠, [3] takes 89.5 𝜇𝑠 and 182.6 𝜇𝑠 [22] 
in which clarify in Figure 2. 
 

5. CONCLUSION  
 

Since wireless sensor networks are resource-
constrained due to their small size, building a 
network that meets security requirements and 
extends the network's lifetime and efficiency at 
the lowest cost is a crucial area of study. 
Managing and distributing keys to build a 
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network is a difficult challenge in uncontrolled 
areas. The proposed scheme introduces a mobile 
network, which changes the network form 
periodically to avoid key repetition. And it is 
based on public key concepts, which operate as a 
one-way function and variable data sequence, 
with the checksum providing security 
requirements (integrity, authentication, 
confidentiality, data refresh, and scalability) 
compared with other schemes. Also, the 
consumption time of encryption/decryption is 
acceptable compared to other algorithms. 
Compared with different schemes, the proposed 
scheme balances complexity and limited sensor 
resources, providing adaptive, efficient, and 
extended network lifetime. 
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Table 1: Comparative Between Different Key Management Schemes And Proposed Scheme 

Scheme Security Efficiency Overhead 
Memory 
Usage 

Scalability Mobile 

[3] Less No Less Less Yes No 
[5] Less Yes Less High Yes No 
[9] Less Yes Less Less No Yes 

[15] Less Yes Less Less No No 
[17] Less Yes Less No Yes No 
[19] Yes Yes Yes High No No 
[20] Less NO Yes High No No 
[23] Less Yes Less Less No No 
[24] Less No Less High Yes No 
[25] Yes No Yes High Yes No 
[26] Less Yes Less Less No No 

Proposed 
Scheme 

Yes Yes Less Less Yes Yes 

 

 

 

Figure 1. Encryption And Decryption Data Of Proposed Algorithm 
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Figure 2. Comparison In Term Of Time Consumption A: Encryption B: Decryption 


