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ABSTRACT 

 
With every passing year computer network security requires new approaches to its structure. Taking into 
consideration the development of IoT devices and their active integration in such networks this makes another 
challenge to the cybersecurity network engineer. This article is an attempt to disclose practical approaches to 
the design and implementation of a computer network of an educational institution (using the example of a 
university network), which recently have increasingly begun to suffer from outside interference. The 
possibility of using a web application firewall in such networks and corresponding software for security and 
incident response at the L5-L7 OSI level is considered. The results have been summed up and further 
directions of research have been determined. 
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1. INTRODUCTION 

 The Internet allows you to collect and transmit 
data in real time from any device or system 
connected to it. IoT systems use data from these 
devices for automate decision making and 
forecasting, and help enterprises respond more 
quickly and efficiently to business changes and 
operational needs. At its core Iot is a method of 
instrumentation, sounding and control of connected 
physical devices by IT installation into them [1, 2]. 

IoT fosters change in a variety of areas, including 
improved equipment maintenance and asset 
management, related products with new 
understandings of consumer behavior, supply chain 
automation, and new forms of collaboration between 
people and machines. 

IoT systems even begin to penetrate the work of 
educational institutions. Climate condition 

monitoring in classrooms, learning labs, specialized 
rooms, in which research is carried out [3, 4]. There 
is a need to integrate these devices into the computer 
network of an educational institution and to protect 
them, considering rapid growth of various attacks 
and possible vulnerabilities. 

With the recent expansion of IoT the number of 
devices connected to the network increases 
dramatically. Connected devices go beyond 
information devices. They include a wide variety of 
items, including items related to life, such as 
vehicles and medical equipment, items with a 
potentially large impact on society, such as power 
plants and nuclear constructions. Considering that 
IoT is made of various devices connected to the 
network, when one device is infiltrated by malicious 
software, it can be a starting point for spreading the 
penetration to other devices, ultimately threatening 
critical infrastructure that should normally be 
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protected. Past actual security incidents have 
demonstrated that software vulnerabilities for 
communication devices connected to critical 
infrastructure, such as work personal computers 
(PCs) and surveillance cameras are aimed at 
unauthorized access from outside. These devices 
were used as entry points for critical infrastructure to 
function properly. 

Experts in cyber security know that hackers are 
constantly developing new methods. New threats are 
constantly emerging that need to be identified and 
contained so that resources and communications are 
restored as soon as possible. To make a profit, many 
hackers do not hesitate to use such methods as 
extortion, fraud and identity fraud. The need to 
constantly defend against these attacks has led to the 
creation of several response models to typical cyber 
attacks. But research in this direction is still relevant. 

This article explores the security challenges 
associated with IoT adoption and approaches to 
solving them. 
 

2. LITERATURE REVIEW 
 
With recent advances in information and 

communication technology (ICT), various services 
are now offered, linking the Internet to objects [5, 6]. 
IoT is currently used in various fields, especially in 
multimedia services. IoT has many advantages in 
multimedia service environments, such as the ability 
to provide convenient transmission and reception of 
data and the new service markets expansion. 
However, these benefits are accompanied by 
security threats that can arise from different 
heterogeneous cable and wireless communication 
paths [7–10]. So current generation needs 
multimedia security studies to take into account the 
threats that may arise at endpoints (smart devices, 
cloud services, networks, etc.) of various platform 
environments [11–14].  

Earlier cyberattacks tended to have been 
indiscriminately without an established target. 
However, attacks against modern multimedia 
service environments turn into targeted attacks on 
specific targets. Despite the fact that human and 
material resources are being invested to protect 
against cyber attacks around the world, these attacks 
continue to increase, and as a result, the amount of 
damage they cause had also increased [15-20]. So, 
information security (IS) for multimedia service 
environments is seen as one of the key topics that are 
of interest to leaders and decision makers in the 
world's leading corporations [21-23]. However, the 
resources that can be dedicated to address the 
growing cyber threats are limited. 

Cyber threats have recently become more 
sophisticated and complex [22–25]. With a mind to 
better understanding and quickly responding to 
cyber threats in multimedia service environments we 
need a framework to analyze the concept of threats 
in a structured way. The Cyber Defense Chain 
Model is used in different ways as the framework 
explains modern persistent threats (MPT). Using this 
model, one can easily understand the processes of 
complex, advanced resilient threats in a multimedia 
service environment, and quickly establish counter-
strategies against threats at each stage. 

As the term «kill chain», attacks can be 
successfully blocked by breaking a link at each stage 
of a chain-linked threat. However, IoT-based 
endpoints, including people, objects, and services, 
are easily penetrated by phishing, SMishing, and 
social engineering attacks, and an attacker can 
infiltrate an organization using these attacks.  

Many years have gone since the introduction of the 
cyber kill chain model as a basis for understanding 
of advanced persistent threats in information 
security. Although our threat understanding has 
improved through this model, there are also endless 
accidents due to advanced persistent threats. There 
has been very little research into securing endpoints 
within an organization in a multimedia service 
environment. Moreover, researchers continue to 
argue that the kill chain models in the existing cyber 
security field are not enough to explain the threats 
arising in the organization. If the model explaining 
the threat is inaccurate or incomplete, counter-
strategy formed against these threats will inevitably 
be inadequate [26-30]. 

Finally, we will analyze the characteristics and 
limitations of cyber security chain models (linear 
and circular models) that have been proposed in the 
information security field. On the basis of this 
analysis we propose a revised cybersecurity model 
that may explain threats within an organization, that 
have not been accurately expressed in existing 
models of the kill chain at higher educational 
establishments. 

 
3. PURPOSE OF THE ARTICLE  

 
The main purpose of the study is to review and 

analyze the methods and technologies for integrating 
and protecting IoT devices in a computer network by 
the example of a higher education institution 
network. 

To achieve the goal we consider the use of a web 
application firewall and related software for security 
control and incident response at the L5–L7 OSI level 
in such networks of educational institutions. It is also 
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necessary to conduct preliminary network testing to 
assess the possibility of: 

1) responding to L3–L4 attacks using standard 
firewall capabilities; 

2) responding to interference at the upper levels 
of the OSI L5–L7 model, namely: SQL injection, 
distributed DDoS, botnet networks’ attacks. 

 
4. METHODS AND MODELS 

 
During research the following methods were 

used: methods of system analysis and theory of 
complex systems with the application of 
mathematical models and methods of discrete 
mathematics – to describe the hierarchical 
information network of the university and transitions 
of the random process of functioning; theoretical 
foundations of functional stability and security of the 
university's information network, based on the 
principles of the reliability theory, the theory of 
optimal systems, functional modeling theory, 
methods of expert assessments, combinatorial theory 
and analytical modeling to improve the 
mathematical model of functional stability for 
software-defined networks; general statements of the 
queueing technique for improving the methods of 
choosing the optimal option of a cybersecurity 
system architecting of the university’s network. 

Computer network compositing of an 
educational establishment, for example, university, 
college etc (hereinafter referred to as university), as 
a rule, is standard. So, there is one connection to the 
Internet Service Provider (ISP) which selects some 
allowed IP addresses for network access providing. 
There is one router at the perimeter of the network, 
to which, in turn, the switching core is connected. 
Distribution level moves to each individual building 
/ class. Different circumstances and sizes of the 
university should be taken into account, but 
construction and deployment principle is the same. 
Network server segment was selected in a separate 
VLAN. A chosen channel was turned to it. Such 
architecture scheme is quite simple and does not 
require large, both material and physical costs for its 
deployment and support.  

Increasingly, IoT devices are beginning to be 
introduced into the infrastructure of an educational 
establishment. Certain devices monitor temperature, 
humidity and pressure and smoke contamination in 
classrooms. Certain devices serve as locks and the 
access systems to certain rooms. CCTV cameras are 
beginning to be actively used for face recognition 
and identification of a person who is currently in the 
room. This entire data stream is transmitted to the 
university servers where it is processed. 

However, IoT also has an increased security 
problem. Security organization at the university 
should also take into account the security of 
endpoints and devices. Interference in their work can 
cause significant damage to the entire infrastructure. 
IoT emphasizes the need to focus on cyber resilience 
– the ability to continue transformation effectively in 
conditions of increasing threats from national states, 
criminals, competitors and insiders. These risks 
include: 

- The increasing use of IoT technologies both at 
the university and by related stakeholders, which 
leads to the fact that control over data safety is 
almost absent; 

- Constant IoT devices size reduction, which 
makes it difficult to identify and control them; 

- Vulnerability of interrelated IoT devices, which 
may lead to data interception or data integrity 
failure; 

- Attacks that can interrupt key systems and 
disrupt operation. 

For the cyber resilience achievement, the 
university should start with a thorough assessment, 
diagnostics of all the IoT-related assets, which exist 
within operations, focusing on access control tools 
and techniques, IoT devices control during their life 
cycle and providing an active response to incidents. 

Continuous monitoring of the devices and the 
traffic condition of the network is crucial moment of 
attacks or misconducts identifying. Hackers usually 
act according to a certain algorithm – kill chain. This 
classification was proposed by a company 
«Lockheed Martin» for intrusion detection and 
prevention. The cybercrime chain consists of seven 
steps that help which help analysts to understand 
hacker methods, tools and procedures. The goal of 
incident response is to identify and stop an attack as 
early as possible in the cybercrime chain. The sooner 
the attack is stopped, the less damage will be done 
and the less the hacker can learn about the target 
network. The cybercrime chain indicates what 
actions a hacker must take to achieve his goal, see 
Fig.1. 

If a hacker is stopped at any stage, the chain of 
attack will be broken. Chain breaking means that a 
protector managed to successfully repel the hacker’s 
attack. Attackers achieve success if they manage to 
get to the seventh stage. 

Reconnaissance attack: an attacker performs 
research, gathers analytics, and chooses targets. 
Based on this data, a hacker can determine whether 
to take up an attack. Any open access information 
can help determine what, where and how to attack. 
There is a great deal of open access information, 
especially when it comes to large organizations, 
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including news articles, websites, conferences, and 
public network devices. Ever-growing amounts of 
information about employees are available on social 
networks. 

 
 

 
Figure 1. Conditionally-logical representing of a possible cyberattack 

 
The attacker selects targets that have been 

forgotten or have not been protected, as these objects 
are more likely to be penetrated or broken. All 
information obtained by the attacker is analyzed in 
order to determine its importance, as well as to 
understand whether it reveals possible additional 
sources of income from the attack. 

The goal of the next phase is to develop weapons 
against specific target systems within the 
organization, using information obtained through a 
reconnaissance attack. To develop these weapons, 
the designer takes advantage of the resource 
vulnerabilities that have been discovered and builds 
them into a tool that can be deployed. After using this 
tool, the hacker is expected to achieve his goal of 
gaining access to the target system or network, which 
reduces the performance of that system (or the entire 
network). An attacker will continue to examine the 
network and resource protection in order to identify 
additional vulnerabilities, gain control over other 
resources, or deploy new attacks.  

It’s not difficult to choose the attack weapons. An 
attacker needs to see what attacks can be used against 
the vulnerabilities found. There are many off-the-
shelf attacks that have been well tested. One problem 
is that because these attacks are so well known, it is 
likely that defenders are familiar with them as well. 
It is often more effective to use an as-yet-unknown 
attack that eludes detection tools. An attacker might 
decide to develop a weapon of his own that is 
specifically designed to prevent detection tools using 

the information he has gained about the network and 
systems. 

At the delivery stage the weapon is transferred to 
the target system using a delivery vector. This can be 
done through a website, removable USB storage 
devices or an email attachment. If the weapon is not 
delivered, the attack will fail. To increase the chances 
of useful data delivering, an attacker will use several 
different methods, including communications 
encryption, providing the code with a type of 
legitimate program or code masking. Security 
sensors are so sophisticated that they will inevitably 
recognize the code as harmful unless changes are 
made to it to avoid detection. The code can be 
changed to appear harmless, however, it will 
continue to perform the required actions, even 
though it may take longer to complete. 

After the weapon has been delivered, the attacker 
uses it to hack the system in the vulnerable spot and 
gain control over the target system. The most 
common targets for exploits are applications, 
operating system vulnerabilities and users. The 
attack organizer needs to use an exploit that allows 
him to achieve the desired effect. This is very 
important because if the wrong exploit is used, it is 
clear that the attack will not work, and unwanted side 
effects such as denial of service or multiple system 
reboots will draw unnecessary attention, allowing 
cybersecurity analysts to easily gain insight into the 
attack and the hacker's intentions. 

Just during injection a hacker creates a security 
hole to ensure constant access to the target. In order 
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to maintain this hole it is important that remote 
access does not show itself in any way for 
cybersecurity analysts or users. The method should 
remain unseen after scanning performed by means of 
antivirus and reboot the computer necessary for the 
hole to operate. This continuous access can also 
provide automatic communication, which is 
especially effective when several communication 
channels are needed to control a botnet. 

The next stage goal is to establish management 
and control over the target system. Broken hosts are 
usually taken off the network and connected to the 
controller on the Internet. This is because malware 
requires manual interaction to exfiltrate data from the 
network. The last stage of the cybercrime chain 
describes the attacker’s achieving goal. This could be 
data theft, DDoS attacks, or using a broken network 
to generate and send spam. At this stage, the attacker 
is already deeply rooted in the organization's system, 
hiding his actions and covering his tracks. Removing 
a hacker from the network is extremely difficult. 

Considering this information, the information 
security analyst advises the systems engineer and the 
security engineer on how to create security rules on 
the computer network and monitoring systems for 
different network segments. 

First, we will consider the approaches in the 
architecture of a university computer network to 
ensure the security of its end devices at the L2-L4 
level. It is necessary to know that there are two main 
directions of attack – external and internal. If the 
attacks from the outside are possible and specialists 
try to respond to them adequately, then internal ones 
are rather painful for the whole university. Why does 
this happen? The answer lies in the network general 
availability. Students and lecturers can generate 
traffic, which is not tracked. Downloaded programs 
from torrent trackers, phishing sites browsing, mail 
with rootkits and other types of threats left their 
fingerprints on internal personal computers located 
in university buildings. If to track all traffic over the 
network, one can see that there is no way to influence 
any rules on L2 traffic. Of course you can configure 
port security and bind a computer to the PC to the 
switch ports rather hard, configure ACL for L3 / IR, 
however to track traffic or to inspect packages is 
impossible.  

One of the solutions is to apply an approach Zone 
Base Firewall (ZBE) on the edge router, see Fig. 2. 
This makes it possible to check traffic at L3-L4 
levels, reduces the number of descriptions of traffic 
and network rules. This releases resources for 
packages processing. 

 

 
 

Figure 2. ZBF application example 
 

Fig. 2 shows an approach to using ZBF. First of 
all, it should be noted that the server segment must 
be allocated to the demilitarized zone, which is 

another rule in ensuring network security. To 
implement ZBF, it is necessary to define the zones 
to which the corresponding interfaces belong. 
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Links directed to the ISP side are referred to 
external channels and they must be marked as 
external (WAN – mark in the figure). Ports 
connected to users belong to the user segment – 
User. There is also a server software segment. The 
traffic that is initiated from the user segment to the 

Internet will go through the router, which in turn 
will remember the session and check the traffic that 
goes through it. That is, the response to the 
initialized request will flow on Wednesday to the 
user segment. The situation is the same when the 
user enters the server segment.

The response from the training portals will go 
through the router. The advantage of using this 
approach is that the created session passes only 
matching traffic. Data are written to a log file. 
Traffic from outside to the server segment is also 
allowed. Students will get access to the learning 
portal from home. Accordingly, such traffic will 
also be monitored, and if anomalies are detected, 
the network from which illegal actions are carried 

out is blocked. As for the server segment, it will not 
be able to enter any of the previously described 
zones, see fig. 3. This ensures the safety of local 
users from possible threats from the server segment 
(in case of servers breaking and infection), as well 
as their access to the Internet or attacks on the 
provider. 

.

 
 

Figure 3: Example of inspecting packets passing university edge route 
 
Computer infrastructure security development 

doesn't stop at just one approach. So, at the edge 
router of the net technologies of network 
addressing modification and ports forwarding to 
internal addresses are applied. It is also one of the 
protection elements. However, this approach does 
not completely close the OSI model in terms of the 
security of the higher education establishment, if 
we take into account the model of the killer cyber-
chain. 

Since IoT devices mainly work with web 
servers built on different technologies, it is 
necessary to think over the protection that will 
cover the L5-L7 level of OSI model. One approach 
is to use the Web Application Firewall, further – 
WAF. The WAF itself is a collection of monitors 
and filters designed to detect and block network 
attacks on web applications. WAF is referred to the 
application layer of the OSI model.  

The web application can be protected by the 

application developers without the use of WAF. 
This requires additional development costs, for 
example information security department salary. 
WAF has incorporates the ability to protect against 
all known information attacks, that allows 
delegating its protection function. 

Since the work of the firewall significantly 
delays the speed of traffic to the network, traffic is 
being checked for malware. Such control points 
should be placed with sufficient care. For example, 
in Fig. 4 the scheme of IoT devices integration into 
the university computer network is presented. The 
network itself is divided into two segments. One 
part is conditionally considered a demilitarized 
zone, since the server farm is located there. Another 
part of the network is related to users, classrooms 
and laboratories. It can be seen from the diagram 
that in the part of the user network, all devices are 
connected to one switch. This approach allows 
allocating the corresponding traffic to a special 
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channel. Therefore, this makes it easy to configure 
a WAF that is bridged between two switches. This 
approach allows more precisely configuration the 
firewall for the type of traffic that the IoT devices 
generate. At the same time, it does not allow 
ordinary users to penetrate the IoT network. Such 
approach enables the elements of artificial 

intelligence on the WAF to more accurately 
conduct training in identifying threats and offloads 
the hardware without loading it with unnecessary 
traffic. 

 
 

 
 

Figure 4: Scheme of IoT devices integration into a university computer network 
 

 
The server segment has its own specifics. First, 

there is a hardware firewall that inspects incoming 
and outgoing traffic. Second is the availability of a 
server segment switch. In this case, WAF is 
enabled as a separate user. WAF operates as a 
passive traffic watcher. In this case, the connection 
channel is not slowed down as much with the 
connection speed. The switch port acts as a mirror 
and all traffic generated is forwarded to the WAF. 
This allows setting firewall up for deeper threats 
and hazardous signatures identifying, without 
limiting of data transmission bandwidth of the 
channel. IoT devices are physically connected to 
the same server switch but they are logically placed 
in a virtual local area network operating according 
to the priority rules of the IoT server access. 

Testing of WAF operation in the proposed 
network topology was assigned to the ModSecurity 
program. This software is distributed under a free 
license and can be customized to suit one’s unique 
needs. Considering the code openness and its 
application under Linux, it can also be improved 
and developed according to the identified attacks. 
There are two options for deploying ModSecurity: 

deploying directly to a web server, installing as a 
Reverse Proxy. In the first case, ModSecurity 
intercepts all requests to the web server on which it 
is installed: the request from the client is first 
compared with the filtering rules, and then 
forwarded for further processing by the web server. 
ModSecurity can also control web server 
responses, that is, after the web page is generated, 
the response is processed by the module and, 
according to the rules, allows or blocks the passage 
of responses from the web server. 

Installation as a reverse proxy server allows 
interception requests from web server clients, scan 
this traffic and redirect to other web servers. Clients 
can only see the interface of the proxy server and 
cannot see the web servers hosted behind it. The 
internal server response is sent through the proxy 
server. 

You can deploy ModSecurity both on a separate 
dedicated physical and virtual machine. It all 
depends on the tasks; in our proposed scheme the 
dedicated physical device will be used. It was 
preinstalled with Linux OS and Apache web server. 
For WAF operation you must have your own server 
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to access the database with the ability of remote 
requests. 

 
5. EXPERIMENTAL STUDY ON A CYBER 

ATTACK POSSIBILITY 
An example of a server deployment is shown 

below in Figures 5-7. 

After the web server Apache installation, you 
need to install ModSecurity using the apt-get install 
libapache2-modsecurity command. 

 
 

 
 

Figure 5: A web server Apache installation 
 
 

 
 

 
Figure 6: ModSecurity installation 

 
 

 

For installation accuracy testing let's use the 
command apachectl -M | grep security. If the installation 
was successful, the command should output 
security2_module (shared). 
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Figure 7. ModSecurity installation accuracy testing 

 
ModSecurity includes a recommended 

modsecurity.conf-recommended configuration file 
located in the / etc / modsecurity directory. For this file 
to work with ModSecurity, you need to rename it using 

the command mv /etc/modsecurity/modsecurity.conf-
recommended /etc/modsecurity/modsecurity.conf. 

Further stages of the attack are shown in Fig. 8-12 

 

 
Figure 8. Configuration files renaming 

 
Using any text editor, edit the contents of the 

modsecurity.conf file. Change "SecRuleEngine 
Detection Only" to "SecRuleEngine On", save the 
changes and exit the text editor, see fig. 9. 

 
 

Figure 9. Editing of modsecurity.conf. file 
 
After editing the file, restart the Apache web server, 

see fig.10. 
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Figure 10. Web-server restarting 

 
ModSecurity comes with Core Rule Set. CRS is 

aimed at meb-applications protecting from a wide range 
of attacks (including OWASP Top Ten), with a 

minimum false response. CRS rules are stored in the 
/usr/share/modsecurity-crs directory.

 
Figure 11. A set of basic CRS rules 

 
For further work, a set of rules will be used, drawn 

up accordingly for the needs of corporate university 
network protection and IoT devices protecting. Remove 

default rule set with the rm -rf/usr/share/modsecurity-crs 
command. Create a new directory in the Apache 
directory using the command, see fig. 12:

 

 
Figure 12. Creating a directory modsecurity 
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Load the basic set of Modsecurity rules. Copy the 
sample configuration file from the loaded rule set with 
the command cp crs-setup.conf.example crs-setup.conf. 

We edit the Apache configuration file as follows, see fig. 
13. 

 
 

 
Figure 13. Editing the Apache configuration file 

 
Check the Apache configuration and restart the web 

server. To test the operation of WAF after the previous 
settings, we will test the resources on the server segment. 

On a remote computer, run the following command 
to test ModSecurity for XSS attacks:url 
http://192.168.1.251/?q="><script>alert(1)</script>'. In 
this case, we will receive a response from the 403 
Forbidden server. 

<!DOCTYPE HTML PUBLIC "-//IETF//DTD 
HTML 2.0//EN"> 

<html><head> 
<title>403 Forbidden</title> 
</head><body> 
<h1>Forbidden</h1> 
<p>You don't have permission to access / 

on this server.<br /> 
</p> 
<hr> 
<address>Apache/2.4.18 (Ubuntu) Server at 

192.168.1.251 Port 80</address> 
</body></html> 
 
 
 
After that, let's carry out a simple SQL injection 

attack. We enter the following URL into the address bar 
of the browser: 
http://192.168.1.251/?id=3%20or%20%27a%27=%27a
%27 and get, see fig. 14: 

 
Figure 14. Successful protection against simple SQL injection 

 
In the audit log /var/log/apache2/modsec_audit.log 

you can see the following information, which means that 
ModSecurity blocked this attack using OWASP v3.3.0, 
see Fig. 15.
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Figure 15. Information from the audit log 

 
6. DISCUSSIONS OF THE EXPERIMENTAL 

RESEARCH RESULTS 
 

This approach of integration and protection will be 
further formalized in a mathematical model that allows 
formalizing a mathematical approach to determining the 
vulnerabilities of the university network. It is worth 
pointing out that IoT devices will develop rather quickly 
and enter our life deeper and deeper. This is especially 
true for higher educational establishments. Therefore, in 
our future works we will develop this approach in our 
research.  

In further research, it is planned to work on 
improving the methodology for ensuring protection and 
monitoring of the university infrastructure, as well as 
improvement of the software part for the identification 
of possible threats, their identification and 
implementation of artificial intelligence elements into 
the work of WAF firewalls to identify threats directed to 
the Internet of Things devices. 

 
7. CONCLUSIONS 
 

The development of computer networks in modern 
educational institutions runs away. Every year new 
challenges are emerging to ensure the security of data 
and the very end users. With the advent of the Internet of 
Things (IoT) this problem has become quite acute for 
network engineers and cyber analysts. In increasing 
frequency there are illegal actions regarding interference 
in the operation of the network itself and the use of users' 
devices for criminal purposes. Various distributed 
attacks, SQL injections and identity theft are becoming 
more complex. Considering the growth of both the 
network infrastructure itself and the IoT devices, there is 
a need for their protection, especially when it comes to 
the computer network of a higher establishment, where 
usually little attention is paid to the full protection of the 
infrastructure, and with the integration of IoT devices, 
there can be quite a lot of such possible gaps. 

This article is an attempt to disclose practical 
approaches to the design and implementation of a 

computer network of an educational establishment (in 
case of a university), which in recent years are 
increasingly beginning to suffer from outside 
interference. Possible attacks on the university 
infrastructure, as well as the possibility of attacks and 
interference in the operation of IoT devices based on the 
approach of a kill chain of a possible cyberattack have 
been analyzed.  

The paper considers the possibility of using a web 
application firewall and corresponding software for 
security and incident response at the L5-L7 OSI level in 
such networks. Preliminary testing of the network for the 
ability to respond to both L3-L4 attacks, using standard 
firewall capabilities, as well as with the response to 
intervention at the upper levels of the OSI L5-L7 model 
(SQL injection, distributed DDoS, bot attacks of the 
networks) has been carried out. The results have been 
summarized and further directions of research, based on 
improving the group security policy for higher 
educational establishments, development of security 
infrastructure for IoT devices and the ability of quick 
response to non-standard attacks, have been identified.  

Coming to a conclusion on the above material, one 
can say that the need to integrate IoT devices into the 
university IT structure as economically as possible, 
protection of such devices become very important, 
because they can give attackers information about the 
personal data that may be stored on digital university 
media. 
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