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ABSTRACT 

 This study examined the moderating role of cybersecurity in the relationship between cybercrime and online 
shopping intention among Jordanian customers. A total of 270 online users were the study sample. Online 
survey was used to gather data which were then analyzed using partial least squares structural equation 
modelling run using Smart PLS 3.2.9 software. This study found that the cybersecurity moderated the 
negative relationship between cybercrime and online shopping intention among Jordanian customers. This 
study contributes theoretically by filling the gaps in the literature, by proposing the combined use of Perceived 
Risk Theory and Protection Motivation Theory in using the moderating role of cybersecurity in the 
relationship between cybercrime and online shopping intention. In practice, this study facilitates E-marketers 
in improving their company’s online markets by altering the perspectives and intention of customers towards 
online shopping, particularly through the improvement of cybersecurity policies to assure safe transactions. 
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1. INTRODUCTION  
 
The end of past millennium witnessed an 
expanding interest towards electronic Commerce 
at both individual and institutional levels. It 
appears that the current development of e-
commerce has been significantly catalyzed by the 
intensifying expansion and development in 
information and communications technology. 
There are many areas impacted by such 
development, including government, banking, 
learning, healthcare, journalism, and shopping, 
giving birth to the concepts of electronic-
government, electronic-banking, electronic -
learning, electronic -healthcare, electronic-

Journals and e-shopping. Among these, online 
shopping or e-shopping, which is the focus of this 
study, encompasses an element of electronic 
Commerce with global consumer acceptance. As 
described in [1], e-shopping is the electronic form 
of the conventional mail order business or 
telephone-based ordering system. 

In 2020, [2] has reported the increase in global 
internet users from 2.92 in 2014 to 4.42 billion in 
2020, prompting leading marketers to shift to 
internet in stimulating their activities associated 
with marketing. Retailing [3] additionally 
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remarked the dramatic expansion of internet 
technology function from for information access 
to online shopping. Further, [4] mentioned the 
transformation of internet from being a channel of 
social communication to that of marketing. 
Among marketers, there is acknowledgement of 
the potential enormous financial benefits of 
internet use, and according to [5], they are 
currently analyzing the needs among their target 
audience in online retailing industry to effectively 
improve their business and increase profits. [6] 
relevantly highlighted the need for marketers to 
make considerable efforts in order to achieve 
success in their online endeavors. 

Jordan has good infrastructure for payments [7], 
and such infrastructure is in fact a key component 
in online shopping. Accordingly, Automated 
Clearing House for interbank transfers, Real-time 
gross settlement system, Electronic Cheques 
Clearing system, JoMo-Pay for mobile payments, 
Jo-Net for bank-to-ATM transactions, MEPS and 
EMPS, are among the online payment platforms 
available in Jordan. Still, the usage rate has been 
very low. Such low rate has been factored by the 
reluctance of customers towards online shopping 
caused by the lack of knowledge in internet 
shopping, lack of understanding of consumer 
behaviour in online shopping adoption, and risks 
associated with online shopping because of the 
perceived crime [8,9,10,11].  

A number of issues and challenges have emerged 
following the significant expansion of online 
shopping and electronic commerce. Among the 
highlighted ones include online payment security, 
data protection, e-contract validity and 
enforceability, and inadequate rights enforcement 
[9,10,11,12]. Equally, the issue of cyber security 
has been brought up as it impacts online shopping 
intention. As mentioned in [13,14], secure online 
process and payment motivates customers or 
online users to perform online payment or 
purchasing. Pertinently, cybersecurity affects 
cybercrime [15,16,17]. This study aims to 
measure the moderating role of cybersecurity on 
the relationship between cybercrime and online 
shopping intention. 

2. LITERATURE REVIEW 
2.1 Online Shopping Intention 
Associated with the Internet usage, online 
purchase has become the third most popular 
activity, after email and Web surfing [18], and 
online purchase has led to the development of 
electronic -commerce. Online purchase was 
illustrated in [19], whereby it begins with 

purchase intention. As indicated in [20,21], 
purchase intention is the readiness of customers in 
making purchase by way of the internet. 
According to [22], purchase intention refers to the 
willingness of consumers in buying specific 
product or service through the internet stores. 
Relevantly, online purchase intention refers to the 
intention of online shoppers in buying specific 
goods and services using the Internet or virtual 
shopping carts [19]. This concept can also be 
illustrated as the willingness of customers towards 
the use of the internet services in the execution of 
real purchase of goods and services or in 
comparing product prices [23]. 

The purchase intention of consumer can predict 
consumer behavior. However, considering the 
many factors impacting purchase intention, it is 
not easy to quantify consumer behavior. In their 
study, [24] highlighted that online purchase 
intention can be increased through the use of 
privacy and security statements. Equally, 
companies need to influence purchase intentions 
of consumers, and gain their trust by showing 
competency in satisfying their needs and wants. 
Somehow, among researchers, purchase intention 
has been used in predicting real purchase activities 
of consumers. 

Online shopping intention has been determined 
and measured in this study, based on the following 
constructs as in [11,25], probability of online 
product purchase, probability of recommending 
online shopping to others, and probability of 
making another online purchase if the purchased 
products are found advantageous.  

2.2  Cybercrime 
Cybercrimes refer to crimes committed through 
the Internet [26,27]. In view of that, crimes have 
changed their nature because of the information 
capabilities of the Internet. In fact, according to 
[28], the Internet allows easy, cost-effective and 
repeatable means of performing fast attacks on a 
global scale, while the culprits (cybercriminals) 
could remain anonymous and/or out-of-the-way 
of law enforcement. Relevantly, consumer-
oriented cybercrimes have the most significant 
impact on online service adoption. These refer to 
cybercriminal attacks with potential harm to 
Internet users. As such, certain cybercrimes are 
not included in this study, for instance, industrial 
espionage. 

In essence, cybercrimes are those linked to the use 
of the Internet as can be exemplified by identity 
theft/crimes, electronic fund transfer, deceitful 
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sales online, advance fee schemes and fake 
investment [28]. In Ghana, [29] identified three 
major cyber-crime activities as follows: fabricated 
identification, counterfeit gold dealings and credit 
card fraud. These are called sakawa‖. 

Cyber-crime activities have made Internet related 
business risky. Hence, there must be measures for 
safeguarding the security of both customers and 
businesses in Internet business transactions. In 
many less developed countries, there have been 
considerable efforts towards the adoption of e-
commerce technologies and transactions. 
Nonetheless, [29] reported the consistent attempts 
among dishonorable computer users in taking 
advantage of the weaknesses of the Internet 
medium and computer networks and committing 
crimes against users. As reported in several 
studies (e.g.,[30,31]), those that perform cyber-
crimes detect vulnerabilities in e-commerce 
technologies, and using countless of methods, 
these criminals exploit these vulnerabilities and 
take advantage of victims. 

2.3  Cybersecurity 
Security issue has been a significant concern to 
electronic -commerce customers and this issue has 
been addressed in various studies on online 
purchasing [20]. As highlighted in [32], security, 
which is a technical challenge, involves the 
aspects of human and organization. In other 
words, irrespective of the technical approach and 
solutions used, even the best ones, human aspects 
such as perception on e-commerce must be taken 
into account as well. Hence, reliance on just 
organizational capabilities is not enough. In 2013, 
[20] accordingly stressed the importance of taking 
into account human attitude and perceptions 
towards technology adoption, as they appear to be 
important factors. In this regard, perception 
encompasses knowledge of the world that is 
formed from the information received by one’s 
senses [33], while security perception refers to a 
level to which an individual is confident towards 
the security of the online vendor or website [20].   

Online security was viewed in [34] as a hazard 
which generates a situation or event that can 
potentially lead to economic adversity to data or 
network resources by destructing, disclosing and 
altering the data, denying service, and/or by 
causing fraud, abuse and waste. In [35], the notion 
of online security was reported as a major concern 
among consumers, and [35,36] reported security 
of payment methods and privacy of financial 
information or technology devices from illegal 
access or spam as among the factors considered 

by consumers in regards to online transaction 
security. 

According to [37], security in the application of 
online shopping is also affected by how trusted 
parties form dependable and comfortable 
situations for consumers in handling the system. 
This refers to the safeguarding of the online or 
website system termed as cybersecurity, and as 
highlighted in [35,38], it affects the decision of 
customers in adopting any services of e-
commerce. In this study, cybersecurity was used 
in comfortability measurement, because of the 
security, and the customer satisfaction of the 
website and online services security and the 
sufficiency of security to make the transactions 
via online and websites. 

2.4 Underpinning Theories  
2.4.1 Perceived Risk Theory:  
Perceived risk is associated with the search and 
choice of information relating to products or 
services prior to the decision of purchase [39]. 
According to [40], for online customers, the actual 
purchasing experiences that do not correspond to 
their purchasing goals will cause them to perceive 
higher risk. According to [41], perceived risk is 
affected by the subjective uncertainty of the 
outcomes. In 2004, [42] indicated that for each 
purchasing decision of consumers, there will be a 
number of buying goals or anticipated outcomes. 
In view of that, past studies have employed 
various types of perceived risk such as financial 
risk, performance risk, physical risk, 
psychological risk, social risk, and convenience 
risk, as described as follows: 

Financial risk refers to the probable monetary loss 
that consumers may face following a purchase of 
a given product or service, while performance risk 
relates to the probability that a product will 
present the expected performance. Physical risk 
refers to issues of safety from the use of the 
product and this usually relates to the consumer’s 
health and security, whereas psychological risk 
encompasses the likelihood of a given product to 
be in agreement with the self-image of the 
consumer. Social risk relates to the viewpoints of 
significant others towards a given product or 
service. Meanwhile, convenience risk refers to the 
inconveniences that consumer will face after 
purchasing a product or service [43]. 

2.4.2 Protection Motivation Theory: 
Protection motivation theory by [44], illustrates 
the factors that contribute to the intent to perform 
desirable information security behaviours. 
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Accordingly, Protection Motivation Theory has 
been explored in various studies, as in [45,46,47] 
who tested the effects of factors of Protection 
Motivation Theory on the intention to abide by the 
security policy. Further, [47] concluded the good 
explanatory power of Protection Motivation 
Theory in their study as it described 44% of the 
behavioural intention. The authors specifically 
indicated that five out of six factors of protection 
motivation theory showed impacts that are 
significant statistically. Meanwhile, in [45], 
Protection Motivation Theory factors were 
combined with General Deterrence Theory and 
Theory of Planned Behaviour and the effects were 
tested. The results showed good ability of 
Protection Motivation Theory factors in 
explaining the “attitude” construct, specifically, it 
explained 47% of the behavioural intention's total 
variance.  

PMT has also been used in studies in information 
security especially in examining the intention in 
anti-virus software adoption (e.g., [48,49]. For 
instance, [49] reported the ability of Protection 
Motivation Theory factors in elucidating 45% of 
the intention to install anti-virus software. As for 
[48], their proposed model made up 27% of the 
intention. Indeed, Protection Motivation Theory 
has generally demonstrated steady and reasonable 
explanatory power towards intention to perform 
the sought-after information security behaviours 
whereby its initial model had been tested in full, 
partially, or with other theories combined. 
However, for tests of non-work context and 
proactive behaviours, the use of Protection 
Motivation Theory has been inadequate. 

Accordingly, a conceptual is proposed in this 
study. The model includes Perceived Risk Theory 
and Protection Motivation Theory in 
understanding the motivation of online shopping 
through the implementation of security policies 
and prevention of online risks (e.g., crime or 
financial risk). 

2.5 Relationship between variable  
Perceptions of cyber-crime are significant 
predictors of intention to purchase using e-
commerce technologies, whereby cyber-crime 
affects intention to purchase negatively [50]. In a 
study by [51], a parsimonious model was 
proposed. Based on past works on technology 
acceptance and insights from criminology, the 
model was used in identifying the factors that 
decrease the intention of Internet users to use 
online services. In Indonesia, [52] found a 
negative impact of customers’ cyber-crime 

perceptions on their purchase intentions through 
e-commerce. Contrariwise, [30] reported no 
impact of cybercrime on intention to use online 
services. Considering these findings, the 
hypothesis below is presented: 

H1: Cybercrime has a negative impact 
on online Shopping Intention. 
 

2.6 Cyber Security as moderator  
Moderating variables have been used in various 
studies (e.g., [53]) when dealing with a weak or 
unpredictable relation between an antecedent 
(independent variable) and an outcome. In view of 
that, many past studies related to the present study 
presented weak and inconsistent outcome 
between cybercrime and intention to purchase 
online.  For instance, a negative effect between 
cybercrime and intention to engage in online 
shopping and services was documented in 
[50,51,52], while [30] found negative impact 
between both constructs. As such, some studies 
(e.g., [53]) proposed including a moderator 
variable to this relationship.  

Cybersecurity affects cybercrime [15] and online 
purchasing intention [13,14]. Relevantly in [54], 
it was indicated that the application of contextual 
factor from other fields with a constructive 
theoretical explanation (e.g. using generations 
from sociology in a marketing study) gives a solid 
foundation for the integration of the 
aforementioned factor into the study as a 
moderator. This greatly contributes to the extant 
knowledge. As such, the present study has chosen 
to use cybersecurity as a technology field factor in 
marketing study as a moderator. Considering 
these findings, the hypothesis below is presented: 

H2: Cybersecurity moderates the 
relationship between cybercrime and 
online shopping intention. 
 

3. METHOD 
3.1 Sample and Procedure 

Relevant conditions and phenomena are 
defined in this descriptive study. Further, a 
decision-making process is carried out, leading to 
the construction of hypotheses to be tested. In this 
study, the data were gathered through the use of 
questionnaires that were distributed to customers 
through WhatsApp and email. The data obtained 
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were related to online shopping. All respondents 
selected in this study were over 18 years old. 
Respondents of such age are usually able to make 
purchasing decisions as they have knowledge in 
product purchase. Also, in Jordan, individuals of 
18 years old and above are allowed to open a bank 
account.   

A convenience sampling technique was used 
in this study in selecting the samples. The 
determined sample size corresponds to the 
analysis power, and the minimum sample size of 
this study was determined in accordance with the 
complexity of the model. This study should 
employ 68 samples as proposed in [55]. Further, 
the research framework comprised two predictors 
with medium effect as proposed in [56]. Also, 
accurateness is important and [57] proposed using 
a sample size larger than 100. Based on this 
suggestion, a total of 350 questionnaires were 
distributed to the respondents. 

3.2 Measures  

The questionnaire used in this study 
comprises four sections with the following 
details: the first section covers the respondents’ 

personal and demographic information (i.e., age, 
gender, status and education level), the second 
section comprises five items on cybercrime from 
[30], the third section presents ten items about 
cybersecurity based on the work of [33], and the 
fourth section presents three items related to 
online shopping intention based on the work of 
[11,25]. Items in sections two, three and four are 
furnished with 5-point Likert scale each.  

This study used the back-translation method 
proposed by [58] on the questionnaire. 
Specifically, the questionnaire which was 
originally in English, was translated to Arabic, 
and then, the Arabic version of the questionnaire 
was translated back to English. This was to assure 
quality and accurateness of the questionnaire. The 
instrument was checked for validity and clarity to 
assure its ability in measuring the objective of the 
study through sent the survey to academics’ 
professors as well explanatory factor analysis 
(EFA) to identify how many factors of 
cybercrime, cybersecurity, online shopping 
intention were appropriate in representing the 
data. Accordingly, Table 1 displays the items and 
construct resulting from EFA test. 

                                                      Table 1. Explanatory factor analysis 

No. Construct 
Dropped 

items 
Achieved 

1.  Cybercrime - 5 

2.  Cybersecurity 5 5 

3.  

Online 

shopping 

intention 

- 3 

Total  5 13 
 

As in table 1 there were three constructs 
initially pretested using explanatory factor 
analysis. These constructs were: Cybercrime (five 
items), Cybersecurity (ten items), and online 
shopping intention (three items). EFA test was 
carried out and the results are as follows: all items 
of cybercrime and online shopping constructs 
scored higher than the cut-off value of 0.6 and 
therefore all items for both constructs were 
retained, while 5 items of cybersecurity construct 

scored lower than the cut-off value of 0.6 and 
were thus deleted, resulting in 5 items for 
cybersecurity. As such, 13 items were used in this 
study representing three constructs with the 
following breakdowns: 5 items represented 
cybercrime, 5 items represented cybersecurity, 
and 3 items represented online shopping. Further, 
the internal consistency of each construct which 
was represented by Cronbach's alpha was greater 
than 0.70 as follows: Cybercrime = 0.75, 
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Cybersecurity = 0.87, Online shopping intention 
= 0.77.  

3.3 Data Estimation 

The descriptive analysis was carried out in 
this study through the use of SPSS version 26. In 
testing the research model, Partial Least Squares 
Structural Equation Modeling (PLS-SEM) 
technique was applied. The use of PLS-SEM in 
this study was factored by the ability to estimate 
of the endogenous variables [59] and the use of 
highly complex research model (demonstrated by 
the hypotheses) [60]. Accordingly, this study used 
Smart-PLS version 3.2.9 as in [61]. 

 

4. RESULT  
4.1 Sample Descriptive 

This study gained a response rate of 82%, 
which amounted to 290 returned questionnaires. 
From the 290 returned questionnaires, 20 had to 
be excluded due to incompletion. Hence, the final 
number of usable questionnaires was 270, which 
was sufficient for analysis. From the returned 
questionnaires, 210 (77%) were from female 
respondents, and the remaining 60 (23%) were 
from male respondents. Therefore, the responses 
were female dominated. Age wise, all were over 
the age of 18 with the following details: 15% were 
19– 20 years old, 40% were 21–31 years old, 15% 
were 31– 40 years old, 20% were 41– 50 years old 
and 10% were 51 years or older. In terms of 
marital status, the majority (60%) were married 
while the remaining 40% were single. For their 
education level, the details are as follows: 33% 
had a diploma, 27% had a Bachelor’s degree, 16% 
had a PhD, 14% had a Master’s degree, and 10% 
had a high school certificate. 

4.2 Data Screening Process 

Data screening assures the non-presence of 
outliers or missing values in the data, while also 
assuring normal data distribution. This study 
found no missing data. Further, this study found 
no variable exceeding -4, +4; specifically, all 

variables fell in the range between 2.210 and 
2.112. As such, for all 270 cases, there was no 
univariate outlier. In terms of normality, this 
study found that the skewness and kurtosis values 
for all variables were between ± 2 and ±7. As 
proposed in [62], for normal distribution, 
skewness value should range from -0.421 to 0.320 
while kurtosis value should range from -1.012 to 
- 0.481. This study thus concluded that the 
obtained data were well modelled and were 
normally distributed. 

 4.3 Moderating Analysis Approach 

Data analysis was carried out using partial 
least squares method, specifically through two-
stage method for moderator analysis. The 
available reflective constructs and indicators were 
applied in this study, and elimination was made to 
the issues associated with the product indicator 
approach’s weak statistical power. As mentioned, 
a two-stage method of partial least squares was 
used in this study, and the details are as follows: 
the convergent validity and discriminant validity 
(except for the interaction term, as can be 
observed in Figure 1) were determined during the 
first stage, and the requirements of the structural 
model were addressed during the second stage as 
can be referred in Figure 3. Also, this study 
calculated the product indicator linked to the 
second-stage analysis as demonstrated in [57,63]. 
Such calculation formed the interaction term as 
well as the predictor and moderator variables. 

4.4 Assessment of measurements model:  

In this study, convergent validity was 
determined through the computation of factor 
loadings, Cronbach Alpha (CA), rho_A, 
Composite Reliability (CR), and Average 
Variance Extracted (AVE) as proposed in Hair et 
al. (2017). In this study, the loadings of all items 
surpassed the proposed value of 0.5 (see Table 2 - 
Figure 1). Also, CA, rho_A, and CR values of all 
constructs exceeded 0.7, while the obtained 
values of AVE were greater than 0.5 as 
recommended in [57]. Convergent validity was 
therefore affirmed. 



Journal of Theoretical and Applied Information Technology 
15th March 2021. Vol.99. No 5 
© 2021 Little Lion Scientific 

 
ISSN: 1992-8645                                                                  www.jatit.org                                                      E-ISSN: 1817-3195 

 
1093 

 

 

                                                 Figure 1. The Measurement Model 

 

Table 2. Measurement Model 

First order 
Construct 

Items Factor loading CR AVE 

Cybercrime CCRIM 1 0.917 0.966 0.850 

 CCRIM 2 0.943     

 CCRIM 3 0.934     

 CCRIM 4 0.921     

 CCRIM 5 0.895   

Cybersecurity CC 1 0.899  0.932  0.733 

 CC 2 0.830     

 CC 3 0.880     

 CC 4 0.902     

 CC 5 0.763   

Online shopping 
intention 

Oline SHI-1 0.859     

 Oline SHI-2 0. 911  0.916  0.783 

 Oline SHI-3 0.884     
 

The discriminant validity was tested in this 
study with the use of Heterotrait-Monotrait 
(HTMT) criterion, and the obtained HTMT values 

in this study were smaller than 0.85, which, 
according to [64], demonstrate discriminant 
validity. The details are provided in Table 3. 

Table 3. Discriminant validity (HTMT) 
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  Cybercrime Cybersecurity 
Online 
shopping 
intention 

Cybercrime    

Cybersecurity 0.315   

Online shopping 
intention 

0.355 0.675  

 

As displayed in Table 2 and Table 3; the 
results of analysis of the constructs, their 
convergent validity and discriminant validity for 
the measurement model show that the 
measurement scale used in this study is both 
accurate and fitting. 

4.5 Assessment of structural model:  

Path analysis was carried out in this study 
after the measurement model validation. The 
purpose of path analysis is to test the proposed 
hypotheses. Accordingly, inner VIF values, 
results of path-coefficient, coefficient of 
determination (R2), effect sizes (f2), and 
predictive relevance Q2 were reported, as 
recommended in [57]. As can be viewed in Table 
4, online shopping intention scored R2 of 0.400 
implying 40% degree of variation in online 
shopping intention, which follows Chin’s (1998) 
proposed cut-off point of 0.19. As such, it can be 
stated that online shopping intention is clarified 
by cybercrime. Next, the Q2 value related to 
online shopping intention was 0.261, and this 
value is considerably larger than 0, which affirms 
the relevance of the predictive model as proposed 
by [65]. As such, the model is regarded as 
acceptable. Also, the predictive relevance of 

model is high. In terms of VIF values, they are 
lower than 5 at respectively 1.314 and 1.310, 
following the recommendation of [57]. 

Following [66], this study applied the 
bootstrapping method with a resampling of 5000 
in the estimation of the significance of the path 
coefficient. From the details displayed in Table 4 
and Figure 2, Cybercrime affects Online shopping 
intention negatively (β = - 0.240, t = 2.142, p 
=0.004 < 0.05, f 2 = 0.076), lending support to H1. 
Further, the result of H2 demonstrates the 
moderating effect of cybersecurity on the 
relationship between Cybercrime and Online 
shopping intention whereby β = 0.475 and p = 
0.002 < 0.05. In view of that, Figure 3 shows that 
the lines are not parallel.  

The positive link between Cybercrime and 
Online shopping intention being solidified by 
cybersecurity has been proposed, in addition to 
the change in R2 before the interaction effect of 
0.400 is included (see Figure 1), and the intensity 
of the link was proposed to increase when 
interaction occurs at 0.437. This study found 
moderation of the relationship between 
Cybercrime and Online shopping intention. 
Hence, H2 is supported. 



Journal of Theoretical and Applied Information Technology 
15th March 2021. Vol.99. No 5 
© 2021 Little Lion Scientific 

 
ISSN: 1992-8645                                                                  www.jatit.org                                                      E-ISSN: 1817-3195 

 
1095 

 

  

                                                                  

 

 

 

Figure 2. Structural model. 

 

Figure 3. Moderation Effect of cybersecurity on the Relationship between cybercrime and online shopping intention  

 

Table 3. Structural model 

 S. B S. D R2 Q2 VIF F2 T-value P Values 

Cybercrime > Online shopping 

intention 
- 0.240 0.112 0.437 0.261 1.314 0.076 2.142 0.004 

Cybercrime - Online shopping 

intention *cybersecurity 
0.475 0.161   1.310 0.041 2.950 0.002 

 

 

5.  DISCUSSION:  
Cybercrimes can potentially impede the 

future growth potential of online sales. Hence, for 
online business companies, it is important to 
understand such threat and increase e-security 

budgets to assure protection to consumers. 
Meanwhile, among consumers, there has been a 
dramatic increase in their knowledge on the 
Internet and its usage risks, and consumers have 
also demonstrated dramatically higher 
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expectations of service. It is thus crucial for these 
companies to establish trust among consumers 
through lawful declaration of e-security measures, 
privacy and policies on information-use. Notably, 
breach in e-security can cause significant 
financial disaster which could harm the 
company’s reputation.  

Accordingly, the model proposed in this 
study presents cybercrime as a predictor variable, 
online shopping intention as endogenous variable, 
and cybersecurity as a moderator variable. From 
the hypotheses testing, for H1, cybercrime was 
found to negatively affect online shopping 
intention. Similar finding was reported in [50] 
whereby the authors reported that cybercrime is a 
serious problem in society, is damaging to e-
commerce transaction, a danger those involved in 
E-commerce, and causes losses of valuables 
(money etc.), impacting online purchasing 
intention. For H2, this study concluded a 
moderating impact of cybersecurity on the 
relationship between cybercrime and online 
shopping intention. Specifically, transaction 
security via secure password and username, 
websites security policies and secure process of 
online transactions, all moderate the negative 
intention of customer toward the online shopping.  

6. CONCLUSION  
6.1 Theoretical contributions  

The present study provides evidence that 
support the theoretical foundation concerning the 
impact imparted by cybercrime on the intention of 
online shopping. Further, the knowledge of 
Jordanian e-commerce particularly on the impact 
of cybercrime on online shopping intention is 
enriched in this study. Additionally, this 
descriptive study is the first that explored the 
moderating role of cybersecurity between 
cybercrime and online shopping intention. 
Further, this study integrated Perceived Risk 
Theory and Protection Motivation Theory in 
motivating online shopping, specifically by the 
use of security policies and the prevention of 
online risks (e.g., crime or financial risk). Lastly, 
this study applied PLS-SEM methods that involve 

a two-stage approach to analyse and construe the 
(reflective) moderating role of cybersecurity in 
the relationship between cybercrime and online 
shopping intention. 

6.2 Practical Implications 

This study deliberates Jordanian online 
markets from the aspects of cybercrime and 
cybersecurity. For e-marketers, the outcomes of 
this study can be perused in the improvement of 
their online markets, especially by changing the 
outlooks and intent of customers towards online 
shopping through the improvement of policies 
associated with cybersecurity, in order to assure 
safe transactions. 

7. Limitations and future works  

The unit of analysis posed a limitation to this 
study as this study was focusing on just the 
customers. Hence, similar study should be carried 
out, but from the viewpoint of company. This will 
enrich the understanding of the moderating role of 
cybersecurity in the relationship between 
cybercrime and intention of online shopping. The 
use of quantitative approach in this study in 
meeting its objectives became a limitation as well. 
As such, similar study should be carried out, but 
with the use of longitudinal approach through 
other methods such as qualitative technique. This 
will allow the understanding of the possible 
changes in online shopping intention following 
the occurrence of cybercrime, with the presence 
of cybersecurity as moderator. Additionally, the 
direct relationship between cybercrime and online 
shopping intention was explored in this study. For 
this reason, it is suggested that the relationship 
between cybercrime and actual online shopping is 
addressed in future studies. Furthermore, as this 
study was focusing on the moderating role of 
cybersecurity in the relationship between 
cybercrime and online shopping intention, other 
factors that can potentially affect the link between 
cybercrime and online shopping intention (e.g., 
reference group) should be examined in future 
studies.
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