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ABSTRACT

Rapid, technological advancements have facilitated communication between people and made sensitive
information available via networks and social media platforms, which may not be fully protected, facilitating
the occurrence of violations and threats via social engineering attacks. The aim of social engineering attacks
is to deceive people and corporate workers into revealing their sensitive information such as passwords and
usernames, as well as spreading malware. It is easier for criminals to exploit humans' natural tendency to trust
rather than using technology and software. Therefore, social engineering attacks are considered one of the
most dangerous attacks that violate the privacy and safety of individuals and organizations. The basic
principles of social engineering attacks, their stages of implementation, classifications and types, as well as
methods and procedures for reducing these attacks, are covered in this study.

Keywords: Social Engineering Attacks, Phishing, Pretexting, Tailgating, Scareware, Pop-Up Windows, And
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1. INTRODUCTION

Today's social networks face constant and
increasing challenges due to social engineering
attacks. The reason for this is due to the reliance for
these attacks on manipulating individuals and
exploiting their emotions in order to penetrate
systems and obtain information regardless of the
strength of protection systems and programs to
combat these attacks. Although attackers usually
spend a great deal of time and effort discovering
system flaws and figuring out how to exploit them in
order to acquire access to the necessary data, social
engineering methods to hack the human mind do not
require the same amount of time and effort because
humans are usually dominated by feelings and
emotions that eany to control, therefore, attackers
resort to using them when there are no specific
vulnerabilities or methods to penetrate the target
system. This makes these types of attacks among the
most dangerous methods used in hacking operations,
as there are no final solutions to eliminate them.
Rather, it is about training and educating people to
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reduce these attacks [1].

Cybersecurity statistics for 2021 indicated that
98% of cyber attacks were perpetrated by attackers
relying on social engineering and that 43% of IT
professionals were victims of such attacks in the
previous year. In addition to the fact that new
employees were the most vulnerable to these
attacks, where attempts to implement social
engineering attacks increased by more than 500%
from the first quarter to the second of 2018,
according to the PurpleSec website [2]. Several
companies and agencies have faced targeted attacks
on their information systems [3]. For example, a
US energy company was hit by a fraudulent attack
in March 2019, according to a report in the Wall
Street Journal where the CEO of the British
company received a phone call from a fraudster
pretending to be the CEO of the parent company in
Germany. The fraudster has wused artificial
intelligence software to generate a conventional
and fake voice for the CEO of the parent company
in order to deceive him. The fraudster demanded
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the CEO to make an urgent electronic transfer to a
supplier in Hungary, the fraudster's bank account.
The fraud resulted in a loss of US $ 243,000 [4]. In
addition, Toyota Boshoku Corporation, one of the
largest companies in the world, was attacked by
social engineering in August 2019. The fraudsters
carried out a fraudulent attack via email and
persuaded the company's chief financial officer to
follow the fraudulent payment directions. The
breach resulted in a financial loss of over $ 37
million. After a while, security experts realized the
money had been transferred and went to fraudsters'
accounts [5].

Similar research has been conducted on this
topic by [1] which provides a survey of social
engineering attacks, their classifications, detection
strategies, as well as measures to prevent and
mitigate these attacks. This research shows that
despite the large sums that companies invested in
developing effective strategies against social
engineering attacks, there are many limitations and
counter opinions in dealing with these attacks. The
reason for this is due to the tremendous
technological development in addition to the
dependence of these attacks on exploiting the
human element, which requires the discovery of
more effective preventive measures and techniques
to reduce these attacks.

Another similar study was conducted, entitled
Advanced Social Engineering Attacks [6].. In this
study, the authors provide a comprehensive overview
of common advanced social engineering attack
scenarios, and a comprehensive detailed classification
of these known attacks according to the operators,
channels, types, and attack vectors as well to help
develop actions and countermeasures for these
attacks. In addition, this paper has greatly expanded
the scope of the latest technologies by including new
and unconventional attacks. This paper also discussed
real-life examples and advanced attack vectors being
used in popular communication channels where the
increasing trend towards BYOD (bring your own
device) policies and the use of online communication
tools exacerbate these attacks.

Further research was conducted by [7] entitled
Social Engineering: Human Hacking through
Technology. Social engineers use technological
techniques to manipulate people in order to exploit
the human being and reveal needed information.
Individuals do not fully understand the extent to
which technologies can be used to obtain
information. In this study, the authors highlight
social engineering-based attacks as one of the main
threats to society in addition to their focus on the

e
4376

human factor that represents the greatest threat to
the security of companies and organizations. This
makes it the most effective attack due to the lack of
technical solutions. As a result, we need to
constantly spread awareness and train individuals
along with advanced protection techniques and
measures to reduce as much as possible from these
attacks.

The main contributions of this paper are the
following:

*  We provide a comprehensive and detailed
explanation of the concept of social
engineering attacks and the stages that
criminals follow to carry out these attacks,
in addition to real-world examples that
illustrate the heavy loss suffered by many
large companies as a result of being exposed
to such successful attacks.

*  We provide a detailed taxonomy of social
engineering attacks into three basic
categories: operator, methods of deception,
and nature of communication.

*  We give a description of the most popular
and most common types of social
engineering attacks, the methods that
attackers use when carrying out these types
of attacks, and examples of some of them.

*+ We present a comparison between some
mitigation tools that are developed with the
aim of filling gaps and vulnerabilities in
systems that companies and organizations
can use to reduce the risks of social
engineering in addition to preventing these
attacks from succeeding.

*  We provide many tips and precautions for
each type of social engineering, while
raising awareness among individuals so that
they do not fall victim to such attacks.

1.1 Motivation and Research Gap

The term social engineering attacks indicates to
the lure of individuals to exploit them using
psychological tricks and deception in order to
obtain desired information or gain access to
systems. These attacks are distinguished from other
because they do not rely on technical methods and
software, but rather rely on exploiting human error.
Thus, they are considered one of the easiest and
fastest ways that criminals resort to access
information and carry out their crimes. In addition,
these attacks cannot be stopped or eliminated by
using any of the prevention and protection
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programs.

The fact that previous research and studies did
not reach a definitive solution to stop social
engineering attacks, and because there is a great
demand by attackers in the current era to use them
in carrying out their attacks due to the increase of
factors that help this, such as the huge
technological development that has led to an
increase in the use of the world’s population of
networking sites Social and Internet, lack of
awareness and culture among individuals
regarding security and privacy when publishing
their information and data online, trusting others,
the emergence of the Corona epidemic, which led
to a significant increase in the number of users of
social media platforms and the time period spent
by users in using these sites became longer, in
addition That became the majority of education
and work from home. As a result, we need more
studies and research on the topic of social
engineering attacks to keep abreast of
developments in the deceptive methods used by
attackers to raise awareness among members of
the community and educate them about them,
update and develop techniques and preventive
measures used against these attacks constantly to
confront and reduce them, in addition to
discovering more mitigation techniques that It
has high efficiency, accuracy, simplicity and low
cost.

1.2 Paper Outlines

Our study covers publications over the past
decade. The body of research covered in the
review highlights the growing interest in
elucidating the common methods criminals use
when carrying out social engineering attacks,
mitigation techniques, and prevention and
security measures.

In this paper, we present an overview and
comprehensive of the main concept of social
engineering attacks, their types and ways to
protect against them. The rest of this paper is
organized as follows:

Section 2 describes the concept, phases of
implementation,  classifications of  social
engineering attacks. In addition to the types of
social engineering attacks and the methods used
in each type. Section 3 provides a comparison of
social engineering mitigations. Section 4
provides some measures and procedures to
reduce and prevent these attacks. In Section 5, a
discussion of the challenges of open research is
provided. Future directions for upcoming areas of
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research are highlighted in Section 6. Finally, a
conclusion that summarizes the research
methodology and summarizes the results.

2. LITERATURE REVIEW

This section contains a review of the
relevant literature. Our Proposed work done in the
area of social engineering attacks can be classified
into some categories, they are the definition of
social engineering attacks, the stages that the
attacker follows when carrying out these attacks, in
addition to the classification of these attacks. The
following is a discussion and review of each
category.

2.1 Social Engineering Attacks

Social engineering is defined as the art of
manipulating people and influencing them by
using many tricks and techniques in order to
deceive them and to access sensitive resources
and systems to obtain confidential information
without the need to rely on technical methods and
software[8]. As a result, anyone with a certain
amount of sophistication and cunning could carry
out these attacks.

The implementation of social engineering
attacks involves four main stages: (1) Searching for
the target and gathering information; (2)
Developing relationship and trust with the target;
(3) Exploiting confidence to obtain information
from the target and (4) Using the information to
reach the target of the attack [8]. In the target search
and information gathering phase, after selecting the
victim according to certain requirements, the
attacker collects as much information about the
target as possible to use in the upcoming
psychological manipulation before the attack
begins [9]. The next stage is developing a
relationship and trust with the target, which is often
the first contact with the victim in which the
attacker uses the information gathered to gain
sympathy and develop relationships and trust,
whether it is direct contact (such as in person or
over the phone) or indirectly (such as email or the
Internet) [8]. When the attacker and the victim
build a relationship, the attacker takes advantage of
that trust and abuses it to extract information from
the victim, which is the penultimate stage before
implementation and achieving the end aim. The last
stage is the stage of using the information and
carrying out the attack to successfully reach the
desired target without raising suspicions [10].

For example, the attacker collects enough
information about a manager working in a bank in
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order to steal money, so that the attacker creates a
fake email account to impersonate the bank
manager and asks to send information about the
employees' accounts and salaries to create the fake
account, the attacker used real information about
this manager from the information he collected,
similar to his email account information. The
attacker uses the fake email account to send the
email to the bank's chief financial officer. And
because the financial official trusts that the source
of the email is reliable, and because he did not
notice that the account is a fake account, he fulfills
his request and sends him all the information he
requested. Thus, the attacker would have obtained
all the information necessary to carry out his attack
and steal money.

2.2 Attacks Classification

This section presents a classification of social
engineering attacks according to three different
main categories: operator, methods of deception,
and nature of communication as illustrated in
Figure 1.

An Attack can be classified according to its
operator. The originator of a social engineering
attack can be [3]:

* Human based social engineering
attacks: The attacker interacts with the
target in person in order to persuade and
trick him into disclosing confidential
information and obtaining the required
information. The attacker does not need
complex programs to launch these attacks,
but rather relies on his human social skills,
so it is difficult to detect [11].

* Computer based social engineering
attacks: The attacker uses the devices to
launch more creative, sophisticated, and
destructive  attacks, such as using
computers or cell phones to enable the
attacker to access the information he
wants to exploit such as passwords and
credit cards [12].

According to the methods of deception that
attackers rely on to inflict their victim’s attacks can
be classified into [3]:

¢ Social based attacks: the attacker relies
on the use of social and psychological
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methods to develop his relationship with
the victim and deceive him in preparation
for carrying out the attack. The most
common type of these attacks is that are
carried out over the phone[13]. For
example, baiting and phishing off all
kinds.

*  Technical based attacks: are attacks that
carried out relying primarily on the use of
the internet. It is one of the most common
types due to the widespread of social
networks and the use of social networking
sites mainly, whether conversations, voice
or video calls, etc. From the attackers to
exploiting them to carry out their attacks.
Or by using search engines to collect
information on victims [13].

* Physical based attacks: are attacks in
which the attacker uses a form of physical
action in order to be able to gather
information about the target. An often-
used type method is a search in the trash in
which the attacker searches for important
and confidential information needed to
penetrate the systems in the garbage bins,
such as searching for passwords and
systems information [3].

Moreover, as we see from Figure 1 social
engineering attacks can be categorized by the
nature of the connection that the attacker uses to
carry out the attack into [8]:

* Direct communication attacks: Occur
when an attacker communicates directly
with the victim, and it may necessitate the
attacker's presence in the victim's work
environment, such as when attacks are
carried out by physical contact, voice
communication, or other means.
Examples of direct contact attacks include
shoulder surfing, pretense and use of the
phone to carry out the attack [8].

¢ Indirect communication attacks: Occur
when the attack is executed remotely
without direct and actual contact between
the attacker and the victim. Examples of
this type of attack are ransomware, pop-

up [9].



http://www.jatit.org/

Journal of Theoretical and Applied Information Technology
30" September 2021. Vo0l.99. No 18

SN

R

© 2021 Little Lion Scientific

S/Mminn

ISSN: 1992-8645

Www.jatit.org

E-ISSN: 1817-3195

Social Engineering Attacks

Operator

Human based

Computer based

Nature of connection

Direct

Indirect

Methods of deception

Social based attacks

Technical based attacks

Physical based attacks

Figure 1: Social engineering attacks classification.

2.3 Different Types
Attacks

Social engineering attacks can combine
various aspects previously mentioned, namely:
human and computer-based attacks, in addition to
social, technical and physical groups. Examples
of these attacks are:

2.3.1 Impersonation

One of the types of social engineering attacks
that occur directly and require a great deal of
preparation without resorting to the use of any
technical or software methods. The attacker
impersonates or plays the role of another person
to be able to gain the confidence of the victim and
deceive him into gaining access to a specific
information, the system, or network in order to
commit fraud or espionage [14]. For example, the
attacker pretends to be an employee in order to
obtain confidential information.

2.3.2  Shoulder surfing

Looking over the shoulder of a computer user
while writing data on their computers or cell
phones, such as the username and password in
order to save this data to penetrate the victim’s
system. This requires a set of good skills from the
attacker to be able to memorize keystrokes [15].

2.3.3  Dumpster diving

One of the non-technical methods of social
engineering attacks. Through it, the attacker
searches for confidential information belonging
to a company or institution that is placed in the

of Social Engineering

4379

trash, whether inside or outside the company,
unless it is shredded well or burned [16].

2.3.4  Being a third party

The attacker claims that he has obtained a
permit or permission to use one of the systems or
computers of the victim organization so that he is
working to exploit them for the time when the
authorized person is absent [17].

2.3.5 Phishing attacks

It is one of the most common types of social
engineering attacks. Through it, the attacker aims
to deceive the victim and steal his data or access
his sensitive information such as names, addresses
and social security numbers through emails,
phone, text messages, harmful websites and social
media [18].

There are five common types of phishing

attacks:

Email phishing: Most phishing attacks are
carried out via e-mail  messages
masquerading as legitimate organizations
such as credit card companies or financial
and charitable institutions. For example,
sending emails indicating that the user has a
problem with his account and asking him to
enter his information to confirm his account.
Then the attacker could use this information
to gain access to the victim's accounts [19].

Spear phishing:
attacker e-mail

Includes sending the
messages that appear
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legitimate, but originally contain malicious
files and websites through which they target
a specific individual, institution or company,
which leads to the installation of their
harmful content on the victim’s system as
soon as he clicks on the link and thus
accesses his sensitive information such as
bank account number or Personal
information or passwords and their theft for
malicious purposes [20].

*  Whaling phishing: A method in which the
attacker targets senior employees, chiefs and
executives in companies and institutions
with the aim of stealing money or sensitive
information or accessing a specific system
by wusing phone, e-mail, or websites.
Therefore, the attacker needs more accurate
techniques to carry out his attack [21].

*  Vishing phishing: These are attacks in
which the attacker uses the phone as a
means of communication instead of e-mail
to deceive the victim and access his
sensitive information [21], such as the
attacker making fraudulent contact with a
specific company or institution and
masquerading as a major player in the
organization as a CEO or financial manager
and requesting the transfer of money or
information related to employees And their
payroll records where employees usually
are reluctant to turn down a request from
someone they consider important[22].

*  Angler phishing: This type of phishing
attack involves attackers using social
media to trick people into carrying out
their attacks. Hack conversations, voice
and video calls, publications and websites
and use them to persuade or compel people
to disclose their sensitive information or to
exploit it to download malware [23].

2.3.6  Baiting attacks

These attacks use fraudulent and bogus
methods that rely on psychological manipulation
in order to arouse the victim's curiosity and lure
him in order to steal his personal information and
harm him. These attacks are carried out online by
publishing ads and attractive offers that invite
users to click a link to get free things like free
music and movie downloads in case the user
enters his credentials on the site [7], [12],[24].

e
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2.3.7  Pretexting attacks

It is a form of social engineering, in which the
attacker creates an innovative story or excuse that
increases the chance of gaining the victim's trust
in order to be able to deceive and convince him to
provide more valuable information or enable him
to reach a specific system or goal. This type of
attack relies on trust and authority where the
attacker pretends to be an authorized person and
has the right to access and use the target's
information. These attacks usually require
research and advance preparation before having
the initial interaction with the victim, to assist him
in creating and employing the proper pretext. The
more information the attacker knows, the greater
his ability to persuade the victim to provide more
valuable information. Attackers often use email,
phone, or physical media to carry out these
attacks [7],[24].

2.3.8 Tailgating attacks

It is one of the most common types of physical
social engineering attacks around the world. It is
represented in the attacker following a person
authorized to enter a certain area, company, or
institution and deceiving him to help him enter
that area in order to obtain the required
information [25].

2.39 Ransomware attacks

One of the types of electronic programs
designed to extort money from the victim by
restricting or blocking access to the victim's data
and files by encrypting them or preventing the
computer from operating normally. These
programs are installed on the victim's system via
e-mail messages or as a result of visiting websites
containing malicious programs. These programs
require money from the victim in exchange for
them to undo the changes made by the virus to the
victim's system, thus gaining access to the files
that have been blocked [26].

2.3.10 Pop-up windows

The windows that appear on the user’s screen
informing him that he has lost his network
connection, which requires him to enter the
username and password to reconnect, so that
there are previously installed hidden programs
intended to collect this information and redirect it

to the attacker [14].
2.3.11 Scareware

One of the categories of malware that appears
through advertisements and includes ransomware
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and fraud. These programs aim to manipulate and
deceive users to convince them that their
computer is infected with the virus and suggest
that they have to download or purchase anti-virus
programs to remove them, which are usually fake
and harmful programs. These programs enable
the attacker to access sensitive data on the
victim's device, or ransomware retains this data in
exchange for the victim paying money so that he
can access it again [27].

2.3.12 Phone / Email scams attacks

In this type of attack, the attacker uses the
phone or email to influence and deceive the
victim in order to search for money or
information or to gain access to the victim's
computer. The attacker carries out the attacks
over the phone through calls, text messages, and
SMS messages [28]. For example, the attacker
contacts the victim to create seemingly urgent
situations, deceiving the victim into providing
valuable information. Also, the attacker may send
short text messages which contain fraudulent text
or malware that is installed on the victim's device
to access his information such as passwords,
pictures, files, contacts, applications, etc.

2.3.13 Quid pro quo

A quid system consists from an attacker asks
a victim to exchange personal or important data
in exchange for something of value, reward, or

example, the attacker calls the victim and poses
as a computer expert in order to dupe him into
offering technical assistance in exchange for
login information. The most common type of
attack is the impersonation of the US Social
Security Administration [29]. Fake SSA
employees make phone calls to random
individuals, inform them of a computer problem
on their part, and ask them to confirm a Social
Security number for the purpose of identity theft
[30].

3. MITIGATION TECHNIQUES

Social engineering attacks target all
individuals and organizations. You can install the
most powerful, newer, and more expensive
antivirus software to limit authorized access to
data, but nothing can protect you against social
engineering approaches. Even the most
intelligent individuals can fall victim to these
attacks. It is for this reason that companies must
remain aware of the underlying threat, and the
ability to properly respond to attacks, by
providing technical and non-technical measures
and tools that can be implemented to reduce the
risks associated with social engineering to an
acceptable level and prevent that attacks from
succeeding. Table 1 shows some of the tools that
were developed to counter social engineering

. . attacks and fill in the loopholes and
service. In fact, the attacker obtains the data s
. - . vulnerabilities in systems.
without providing any compensation. For
Table 1 Comparison between Mitigation Techniques

Tools Description Advantages limitations R

IDPS Intrusion Detection and - Detects a violation of its - Noise can significantly |[31]
Prevention System configuration and activate the [affect the system and

alarm. reduce its

- Acts to stop attacks. effectiveness.

- Documenting the current - Software and data

threat to an organization. errors can create bad
packages resulting in
false alarms.

Biometrics Include signature, - Helps in verify identity and |- False positives and bias |[32]
fingerprint, hand geometry, [access control. preventing specific users
palm print and face - High security. from accessing systems.
recognition. - High costs.

Artificial Based on computer systems|- Efficiency. - High costs. [33]

Intelligence with the ability to perform |- Accuracy.
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tasks commonly associated | - Eliminate human error. - Takes a long time to
with intelligent beings. - Improving human decision [implement.
making and work flows.
‘Website Types of programs that - Restrict users from visiting |-May block wrong sites. |[[34]
Filtering Tools |designed as a safeguard  [websites that may contain risks|-High costs.
against virus, malware or inappropriate material.
ransomware and adware.
Machine A subset of artificial - Can identify the most - High error [35]
learning intelligence provides complex threats. susceptibility.
systems with the ability to |- Efficient. - Needs massive
learn and improve without resources to function and
being programmed. a long time to be
implemented.
- Complexity
Nmap [Used to scan networks and |- Security auditing. - Identifies |-Checking weak [36]
systems to detect security [what devices are running on  [networks and devices can|
vulnerabilities. systems. cause network
- Free software slowdowns.

phone users. There is no conclusive evidence to
prevent these attacks, but many tools and
techniques are designed to reduce these attacks
and make organizations less vulnerable. In [1],
[7], [14] the following measures can protect users
from attacks, although it is almost impossible to
avoid exposure to these attacks, but the following
tips in Table 2 will help you ensure that you do
not become one of their victims.

4. PREVENTION OF SOCIAL
ENGINEERNIG ATTACKS

Social engineering attacks pose challenges
and risks facing the security of all networks, and it
difficult to confront and overcome them because
they depend on exploiting human characteristics.
Preventing and protecting against these attacks is
extremely important to all computer and mobile

Table 2 Suggested prevention measures for each type of social engineering attacks

Types of Attack *  Preventive measures
Impersonation »  Never open email attachments sent from unknown people before verifying the
sending source because attackers often use this method to spread malware and
obtain information to carry out their attacks. In addition to reviewing the
email context.
*  Avoid to click on advertisements and unknown websites.
Shoulder surfing * Not to enter credit card details or account passwords when they are in a public

place and use strong passwords so that it is difficult for fraudsters to
remember them if they see them.

Never let anyone use your phone or computer, even a friend or relative, and
never leave it open in public. Keep it locked at all times.

Dumpster diving Shredding or burning printed copies of confidential data or information
before disposing of them in trash bins so that an attacker cannot sift through
the rubbish and collect confidential information such as usernames and
passwords.

Ensure that all the identifiable information and data are removed from the

devices before disposing of them, whether by selling them or destroying them.

Phishing attacks Educate yourself and develop your technological knowledge permanently to
be able to properly deal with such attacks.

Don’t click on an email or instant message.

e
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Always make sure you are using the official http websites.

Change your passwords periodically, don't reuse passwords across several
accounts, and make them tough to guess by using letters, numbers, and
symbols instead of personal information.

Continuous updating of antivirus software, software applications, operating
systems, in addition to installing firewalls.

Protect the privacy of your data and information by not disclosing any
personal information such as names of significant persons, phone numbers,
dates, places of birth, or any other personal information over the Internet.

Baiting attacks

Beware to click on the links that you receive via unknown messages because
they often contain harmful programs and files.

Avoid tclick on software and application update notifications or gift posts
and scandals, as most of them are aimed at fraud.

Pretexting attacks

Ensure that individuals and employees are constantly trained and educated
about the pretexting scams and how to deal with them.

Use the SPAM filter to filter e-mail messages, detect viruses, and deploy a
web filter to block harmful websites.

Tailgating attacks

Maintain constant surveillance and tight security at the organization's
entrances and exits to ensure the organization's entrants and exits, and to
prevent non-workers from entering without the supervision and consent of
those permitted to the organization to avoid tail attacks.

Establishing the necessary security policies, procedures and measures to guide
employees in the proper handling of information and data of the company or
institution and conduct audits to ensure their compliance with them and to set
the penalties for non-compliance.

Always verify the identity of any suspicious person and verify his data to see
if he has the right of authorized access in that area or not.

Make sure to log off computers or other devices when you are away from
them.

Ransomware
attacks

Take care to make backup copies of all data.

Training and educating individuals in institutions and organizations to deal
with these attacks.

Avoid clicking on untrusted links and attachments.

Using two-factor authentication to make your account more secure, as this
feature provides additional layers to verify your identity when logging in,
making it impossible for attackers to gain access to your account, even if your
username and password have been compromised.

Pop-up windows

Use security and protection programs such as anti-virus and malware
programs, and work to update them continuously to eliminate all sources of
danger and attack.

Avoid clicking on advertisements, pop-ups, or any suspicious website and
close them.

Scareware

Avoid to click on software and application update notifications or gift posts
and scandals, as most of them are aimed at fraud.

Use of frequently updated protection and security programs and install
firewalls.

Phone/Email scam
attacks

Always verify the source of phone calls before answering them, especially
unexpected and suspected calls, or ask questions to verify the identity of the
caller or not to answer these calls.

Not to open e-mail attachments sent from unknown people before checking
them because attackers frequently use this method to spread malicious
programs and obtain information to carry out their attacks.

Quid pro Quo

Make sure to change passwords for your accounts frequently.
Never disclose any personal information or information related to your
accounts.

e
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5. OPEN RESEARCH ISSUES AND
LIMITATIONS OF CURRENT WORK

Many companies and organizations are
developing plans and strategies, as well as
spending huge sums to eliminate social
engineering attacks, but there are still many
limitations and ineffective measures that
organizations may face when implementing
countermeasures or policies to overcome social
engineering attacks due to the reliance of these
attacks on manipulating natural situations and
psychological exploitation of individuals. For
example, these limitations may be represented in
the different level of awareness, culture and
training capabilities of individuals and workers in
institutions regarding these attacks when exposed
to such attacks, the expertise of the attackers and
the continuous development in the techniques and
methods they resort to carry out such attacks,
Human weaknesses increasing and the ability to
control and manipulate them, some of the
downsides to the tools used by organizations to
detect and prevent social engineering attacks such
high costs, complexity, and potential for error and
the limited tools used to eliminate these attacks,
in addition to the human errors that may result
from their implementation by some employees.
Therefore, we need more advanced, effective
security measures and technologies to limit and
overcome these attacks.

6. FUTURE DIRECTIONS

» It is important to constantly educate
people on how to protect themselves and
secure their accounts to reduce the
possibility of becoming a victim by
holding seminars.

The necessity of educating employees
working remotely according to the
Corona pandemic about how to deal with
these attacks when they have been
exposed and how to report them.

Provide training programs and organize
workshops for staff as well as students in
schools to showcase the various
fraudulent methods and techniques used
by social engineers to reduce the number
of victims in the future through a
thorough understanding of their tactics
and adoption of appropriate precautions.

Stay informed about recent and

e
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continuous technological developments
to avoid falling victim to such attacks.

Continuous updating of computer
operating devices and security and
protection programs.

Implement comprehensive security
strategies and policies in companies and
institutions.

* There is also a great need for the
country to enact strict cybercrime laws
to curb piracy and reduce the amount of
harm to individuals and institutions.

7. CONCLUSION

Social engineering attacks are increasing
rapidly and pose a serious threat to the security of
companies and organizations constantly and cause
significant emotional and financial damage in
various ways. Therefore, it is important to
understand the methods that attackers use to
implement them in order to use appropriate security
measures to protect companies and organizations
on an ongoing basis.

In this paper, we provided a comprehensive
explanation of the concept of social engineering
attacks, the main stages of their implementation, a
detailed classification of them according to the
operator, methods of deception, and nature of
communication between the attacker and the
victim. In addition, we provided a detailed
explanation of the different and common types of
these attacks that are used with the aim of deceiving
the victim to obtain the required information
without his knowledge, such as obtaining
passwords and bank account numbers, knowing
that there are more techniques and other methods
that attackers resort to in carrying out their attacks.
All of this would help in spreading awareness about
these attacks among individuals and workers in
institutions, and enabling them to deal and respond
appropriately to these attacks if they were exposed
to them, which would help reduce cybercrimes and
create a more secure environment.

We also proposed in this paper several
mitigation techniques and measures needed to
avoid and combat these attacks as a step-in
countering them, facilitating the development of
countermeasures and conducting further research
in this area. Despite this, we concluded that even
when using the best and most expensive
technologies and security software, we as
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individuals, organizations or companies are always
vulnerable to social engineering attacks due to the
lack of a clear model for these attacks and social

engineers

often relying on exploiting and

manipulating the psychological factor of the human
element to gain his confidence without the need for
technical and security expertise. Therefore, we
need to spread awareness and continuous training
among members of society to be aware of these
attacks with the aim of taking the necessary
security measures and precautions to thwart these
attacks, setting strict laws by countries to deter

attackers from committing these attacks,

in

addition to the great need to develop current
counter technologies and reveal new technologies.
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