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ABSTRACT 

 

The purpose of the article is to develop a model of threats to the security of personal data in the 

implementation of distance educational services using mobile technologies. The model of threats to the 
security of personal data in the implementation of remote educational services using mobile technologies will 

allow forming requirements and recommendations for their protection and providing the initial data for the 

synthesis of the information security system, as a set of heterogeneous tools. Therewith, internal and external 

communications on data and management, the presence of a management system lead to the appearance of 

integrative effects and ensure the completeness and consistency of protection. The construction of a model 

of threats to the security of personal data in the implementation of distance educational services using mobile 

technologies is carried out by the method of information-logical analysis of existing approaches to the 

classification of threats to information security contained in the regulatory documents of regulators in the 

field of information security. The second method is the collection of data contained in domestic and 

international knowledge bases containing information about the vulnerabilities of mobile technologies used 

in the implementation of educational services and vectors of information security threats using these 

vulnerabilities. As a result of the work, a new classification scheme of information security threats has been 
formed, taking into account the peculiarities of personal data protection in the implementation of distance 

educational services using mobile technologies. The objectives of information security in the implementation 

of distance education services using mobile technologies have been analyzed and the analysis of possible 

technical measures for information protection has been carried out. 

Keywords: Distance Educational Service, Mobile Station, Security Gateway, Mobile Device Manager. 

 

1. INTRODUCTION 

 

An individual approach to learning, free 

access to the electronic educational environment, the 

requirements of individual tracking and control over 
the processes of independent development of 

educational material by students have led to the 

widespread use of mobile technologies in secondary 

and higher schools. 

In modern electronic educational systems 

(EES), mobile stations perform the following 

functions [1-4]: 
1. implement the management of 

educational and methodological complexes located 
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in the EES, the coordination of pedagogical 

processes in the educational institution; 

2. provide remote interaction within the 

teaching community and communication with 

students; 

3. mobile devices for monitoring and 
direct educational impact on students are used to 

register the accumulation, processing, and 

transmission of necessary information; 

4. provide direct access to the EES, 

including direct testing and knowledge control 

capabilities; 

As the analysis of modern mobile 

applications shows, most of them have a client-

server architecture [5]. Therewith, the client part 

runs under the mobile operating system (Android or 

iOS). Installation of the client-side is provided by an 

application store – a specialized platform where 
developers place their programs. 

The user installs the program on the mobile 

station and interacts directly with the EES: studies 

the theoretical material of lectures receive advice 

from teachers, passes intermediate and final testing. 

Therein, the main component of the EES is the server 

of the educational institution. 

The server is a platform hosted by an 

educational organization, which in most cases 

contains a Web application. The software installed 

on the server interacts with students' mobile clients 
through the Internet via an interface (API). The 

server of the educational organization is the basis of 

the EES. This is where information is processed and 

stored, mobile stations are managed, and user data is 

synchronized. 

The functioning of the EES with the use of 

mobile technologies is associated with the 

processing of information in the technical media 

about the identification information of students, 

personal data of teachers, and confidential 

information of educational institutions [4]. 

Thus, the use of mobile technologies in 
addition to EES is associated with the organization 

of processing of confidential information of various 

contents, and following [6-8], requires the 

implementation of organizational and technical 

protection measures. 

The analysis of standards and guidelines of 

regulators in the field of personal data protection, 

carried out in [9, 10], shows that in Russia, at 

present, the issues of information protection in 

information systems using mobile technologies are 

not regulated. Requirements for the protection of 
personal data information, technical and 

organizational protection measures contained in [7, 

8] are focused on traditional computers. Similarly, 

the methodological approach to the development of 

an up-to-date model of threats to the IS of Personal 

data does not consider mobile systems [11]. 

Thus, the means of ensuring the security of 

information of mobile components of the system 

used in the personal data information system are not 
subject to regulatory regulation and, in this regard, 

are applied without legislative and methodological 

justification. 

In this regard, the article solves a new 

practical and theoretical problem of forming a model 

of personal data security threats when implementing 

distance educational services using mobile 

technologies, which is a methodological basis for 

further developing a system of requirements and 

recommendations for ensuring information security 

in educational institutions when implementing 

distance educational services. 
 

2. MODEL OF THREATS TO THE 

SECURITY OF PERSONAL DATA IN THE 

IMPLEMENTATION OF DISTANCE 

EDUCATIONAL SERVICES 

 

Analysis of the current state of mobile 

systems has shown that the movement known today 

as BYOD (Bring Your Own Device) is gaining more 

and more popularity, meaning the use of personal 

stations in professional activities by specialists in 
various fields of activity. According to the results of 

the study, about 60% of office workers use mobile 

devices not only for personal purposes but also to 

perform certain work tasks [12]. 

Therewith, all the variety of mobile 

technologies can be divided into the following areas. 

The first group of technologies is used to coordinate 

work processes, manage data, and access corporate 

resources. The technologies of the first group 

increase the efficiency of the user's work, save 

his/her time, provide operational reference 

information, and improve remote interaction within 
organizations and professional groups. The second 

group of applications is used for direct interaction 

with objects of the physical world (CPCS). In the 

English-language literature, CPCS is called 

Industrial Control Systems (ICS) or Industrial 

Automation and Control Systems (IACS). In this 

case, the interaction between the elements of the 

system is organized at different levels of 

representation. The third group of technologies is 

information and reference services (including 

emergency services). The fourth group represents 
technologies for implementation in the terminal 

mode as a thin client with information systems 

(remote diagnostics, remote maintenance, etc.). 
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When organizing the functioning of mobile 

technologies, the main information circulating in 

technical means is the confidential information of 

various levels, technological information, and key 

information of cryptographic protocols of various 

types. 
Thus, the use of mobile technologies is 

associated with the organization of processing 

confidential information of various contents and, 

following the requirements of the organization of 

information protection [6-8]. 

Analysis of state standards, regulatory 

documents of regulators in the field of confidential 

information protection, and information protection 

issues showed that currently there are no 

methodological recommendations for information 

protection in information systems using mobile 

technologies. Information security tools used in 
information systems that ensure the safety of mobile 

components are not subject to regulatory regulation 

and, accordingly, are applied without legislative and 

methodological justification. 

Following the existing methodological 

approach to solving information security issues [8, 

9], the beginning of solving the problem of 

information security is to develop a model of threats 

to information security, containing both the 

classification of threats and a brief description of the 

implementation of the most urgent threats. 
A threat to information security is 

understood as a set of conditions and factors that 

create a risk of unauthorized, including accidental, 

access to personal data, which may result in the 

destruction, modification, blocking, copying, 

distribution of personal data, as well as other 

unauthorized actions during their processing in the 

personal data information system [11]. 

Traditionally, a threat to information 

security can be represented as a formal record of the 

following form: 

threat of unauthorized access to ISPD: = 
<source of threat>, <vulnerability of ISPD>, 

<method of threat implementation>, <object of 

influence (program, protocol, data, etc.)>, 

<destructive action>. 

The source of threats can be: 

1. user; 

2. malicious program; 

3. instrument bug. 

Concerning mobile technologies, users can 

be divided into several categories. 

Employees of the institution. This category 
of users gets access to the organization's data and 

services from a mobile device. The level of access 

for users in this category is based on the 

requirements of their job responsibilities, the level of 

confidentiality of the information that the employee 

shall access, and the need to access this data using a 

mobile device. A set of mobile credentials is 

required for an employee of an institution, which is 

used to access the internal resources of the 
information system. 

Partners are employees of third-party 

organizations who cooperate with the organization 

in performing certain tasks, including technical 

personnel who maintain the functionality of 

technical means. Partner users may need access to 

the system, applications, and infrastructure to 

perform assigned maintenance and maintenance 

work, but they are not granted access and rights as 

employees are. Partner users are typically provided 

with a limited set of mobile credentials that are used 

to access the organization's internal systems. 
External users are individuals who are not 

associated with the organization, but who need 

access to the organization's public data through the 

interfaces provided and maintained by the 

organization. These interfaces are usually WEB 

applications, mobile applications, or other 

implementation mechanisms. External users usually 

do not need to have credentials to identify 

themselves. In some cases, an organization's data 

interfaces may have a set of locally used credentials 

that are only valid for the resource that is being 
accessed. 

Suppliers of components, assemblies, and 

accessories for mobile devices. This category of 

security information threat sources can physically 

interfere with the operation of a mobile device before 

delivering and install malicious software. 

Service providers of wireless technology 

services. This category of threat sources is dangerous 

due to the possibility of installing malicious software 

aimed at both affecting user data and the 

management processes of the mobile device. This 

category of threat sources, having full access to the 
cellular control network, can reconfigure the mobile 

device, gain access to the information resource of the 

mobile station, and cache user data on the carrier. In 

this case, not only information transmission channels 

using IP transport (MMS/SMS) can be used, but also 

control channels of the mobile network. 

The most dangerous source of information 

security threats for mobile technologies is malware 

or malicious code. This is software designed to 

perform an unauthorized action that could 

compromise the confidentiality, integrity, or 
availability of a mobile device. Malware can be 

attached to instant messages, added to email, or 

uploaded to the Internet as an infected file. Malware 
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can also be embedded in downloaded apps. This 

category of information security threat sources can 

affect the operating system of a mobile device, 

compromise data or applications on a mobile device, 

or both. 

The vulnerabilities of mobile technologies 
are: 

1. vulnerabilities of wireless technologies 

that provide Internet access to mobile devices; 

2. mobile device vulnerabilities; 

3. vulnerabilities of mobile access services 

of information systems. 

 

3. VULNERABILITIES OF WIRELESS 

TECHNOLOGIES THAT PROVIDE 

INTERNET ACCESS TO MOBILE 

DEVICES 
 

Vulnerabilities of wireless technologies 

that provide Internet access to mobile devices are 

vulnerabilities that can be exploited by a threat 

source through the network at the application level 

or in applications, document files, or data (both data 

transfer protocols and management protocols), as 

well as using mobile device management protocols. 

Network security threats are related to 

vulnerabilities within the network and network 

protocols, as well as devices, applications, and data 

that reside on the network. The use of mobile devices 
actualizes the problem of analyzing network-based 

security threats, since cellular communication, WiFi, 

Bluetooth, Infrared Communication (IR), and Near 

Field Communication (NFC) technologies are used 

to transmit the digital stream, which has several 

specific vulnerabilities and have a fairly low level of 

security. 

Mobile devices transmit a digital stream 

over cellular networks. Accordingly, they are 

characterized by vulnerabilities of the global GSM 

mobile communication system [11, 13, 14], 
supported by the provider, digital wireless data 

transmission technology for mobile 

communications, functioning as an add-on over 2G 

and 2.5 G EDGE, UMTS, HSDPA, and its high-

speed version HSUPA. The vulnerabilities of 

cellular technologies with multiple access with code 

division CDMA, which use the Evolution-Data 

Optimized (EV-DO) and Long-Term Evolution 

(LTE) protocols for receiving and sending data over 

cellular networks, can also be considered. 

Data and voice transmission over the 
managed network of mobile operators can be 

intercepted, and the configuration, as well as the 

main components, can be compromised through the 

control channels. 

Mobile devices use Wi-Fi wireless 

networking, based on the IEEE 802.11a/b/g/n set of 

standards. These devices can connect to any mobile 

access point, personal or corporate access points, or 

similar devices for peer-to-peer communication. 

Devices that use Wi-Fi communication are 
vulnerable to interception by other Wi-Fi devices 

and wireless software, as well as signal analyzers 

[15-17]. Illegitimate access points (unauthorized 

scammers in an administratively managed domain) 

also pose a potential threat by exposing mobile 

devices to man-in-the-middle threats. 

Bluetooth. Bluetooth short-range wireless 

technology provides a standard wire replacement 

protocol for connection. The technology is used both 

for data transfer between devices in a personal 

network and for commands, as well as for voice 

communication between the device and the headset. 
Bluetooth provides its encryption and authentication 

mechanisms but also has known vulnerabilities and 

information security threats, such as a key hijacking 

attack during session initiation [16]. 

Infrared port (InfraRed Data Association — 

IrDA). A type of short-range fiber-optic 

communication line. Even though IrDA 

technologies were most popular in the late 1990s and 

early 2000s and are now almost replaced by more 

modern analogs, such as WiFi and Bluetooth, several 

mobile devices can use them and, accordingly, the 
vulnerabilities of the IrLAP, IrLMP, IrCOMM, Tiny 

TP, IrOBEX, IrLAN, IrSimple, and IrFM 

specifications should be taken into account. 

Infrared radiation is used both for data 

transmission between devices within a local area 

network (PAN) and for commands (one-way 

transmission). The infrared port does not provide 

encryption and authentication mechanisms and 

therefore has known vulnerabilities. Most of the 

information security threats associated with IrDA 

vulnerabilities depend on the provider, for example, 

due to a buffer overflow in the receiving infrared 
communication code. 

Near field communication, NFC is a 

technology for wireless data transmission of a short-

range, which makes it possible to exchange data 

between devices located at a distance of about 10 

centimeters. This technology is a set of standards for 

low-power, miniature wiring replacement for point-

to-point communication, mobile devices. 

NFC vulnerabilities are related to the fact 

that the technology's protocol stack does not provide 

for cryptography during transmission. Standards for 
storing data in labels and maps, as well as their 

emulation, do not provide cryptographic protection 

during storage. 
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NFC services traditionally place excessive 

trust in the information stored in the mobile device, 

as a result, data filtering is not performed. NFC 

connectivity is primarily susceptible to physical 

layer attacks, such as signal interception and 

introduction, but specific implementations may 
contain additional vulnerabilities. 

Vulnerabilities of mobile systems. 

Vulnerabilities of mobile systems can be classified 

by belonging to an element of the mobile system. 

Therewith, it is possible to identify the 

vulnerabilities of the hardware component of the 

mobile station, the vulnerability of the mobile 

operating system, and the vulnerability of the mobile 

application. 

Vulnerabilities in the hardware component 

of the mobile station are mainly associated with 

errors or with intentionally installed hardware 
hatches contained in the firmware of the mobile 

station [18]. Also, additional hardware modules can 

be installed in mobile stations that implement 

various functions of tracking and intercepting 

information. 

The vulnerabilities of the mobile operating 

system and mobile applications are similar to those 

that exist for traditional computers and are 

constantly detected [16, 19]. Operating system 

vulnerabilities can be exploited in a similar way to 

vulnerable applications. Operating system 
vulnerabilities pose a greater threat because the 

operating system operates with a higher level of 

privilege than applications. Mobile apps, like apps 

on other devices, can also be poorly written and 

vulnerable to attacks and exploitation. Many 

applications are vulnerable due to programming 

errors, design errors, or configuration choices in 

security capabilities. 

Additionally, users disable the built-in 

security features of the OS, commonly known as 

"jailbreak" or "rooting". Disabling the OS's built-in 

security features allows users to install applications 
and system enhancements that would otherwise be 

restricted. There is a high level of risk associated 

with using modified devices with disabled mobile 

OS security features. 

The main channels for the impact of 

information security threats are: 

1. physical access to the mobile station; 

2. access to the digital stream radio 

channel from the mobile station to the base station; 

3. access to high-speed trunk digital 

stream transmission channels used by cellular 
operators; 

4. access to the internal infrastructure of 

the organization's information system. 

The main vulnerability of physical access to 

the mobile station is the possibilities associated with 

the access of an attacker when losing a smartphone. 

The loss of a mobile device jeopardizes the privacy, 

integrity, and availability of information. Also, the 

device may contain credentials for accessing the 
organization's information system, which creates an 

additional risk for it. Also, data on the mobile device 

may be lost if the device is not backed up. 

Additionally, if an attacker can access the 

mobile station, it is possible to install malicious 

hardware or software that can collect or damage 

data, both on the device and in the organization's 

information system. An attacker can use external 

interfaces to connect a mobile device to a 

USB/Bluetooth modem. Also, an attacker can 

connect a computer or an external hard drive to 

clone, copy, destroy, delete, or modify the contents 
of a mobile device. 

Existing vulnerabilities in the mobile 

device's built-in features, such as the camera and 

microphone, pose an increased security risk by 

creating a means to collect sensitive images or 

conversations. 

Vulnerabilities leading to an increase in the 

possibility of implementing threats to information 

security can also be in mobile peripheral devices 

physically interacting with a mobile station (docking 

station, headsets, additional equipment). 
The channel for realizing information 

security threats when accessing the radio channel for 

transmitting a digital stream from a mobile station to 

a base station is electronic wiretapping through a 

wireless network (Wi-Fi or GSM), the digital stream 

or voice signals can change, they can be manipulated 

or selectively blocked during transmission. 

Channel of secondary electromagnetic 

radiation. Mobile stations are based on the operation 

of various discrete electrical components inside the 

device itself. They also emit out-of-band and 

multiple signals corresponding to their main radio 
interfaces, such as cellular, Bluetooth, NFC, or Wi-

Fi. This radiation is within the radio frequency 

spectrum and can be captured and decoded since the 

information emitted by the CPU and its subsystems 

is mostly unencrypted. Therefore, vulnerable to 

observation by a third party both in the immediate 

vicinity and at a distance (for example, 

approximately 100 meters) using special receiving 

equipment. 

In addition to intercepting signals from 

mobile stations, an additional threat to information 
security is jamming mobile station receivers (any 

wireless protocol used on a mobile device is 

susceptible to interference, including GPS, cellular, 
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Wi-Fi, and Bluetooth). Also, a specific threat 

affecting the radio channel is a flood threat that sends 

more information to the system than it can process. 

Most mobile devices provide some level of 

capability to determine the actual geographical 

location of an electronic device (geolocation) in their 
applications. These apps can use this feature to 

display the current position on the map, search for 

nearby resources, or track the user's path. The ability 

of apps to show driving directions is even more 

popular among users. These location services may 

disclose the location of the device (or provide 

inaccurate information about the location of the user 

of the device due to external interference or 

manipulation). 

The channel for the implementation of the 

information security threats from the network of a 

cellular provider leads to the possibility of violating 
the confidentiality and integrity of information since 

high-speed backbone networks are used for 

operation, which are an integral part of the country's 

public communication networks [20-25]. 

The objects of influence of information 

security threats are information resources containing 

personal data, confidential service information of the 

organization, as well as technological information, 

software, and hardware for information processing, 

personal data protection, information exchange, and 

telecommunication channels. Depending on the 
location of the objects of threat impact, they can be 

classified into the following types: 

1. information resource contained in the 

mobile station; 

2. digital stream transmitted over the radio 

channel "mobile station — base station of the 

cellular provider"; 

3. digital stream transmitted over the radio 

channel "mobile station — Wi-Fi access point"; 

4. digital stream transmitted over the 

network of a cellular service provider; 

5. digital stream transmitted over high-
speed backbone networks that are part of the 

country's public communication networks; 

6. a digital stream processed on the 

organization's network. 

Depending on the type of threat impact 

objects can be divided into: 

1. open data; 

2. data encrypted with a symmetric cipher 

(DES, AES); 

3. data encrypted with an asymmetric 

cipher (A5) [25]. 
The destructive action of a threat to 

information security. 

According to the type of destructive actions 

affecting confidential information in mobile 

technologies, the following classes of threats to 

information security are traditionally distinguished: 

[10]: 

1. leading to a breach of confidentiality; 
2. leading to a violation of integrity; 

3. leading to a violation of accessibility. 

Therewith, it is necessary to consider 

several specific information security threats caused 

by the use of mobile stations and do not directly 

violate the state of security of personal data. 

During operation, the mobile station 

transmits the service information of the pair to the 

base station (LAC, CellID), IMSI, Network Identity 

and Time Zone, etc. The service data transmitted by 

the mobile station can be used to analyze the 

behavior of the user and/or organization (for 
example, local and remote logs). There is also 

widespread use of dedicated software and services 

from mobile service providers to combine 

geolocation data with SSID information to collect 

location information about specific wireless 

networks that are shared by their customers. There 

are examples of software installed by a mobile 

service provider that is used to track user behavior, 

as well as performance indicators of a mobile station 

or mobile service. This data can also be sent directly 

to the supplier or a third party. 
During the use of the mobile station, the 

user can install an application containing malicious 

code that allows reconfiguring the mobile device 

(directly or indirectly) or offering the service directly 

or through a third-party device. 

Ransomware has become an extremely 

common class of malicious software for mobile 

systems. As a rule, the operation of the mobile 

station is blocked, requiring a ransom from the 

victim, after payment of which the user is returned 

control of the smartphone or tablet. Also, criminals 

choose call history, contacts, photos, or messages as 
targets, which almost always forces the user to pay 

the requested amount [25]. 

Botnets consisting of compromised mobile 

stations are another pressing threat to information 

security. Infected devices that are part of botnets are 

under the control of attackers, who at any time can 

order them to initiate a DDoS attack on a resource or 

start mass mailing of spam emails [19]. 

The composition of the elements for 

describing threats to the information security of 

mobile technologies is shown in Figure 1. 
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Figure 1: Composition Of Elements For Describing Threats To Information Security Of Mobile Technologies 

Despite the completeness of consideration 

of the totality of threats to information security in the 

provision of distance educational services, the issues 

of information protection of the server part of the 

system for the provision of distance educational 

services remained outside the scope of the problem 

being solved. Currently, the software of educational 

organizations installed on the EOS servers is outside 

the legal field of regulators in the area of information 
protection, the threat model for this category of 

programs is not formed and requires a solution. The 

problem is compounded by the fact that this category 

of programs is developed by foreign companies and 

requires legislative measures for certification 

(verification of compliance with the requirements of 

regulators on protection against unauthorized access, 

control of undeclared functions) and certification 

during commissioning following the norms and rules 

of Russia as ISPD. 

 

4. METHODS AND WAYS TO PROTECT 

PERSONAL DATA WHEN PROVIDING 

DISTANCE EDUCATION SERVICES 

USING MOBILE TECHNOLOGIES 

 

When constructing a system of PD 

protection in the provision of distance educational 

services using mobile technologies, it is advisable to 

consider the entire set of information protection tools 

presented in detail in [26, 27]. In particular, it is 

advisable to consider the following components of 

the system: Mobile Device Manager (MDM), 

Mobile Application Manager (MAM), Mobile App 

Store (MAS), identification and access management 

(IAM), gateway and security stack (GSS), virtual 

private network (VPN) technologies. 

Mobile Device Manager (MDM). The 

MDM implements the personal data security policies 

adopted in the organization, which are applied when 

configuring the settings and operating modes of 

users' mobile devices. In this case, the following 
parameters are configured: 

1. Hardware parameters, such as 

permission to use Bluetooth, NFC 

2. Password parameters, including 

password length and quality 

3. Encryption options 

4. Browser settings, such as disabling 

cookies, blocking jscript 

5. Allowed and prohibited apps 

6. Compliance policies, such as OS 

version 
When implementing the threat of violating 

the physical integrity of the user's mobile station, 

MDM implements the removal of confidential data 

and applications from the device, as well as 

performing a complete cleanup. Also, if necessary, 

clearing of secret codes or remote locking is 

implemented. 

The MDM application may include licenses 

for antivirus support. 

Examples of the most effective MDMs are 

Microsoft Intune, AirWatch by VMware, Citrix 

XenMobile. The entire process of managing mobile 
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devices can be divided into five main steps shown in 

Figure 2. 

 

 
 

Figure 2: Mobile Device Management Process Using 
Standard Mdm Solutions 

When registering, the User shall install a 

special application on their smartphone. After the 

user has installed the app and connected to the 

mobile service, the device will be registered. Once 

the device is registered, it can be managed. 
Mobile Application Manager (MAM). This 

class of ISS provides a subset of the functions 

provided by mobile device management. The 

program provides comprehensive distribution, 

configuration, data management, and lifecycle 

management for specific applications installed on a 

mobile device. As with MDM, key features of MAM 

include the set of supported devices, platforms, and 

applications, as well as the security of the 

mechanisms used to authenticate the device as well 

as manage and control. MAM can also include 

diagnostic features such as remote login, reporting, 
and troubleshooting. Some MAM implementations 

are designed to support a small, specialized set of 

software, such as virtual application containers 

("Sandboxes"), rather than being applied to all 

applications on the device. Customized MAM 

implementations may not integrate with more 

general MDM implementations and are therefore 

considered a separate component of a mobile 

solution. An example of the most effective MAM is 

Kaspersky Security for Mobile, SOTI Mobicontrol. 

The approaches to protect personal data 
from information security threats aimed at 

vulnerabilities in mobile applications are based on 

the use of specially developed software packages 

placed in the information resource of an educational 

organization – a mobile application store (MAS). 

Public app stores (that is, external app stores) offer 

mobile apps for sale (or free) to all users. 

Organizations can obtain licenses for software to 

manage their app store, which is only available to the 

organization's staff. These "vaults" provide a 

selection of approved applications that can be 

downloaded and installed on approved employee 

and patient devices. Some mobile app store 

implementations may support multiple mobile 
platforms, but many of them are limited to a single 

platform, requiring remote access to work with 

multiple app stores. 

When organizing the protection of 

information resources of a university from 

information security threats aimed at vulnerabilities 

in mobile access services for information systems, 

identification tools and access control (IAM) are 

used. This class of ISS is used to integrate services 

such as authentication and authorization into a 

mobile solution to form a single security profile for 

each user. The IAM system ensures consistent 
application of security policies for all mobile 

services and allows integrating the corporate 

authentication and authorization systems with the 

mobile solution. For example, using an IAM system 

in combination with an MDM system allows each 

user of a mobile solution to have multiple devices 

(such as a tablet and a smartphone) configured with 

the same access level and the same security profile. 

IAM systems can also be used to provide data 

synchronization between multiple devices and users. 

Separately, it is necessary to consider the 
many threats to information security caused by 

wireless technologies that provide Internet access to 

mobile devices. 

Vulnerabilities of wireless technologies 

that provide Internet access to mobile devices are 

vulnerabilities that are implemented over the 

network at the application level or in applications, 

document files, or data (both data transfer protocols 

and management protocols). The considered class of 

threats is related to vulnerabilities of the network and 

network protocols, as well as devices, applications, 

and data that provide work with the network. The use 
of mobile devices actualizes the problem of 

analyzing network-based security threats, since 

cellular communication, WiFi, Bluetooth, Infrared 

Communication (IR), and Near Field 

Communication (NFC) technologies are used to 

transmit the digital stream, which has several 

specific vulnerabilities and have a fairly low level of 

security. 

Mobile devices transmit a digital stream 

over cellular networks. Accordingly, they are 

characterized by vulnerabilities of the global GSM 
mobile communication system [27], supported by 

the provider, digital wireless data transmission 

technology for mobile communications, functioning 
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as an add-on over 2G and 2.5 G EDGE, UMTS, 

HSDPA, and its high-speed version HSUPA. 

Mobile devices use Wi-Fi wireless 

networking, based on the IEEE 802.11a/b/g/n set of 

standards. These devices can connect to any mobile 

access point, personal or corporate access points, or 
similar devices for peer-to-peer communication. 

Devices that use Wi-Fi communication are 

vulnerable to interception by other Wi-Fi devices 

and wireless software, as well as signal analyzers. 

Illegitimate access points (unauthorized scammers in 

an administratively managed domain) also pose a 

potential threat by exposing mobile devices to man-

in-the-middle threats. 

Security requires a gateway and a security 

stack (GSS). Mobile devices, like almost all 

computing devices, can be used to attack other 

network devices. The unique dual connectivity 
(cellular and wireless Ethernet) of mobile devices 

makes them ideal platforms for bypassing traditional 

network boundary protection. To prevent damage 

from a compromised mobile device, access to an 

organization's information resources should be 

restricted through one or more known network 

routes (i.e. Gateways) and verified by standard 

network defenses such as stateful packet inspection, 

intrusion detection, and digital stream filtering. 

These standard defenses are collectively known as a 

"filter stack" because they serve to filter unwanted 

network traffic and are usually configured in a 

"stack" with traffic passing through each filter in 

sequence. The gateway and security stack typically 
operates at the session and lower layers of the OSI 

network model. 

Also, when transmitting a digital stream of 

a mobile station through high-speed trunk channels 

for transmitting a digital stream used by cellular 

operators, it is possible to ensure information 

protection only using cryptographic information 

protection methods. Therewith, security tools that 

implement a virtual private network (VPN) are used. 

This class of security features provides a reliable 

method for creating secure connections between 

mobile devices and information resources when 
using public unmanaged networks. VPN 

technologies are usually used only by authorized and 

partner users, but some technologies allow 

establishing VPN connections for external users 

[21]. 

When using a VPN, mobile systems use a 

radio access network (RAN) and a packet core (PS 

Core) as shown in Figure 3. 

 

 
 

Figure 3: Application of VPN Technology in Mobile Systems 

Each mobile station registered in the packet 

network, before starting to transmit data, shall 

request the creation of a data transfer session (PDP 
context) in the GGSN packet network core router 

[27]. When initiating a session, the following 

parameters are used in the request to GGSN: APN, 

username, and password. APN (access point) is a 

parameter that provides the mode of operation of the 

GGSN: depending on which APN the session is 

initiated from, the GGSN operates in different ways. 

As a result of the successful processing of the user's 

request, the GGSN shall activate the data transfer 

session and inform the device of its parameters, in 

particular, the IP address and DNS addresses issued 

to the device. Examples of the most effective VPNs 
are Twingate, Cloudflare for Teams, and Zscaler 

Private Access [22-28]. 

The requirements for deploying special 

services that ensure the safe use of mobile systems 

have led to the integration of heterogeneous tools 

into a single security architecture. In general, the 

security architecture of remote educational services 

in the organization can be represented in the form 

shown in Figure 4, which reflects the relationship of 
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the organization''s infrastructure interacting through 

a gateway that protects the internal information 

structure from attacks arising from the use of mobile 

systems with the corporate mobile service and 

possible external mobile services. 

 

 
Figure 4: Generalized Security Architecture of Distance Education Services in the Organization

 

5. CONCLUSION 

 

An analysis of the features of using mobile 

technologies in education to improve the efficiency 

of providing educational services showed the 

urgency of the problem of protecting personal data 

from new information security threats caused by the 

use of mobile technologies. The implementation of 

special mobile security services is required to protect 

personal data when providing distance education 

services. Therewith, along with the VPN, IAM 
technologies were widely used to protect the 

information, the use of specific information 

protection technologies such as MDM and MAM is 

required. 

The analysis of threats to the information 

security of hardware and software of mobile 

technologies, carried out in the article, showed a 

significant complication of the problem of ensuring 

information security with a significant increase in 

the efficiency of functioning when using this 

technology. The use of mobile stations as the main 

tool for accessing the educational environment, the 
participation of a third party in the processing of 

confidential information (cellular service provider, 

wireless access service provider, organizations 

operating high-speed backbone digital stream 

transmission channels) led to a significant 

complication of the information security threat 

model. New threats to information security caused 

by the use of mobile technologies and new vectors 

of the implementation of threats discussed in the 

article made it possible to refine the model of threats 

to information security and develop a classification 

scheme for threats to information security.  

A significant limitation of the proposed 

model of PD threats in the provision of distance 

education services is the lack of an analysis of the 

problem of information protection behind the GSS 

security gateway. The limitations of the proposed 

model are associated primarily with the absence in 

the existing regulatory framework for the analysis of 
threats to the security of information on the server-

side of the system for providing distance education. 

Accordingly, a further direction of research in the 

field of information security in distance education is 

only a logical justification of security goals, security 

tasks, security requirements for a mobile component, 

but the formation of a threat model for the server part 

of the distance education system. 
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