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ABSTRACT

The article analyzes publications on the evaluation of investments in information security (IS) of objects of
informatization (OBI). The possibility and necessity of obtaining the necessary data have been substantiated,
contributing to a reliable assessment of the effectiveness of measures aimed at increasing the company’s IS.
In the study process, the modelling methods have been used. A methodology is proposed for calculating
indicators from investment activities in the context of increasing IS metrics of OBI. A specific example of
such simulation is described. The proposed methodology provides an assessment of the damage prevention
from a cyber-attack. The amount of the damage prevention from a cyber-attack is taken as a basic indicator
for calculating the economic effect of investing in information security tools (IST). The performed simulation
modelling allowed taking into account the relative uncertainty of the real situation with IS of OBI. The
conducted study will help practitioners in the field of IS to obtain informed decisions to increase the efficiency
of investment projects in the field of IS for OBI, using the approach outlined in the study. Unlike the existing
ones, the proposed methodology takes into account both direct and indirect factors of investment projects in
the field of IS of OBI. The obtained research results make it possible to expand the tools of information
security analysts in the synthesis and analysis of information security contours of objects of informatization
of any scale.

Keywords: Information Security, Information Protection, Uncertainty, Investment Process, Methodology,
Damage Prevention

1. INTRODUCTION The complexity of assessing the real effect of
investing in IS of OBI is explained by a fairly large
list of factors specific to the information protection
and cybersecurity sector. Without going into their
detailed analysis, we note only a significant impact
on the efficiency of investing in IS of OBI of such
factors as 1) the constantly changing landscape of
cyber threats; 2) different strategies and tactics of the
attacking side (computer intruders); 3) the rapid
development of technical tools of information
security (IST) and cybersecurity (CS), etc. In turn, in
accordance with the basic postulates of the theory of
evaluating the effectiveness of systems, it is known
that the quality of the information security tools
(hereinafter IST) can only manifest itself in the
course of their real targeted use for OBI. It is this
circumstance that makes it possible to objectively

According to the generally accepted point of view,
typical for most specialists in the information
security (IS) field, the opinion was formed that
investing in IS and its concept for a particular object
of informatization (OBI) will be effective if the
requirements of state regulations and standards are
met. This point of view was formed on the basis of
the absence of a unified generally accepted
methodology for assessing the economic effect of
investing in IS of OBI [1, 2]. It should be noted that
in this context of the problem of assessing the
effectiveness of investment in IS of OBI we
understand the excess value of the final result of the
corresponding measures over the total amount of
investments, i.e. the total cost of financial resources
for IS of OBI during a fixed period of time [3].
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assess the effectiveness of their application, and,
consequently, the effectiveness of investments in the
IST for OBI [4,5].

An additional difficulty of assessing the
effectiveness of investing in IS of OBI is associated
with the uncertainty of the results of the functioning
of IS. Uncertainty factors are present already at the
design stage of IST. For example, related to the fact
that a situation may arise in which the side of OBI’s
defense will spend hundreds of thousands of dollars
or even millions to defend against sophisticated
targeted cyber-attacks, and the attacker often only
needs to resort to low costs (“investment in a cyber-
attack’) and apply social engineering methods. Such
tactics of applying social engineering methods in a
number of cases helped to bypass the most modern
IST [6]. Thus, the level of functionality of IST may
decrease with the implementation of projects in IS
field. Consequently, from the point of view of the
methodology for modelling the effectiveness of
investing in IS, a number of functional metrics of the
IST cannot be identically expressed and described by
deterministic indicators.

The procedures that provide testing and
certification of the components of the IST do not
fully eliminate the uncertainties of the properties of
the protection system. These procedures cannot
anticipate future attack scenarios and attacker
tactics. Thus, the probabilistic parameters of the
information security system can reasonably be
considered as an objective qualitative characteristic
of the IST, as well as its adaptability to the required
level of IS in the face of an increase in the number
and complexity of the destructive influences of
computer intruders in the information and
telecommunication infrastructure of OBI. The latter
include parameters that characterize, for example,
the degree of possibility to achieve the defined IS
goals of a particular measure of protecting
information under given conditions. It is this
probabilistic parameter that should form the basis of
a complex indicator (criterion) for assessing the
effectiveness of the analyzed IS tool. In this case, as
subcriteria, one can take the suitability of a certain
IS tool and its optimality for a specific problem to be
solved.

In the context of problem solving, by the
suitability of IS tool we mean its ability, together
with other tools (both hardware and software), to
fulfill all the requirements set in IST. And in this
case, optimality can be interpreted as a sign of the
ability of IS tool to achieve extreme values in its
work complying with a number of restrictions.

To solve a multicriteria task is a common practice
in the process of synthesizing IS systems due to the

need to compare different architectures of IST
circuits. As an example, a centralized scheme for
constructing the contours of IS or a decentralized
one can be cited. When solving multicriteria
optimization problems with regard to the choice of
IST for distributed computing systems, there is
inevitably need to analyze the efficiency indicator of
a separate tool of IS as well as their sets. Actually,
such sets of hardware and software tools of IS,
organizational and other measures form complex
information security systems. Such sets of IST can
also be described using the probabilistic-temporal
characteristics of the distribution functions. The
latter, in particular, include the probabilistic
indicators of the ability of attackers to overcome the
contours of IST of OBI within a certain period of
time.

The abovementioned arguments allow asserting
that it is most expedient to use probabilistic methods
in the process of assessing the effectiveness of the
functioning of IST. In accordance with these
methods, the guaranteed level of IS, acceptable for
the defense side, will be transformed into the
confidence probabilities of the corresponding
information protection metrics and CS of OBI.

It should be noted that in the course of multi-
criteria optimization of IST, the level of IS
guarantees is also assessed depending on the features
of OBI (for example, a bank, an industrial enterprise,
commercial sector or educational, etc.). And this
level depends to a fairly large extent on the size of
the potentially damage prevention to the information
arrays of OBI. In this case, a new problem arises
related to obtaining a numerical risk assessment for
OBI. That is, the defense side needs to have an idea
of the distribution of random damage values in the
event of an attack. In such a situation, the simulation
methods are traditionally used. As an alternative
approach, the results of an active IS audit are also
applied (or IST) for the analyzed OBI.

2. THE AIM OF THE ARTICLE

The aim is to develop a methodology for
calculating indicators from investments in
information security systems of an informatization
object.

To achieve the aim the following tasks are solved:

enhancement of the methodology for calculating
indicators from investment measures as part of
increasing the IS metrics of OBI based on the basic
indicator — the amount of damage prevention from a
cyber-attack;

execution of simulation modelling for a specific
example of calculating the efficiency of investing in
IS of OBI, taking into account both direct and
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indirect factors of investment projects in the field of
IS of OBI.

3. LITERATURE REVIEW

In studies [7, 8] it was shown that cognitive
models allow analyzing IST of OBI as a whole. The
authors select a set of measures to improve IST in
their models. Besides, it is possible to determine the
direction of the necessary impacts on IS situation.
The authors have also considered the procedure for
choosing IS metrics that are able to characterize the
evolving situation in the future. According to the
authors [8, 9], the advantage of cognitive modeling
is the ability to take into account not only qualitative,
but also quantitative indicators of IST. Only scenario
forecasts of the evolving situation can be noted as a
disadvantage of this approach.

In [10] the authors in the course of modelling
considered the time factor in the process of investing
in IS of OBI. The defense tactics, which the authors
call “wait-and-see”, are analyzed. Namely, the
defense side should limit the excessive investment of
funds in IST and IS (or in the author’s terminology
of CS), based on the result already achieved. The
undoubted advantage of this approach is the ability
to take into account the uncertainty of the onset of
the moment in time when, based on the available
data on the attack, it is possible to flexibly increase
(or decrease) the size of investment funds in IST to
mitigate the consequences of the attack. In our
opinion, this approach is not devoid of subjectivity.
Indeed, according to the authors [10], the only way
to obtain information about the attack is to record the
fact of the attack. Only after that, the defense side
should react and allocate a financial resource
(hereinafter FR) for IS of OBI. The disadvantage of
this approach is that it is based on a discrete attack
time structure. And this leads to the need to re-carry
out calculations in the event of a change of the
situation and IS metrics of OBI.

In [11] reveal that traditional methods of
evaluating investment projects, as a rule,
underestimate their cost.

The authors [12] propose a model in which the
required investment threshold is considered, taking
into account the uncertainty of the situation in the
course of investment. However, this approach has
not received further development.

In [13] the authors proposed a model for
consistent investment in new technologies. The
difference of the model is that the authors take into
account the possibility of consistent investment in
new technologies. For example, a company may use
existing technology with the expectation that the
new technology will become more available in the

market. The factor of technological uncertainty for
the application of the new technology is not
considered in detail by the authors. That,
accordingly, in general, can affect the final profit
from innovations, including in IS field.

In [14] the authors investigate the parameters of
the optimal timing of the introduction of new
technologies. An approach based on the Poisson
process is taken as a basis. However, it should be
noted that the authors do not take into account the
price uncertainty, and this can play a crucial role in
the information technology and technology of IST
market.

A distinctive approach to modelling technological
uncertainty in the implementation of innovations is
described in [15]. The authors analyze a situation,
where a company may face price and technological
uncertainty when investing. The advantage of the
described approach is the ability to take into account
the compensation for the monopoly profit that the
market leader will receive. The disadvantages of this
approach include the lack of accounting for
investment time parameters. And this situation is not
typical for IS field.

In articles [10, 16] the problem of investing in
cybersecurity is considered for the case when
counterparties can exchange information, for
example, regarding identified vulnerabilities in their
information systems (IS). The authors have shown
that such data exchange helps to reduce the level of
uncertainty relating to potential risks. This, in turn,
contributes to the optimization of investment terms.
The authors themselves pointed out certain
limitations imposed on the model. One of the main
limitations is the assumption of risk reduction only
due to the situation of extensive information
exchange between counterparties. The model does
not allow the investor to find the optimal investment
strategy, since the model is only a formalized
description of the investment process in CS of OBI.

In [17] the author summarizes the approaches of
the implementation of the investment process in CS.
The paper considers a five-stage methodology for
decision support for CS of OBI. Since the
methodology  is quite voluminous, its
implementation in practice will become quite
laborious without appropriate computer decision
making support, which reduces the practical value of
the described approach.

In [18] the authors presented an original empirical
model for choosing the optimal strategy for investing
in IS. The model is based on Bayesian statistics, and
takes into account specific CS mechanisms. In the
study, an example of taking into account the rapidly
developing technologies of intrusion detection
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systems (IDS) in the investment process is
considered. The approach proposed in [18] was
developed in papers [19, 20]. So the authors in new
studies took into account the optimal investment
terms. And besides, the improved model allows
taking into account the capabilities of improving the
characteristics of IDS based on their Bayesian
training. According to the authors, the most
acceptable strategy for investing in IS should be a
phased strategy for investing funds in IS of OBI, if
new threats and vulnerabilities are identified. The
study [18] also considers the option, when
investment is carried out in interrelated investment
projects.

In [21] a model is proposed that considers the
inflexibility of a number of investment projects. In
some situations, this may be inherent to the selection
of strategies for investing in IS of OBI. The model is
focused on studying the profitability of using current
technologies and is able to predict the situation,
when it is advisable for a company to switch to a
more advanced technology. The authors applied
traditional dynamic programming methods to
calculate the cost of an investment. It should be
noted that the use of dynamic programming imposes
restrictions due to the impossibility of solving the
multidimensional problem of investing in IS of OBI.

In [22] the author proposes a model that takes into
account the increase in the efficiency of investments
in CS. The model considers a decrease in uncertainty
from the expected loss as a result of an attack and a
general decrease in the security level of OBI.
However, as the author admits, the model has a
limitation. This is due to the fact that the availability
of measures to reduce potential damage as a result of
an attack directly depends on technological
innovations in CS field. And these innovations can
happen at random moments. Accordingly, this
stochastic influence on CS of OBI can ultimately
reduce the investment effect and increase the risks
for the investor.

In [23, 24] there have been examined models of
the investment process in IS based on the solution of
a system of bilinear differential equations. The
models are focused only on the economic aspects of
investing in IS and do not take into account
technological — approaches to ensuring the
information protection and CS of OBI.

Thus, the performed analysis of publications on
the study topic shows that at the moment there are
no unified approaches to the issue of assessing the
effectiveness of measures aimed at ensuring IS of
OBI in conditions of uncertainty. At the moment,
there is no unified generally accepted model that
allows assessing the dynamic characteristics of

investment projects in the field of IS of OBI. Such a
model should consider both traditional financial and
technological, temporary, organizational and other
parameters of the investment project.

Summarizing the abovementioned, we can state
that:

1) the effectiveness of measures aimed at
increasing the degree of protection and IS of OBI
cannot be given only on the basis of deterministic
assessments;

2) the effectiveness of measures aimed at
increasing the protection of OBI and improving its
IS requires the use of probabilistic characteristics.
These include, in particular, the distribution function
of indicators of the damage prevention as a result of
destructive actions of malefactors for OBI.

4. MODELS AND METHODS

In the process of calculating the economic
efficiency from investments in IS of OBI, generally,
the following two variables are used. Accordingly,
the result obtained during the implementation of IS
tools and measures, reduced to a monetary indicator.
And the corresponding costs of the implemented
tools and measures of IS.

The actual end result of the introduction of IS
measures can be considered the amount (in monetary
terms) of the prevented losses (damage prevention

from cyber-attacks). This parameter can be
formalized like this:

D; =D; =D, (1)

where D;,D; — attacks damage, respectively,

before and after the implementation of IS tools and
measures.

In fact, the amount of the damage prevention from
cyber-attacks reflects the share of the profit that was
not received if the IS tools and measures
corresponding to the threats are not implemented.

Then the total amount of the damage prevention
from cyber-attacks is defined as follows:

n
P=2 R +R;, )
i=1

where R, — the amount of directly returned
financial resources. Such resources can include, for
example, funds that are used as penalties against
employees who have violated the company’s IS
policy, etc.

As practice shows [14, 16], it is rather difficult to
determine the real amount of damage prevention
from cyber-attacks. To do this, it is necessary to have
real statistics on cyber-incidents, and in addition, in
several situations, it is necessary to involve
information security experts. It should be noted that
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the involvement of experts inevitably introduces
subjectivity into the assessment of the amount of the
damage prevention. And while expert methods are
increasingly being replaced by the widespread use of
intelligent DSS in the tasks of assessing damage and
risks from attacks, the combination of the above two
approaches in the decision-making process can be
considered the most expedient.

Using such a combined approach assumes the
following sequence of actions to simulate (for
example, simulate) the size of the damage
prevention of cyber-attacks:

Step 1. Divide potential damage (losses) into
groups. As a criterion for such a division, it is
possible to apply the categorical division of IS
incidents according to the degree of danger to OBI,
using typical IS metrics;

Step 2. Based on the available statistics of cyber-
incidents regarding OBI and using DSS or experts,
we estimate the value of the amount of losses
(damage prevention) for each incident. This value
can vary from: minimum (min) to and maximum
(max) values. A similar step is performed both
before and after the implementation of measures to
strengthen IS of OBI,

Step 3. Using the preselected distribution law,
model the values of losses (before and after the
implementation of IS tools and measures);

Step 4. Calculate the total value of the damage
prevention of cyber-attacks based on the previous
steps 1-3;

Step 5. Calculate the statistical characteristics for
the simulated values, as well as the resulting
indicators of the economic efficiency of the
implemented tools and measures taken to strengthen
IS of OBI.

To visualize the result of the calculation, it is
advisable to construct a histogram of the distribution
of the resulting value of the damage prevention from
cyber-attacks. Or a histogram of the cumulative
percentage of the distribution of the damage
prevention of cyber-attacks.

Accurate selection of the distribution law of the
total resulting value of the damage prevention from
cyber-attacks  will permit fairly accurately
assessment of the probabilistic characteristics at any
place in the histogram or in relation to the analyzed
interval.

Thus, the probabilistic characteristic of the
damage prevention from cyber-attacks can be taken
as a reasonable criterion for the effectiveness of
measures aimed at increasing IS of OBI.

A more time-consuming task is to determine the
specific size of the cost of providing IS of OBI. Such
costs include the following items:

maintenance of IS department of OBI;

purchase, operation, repair costs, etc. hardware
and software IST;

and etc.

In addition, when calculating the effectiveness of
investing in IS OBI, it is crucial to take into account
the importance of information assets in the
company’s business processes. You can calculate
this parameter by applying the following
dependence [25]:

s =%, 3)

rae S; - the importance of the j - th information

asset in the company’s business processes;
C — value of the j - th information asset;

Y — the amount of capital invested in the
operation of j -th information asset

When it comes to assessing the effectiveness or
other information security information, one should
take into account such a category of parameters as
the risks of violation of information security OBI.
The risk can be single, subjective, cumulative [25].

Accordingly, each of these types of risk can be
calculated as follows:

Single risk ( R; ):
R;=p;-d;, 4
rae p; — the probability that an attacker realizes

a threat against IS of OBI;
d; - damage of i -th threat against IS of OBI;

Subjective risk ( Ry, ):

Rsub = NV? (5)

rae Ny — the total number of all risks;
Y - number of actual risks;
Aggregate risk (0 ):

n
0= ZIR,- + Ry (6)
rae »- total number of cyber threats against IS of
OBI.

As the analysis of a number of publications [26-
28] shows, most of the researchers are focused on
assessing the risks of IS violation by local features.
If we summarize the publication data (see Table 1),
then we can notice that such models are mainly used:
Cost Benefit Analysis - CBA, Net Present Value -
NPV, Profitability Index - PI, Internal Rate of Return
- IRR and others [28].

Currently, the following models are most popular
for estimating the IS cost: NPV (Net Present Value)
u DCF (Discounted Cash Flow). Without going into
a detailed analysis of the advantages and
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disadvantages of each of these and other methods
and models (a lot of publications are devoted to this
issue, for example, [28, 29]), we note that many
models themselves are focused only on the economic
aspect of evaluating efficiency. However, in the
context of the tasks solved in this article, we note that
the following issues remain controversial:

1) what expenses should be specifically attributed
to IS? Currently, there are no generally accepted
criteria:

2) today IS has become an integral part of almost
all business processes of companies. Consequently,
many components of information security and
cybersecurity (for example, the cost of network
technologies and distributed computing systems of
OBI) have become an integral part of the business
processes of companies. This raises a new question.
What part of investments in the development of IT
companies is directed specifically at IS? And, for
example, not to network or other IT companies? As
a result, an erroneous opinion on these issues can
give an incorrect picture of the share of investments
in IS. They are only a fraction of a company’s total
IT investment;

3) focusing only on the amount of investment in
IS of OBI is not correct. Indeed, closer attention to
this issue will immediately show that it is impossible

to discard many components of the complex of
measures aimed at increasing the level of IS of OBI.
For example, this expense item may include training
for IS specialists, as well as advanced training on IS
for all employees of the company.

In our opinion, the methodology, outlined above,
for assessing the damage prevention from cyber-
attacks based on the basic indicator of calculating the
economic effect of investing in IST will eliminate
the inconsistency in assessing the effectiveness of
measures aimed at ensuring IS of OBI.

The results obtained on the basis of the
implementation of steps 1-5 can be used in
conjunction with any of the methods (CBA, NPV,
PI, IRR, etc.). Such a combined approach will allow
owners of the company’s information resources
(OBI) with a guaranteed probability to receive
various scenarios (from pessimistic to optimistic) of
the results of investing in IS of OBI. In this case, the
main computational work can be transferred to
intelligent information systems, for example, DSS,
see Fig. 1.

The block diagram of the functioning algorithm of
the subsystem “Assessment of the effectiveness of
measures aimed at ensuring IS of OBI” is shown in
Fig. 2.

Table 1 — Models for Estimating the Cost of IS of OBI

Ne  Model Advantages Disadvantages
il DCF 1. An integrated approach to The model is static. Possible changes in the
assessing the cost of IS. information security situation were not taken into
2. Considering all stages of the | account, for example, during a long-term attack.
life cycle of the components of
IST, as well as the business
processes of the company.
2 PI 1.Good correlation of the | 1.Inflation is not taken into account.
model with typical accounting | 2.Non-additivity
methods.
2.Ease and speed of obtaining
the results of evaluating
investment in IS.
3 NPV 1.Ability to consider different | 1.Part of the resources cannot be estimated in
costs of resources to increase | monetary terms.
the degree of IS of OBI. 2.Linking the model to the company's value indicators.
2.The position and interests of
the investor were taken into
account.
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Figure 1 — General View of the Interface of an Intelligent System for Assessing the Effectiveness of Measures Aimed at
Ensuring IS of OBI
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Consider an example of a variant of assessing the
effectiveness of measures aimed at ensuring IS of
OBI.

Suppose there is a project to increase the degree
of IS of OBLI. In a test case, the project may include
the following activities, see Table 2.

To calculate the indicators of net present value
(NPV), profitability index (PI), internal rate of return

(IRR), modified internal rate of return (MIRR),
discounted payback period of the project (DPB), we
will use the formulas given in [4], as well as
formulas (1 ) - (6) in the article. It is necessary to
obtain results for three scenario outcomes of the
calculation in order to make a justified decision
about the feasibility of investing in IS projects.

Table 2 — Expenditures and Possible Revenues of Funds as a Result of Implementation of Measures Taken to

Increase IS of OBI
Measures to increase the | Expenditures, | Revenues, thousand USD
level of IS of OBI gl(s)gsand Designation | Min Mid Max

(minimal) | (Most likely) | (Maximum)

M1 (technical, such as | 65 P1 160 270 420
purchasing a new firewall)
M2 (organizational, for | 35 P2 90 170 300
example, trainings for
employees of the
information security
department)
M3 (others) 20 P3 50 100 190
Amount 120 300 540 910

Initially, it is necessary to model the volumes of

The results of potential revenues are visualized in

potential revenues as a result of the implementation
of the IST and the corresponding measures. In fact,
these indicators will correspond to the amount of the

the DSS in the form of a histogram characterizing
the final distribution of funds from activities M1 —
M3, see Fig. 3.

damage prevention from cyber-attacks.
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Figure 3 — The Total and Average Distribution of Possible Revenues from the Implementation of Measures (M1-M3)
Taken to Increase IS of OBI
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Descriptive statistics of the final distribution of
the amount of damage prevention from cyber-attacks
will be presented in tabular form. For example, as it
is shown in Table 3.

The simulation results for various scenarios of the
investment process in IS of OBI for the test case are
set in Table 4.

At the final stage of testing, for each of the
scenarios, we determine the performance indicators

of the project of IS improvement. The results are
summarized in Table 5.

Analysis of the calculation results allowed us to
make such a conclusion (for the given initial data).
All scenarios, except for the pessimistic one, satisfy
the conditions for approval by the company’s
management of the project for investing in IST and
measures aimed at increasing the level of it’s IS.

Table 3 — The Results of Calculating Descriptive Statistics for the Revenues as a Result of the Measures Taken to

Increase IS of OBI
Indicator Designation Signification
Mean H 33,9
Standard error o 0,74
Standard deviation - 7,4
Sample variance Q 470,2
Min signification Min 5
Max signification Max 35,1

Table 4 — Assessment of the Effectiveness of Projects to Improve IS of OBI for Different Scenarios

Scenarios Symbol Revenues for the period, thousand USD
Pessimistic S pes 31
More probable S 45
Optimistic S,y 62

Table 5 — Indicators of the effectiveness of an IT project by scenarios

The indicator of the effectiveness of the investment | Parameter Scenario variant
project in IS of OBI identification

Spes Smp Sop
Profitability index PI 0,85 1,2 1,11
Net present value NPV 9,2 27,0 13,3
Modified Internal Rate of Return MIIR 0,12 0,18 0,17
Revenues reduced by the end of the project to | Frs 189,0 196,0 | 161,3
strengthen IS of OBI
Discounted payback period of the IS of OBI project DPB 3,7 2,4 1,79
Expenditures adjusted to point in time ! = 0 Fro 120 120 120
Internal rate of return of the IS of OBI project IR IIR 0,14 0,22 0,18

In order for the company’s management to make
a final decision on the feasibility of investing in IS,
it is necessary to determine the proximity of each of
the considered scenarios to a hypothetical perfect
project. This can be done using, for example, metrics

such as Euclidean distance or Pearson correlation. In
this case, it is necessary to normalize the indicator of
net present value (NPV) for the corresponding
scenario. The standardization must be carried out in
relation to the maximum value. An investment

R ————
3425




Journal of Theoretical and Applied Information Technology
31 July 2021. Vol.99. No 14

AN

| N
| <%

© 2021 Little Lion Scientific

" A mmmm—
oY)

ISSN: 1992-8645

WWwWw.jatit.org

E-ISSN: 1817-3195

project in IS can be considered perfect if the scenario
corresponds to such indicators:
NPV =2; PI =2; MIRR=1.

It should be noted that today, in the face of
complicating scenarios for carrying out cyber-
attacks against companies, their management
(decision-makers — DM) are aware of the need to
search for adequate answers to the growth of cyber
threats. However, in practice, it is not uncommon for
a company and its management to be constrained by
the size of the investment funds that they are willing
to invest in increasing the level of IS. This is partly
due to the fact that the increase in the company’s
profits as a result of an increase in IS level is not as
obvious as, for example, investing in new production
assets or marketing. Therefore, all the advantages of
investing in IS of OBI can be shown only by
supporting verbal and logical arguments with the
results of calculations and modeling. The emphasis
on the return on investment in IS of the company
should be done after having obtained data from
model studies and having convincing statistics on CS
incidents that could be (or have already) resulted in
financial, reputational and other losses for the
company.
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6. CONCLUSIONS

The following main results were obtained in the
study:

the analysis of publications on the problems of
assessing investments in information security (IS) of
objects of t (OBI) has been carried out. The
possibility and necessity of obtaining the necessary
data has been substantiated, contributing to a reliable
assessment of the effectiveness of measures aimed at
increasing the information security (IS) of the
company;

proposed a methodology for calculating indicators
from investment activities in the framework of
increasing the metrics of IS of OBI. A specific
example of simulation is described. The proposed
methodology provides an assessment of the damage
prevention from a cyber-attack. The amount of the
damage prevention from a cyber-attack is taken as a
basic indicator for calculating the economic effect of
investing in IST;

simulation modelling was carried out for a
specific example of calculating the effectiveness of
investment in IS of OBI. It allowed considering the

relative uncertainty of the real situation with IS of
OBI. It was shown that the conducted studies would
help practitioners in IS field to obtain, using the
approach outlined in the paper, justified decisions to
increase the efficiency of investment projects in the
IS field of OBI. Unlike the existing ones, the
proposed methodology took into account both direct
and indirect factors of investment projects in the
field of IS of OBI.
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