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ABSTRACT

Information security (IS) violations have a negative impact at both organisational and individual levels.
Information security awareness (ISA) therefore plays a positive role in ensuring employees adhere to an
organisation's security policies. The challenges that arise in protecting the information infrastructure in the
Omani public sector are increasing because of a rise in cases of piracy and phishing attempts as well as a
lack of adequate ISA among employees. This paper discusses a pilot study from our ongoing research that
proposes an integrated model for adopting ISA as an effective method to improve the security behaviour of
employees in Omani institutions. This study aims to validate the reliability of research instrument items
prior to conducting a main survey on the adoption of the ISA model in Oman. PLS-SEM and SPSS
software were used to conduct statistical analyses, which included a skewness test, a correlation analysis, a
Cronbach’s alpha test, and tests for composite reliability (CR), average variance extracted (AVE), and
discriminant validity. Three main theories were utilised in the formation of the integrated ISA model: the
theory of planned behaviour (TPB), protection motivation theory (PMT), and general deterrence theory
(GDT) - along with two facilitating condition-related constructs: organisational support and
communication. The findings indicated that all construct items for all variables have acceptable Cronbach’s
alpha values, composites reliability, AVE, and discriminant validity. The results of this study reveal that the
questions were applicable, subject to one interpretation, to all participants. Hence, this study contributes to
the body of ISA literature by discussing ISA in terms of the bases of control, prediction, motivation, and
deterrence. This synthesis constitutes a new perspective that enables organisations to better manage the ISA
process, particularly in Oman.

Keywords: Enhancing security awareness, Information security awareness, Pilot study, PLS-SEM, Survey.

refers to the intentional or unintentional transfer of
information to other parties unauthorised to receive
it [3]. Technical measures alone cannot provide an
absolutely safe environment for information assets,

1. INTRODUCTION

One of the main challenges encountered
by organisations and firms is how to maintain the

confidentiality of information and its infrastructure,
as these information assets are a vitally important
competitive resource [1]. Inaction and lack of
seriousness in protecting an institution’s sensitive
information can have serious consequences,
including the loss of intellectual property, damage
to the institution’s reputation, and a reduced
competitive advantage [2]. Information leakage

and security measures cannot be effective without
sufficient awareness among staff of what needs to
be done [4]. Therefore, it is essential to focus on
education and to be aware of the human element,
which must be achieved in parallel with an
investment in technical methods to protect
information. The activation of managerial aspects
by the institution is necessary for the protection and
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integrity of information. Some studies have information security have indicated that
indicated that internal users may be both the incorporating  different theories into  the

problem and the solution to implementing security
policies within an organisation [4], [8], [46].
Numerous studies recommend increasing the
attention paid to the human element [5], [6], [7] to
mitigate or reduce security breaches. In
continuation of our previous work which identified
the factors that influence ISA when adopting
awareness campaigns [4], the current research aims
to raise security awareness among Omani public
sector employees by introducing a new model
based on prediction, control, motivation, and
deterrence factors. The dependent variable was
actual behaviour, and the mediator variable was
behavioural intention. The independent variables
were nine variables that have not previously been
examined in a collective manner in the ISA
literature. Research in developing Arab countries
on enhancing ISA, particularly in Oman, is
currently lacking. Hence, the primary purpose of
this paper is to conduct a pilot study to validate
questionnaire items for the proposed model of
enhancing ISA in Oman, prior to conducting the
main survey with employees working in various
units of the Omani public sector.

The theoretical background to the study,
along with descriptions of relevant psychological
theories and facilitating conditions, is presented in
the next section. Gaps in the related literature are
then justified in section three, which is followed by
a description of the methodology in section four. In
the fifth section, the results of the statistical
analyses (descriptive statistics, reliability and
validity tests, and relationships between variables)
are presented and discussed. Finally, a conclusion —
along with a discussion of limitations and potential
future work — is presented in section six.

2. THEORETICAL BACKGROUND

Based on the factors of prediction, control,
motivation, and deterrence, we incorporated several
factors from three different psychological theories
along with two facilitating conditions in a model
designed to raise ISA among employees and
maintain  the information infrastructure of
organisations. The model included three constructs
from TPB, two constructs from PMT, two
constructs from GDT, and two facilitation
conditions. It is important that the model is
developed based on different perspectives as this
will help to enhance the security awareness process
among employees in line with security regulations.
Several studies [1], [4], [5], [8], [9], [10] on

development of new models improves employee
perceptions and behavioural intentions.

2.1. Theory of Planned Behaviour (TPB)

TPB has been widely applied in various
fields to explore human behaviour, and is an
extension of the theory of reasoned action (TRA)
[11], which became necessary due to limitations of
TRA in dealing with behaviour over which
individuals have incomplete optional or volitional
control. TPB suggests that intentions are the basis
of the motivation to perform behaviour as they are
influenced by attitudes, subjective-norms, and
perceived behavioural control [12].Attitudes refer
to an individual's general feelings or personal
motivations towards a behaviour. Social pressure is
encapsulated by subjective norms, which area
person's perception of the specific behaviour that
significant others, such as managers, co-workers,
and parents, want him/her to perform. Perceived
behavioural control refers to the level of perceived
ease or difficulty a person has in performing such
behaviour [12]. TPB has exhibited good results in
the IT field [2], [6], [7], [8], [13], especially in
controlling employee beliefs.

2.2. Protection Motivation Theory (PMT)

Rogers [14] proposed PMT based on
cognitive processing and expected value theories,
which he then extended to the field of health
awareness and safety [15].PMT theorises the
recognition and understanding of fear appeals,
where the receipt of information about potential
threats by an individual creates an awareness and
perception of the risks to which they may be
exposed. PMT consists of threat appraisal and
coping appraisal. It is considered a powerful theory
that provides a clear basis for predicting
behavioural intent in the adoption of preventive
measures [13].Several studies [6], [7], [16], [17]
have demonstrated the effectiveness of PMT in
implementing compliance and adherence to security
policies among employees of organisations. In this
study we utilised one factor from threat appraisal
constructs: perceived vulnerability, and one from
coping appraisal constructs: response efficacy,
because these were the factors identified as having
a positive impact in the related literature.

2.3. General Deterrence Theory (GDT)
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GDT was originally attributed to the
philosophers Cesare Beccaria and Jeremy Bentham,
as it was employed in criminology as a mechanism
to reduce the extent to which people engage in
deviant behaviours [18]. GDT assumes that human
behaviour is somewhat rational and thus can be
influenced by positive incentives inherent in
rewards, especially negative incentives ingrained in
formal sanctions [19]. GDT suggests that waiving
or threatening to impose penalties can alter
employee's decisions when the severity of the
potential sanction is weighed against the potential
benefit of engaging in a specific behaviour
[20].Perceived certainty of sanctions and the
perceived severity of sanctions are the two main
constructs of GDT and both are included in the
proposed research model. GDT has been
successfully applied in IT and information security
research [5], [21], [22], [23].

2.4. Facilitating Conditions

TPBE

Facilitating conditions are factors that are
added to others to enable people to perform tasks
and activities easily and conveniently [24]. This
study is concerned with two facilitating conditions
(organisational support and communication) that
influence the actual behaviour of employees in line
with the information security policies of an
organisation.  Studies  have  shown  that
organisational support has a significant impact on
knowledge sharing in the fields of technology and
information security [8] as well as on communities
of practice [25].With respect to communication, we
contend that good communication between
employees on all information security issues can
address human weaknesses in acquiring sufficient
awareness in line with policies and regulations [26],
[27]. Thus, good communication can enable
employees to gain effective skills, make good
decisions, and reduce false assumptions regarding
information security [28]. Figure 1 depicts the
proposed study model in a concise form.
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Figure 1: Study Model.

3. THE GAPS IN
LITERATURE

ISA-RELATED

Through our review [4] of the relevant
literature, we found that most of the studies that
relied on developing models for ISA focused on
behavioural intentions or actual behaviour only.
Therefore, focusing on both aspects together is
extremely important and requires further
investigation [29]. Facilitation conditions have also
been largely ignored in research related to ISA; this
also needs to be addressed through further
investigation. To fill these gaps, this study adopted
its proposed model by focusing on both behavioural
intention and actual behaviour, in addition to two
facilitating conditions: organisational support and
communication. Current understanding will be
enhanced by including these factors and verifying

that they can enhance ISA by employing a
combination of control, motivation, prediction, and
deterrence factors —which aid the management of
human consciousness from a broad perspective to
achieve optimal behavioural security practices.
Moreover, it must be noted that until this study was
conducted, no previous studies had considered ISA
in Oman from the perspective of public sector
employees, nor had they considered the factors
affecting the awareness-raising process and the
potential relationships between them.

4. METHODOLOGY

This study strives to find an effective
mechanism to manage and educate people about
information security, as awareness is a highly
effective approach in preventing or reducing
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security breaches that expose information to
unauthorised disclosure. The factors of prediction,
motivation, control, and deterrence were envisioned
in the process of adopting ISA through the
utilisation of TPB, PMT, and GDT theories and the
inclusion of two facilitating conditions in the
proposed model. Before proceeding with the main
survey, the primary objective for this paper was to
validate the reliability of the questionnaire items
and ensure they were appropriate and compatible
with our understanding of the model. A quantitative
research design was deemed most suitable for the
current study. This is because it enabled us, through
hypotheses testing, to statistically determine the
effect of the main factors that impact the
behavioural intentions of Omani public sector
employees towards engaging in actual ISA
behaviour. Related previous studies helped us to
develop the questionnaire for this study, which
contained two main sections: the first relates to the
characteristics of the respondents and contains
seven questions, while the second contains
questions related to the constructs included in the
study mode with a total of fifty-six questions for all
constructs, as shown in Table 1. Participants gave
their response to each item on a five-point Likert
scale. The data were collected via a self-
administered survey using a stratified sampling
technique based on the list provided by the Ministry
of Civil Services in Oman [30]. We then classified
all Omani public sector institutions into four
categories according to the tasks of each unit:
education, health, services and “other”. Of the 122
surveys that were distributed, 100 questionnaires
were returned which represented an 86% response
rate. The sample size of n=100 was considered
sufficient for the pilot study.

Table 1: Constructs & ltems.

4.1. Demography

As stated previously, a hundred (100)
questionnaires were returned and were valid for
statistical analysis. As shown in Table 2, 56 (56%)
of the participants were male. In terms of age, 34
(34%) were aged 31-35 and 26 (26%) were aged
3640. In terms of role, 31 (31%) were in an
‘employee’ position, 27 (27%) were technicians,
and 16 (16%) were in ‘other’ positions. Regarding
years of experience, 38 (38%) of participants had
more than 10 years of experience and 34 (34%) had
more than 6-10 years of experience. The most
common qualification held by respondents was a
bachelor’s degree (44; 44%), followed by a higher
diploma (26; 26%). Most of the participants were at
the intermediate level of ISA (50; 50%), with 38
(38%) at an advanced level. The majority of
participants belonged to units classified under the
categories of education (44; 44%), services (24;
24%) and other (23; 23%).

Table 2: Demographic Details of Participants.

Factors Items Frequency %
Gender Male 56 56
Female 44 44

25 or Less 10 10

26-30 10 10

Age 31-35 34 34
36-40 26 26

Above 40 20 20

Employee 31 31

Specialist 14 14

Technician 27 27

Position Chief-Employee 10 10
Management 2 2

Other 16 16

1-2 years 10 10

Experience 3-5 years 18 18
6-10 years 34 34

Above 10 years 38 38

Diploma 15 15

High Diploma 26 26

Education Bachelor 44 44
Master 13 13

PhD 2 2

Elementary 12 12

Level of ISA Intermediate 50 50
Advanced 38 38

Education 44 44

Organization Health 9 9
Service 24 24

Other 23 23

Factor Items Reference
Behavioural Intentions 7 [17, [8]
Actual Behaviour 7 [17, [8]
Attitudes 4 [71, [8]
Subjective Norms 5 [11, [7], [8]
Perceived Behavioural 4 [11, [71, [8]
Control
Perceived Vulnerability 4 [6],[7]
Response Efficacy 5 [6]
Perceived Certainty of 5 [1],[31], [32]
Sanctions
Perceived Severity of 5 [11,[31], [32]
Sanctions
Organisational Support 5 [8], [24], [25]
Communication 5 [26], [27],
[28]
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5. RESULTS AND DISCUSSION

This section includes descriptive statistics
for the research instrument items, an assessment of
their reliability and wvalidity, and Pearson
correlation tests of the relationships between
variables.

5.1. Descriptive Statistics

Descriptive statistics are commonly used
to summarise or describe the characteristics of a
sample or a dataset under study, such as the mean,
frequency, and standard deviation. This type of
statistical ~ analysis can assist others in
understanding the collective characteristics of the
elements of a data sample, as was the objective of
the present study. As presented in Table 3, the
highest mean was attitude (ATT) with 4.59 (91%),
while the mean for perceived vulnerability (PV)
was 4.33 (86%). This was followed by behavioural
intention (BI), perceived severity of sanctions
(PSOS), and actual behaviour (AB) with means of
4.28, 4.24, and 4, respectively (85%, 84% and
80%). In addition, most variables had a similar
mean of between 3.94 and 3.76 (more than 3)
representing more than 60%. Moreover, perceived
certainty of sanctions (PCOS), subjective norms
(SN), response efficacy (RE) had similar means of
3.940, 3.922 and 3.87, respectively (79%, 78%, and
77%). The overall mean was 4.059 (81%). The
standard deviations (S.D) for all variables ranged
from 0.388 to 0.847, which signifies considerable
yet acceptable variability within the data set.
Furthermore, a skewness test was conducted to
check the normal state of the data. The skewness
values indicated a normal distribution and were
statistically significant. Skewness values ranged
from —2.024 to 1.170, based on guidelines that
suggested a cut-off critical value within the range
of +2.58 [37]. Table 3 presents the descriptive
statistics for all variables.

Table 3: Descriptive Statistics for All Variables.

Variables Mean % S.D Skewness
Attitudes 45989 91 | .38898 | -0.25726
Subjective Norms 3.9228 78 | .70303 @ -0.51037
Perceived 3.8215 76 | 73376 = -0.58921
Behavioural Control
Response Efficacy 3.8704 77 | .78499 -0.5684
Perceived 43306 86 | .53370 -0.07883
Vulnerability
Perceived Certainty = 3.9402 78 | .69739 | -0.74688
of Sanctions
Perceived Severity of = 4.2417 84 | .58788 | -0.04149
Sanctions
Behavioural 42868 85 | .47683 1.170125
Intentions
Actual Behaviour 4.0259 80 | .58988 | -0.04564
Organisational 3.8496 77 | 73860 @ -1.36929
Support
Communication 37688 75 | .84789 @ -2.02479
Total 4.0597 81 @ .46025
5.2. Reliability and Validity Tests
This study conducted two types of
reliability tests: Cronbach’s alpha and CR

calculated using PLS-SEM. These tests measure the
internal consistency of scale items [33, 34] which,
in turn, measures the overall reliability of a set of
items loaded on a latent wvariable. General
recommendations state that the reliability of the
instrument (Cronbach’s Alpha) can be accepted
when it is greater than 0.6 [33]; if it exceeds the 0.7
threshold, this indicates CR [34]. The findings
indicate that the Cronbach’s alpha values ranged
from 0.747 to 0.903, while CR values ranged from
0.835 to 0.923. Therefore, all values were above the
recommended value of 0.60. Table 4 presents the
reliability (Cronbach’s alpha) and CR reliability
values for the constructs.
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Table 4: Cronbach’s Alpha and Composite Reliability

(CR).

No. of Items Cronbach's Composite

Alpha Reliability

AB 7 0.848 0.885
ATT 4 0.747 0.835
COM 5 0.817 0.872
BI 7 0.903 0.923
0s 5 0.810 0.869
PBC 4 0.854 0.901
PCOS 5 0.832 0.883
PSOS 5 0.803 0.865
PV 4 0.803 0.871
RE 5 0.800 0.862
SN 5 0.773 0.842
Total 56 0.854 0.895
K2 o T
:1'_;9.1/.

Convergent validity refers to the degree to
which scales of the same variable theoretically
should be related which, consequently, indicates
whether the related variable’s tests should be highly
correlated [35]. It provides higher reliability than
the Cronbach’s alpha; this is why it is a
fundamental part of assessing a measurement
model. According to Hair et al. [35], convergent
validity is adequate and confirmed using Smart-
PLS if items load greater than 0.6 or 0.7 in
exploratory research, and constructs have an AVE
of at least 0.5.To achieve adequate convergent
validity, Chin [36] recommended that the AVE of
each latent variable should be at least 0.50. The
factor loading analysis for this pilot study is
presented in Figure 2 and indicates that all loadings
are equal or more than 0.60. As per Hair et al. [37],
an outer loading above 0.50 is considered
significant and the item should remain.
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Figure 2: Measurement Model/ Outer Model

Discriminatory validity is achieved by
gathering evidence to suggest that measures of
latent variables that should not be correlated with
one another are, theoretically, unrelated to each
other [44]. The discriminatory validity is proven if
the following is achieved: (1) the average variance
extracted (AVE) is greater than the values in the
corresponding raw and column; (2) the maximum
shared squared variance (MSV) is less than the
AVE; and (3) all the values in the correlation

analysis table are less than 0.9[44]. In the present
study, discriminant validity was indicated, as the
AVE values were greater than the squared
correlations for each set of constructs. In addition,
the square root of the AVE for a given construct
was greater than the absolute value of the
correlation square of the construct with any another
factor (AVE > correlation square). Table 5 presents
the square root of the AVE for all constructs greater
than the correlations between the construct and
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other constructs in the model. These values ranged
from 0.105 to 0.755. The results also indicate AVE
values were greater than 0.50 and ranged from

0.517 to 0.696. Therefore, discriminant validity was
supported and all constructs for this study were
deemed valid.

Table 5: Discriminant Validity and AVE

AVE | AB | ATT | COM | BI 0S | PBC | PCOS | PSOS | PV RE SN
AB 0.526 | 0.725

ATT 0.560 | 0.239 | 0.748

COM | 0578 | 0.722 | 0.105 | 0.760

BI 0.633 | 0.605 | 0.425 | 0.531 | 0.796

oS 0.575 | 0.718 | 0.175 | 0.739 | 0.574 | 0.758

PBC 0.696 | 0.710 | 0236 | 0.679 | 0.523 | 0.667 | 0.834

PCOS | 0.603 | 0.717 | 0200 | 0.711 | 0.609 | 0.748 | 0.653 | 0.777

PSOS | 0569 | 0.729 | 0366 | 0.749 | 0.608 | 0.712 | 0.640 | 0.755 | 0.754

PV 0.628 | 0.568 | 0.489 | 0.464 | 0.603 | 0.503 | 0.527 | 0.602 | 0.616 | 0.793

RE 0.559 | 0.718 | 0207 | 0.702 | 0.518 | 0.746 | 0.735 | 0.736 | 0.706 | 0.596 | 0.747

SN 0.517 | 0.682 | 0.290 | 0.628 | 0.495 | 0.640 | 0.670 | 0.674 | 0.634 | 0.550 | 0.632 | 0.719
5.3. Relationships between the Variables vulnerability (r = .544** p < 0.01), perceived

(Pearson Correlation)

Whenever the correlation between two
variables approaches the threshold of (+1), this
indicates a perfect correlation, whereas when it
approaches the threshold of (-1), this indicates a
perfect negative correlation. Therefore, correlations
between two constructs range from(+1) to (-1), with
a value of 0 indicating no linear correlation
[38].The correlation findings for this pilot study
indicated that attitudes (r = .244* p < 0.01),
subjective norms (r = .770**, p < 0.01), perceived
behavioural control (r = .823** p < 0.01), response
efficacy (r = .762** p < 0.01), perceived

certainty of sanctions (r = .775%*, p <0.01) and
perceived severity of sanctions (r = .757** p <
0.01) were positively correlated with employees’
intentions to engage in ISA behaviour. Moreover,
the correlation results indicated that organisational
support (r = .769** p < 0.01) and communication
(r = .790%*, p < 0.01) were positively and
significantly correlated with employees’ ISA
behaviour. Finally, behavioural intentions (r =
.619** p < 0.01) was positively correlated with
employees’ ISA behaviour. Table 6 presents the
correlations among the variables in the proposed
model.

Table 6: Pearson Correlation Coefficients among the Model Constructs

ATT SN PBC RE PV PCOS | PSOS 0S COM AB
Pearson 244% | T70%** | 823%* | TE2** | S544%** | JT5%* I5TH* - - | .619**
BI | Correlation
Sig. (2- 014 .000 .000 .000 .000 .000 .000 .000
tailed)
N 100 100 100 100 100 100 100 100 100 100
Pearson - - - - - - - 769%* | 790%* -
AB | Correlation
Sig. (2- - - - - - - - .000 .000 -
tailed
N 100 100 100 100 100 100 100 100 100 -

*, Correlation is significant at the 0.05 level (2-tailed).
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**_Correlation is significant at the 0.01 level (2-tailed).

The findings of this pilot study confirm the
existence of relationships between the behavioural
intentions of employees and their actual ISA
behaviour, and between the utilised constructs. The
findings contribute to enriching the body of ISA
literature in general and the Omani public sector in
particular, taking into account that these findings
are true only in the culture of Omani society.

5.4. Discussion & Contribution

There are two important aspects to consider when
conducting such a study. First, the internet is a vast
and boundless environment that is impossible to
control. In this environment, users' errors are
increasingly exploited by hackers — which results in
confidentiality violations. Information security
awareness reduces user behaviours that may
generate security risks. Moreover, there remains a
gap between the technological aspects and the
methods used in awareness of the human element,
which is still somewhat traditional. The technology
aspect is not the only way to ensure the security of
information. Improving awareness methods so that
the human component can keep pace with
technological advances should also be considered.
Secondly, this research is characterised by
including a mixture of control, motivation, and
deterrence factors, which was an outcome of
combining variables of psychological theories:
TPB, PMT, and GDT. These factors aim to improve
employee ISA in organisations, and thus reduce
information security violations and breaches. TPB
is considered a useful model for predicting users'
intentions towards desired actual behaviour and for
controlling their beliefs, because the 'controllability’
of the variable of perceived behavioural control
enables individuals to control their behaviour, or
their behaviour will be under the control of external
forces (people who influence them) [2,8].The
variables utilised from PMT aim to raise the
motivation of users' intentions to adopt and use
protective countermeasures; thus, this theory also
provides a powerful framework for predicting a
user's intention to participate in a preventive
measure. Additionally, PMT relies on presenting a
wide range of threat scenarios and hence offers a
more holistic approach with various probabilities to
maintain users' awareness [15].The constructs
utilised from GDT are intended to control and alter
criminal behaviour. The purpose of imposing such
penalties is to impose a deterrent to reduce
unwanted user behaviour. The imposition and use

of penalties contribute — to some degree — to
correcting the behaviours of uncooperative
employees [45], and creates awareness among users
and other employees of the criminal behaviour
when sanctions are applied. In addition to the
aforementioned factors, the proposed model was
strengthened with two facilitating conditions
(organisational support and communication) to
facilitate actual behaviour as per the organisation's
information security policies. To the best of our
knowledge, this present study is one of a few
focused on examining the factors of prediction,
motivation, control, and deterrence collectively. It
therefore forms a new perspective and provides
theoretical, exploratory, and experimental support
to enhance behavioural intentions and actual
behavioural compliance with  organisational
information security policies. We believe that this
work supplements the previous studies conducted
in this domain.

Through the proposed model, this pilot
study sought to determine the reliability [37], [39]
of the research instrument (self-administrated
questionnaire) for the data collected prior to
conducting the main survey. Both PLS-SEM and
SPSS software were utilised to determine
reliability, thus ensuring the research instrument
possessed a high degree of validity and reliability.
This indicates that the questionnaire has the
potential ability to improve the accuracy and
reliability of the results that will be obtained during
the main survey. The descriptive analysis indicated
that the skewness values have an approximately
normal distribution [37], [40].All items for utilised
constructs were above 0.7, which indicates that the
reliability of the questionnaire was good [41], [42].
Thence, based on the Cronbach’s alpha and CR
tests, the reliabilities for all items are considered
acceptable. Furthermore, the findings supported the
convergent validity and discriminant validity of all
constructs utilised for this study. Finally, the
Pearson correlation analysis [38] confirmed the
existence of relationships between the variables
(dependent and independent) included in the study
model. Initially, from this survey of 100
respondents, we can ascertain that the way to
empirically validate the utilised theories and the
facilitating conditions has become a clear feature.
The initial statistical analysis revealed that the
factors of TPB, PMT, and GDT can be used to
explain the factors underpinning ISA intentions and
behaviours in Oman. This is in line with the
findings of previous studies [1, 6, 7, 8, 13, 6]. The
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initial statistical results and the reviewed literature
demonstrate the veracity of the proposed model.

6. LIMITATIONS & FUTURE WORK

This research involved limitations. The information
security policy of the organisation plays a vital role
in mitigating violations and increasing employee
awareness. We collected the required data from the
government units for which the information
security policy was established, as workers within
such units are aware of the importance of
information security and may better understand the
concepts included in the questionnaire and the
purpose of the study. Some of the 39 targeted units
have not yet established an information security
policy. The process of collecting data in the field of
information security is not easy, even from civil
units, because some units require prior permission,
and this may be given but subject to investigation.
Moreover, the findings of this study are only
generalisable to the Omani culture and countries
with a comparable culture. The results can be
improved by expanding the sample to include the
private and banking sectors for precision and
generalisation. The results of this study will be used
to conduct the main survey, which requires a
sample size of more than 384 participants.

7. CONCLUSION

Rapid advancements in information technology
have  facilitated the  implementation  of
organisational activities as well as improved
efficiency and accuracy in work. However, a gap
remains between technological advancement and an
adequate level of awareness among users, which
makes the protection of business secrets and
organisational assets an important issue for
organisations. The TPB, PMT, and GDT were used
as a theoretical foundation to build the proposed
study model. In this model, two directions were
focused upon: behavioural intentions and actual
behaviour. Behavioural intention was supported by
factors utilised from psychological theories while
actual behaviour was supported by the two
facilitating conditions. All questionnaire items for
each variable included in the proposed model were
found to be reliable with acceptable values for
Cronbach’s alpha, CR, AVE, and discriminant
validity. This study provides a theoretical and
cognitive contribution to literature on how to
employ control, motivation, prediction, and
deterrence factors in the domain of ISA. Through
this study, we sought to improve the imbalances

(gaps) in the relevant literature and diversify the
research on issues of information security
awareness in organisations, specifically in Omani
public sector units.
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Appendix A: Constructs & ltems
ATTI1 Information security awareness is necessary. [1], 7]
ATT2 | Information security awareness is beneficial.
Attitude ATT3 | Practicing information security awareness is useful.
ATT4 | 1 believe that information security awareness is a useful
behavioural tool to safeguard the organization's information
assets.
SN1 Information security awareness culture in my organization | [1], [7], [8]
influences my behavioural intention.
SN2 My friends in my office encourage me to understand
information security policies
SN3 The head of department thinks that information security
Subjective Norms awareness is a value culture.
SN4 The head of department believes that I should be aware on how
to protect organizational information assets.
SN5 The senior staff in my organization have a positive view on
information security awareness.
PBC1 I have the necessary awareness about information security to | [1], [7], [8]
share with the other employees.
PBC2 | I have the ability to adopt information security awareness to
Perceived Behavioral mitigate the risk of information security breaches.
Control PBC3 | Information security awareness adoption is an easy and
enjoyable task for me.
PBC4 | I have enough knowledge to behave safe in terms of
information security.
RE1 Enabling the security measures on my work computer is an [6]
effective way to deter hacker attacks.
RE2 Enabling security measures at my workplace will prevent
hackers from gaining access to important personal or financial
Response Efficacy information.
RE3 At my work, efforts to ensure the safety of my confidential
information are effective
RE4 The preventative measures available to me to stop people from
gaining access to my organization’s information are adequate
RES The preventative measures available to me to prevent people
from damaging my information system at work are adequate
PV1 I know my organization could be vulnerable to security [61, [7]
breaches if I don’t adhere to its information security policy.
PV2 I could fall victim to a malicious attack if I fail to comply with
Perceived my organization’s information security policy.
Vulnerability PV3 I believe that trying to protect my organization’s information
will reduce illegal access to it.
PV4 My organization’s data and resources may be compromised if
don’t pay adequate attention to guidelines.
PCOS1 | Employee computer practices are properly monitored for policy [11, [31],
violations. [32]
PCOS2 | I believe that if I violate confidentiality of information the
management will realize it.
Perceived Certainty | PCOS3 | If I violate organization security policies, I would probably be
of Sanctions caught.
PCOS4 | Ibelieve that if I transfer organizational information outside the
organization will find out my violation.
PCOS5 | I believe that if I sell organizational information my
organization will discover it.
PSOS1 | The organization disciplines employees who break information [1], [31],
security policies. [32]
PSOS2 | If 1 was caught violating my organization’s information
security policies, I would be severely punished.
PSOS3 | I deserve punishment if I violate the confidentiality of
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Perceived Severity of

organizational information

Sanctions PSOS4 | I think punishment will be high if I sell or transfer
organizational information outside.
PSOSS | I think receiving sanctions because of my information security
misconduct will negatively influence my career development.
BI1 I am willing to practice my information security awareness [11.[8]
because of its potential to reduce the risks.
BI2 I will share my information security awareness with my
colleagues to comply with security policies.
BI3 I intend to help my colleagues to increase their awareness of
Behavioral information security.
Intentions BI4 I intend to collaborate with other staff to decrease insider
threats in my organization.
BIS I will inform the other staff about new methods and software
that can reduce the risk of information security.
BI6 I will share the report on information security incidents with
others, in order to reduce the risk.
BI7 I plan to have safe information security behaviour.
AB1 I frequently share my expertise from my information security [11.[8]
training with my colleagues.
AB2 I frequently talk with others about information security
incidents and their solutions in our meetings.
Actual Behavior AB3 | I avoid mistakes in the domain of information security.
AB4 I always mitigate information security threats.
ABS I think about the consequences of my behaviour before any
action.
AB6 I am careful about my behaviour in the domain of information
security.
AB7 I frequently asses my information security behaviour to
improve it
0OS1 Information security awareness is of value in my organization. [171, [43],
0S2 The organization cares about my information security [29]
awareness level.
Organizational 0S3 The management appreciates employees for their information
Support security awareness.
054 The management awards employees for their compliance with
information security policies.
0S5 The management encourages employees to information
security awareness adoption.
COM1 | (in organization) We have communication channels established | [26], [27],
for employees to report information security suspected [28]
improprieties.
COM2 | The management communicates employees’ security duties
Communication and control responsibilities in an effective manner.
COM3 | Communication flows across the organization adequately (e.g.
from department to department) to enable employees to
discharge their responsibilities in an efficient security.
COM4 | I feel as though I am a part of the information security
decision-making process within my organization.
COMS5 | The relationship I have with my superiors makes it easy to talk

to them whenever there is an information security problem.
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