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ABSTRACT 
 

In this proposed work, an effort has been made to use multiple image files for steganography encoding 
alongside with the potential of secret text recovery in the event of any image corruption during the stego 
image transit. Proposed algorithm is effective on the safety factors of secret image, since the embedded 
checksum will validate for any unauthorized users or intruders, who plan to corrupt the image in any aspect. 
If any of the stego image underwent any steganalysis or Man in the Middle attack, then this proposed 
algorithm can effectively identify the potential corruption. The proposed multi cover image steganography 
model enables the receiver to send the secret text in more secured way and has the ability to detect the 
corruption in secret message. This solution is not only detecting the possible cover image corruptions but it 
also withstands one stego image corruption and has the capability to recover the original secret text even after 
one stego image corruption during the transmission of the secret message. This proposed work will increase 
the security of secret text that are being sent using steganography methods.  
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1. INTRODUCTION  

 With the advent of the Internet, information 
security has been one of the most critical 
considerations in IT and communication. 
Cryptography has been created as a security tool and 
various different method of encrypting and 
decrypting data have been developed to keep the 
message confidential. Unfortunately, the contents of 
a message are often not adequate to keep it 
confidential, and the message will still need to be 
kept secret. Steganography is the method used for 
this. The art and science of hidden communications 
is steganography. 

Steganography is a science of hiding a 
secret document, image or video inside the other file, 
message, image or video files, which continues to be 
an exceptionally flexible and powerful way of hiding 
or cover up information in plain sight. There are a 
few methods of hiding data using steganography 
techniques. The most common method is to embed 
data into a digital image file. We all recognize that 
digital images imply that there are a lot of megabytes 
of pixel values. It allows the room in the digital file 

for someone to embed the secret steganographic 
data. A good programmer can modify the least 
significant bits (LSB) of any media file format by 
using steganographic tool or program and embed the 
needed content in the digital image. This is achieved 
by hiding information in other information and also 
by hiding the presence of the information 
transmitted.  

The word Steganography derives from the Greek 
term 'stego' which refers to 'cover' and 'graphic' 
which means 'writing' and refers to 'covered writing.' 
The information is concealed entirely in pictures in 
the image steganography. Image processing is one of 
the key fields for multimedia applications and we 
know that almost anywhere in the world these 
applications can be found. 

2. STEGANOGRAPHY USAGE 

The objective of steganography is to hide and 
deceive. It is a type of clandestine interaction, which 
may require some special technique to conceal 
messages. Since it doesn't require manipulating data, 
it's not a form of cryptography. Instead, it is a method 
of hiding of information, which can be implemented 
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in sneaky ways. Where cryptography is a science that 
allows anonymity to a considerable degree, 
steganography is a discipline that allows secrecy as 
well as deception. Until now, the ultimate function 
in cryptography was always to maintain the 
confidentiality between the sender and the target 
recipient.  

However, nowadays steganographic methods are 
more and more used in addition to cryptography to 
complement the secret data with more protective 
layers. The benefit of using steganography over 
encryption alone is that it does not turn your focus as 
an object of investigation on the planned hidden 
message. Clearly readable encrypted texts, however 
unbreakable, can be of concern to countries in which 
encryption is unlawfully happening and incriminate 
in themselves. 

The very first documented usage of steganography 
could be dated directly to 440 B.C. in Greece, when 
Herodotus mentions two examples in his history[1]. 
Histiaeus sent a secret message to his vassal, 
Aristagoras, by shaving the head of his most loyal 
servant marking the secret message to his scalp, and 
then sending it on his way as soon as his hair had 
resurfaced, with the instruction, "When thou art 
come to Miletus, bid Aristagoras shave thy head, and 
look thereon." Wax tablets were also commonly used 
as reusable writing surfaces, occasionally shorthand 
also used for this communication. In addition, 
Demaratus sent a notification about the impending 
assault on Greece by writing it directly to the wooden 
back of the wax tablet before adding the beeswax 
surface. Wax tablets were in common use then as 
reusable writing surfaces, sometimes used for 
shorthand. 

The second instance[2] also originated from 
Herodotus, saying that it was important for a soldier 
named Demeratus to send Sparta a message that 
Xerxes was preparing to conquer Greece. Back then, 
text printed on wax-covered tablets was the writing 
tool. The wax was extracted from the tablet by 
Demeratus, the hidden letter was written on the 
underlying wood, the wax tablet was retrieved to 
pose as a blank tablet, and the text was eventually 
sent without being identified. Invisible inks, based 
on the natural substances such as fruit juices and 
milk, were used by the Romans. By heating the 
secret text, this was done, thereby exposing its 
contents. 

3. TYPES OF STEGANOGRAPHY 

Based on the type of cover file being used in the 
steganography technique, various types of 
steganography methods as shown in figure 1. For 

example, A steganography technique can be called 
as image steganography, if it uses a digital image for 
storing the secret text and so on so forth for other 
steganography types. 

 

Figure 1:  Types of Steganography 

3.1 Text Steganography 

The cover file being used for the steganography 
process would be in text format and the secret 
message found in the cover file predominantly in text 
type. For text steganography, the embedding method 
is determined by the number of letters, white spaces 
and capital letters like how it is used in the Morse 
code for radio communication. 

3.2. Image Steganography 

By taking the cover object as the image file, image 
steganography is a method used to hide a secret 
message. In this steganography, graphical visual 
images are commonly used as a cover source, and 
this cover file allows the user to embed a huge 
amount of secret data bits. The main value of image 
steganography is that the cover image does not draw 
an intruder's eye during the transmission or when it 
is posted online for the communication to the other 
party.  

3.2 Audio Steganography 

Audio steganography is a tool used to 
imperceptibly relay confidential information by 
altering an audio signal digitally. It's the science of 
concealing any text or audio information in a cover 
file. Embedding secret signals in optical sound is a 
more complex process as it requires using the cover 
file's decoding algorithm to manipulate the bits and 
store information inside it.  

Several variants algorithms available 
for embedding data into digital audio have been 
developed by domain experts. As opposed to other 
cover signals, audio signals are used as covers more 
often; this is because of their bigger size, so that the 
cover file can hide more data. Moreover, digital 
audio signals are more redundant and have a high 

Steganography

Audio Image Video Protocol



Journal of Theoretical and Applied Information Technology 
31st May 2021. Vol.99. No 10 
© 2021 Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 
2258 

 

data transmission rate which makes them acceptable 
for coverage files. 

3.3 Video Steganography 

Video steganography has also become a major 
research area with various data hiding technologies, 
and has been a promising technique. A video is a 
collection of frames, and each frame is an image. So 
if we pull out all the frames from a video, we can use 
this method to store our data using LSB 
steganography and stitch those frames back into a 
video with the secret message. This is not only about 
the protection of hidden data being transferred in 
covert communications, but video files still provide 
a large volume of data stream to utilize.  

Based on the embedded position of the secret 
message, video steganography is broken down into 
three groups: intra-embedding, pre-embedding and 
post-embedding[3]. Intra-embedding methods are 
categorized according to the video encoding phases, 
such as intra-prediction, motion vectors, pixel 
interpolation, transformation coefficients. 

3.4 Protocol/Network Steganography 

The Steganography using Protocol/Network is a 
modern data hiding solution that has become popular 
in recent days. For hiding information in this 
steganography, the TCP/IP (Transmission Control 
Protocol/Internet Protocol) suite network layer 
protocol is used and not confined solely to network 
protocols. Covert channels in the network layer of 
the OSI architecture are used for data hiding. Covert 
canals circumvent the authentication protocols of the 
network system. The aim is either to steal data or to 
exchange secret messages over a network by using 
the network protocol.  

Network steganography is a family of approaches 
for modifying the configuration of packet 
forwarding and hybrid methods of data within the 
headers of network protocols and pay loading fields 
of packets. TCP (Transmission Control Protocol), 
IPv4 (Internet Protocol version 4), NFS (Network 
File Sharing), CIFS (Common Internet File System) 
etc., are examples of protocols used in protocol 
steganography. 

4. STEGANOGRAPHY PHASES 

In order to finish the task of secret message 
exchange from sender to receiver, each 
Steganography algorithm must move through three 
phases as given in figure 2 and figure 3. An intruder 
can also establish attacks over the stego images, if 
any image causes suspicion, when it is getting 
transmitted over the network or posted in the social 
media. Figure 3 shows where the possible attacks or 

stego image corruption can happen in the 
steganography cycle. 

 

Figure 2.  Phases of Steganography 

4.1 Sender 

The sender's primary objective is to embed the 
secret message in the stego-medium and relay it 
through the contact channel. As discussed, cover file 
format can be any one of the file types from image, 
audio, video etc.,  

4.2 Communication channel 

A physical or wireless medium that carries an 
encoded cover image, which is called as stego-
image, with a hidden message in the network or some 
other delivery medium.   This file is also sometimes 
shared over the social media postings.   The 
embedding technique should be sufficiently 
powerful to protect the secret message for any 
possible interference.   

4.3 Receiver 

 This is the last step in which the cover medium is 
identified and processed in this steganography 
method to decide if the secret text transmitted via the 
transmission channel is present. 

 

Figure 3. LSB Steganography communication flow 

5. RELATED WORKS 
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A succinct review based on the study of these 
papers related to our work is as follows. J. Homg et 
al. [4] and M. A. Hameed rt al [5] described several 
image steganography techniques in spatial domain.  
Along with existing techniques like LSB, layout 
management schemes and replacing only l's or only 
zero's, some more methods like replacing 
intermediate bit, raster scan principle, color-based 
data hiding and shape-based data hiding are also 
proposed.  M. C. Kasapbasi et al. [6] and S. D. R. I. 
Moses [7] developed an improved method for image-
based steganography using LSB technique. All these 
techniques are primarily focused on the LSB 
steganography optimization and the steganography 
operation happens in one cover image. Though a 
high-capacity focus is made on the research 
contributions in [4] to [7], these algorithms lack the 

ability to withstand the Steganalysis or man in the 
middle (MiM) attack on stego images during 
transmission with the intention of disrupting the 
transmission or acquiring the secret text that is in 
transit. During the transmission there are some 
additional metadata is embedded as for better 
security[8]. 

6. EXISTING STEGANOGRAPHY MODEL 

A typical Steganography system consists of 
following elements as discussed earlier in this article. 
Functions and usage of these elements are depicted 
in the figure 4. 

 Cover Object (C) 
 Secret Message/Text (M) 
 Stego Object (S)  

 

Figure 4. LSB Steganography model 

6.1. Cover Object 

The Steganography cover-objects are those where 
coded messages are concealed. Any digital files like 
photos, audio, writing and pictures may be a cover 
object. An image file is most commonly used over 
object to hide data. Most of the times the cover image 
stays as single file in a steganography cycle.  

6.2. Secret Text/Message   

T The true vital element is the secret message in 
steganography, which must be hidden in the cover 
file. It is necessary to not allow noticeable 
deterioration of quality of the cover file after 

embedding the secret message. This will 
unnecessarily attract the attention and create distrust 
during its transmission.    

6.3. Stego Object   

The cover file entity is called as "stego object" 
after storing the secret data. This entity is 
further passed to the receiving end via public social 
media post or sent by e-mail servers to finish the 
process. 

7. PROPOSED STEGANOGRAPHY MODEL 

The proposed multi cover image steganography 
model as shown in figure 5 enables the receiver to 
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send the secret text in more secured way and has the 
ability to detect the corruption in secret message. 
This solution is not only detecting the possible cover 
image corruptions but it also withstands one stego 
image corruption and has the capability to recover 
the original secret text even after one stego image 
corruption during the transmission of the secret 
message. There are several chances for a stego file to 
get corrupted during the transmission. Incidents like 

MiM attack or any network transmission issue can 
cause this corruption and which might lead to lose 
the ability to extract message. This algorithm adds 
metadata on the secret data being transferred in more 
than one stego images and maximizes the security of 
hidden message.This proposed work will increase 
the security of secret text that are being sent using 
steganography methods.

 

Figure 5.  Proposed Steganography model for corruption detection and recovery

7.1. Embedding Algorithm 

As part of secret message embedding in given 
cover images, first the embedding algorithm (refer 
algorithm 1) reads the height (X) and width (Y) of 
the cover image. The embedding algorithm then 
calculates the other meta data needed for the secret 
data embedding, verification and recovery in case of 
corruption detection in the receiving end. The 
metadata includes the md5 (message digest 5) hash, 
total number of cover images used, order of the 
current stego image, start and end LSB bit of the 
secret data existence in the given cover image. The 
given secret message is then divided into equal 
number of chunks as number cover images available 
for the embedding minus one.  

The last stego image will be storing the XOR 
(refer table 1 for sample XOR value calculation 
when using multiple stego images using the 
proposed algorithm in the steganography model) of 
all the equally divided chunks and stores the final 
output in its LSBs. MD5 being calculated is for each 
chunk of the secret message, which will be used in 
the receiving end for corruption determination. The 
collected meta data gets transferred alongside with 
the secret message.  

The primary inputs to the algorithm are cover 
image list (C), secret message (M) and number of 
least significant bit (k) that must be used during the 
embedding process. The embedding process 
includes traversing of each color pixel’s RGB bits for 
the given ‘k’ bits. 

7.2. Extraction Algorithm 

Extraction algorithm is similar to compression 
procedure, but the steps are orderly reversed to 
obtain original secret message from stego-images 
(refer algorithm 2). After reading the metadata from 
each of the stego image, the images are orderly 
extracted for the secret message (M). During the 
extraction process the metadata and the actual secret 
message are separately stored. An important entity 
in the metadata at the receiving end is the MD5 hash 
value for each of this message chunk.  

The extracted message chunks will again undergo 
the MD5 message digest hash value calculation and 
this value should match the value in metadata (MD), 
if not XOR calculation of all the equivalent bits of 
other stego images (except the corrupted stego 
image) is calculation and the original bits are 
recovered as shown in the table 2. The table 2 shows 
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the recovering of original secret text on the event of 
stego image-3 corruption.

 
Algorithm-1: Secret data embedding algorithm 
Input: Cover images, Message 
Output: Stego images list 
procedure LSB_embed ሺC, M, kሻ 

Read cover images, C 
Read secret message, M 
𝑋 ←  𝐻𝑒𝑖𝑔ℎ𝑡 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑜𝑣𝑒𝑟 𝑖𝑚𝑎𝑔𝑒, 𝐶 
𝑌 ←  𝑊𝑖𝑑𝑡ℎ 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑜𝑣𝑒𝑟 𝑖𝑚𝑎𝑔𝑒, 𝐶 
𝑊 ← 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑤𝑜𝑟𝑑𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑚𝑒𝑠𝑠𝑎𝑔𝑒, 𝑀 
𝐿 ← 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐ℎ𝑎𝑟𝑎𝑐𝑡𝑒𝑟𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑚𝑒𝑠𝑠𝑎𝑔𝑒, 𝑀 
𝐸 ← 𝐸𝑞𝑢𝑎𝑙𝑙𝑦 𝑑𝑖𝑣𝑖𝑑𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑏𝑎𝑠𝑒𝑑 𝑜𝑛 𝑛ሺ𝑐ሻ 
𝑇 ← 𝑆𝑡𝑟𝑖𝑛𝑔 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑤𝑜𝑟𝑑𝑠 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒 𝑠𝑒𝑐𝑟𝑒𝑡 𝑚𝑒𝑠𝑠𝑎𝑔𝑒, 𝑀 
𝑆 ← 𝑆𝑒𝑐𝑟𝑒𝑡 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑣𝑒𝑐𝑡𝑜𝑟 𝑖𝑛 𝑏𝑖𝑛𝑎𝑟𝑦 𝑓𝑜𝑟𝑚, 𝑇 
𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒, 𝑆 ← ሾ ሿ 
𝑓𝑜𝑟 𝑤 ← 1 𝑡𝑜 𝑊 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 

𝑆ሾ௪ሿ ← 𝑏𝑖𝑛𝑎𝑟𝑦ሺሺ𝑇ሾ௪ሿሻሻ 
end for 
𝐻 ← 𝑏𝑖𝑛𝑎𝑟𝑦 ሺ𝑆𝑡𝑒𝑔𝑜𝐻𝑒𝑎𝑑𝑒𝑟ሺ𝑆ሻሻ 
𝑆 ← 𝐻  𝑆 
𝑓𝑜𝑟 𝑒 ← 1 𝑡𝑜 𝐸 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 

𝑓𝑜𝑟 𝑖 ← 1 𝑡𝑜 𝑌 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 
𝑓𝑜𝑟 𝑗 ← 1 𝑡𝑜 𝑋 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 

𝑓𝑜𝑟 𝑥 ← 1 𝑡𝑜 8 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 
𝑟𝑏 ൌ 𝑟𝑒𝑠𝑒𝑡𝐹𝑟𝑜𝑚𝑁𝑡ℎ𝐵𝑖𝑡ሺ𝑘ሻ 

𝐶 ൌ  ሺ𝑐ሾሿሾሿሾ௫ሿ&𝑟𝑏ሻ

଼

ୀሺ଼ିሻ

 

𝐶 ൌ  ሺ𝑐ሾሿሾሿሾ௫ሿ | 𝑠ሾାାሿሻ

଼

ୀሺ଼ିሻ

 

end for 
end for 

end for 
end for 
return stego-image list C, the secret text embedded cover images 

end procedure 
 

 

Algorithm-2: Multi cover image extraction algorithm 
Input: Stego image  
Output: Secret message 
procedure_eLSB_extractሺCሻ 

Read Stego images, C 
𝐻 ← 𝑒𝑥𝑡𝑟𝑎𝑐𝑡𝑒𝑑 ℎ𝑒𝑎𝑑𝑒𝑟 𝑓𝑟𝑜𝑚 𝑠𝑡𝑒𝑔𝑜 𝑖𝑚𝑎𝑔𝑒𝑠, 𝐶 
𝑋 ←  𝐻𝑒𝑖𝑔ℎ𝑡 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑜𝑣𝑒𝑟 𝑖𝑚𝑎𝑔𝑒 𝑓𝑟𝑜𝑚 ℎ𝑒𝑎𝑑𝑒𝑟, 𝐻 
𝑌 ←  𝑊𝑖𝑑𝑡ℎ 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑜𝑣𝑒𝑟 𝑖𝑚𝑎𝑔𝑒 𝑓𝑟𝑜𝑚 ℎ𝑒𝑎𝑑𝑒𝑟, 𝐻 
𝑀𝐷 ←  𝐿𝑖𝑠𝑡 𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑒 𝑜𝑓 𝑀𝐷5 𝑚𝑒𝑡𝑎𝑑𝑎𝑡𝑎 𝑓𝑟𝑜𝑚 𝑒𝑎𝑐ℎ 𝑠𝑡𝑒𝑔𝑜 𝑖𝑚𝑎𝑔𝑒, 𝐶 
𝑘 ←  𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐿𝑆𝐵 𝑢𝑠𝑒𝑑 𝑓𝑟𝑜𝑚 ℎ𝑒𝑎𝑑𝑒𝑟 𝑑𝑎𝑡𝑎, 𝐻 
𝑙 ←  𝐿𝑒𝑛𝑔𝑡ℎ 𝑜𝑓 𝑠𝑒𝑐𝑟𝑒𝑡 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑖𝑛 𝑏𝑦𝑡𝑒𝑠 𝑓𝑟𝑜𝑚 ℎ𝑒𝑎𝑑𝑒𝑟 𝑑𝑎𝑡𝑎, 𝐻 
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𝐸 ← 𝐸𝑞𝑢𝑎𝑙𝑙𝑦 𝑑𝑖𝑣𝑖𝑑𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑏𝑎𝑠𝑒𝑑 𝑜𝑛 𝑛ሺ𝑐ሻ, 𝑓𝑟𝑜𝑚 ℎ𝑒𝑎𝑑𝑒𝑟 𝑑𝑎𝑡𝑎, 𝐻 
𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒, ℎ ← 64 
𝑓𝑜𝑟 𝑖 ← 1 𝑡𝑜 𝑌 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 
 𝑓𝑜𝑟 𝑒 ← 1 𝑡𝑜 𝐸 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 

𝑓𝑜𝑟 𝑗 ← 1 𝑡𝑜 𝑋 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 
𝑓𝑜𝑟 𝑥 ← 1 𝑡𝑜 8 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 

𝑖𝑓 𝑏𝑦𝑡𝑒𝑠  ℎ 
𝑏𝑦𝑡𝑒𝑠 ← 𝑏𝑦𝑡𝑒𝑠  1 
𝑐𝑜𝑛𝑡𝑖𝑛𝑢𝑒 𝑛𝑒𝑥𝑡 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 𝑖𝑛 𝑖 𝑙𝑜𝑜𝑝; 

end if 

𝑇 ൌ  ሺ𝑐ሾሿሾሿሾ௫ሿ ≫  𝑘ሻ

଼

ୀሺ଼ିሻ

 

𝑆ሾሿ ൌ 𝑆ሾሿ  𝑇 
end for 

end for 
end for 

end for 
𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑖𝑜𝑛 ← 0 
𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑒𝑑𝑖𝑛𝑑𝑒𝑥 ← 0 
𝑓𝑜𝑟 𝑥 ← 1 𝑡𝑜 𝐸 𝑖𝑛 𝑠𝑡𝑒𝑝𝑠 𝑜𝑓 1 𝑑𝑜 

𝑖𝑓 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑑𝑖𝑔𝑒𝑠𝑡ሺ𝑆ሾሿ ൌ  𝑀𝐷ሾሿሻ 
𝑛𝑜 𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑖𝑜𝑛; 

𝑒𝑙𝑠𝑒 
𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑖𝑜𝑛 ← 1 
𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑒𝑑𝑖𝑛𝑑𝑒𝑥 ← 𝑥 

end if 
end for 
𝑖𝑓 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑑𝑖𝑔𝑒𝑠𝑡ሺ𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑖𝑜𝑛 ൌ 1ሻ 

𝑇 ൌ 𝑐𝑎𝑙𝑙 𝑟𝑒𝑐𝑜𝑣𝑒𝑟𝐼𝑚𝑎𝑔𝑒𝑋𝑂𝑅ሺ𝑆, 𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑒𝑑𝑖𝑛𝑑𝑒𝑥ሻ; 
else 

𝑛𝑜 𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑖𝑜𝑛; 
return T, the secret message 

end procedure 
 

 
8. EXPERIMENTAL RESULTS 

Using the above proposed algorithm, a sample 
“hello world” can be encoded in five different cover 
images as mentioned below in Table 1 and the same 
can be sent over the network to the receiver to 

complete the communication cycle. If all the MD5 
checksum values are matching for each message 
chunk, then it means that no corruption took place 
during the transmission and the data sent by the 
sender is intact and hence, no recovery is needed in 
that case.  

 

Table 1.  Sample text interpretation in the proposed algorithm using five cover images 

Secret 
Text 

ASCII Binary 
Equivalent 

Cover 
Image-1 

Cover 
Image-2 

Cover 
Image-3 

Cover 
Image-4 

Cover 
Image-5 

(RS) 

h 104 01101000 01 10 10 00 01 

e 101 01100101 01 10 01 10 00 

l 108 01101100 01 10 11 10 10 

l 108 01101100 01 10 11 10 10 
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o 111 01101111 01 10 11 11 11 

w 119 01110111 01 11 01 11 00 

o 111 01101111 01 10 11 11 11 

r 114 01110010 01 11 00 01 11 

l 108 01101100 01 10 11 10 10 

d 100 01100100 01 10 01 10 00 

On the contrary, let us say that the stego image-4 
from stego images set underwent an attack and the 
message digest (MD5) mismatches with the content. 
On this contradiction, receiver will be able to 
identify that there was a corruption and recover the 
original text from other stego images as depicted 
below on Table 2. The extraction algorithm flags 
when there is a mismatch in the MD5 and 
regenerated the original secret text using the 

recoverImageXOR() function call, which takes the 
all stego images and the index number of corrupted 
image as input. This function collects LSB values of 
all the secret text embedded bits from non-corrupted 
stego images and generates the XOR to find the 
original value as calculated in (1). 

𝑰𝒓 ൌ ሺ𝑰𝟏 ⊕ 𝑰𝟐 ⊕ … 𝑰𝒏)                          (1)

 

Table 2.  Secret text recovery on the loss of Image-3 due to steganalysis attack 

Secret 
Text 

ASCII 
Binary 

Equivalent 

Image-1 

(I1) 

Image-2 

(I2) 

Image-3 

(I3) 

Image-4 

(I4) 

Image-
5(RS) 

Recovered 
Image-3  

𝑰𝟑 ൌ 𝑰𝟏 ⊕
𝑰𝟐 ⊕ 𝑰𝟒) 

h 104 01101000 01 10 10 00 01 10 

e 101 01100101 01 10 01 10 00 01 

l 108 01101100 01 10 11 10 10 11 

l 108 01101100 01 10 11 10 10 11 

o 111 01101111 01 10 11 11 11 11 

w 119 01110111 01 11 01 11 00 01 

o 111 01101111 01 10 11 11 11 11 

r 114 01110010 01 11 00 01 11 00 

l 108 01101100 01 10 11 10 10 11 

d 100 01100100 01 10 01 10 00 01 

The comparison of results with data transfer 
without corruption/intruder's intervention are shown 
in Table 3 and Table 4 with their corresponding 
checksums for a message chunk. The first entry 
shows the uncorrupted message hash, which matches 
in both on the receiving end and the checksum sent 
over the header, which was part of the metadata as 
seen in the algorithm-1. Any mismatch means in this 
checksum value means that the stego file went 
through an attack during the transmission. The 
second entry in the table 3 shows the mismatched 
MD5 checksum value. 

Table 3. Comparison of checksum for the 
steganographed image, which transferred with 

corruption because of image color change 

Image 
stage 

Checksum 
value(md5) 

(D) 

Secret Text 

(ST) 

After 
Encoding 

e64d69492b
460cd25dbb
42f970409f
23 

This is a secret text, 
which is hidden in 
an image file using 
steganography and 
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having embedded 
checksum in it 

After 
Decoding 

e1c2e6f45c5
7978c86a78
df76429597
2 

Secret text got 
corrupted as the 
message digest 
(MD5) are not 
identical 

 

Table 4 compares the proposed model with the 
existing LSB steganography model and lists the 
advantages of the proposed method. The security 
aspect of the secret message in addressed here with 
message corruption detection and the solution also 
adds the ability to recover the secret text, when there 
is a corruption. 

Table 4. Qualitative Comparison of proposed 
methodology  

Parameters 
LSB 

methods 
(Existing) 

Multi-
image 
model 

Method 
(Proposed) 

Secret Text 
Recovery on 

image 
corruption 

No Yes 

MD5 hash on 
Stego files 

No Yes 

Capability to 
detect MiM 
(Man in the 

Middle) attack 

No Yes 

Digest size 
used(md5) 

0 bit 128 bits 

Robustness 
Less data 

loss 
No Data 

loss 

Integrity Check 
at receiving end 

No Yes 

 

The existing steganography methods are based on 
single cover files. Whereas the novelty of this 
method enables the multi-image steganography with 
the provision of detecting the secret text or cover 
image corruption as shown in Table 3. Table 4 
compares the proposed model with the existing LSB 
steganography model and lists the advantages of the 
proposed algorithm.  

The proposed method can perform the integrity 
check of the cover file and when the embedded 
checksum and newly calculated checksums are 
different, it means that the secret data sent by the 

sender is not received as it is and went through some 
attacks during the transmission. This work not only 
detects the possible data corruptions but also 
provides a way to recover the secret text using XOR 
calculation of remaining cover files. This technique 
is never tried in any of the past steganography 
methods and newly introduced technique in this 
algorithm. 

9. CONCLUSIONS 

The proposed novel technique is effective on 
protecting secret message compared to existing LSB 
steganography algorithms. As there are no known 
previous attempts made to detect secret data 
corruption or recover the corrupted secret data in the 
existing works, this embedded checksum method 
would detect or validate for any unauthorized users 
or intruders corrupted the picture in any aspect. If 
any of the stego image underwent any steganalysis 
or MiM (Man-in-the-Middle) attack, then this 
proposed algorithm can recover the content of one 
stego image using other intact stego images received 
at the receiving end.  Even if the attacker found the 
algorithm used for steganography in the stego picture 
by steganalysis and altered the content of the hidden 
document, the tampering can be found by calculating 
and comparing the checksum at the recipient end. 
Novelty of this approach, is the security of secret 
message is preserved and the model withstand a 
stego-image attack. This work is not only detecting 
the attack but has the ability to recover the lost stego 
image content in the receiving end during a 
steganography communication. This particular work 
will increase the security of secret text being 
transferred in the network using steganography 
methods. The future work could be improving the 
algorithm to enable the algorithm for multiple cover 
image corruption recovery. 
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