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ABSTRACT

Data encryption technique is the art of cryptology protecting valuable information or data by transforming it
into an unreadable scrambled text. Cryptography algorithm is a mathematical technique used to preventing
or safeguard messages from unsolicited access. In the current digital environment, public, private financial
institution’s data transactions conducts through open network channel only. Therefore, it is significant to
implement cryptography techniques on those financial data to secure valuable things. In many sectors
exploiting private algorithms such as DES, AES and public algorithms such as RSA, Diffie-hellman been
using in various applications. Public key or Asymmetric key encryption technique has connection with many
performance issues such as energy consumption, memory wastage and computational problems etc.,
Correspondingly, symmetric key algorithm also has a problem of non-repudiation, false modification etc., to
overcome the above issues and enhance the confidentiality to make it stronger, hybrid cryptography
techniques offered better solution. In short, the hybrid technique uses the combination of two or more
encryption algorithms. The proposed hybrid algorithm is combination of enhanced hill cipher algorithm using
modulo 37 and using simple positive and negative integer numbers. Many hybrid algorithm follows different
logic to provide more security, we proposed here, simple and open design, straightforwardness,

computational speed, more privacy. and security compared to existing hybrid encryption schemes.

Keywords: Symmetric Key, Asymmetric Key, Hybrid Encryption, Block cipher, RSA, DES, AES etc.,

1. INTRODUCTION

Cryptography is a technique of art and
science of succeeding security by encoding the
format to make them unreadable scrambled text. It
consists of data encryption and data decryption
procedures [27]. The technique of protective
information by transforming it into an unreadable
and scrambled message is called data encryption or
cipher text. Again it’s converted into plain text needs
secret key, this transformation is called decryption or
deciphering. The technique of cryptography is used
in federal government, protecting e-mail messages,
credit card information, corporate data, and many
more applications. Some of the most popular
cryptography systems such as RSA, AES, DES,
Elliptic curve and e-mail Pretty Good Privacy are
used in many applications because it is effective and
free. Cryptography systems can be broadly classified
into two significant categories, symmetric-key
systems that use a single key that both the sender and
the recipient have, and public-key systems that use
two keys. One public key known to everyone and a

private key that only recipients of messages can only
apply and retrieve the original plain text [13,33].
Symmetric block ciphers are using in many
government sectors to protect important documents
[8,22,31,32].

Encryption techniques are the well-
organized message of exchanging secure
communication over insecure internet and web
communication channels. Effective data encrypting
model mostly depends on the strength of encryption
tools, security constraints and execution spend and
privacy are the most considerable features. Network
communications are open and insecure, therefore, it
is very easy to access or modify the original text,
data, e-mail, during the time of exchanging
information between two parties [15]. Several
traditional symmetric key algorithms (Figure.2)
encrypted messages has breached, however modern
cryptography techniques are virtually unbreakable,
but it is attacked many times by intruders. Many
symmetric and traditional algorithms proved as
vulnerable [22,30], and many attacks in [6,14,21]
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performed on block ciphers and stream ciphers
[5,22]. As the Internet and other forms of electronic
communication become more prevalent, electronic
security is becoming increasingly important [35].

The media, communication, and financial
industries have achieved rapid advances and internet
mobile users are increasing significantly to send and
receive their personal information or data by using
many applications such as Whatsapp, Twitter,
Instagram, Facebook over the open network channel
[3]. Moreover, in particularly Military, Medical and
Banking industries has accomplished boundless
advances by the integrating with Information and
communication technologies [11]. There are many
traditional and modern cryptography systems that
are applied in the above mentioned industries with
some specified symmetric encryption algorithms
such as Data Encryption Standard (DES) [32] and
Advanced Encryption Standard (AES) [10,29] are
the most common. Asymmetric key cryptography or
public-key cryptography (Figure.l) requires special
keys to encrypt and decrypt messages. Some of
common asymmetric encryption algorithms such as
RSA [12,29] and Elliptic Curve Cryptography
(ECO)[18,29]are most widely using in industrial
applications. ECDSA - Elliptic Curve Digital
Signature Algorithm [7,29] and ECDH — Elliptic
Curve Diffie Hellman [16,27] are based on ECC.
Data security and privacy are one of the major issues
in open access
communication. Distribution or decentralization of
data transmission on the internet more prone
to risk and attacks. A hybrid combination of
symmetric and asymmetric encryption algorithms
will increase more data security as compared to a
single encryption system [36].

Data or information security has always
been a part of the mobile or internet users to maintain
their privacy. Normally, internet and mobile users,
substantially they don’t encrypt all their personal
data and valuable financial information. These
messages are passed between different entities in
order to do electronic transactions over a network.
The security of a cardless electronic payment system
is always a critical issue, if there are any security
breaches, it will cause enormous financial fatalities
[23]. Consequently, it is more chance to lose their
valuable data or hacking of the system. To overcome
the above problems, cryptography provides a
solution to secure user data and valuable
information, where the medium of transmission is
susceptible to interception, by translating a message

into a form that cannot be readable by unauthorized
users [3].

In the present digital era, many ways have
been used by unauthorized users to access or infect
digital data. Protecting an individual’s data or
communication is a crucial issue for researchers to
protect on the internet which has provided services
for open access communication [39]. Many
cryptographic algorithms have been implemented to
safe and secure the information from an
unauthorized user. Any cryptography algorithm
requires some of the following fundamental features,
authenticity allows only authorized users, and
integrity confirms the received message not altered
by anyone in the middle and scalability is applied to
confirm seamless data between the authorized users
[29]. To provide additional security and privacy of
messages [1-2, 9, 24, 28], a hybrid security solution
was initialized and applied in many business
applications to secure private and sensitive data
transmission on open network channel. Normally
user sends the data through secured and trusted
network only, but the source and target system
remains connected with unsecure internet. Hybrid
cryptography can full fill the requirement of security
and confidentiality of user’s data [4].

Proposed hybrid algorithm designed to
fully fill data security and user’s authenticity. It
includes two phase of work at the similar processing
time. In Phase I, it takes the advantages of the
combination of both symmetric cryptographic
techniques using Extended Hill cipher, i.e, block
cipher it is a substitution traditional cryptography
introduced by Lester S.Hill in 1929 based on linear
algebra. [19, 20] and another using simple integer
numbers. In Phase I, extended block -cipher
algorithm is used since it is more robust and cannot
be easily attacked. The organization of this paper is
as follows: Brief overviews of related works of some
existing protocols are presented in Section 2. The
proposed hybrid architecture model is discussed in
Section 3. In Section 4, algorithm design tools were
discussed in this section. Section 5, implantation
process with sample message is explained in a
detailed structure. Section 6, we analyze the
performance and robustness of the new hybrid
algorithm and finally, the main conclusion is
presented in Section 7.
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2. LITERATURE REVIEW

Ijaz Ali Shoukat et al. This study
proposes a Generic Hybrid Encryption System based
on private and public cryptography. Basically,
public key algorithm has more advantage features
such as secure and more reliable than private key
algorithm, But, it has some limitation such as time
consuming, memory wastage and more complicated
process etc., Therefore, the hybrid mechanism has
implemented to secure more of the user’s data and
get optimal solution from symmetric and
asymmetric key algorithm. Authors proposed PKI
based generic hybrid mechanism to find the solution
of symmetric and asymmetric algorithm issues. The
HES hybrid encryption system supports energy
consumption and save memory requirements.
Moreover, it protects from password attack,
guessing attacks and provides optimal privacy. The
generic Hybrid Encryption System model is suitable
for all applications [15].

Sushant Susarla et al. discussed about
cryptography algorithm, it has been used since a long
time to keep a secret messages. Many algorithms are
used for different applications; no algorithm is safe
to secure message. Since any single encryption
mechanism would not fulfill entire process of
encryption and decryption.  Therefore, authors
suggested a hybrid cryptosystem combination of two
or more well-known algorithms. Using of hybrid
algorithms in a sequence where the output of one
algorithm is the input for the next algorithm in the
series provides extra security by securing the data.
The hybrid mechanism along with the randomness in
nature of the selection of the algorithms, their
sequence, and the number of algorithms used
provides a lot of safety in a multiple layered manner
compared to the algorithms used as a single
algorithm and moreover, it protects from well-
known attacks [34].

Rawya Rizk et al. discuss about security in
wireless sensor network cryptography based on the
combination of both symmetric and asymmetric
cryptographic techniques. The proposed hybrid
algorithm is designed with high security, minimized
key options and includes cryptography primitives of
integrity, confidentiality, and authenticity. The
author proposed a hybrid algorithm based on Elliptic
curve (ECC) and Advanced Encryption Standard
(AES) in the first phase and second phase RSA based
XOR used. Hybrid algorithm supports Wireless
Sensor Networks and it protects from many attacks
of image encryption. The hybrid algorithm finds
many issues such as time consumption, computation

speed and more secure. The authors named the
hybrid algorithm is called THCA cryptography and
they compared the existing hybrid models. It is
particularly suitable to support image encryption
applications [29].

Prakash Kuppuswamy et al. Discussed
about mobile data security which has been stored on
cloud storage. Many cryptography algorithms
provide security services on cloud data storage,
although many applications are often attacked by
intruders and ultimately end users are becoming a
victim. Increasing number of mobile users and its
default application and personal application software
providers need to store the user’s information require
enormous storage such as cloud data storage facility.
Therefore, many cloud storage providers rely on
cryptography techniques to protect the valuable data.
Author introduced a dynamic and randomness key
generation procedure through Key Distribution
Centre(KDC). The new asymmetric key algorithm
generates the key based on users request and it can
distribute the key between the users temporarily. The
new model algorithm works with at least
computation time and power consumption [26].

Kapoor Rahul Yadav et al. discussed the
network security and its significance towards
network supporters and service providers. During
data exchange between the sender and receiver,
cryptography technique plays a vital role to safe the
data. Traditional and symmetric key algorithm is not
suitable for many applications, although a new
hybrid cryptography algorithm was introduced and it
supports more secure and robust to protect the data
transmission on open network. The proposed hybrid
cryptography system is designed with the
combination of well-known RSA, DES, and SHA1
algorithm. The proposed algorithm implemented on
JAVA and the result shows the better performance
in terms of time complexity and memory [35].

Marwan Ali Albahar et al. In this article,
the authors proposed a hybrid algorithm
combination of RSA, AES, and TwoFish algorithm.
They proposed to implement the above hybrid
algorithm on Bluetooth security. Existing Bluetooth
security is widely using Advanced Encryption
Standard (AES) and it doesn’t support high security
during the data transfer between the end devices.
Proposed hybrid cryptosystems provide triple
protection and it enhances the security level during
the data transfer between the Bluetooth devices.
Authors applied 128-bit key to encrypting the data,
first applied AES and the second phase they applied
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Twofish, and finally they applied RSA cryptography
with 1024 key bits [22].

Prakash Kuppuswamy et al. introduced
smart card security using a new symmetric key
algorithm. Smart card is widely using in almost all
business transactions at present digital era. Many
banks provide smart cards to their customers using
cryptography  techniques. Many financial
institutions rely on one of the cryptography
algorithms such as Public key, private key and
hybrid algorithm authentication scheme. Existing
algorithm took more processing time and limited key
size. The new algorithm works on arbitrary data, not
just only alphabets or integers alone, its supporting
combination of alphabets, and its more suitable and
supporting to encrypt more text with minimum
processing time [26].

Mabhalakshmi et al. discussed cloud storage
security using the hybrid cryptographic method. The
data is stored in a cloud server through some service
providers from smaller to larger concern the threat of
data becomes a major issue. The combination of
private and public-key cryptography systems makes
the more security privileges. The hybrid
consolidation of symmetric and asymmetric are used
to secure the cloud user's data at a greater level of
security. The significant benefit of using the hybrid
method, it provides affordable key size, solid
encryption scheme, and high-speed computational
capability. Applying the private encryption and
public encryption method the key size is reduced but
the complexity of encryption made the unauthorized
entities difficult to decrypt the data. Moreover, the
authors claimed that the proposed scheme
maintained the basic features of data integrity,
confidentiality, and security. Hybrid cryptography
level one encryption processed with AES and the
second level is processed with Elliptic curve
cryptography (ECC). The author described the
significant benefit of the proposed algorithm that
minimizes the encryption time and increases the data
encryption speed [37].

Santoso et al. discussed Hybrid
Cryptography Scheme. In the present environment,
storing the data on cloud storage is inevitable. Cloud
data storage located in many remote locations and
possibly abusing the cloud user’s information.
Therefore, it is significant data must be secured so as
not to be abused by unauthorized people.
Combining data security algorithms would be more
secure than a single encryption algorithm. The
authors suggested Advanced Encryption Standard

(AES) Twofish algorithm combination strengthen
the data security from the unauthorized users. Two
fish algorithm uses a 256-bit key and generated by
the SHA 256 HASH function. The proposed hybrid
technique provides better security in the cloud
system of data uploading and downloading
sequence. The implementation structure shows, it is
relatively more secure, and the implementation
process also better than other symmetric key
algorithms [38].

3. PROPOSED HYBRID ARCHITECTURE

There are many hybrid algorithms that is
widely offered depends on their purpose of
application and level of security required by the
industries.  Most commonly RSA cryptography,
3DES, AES and Diffie Hellman key exchange
algorithm is widely connected in most of the
business. In this proposed model, we merged an
extending Linear block cipher and a simple
symmetric key using simple negative and positive
integer numbers. In Figure.3, a hybrid architecture
model designed with three exclusive operations of
key generation, encryption, and decryption phases.
Hybrid algorithm key generation designed on two-
part, the first model generated using linear matrix
invert by using modulo 37. Secondly, we have
chosen the random integer negative and positive
number and its inverse number. In this proposed
process, it can increase the complexity of the
information. The entire encryption and decryption is
outlined in the given figure.

Key generation Plain Text
Select (r x r) mod 37 invertible

matrix #

Keep (r x r) as encryption _
Send (r x r)! for decryption (rx1) mod.37 =CTl

Choose random positive and
negative integers (nl, n2)
Find the inverse of nl, n2
Keep nl, n2 fir encryption
nl™', n2" Decryption key

(CT1 x nl x n2) mod37
>

ENCRYPTED TEXT

v

| (rx )" mod37 = PT1

(PT1 xnl" x n2") mod37

»
|

DECRYPTED TEXT

Plain Text

Figure 3: Structure of Hybrid crypto
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4. ALGORITHM DESIGNING TOOLS called singular.
If A is a square matrix then:

Cryptographic algorithm is a part of our
life, it has been used in our everyday life, such as E-
mail, passwords, debit card, credit card, computer
password, mobile passwords, Internet banking,
biometric systems, online purchases and many more
countless applications. In earlier, the use of
cryptography was restricted and applied to the safety
of information in diplomatic and federal agencies
only. Due to the recent development of
communication technology, cryptography algorithm
leads the private, public, and global industries in a
significant level. In short, Hill cipher number of
invertible matrices modulo 26 is the product of 2
and13. Therefore, the order of the general linear
group GL (n, Z») and GL(n, Z;3) is:-:-

26n% (1—-1/2) (1 —1/22)....(1—1/2")(1 -1/
13) (1-1/13%)...(1 —1/13")....... (1)

The key space of modulo 26 hill cipher is mentioned
in equation (2) and it’s (5 x 5) hill cipher based key
size about 114 bits.

log,(26n2) =4.7n% — 1.7 ..., )

Proposed algorithm based on modulo 37, it is a prime
number, therefore the order of the general linear
group GL(n, Z37) is

37n? 1-1/37)(1-1/37>) .....(1 =1/
B 3)

The key space of modulo 37 proposed block cipher
is mentioned in equation (4) and it’s based on (6 x 6)
square matrix and its key size about 164 bit.
Log,(37n?) =53n% —2.1.....cceeinnnni. 4)

We do all above activities by combining ideas
from across the whole mathematical techniques from
probability and statistics, group theory, combinatory
and complexity theory, etc., The hill cipher and
extended modulo 37 cipher requires following
mathematical tools.

4.1 Square matrix
A square matrix of order n has n rows
and n columns.
4.2 Determinant of matrix
Let A be an n X n matrix and C be a scalar then:

det [cﬂ:l =" detl{ﬂ:l
A square matrix A is invertible if and only if det(A)

#+ 0. A matrix that is invertible is often called non-
singular and a matrix that is not invertible is often

dot (A)=det[47)

4.3 Co-factor of matrix element
The cofactor Ajj is the minor Mj; multiplied
by (—1) raised to the (i+j) power: Aj=(—1)"1M;;

4.4 Minor of element

The first minor M;; associated with the
element ajj of an nth order square matrix A is the
determinant of order (n—1) obtained from the
matrix A by deleting the ith row and the jth column.

4.5 Adjoint matrix

If A is a square matrix of order n, then the
corresponding adjoint matrix, denoted as C*, is a
matrix formed by the cofactors Aij of the elements
of the transposed matrix AT,

4.6 Transpose matrix

If the rows and columns in a matrix A are
interchanged, the new matrix is called
the transpose of the original matrix A. The
transposed matrix is denoted by AT.

4.7 Multiplication of matrix
Let A and B be two matrices. The product
of the matrices AB exists if and only if the number
of columns in the first matrix is equal to the number

of rows in the second matrix.
If A=[aij] is an m x n matrix and B = [b ] is
an N X p matrix, the product AB is an m X p matrix.
B=[cij],wherecij=ai1 blj+ai2b2,~+...+ambn

J

4.8 Inverse of matrix

The inverse of a matrix A is defined as a
matrix A~! such that the result of multiplication of
the original matrix A by A™! is the identity matrix I:
AAT=L

4.9 Modular
relationship
Modulo and Congruence are an important

Arithmetic and Congruent

and useful tool for identifying divisibility.
Moreover, it is a significant features of
cryptography.

If a and b are integers and n > 0, we write a = b mod
n to mean n|(b — a). Then it is called as “a is
congruent to b modulo (or mod) n.

1. Reflexivity if, If a =a mod n.

2. Symmetry is, If a = b mod n then b = a mod n.

3. Transitivity is, If a=b mod n and b = ¢ mod n then
a=cmodn
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5. IMPLEMENTATION OF HYBRID 5.1 Phase I Assumption tool (Extended hill
CRYPTOGRAPHY cipher)
In the gowing internet and web Plain Text is called PT and Cipher Text is

applications, where the large volume of data is
transferred on the open network channels, the
security concern of safeguarding data privacy is a
high priority and foremost task. Security and privacy
has become a necessity for either a company or an
individual person who is using the web and internet.
Linear block cipher is a polygraph substitution
classical cryptography based on linear algebra
introduced by Lester S. Hill in 1929 [19, 20]. In the
existing Hill cipher algorithm, the 26 alphabet letters
represented and it’s used modulo 26. The proposed
algorithm consists 26 alphabets and 0-9 integers as it
is mentioned and arranged in the below Table 1. The
implementation of proposed hybrid algorithm briefly
elaborated with sample message.

The implementation process, and further
verification of proposed hybrid cryptography, we
have chosen the sample text message as,
“EXTENDED BLOCK CIPHER MODULO 37”.
The selected plain text consists of alphabets,
integers, and append padding option. The
arrangement of plain text is arranged in the
following Table 2.

Table 2: Sample encryption message

E | X|T|E |N|DJE |D B |L
5 [ 24205 1414 |5 |4 2 12
O|C |K|C ]I P |H |E R | M
1513 11 | 3 9 16 | 8 5 18 | 13
O|D |U|L |O |3 |7 |Pad
1514 [21[12]15]30]34]37

The sender chooses the following

encryption key and generating the private key using
the procedure of linear algebra equation mentioned
in Section 4. Encryption key

2 3 3 2
, . .13 2 4 4
Sender’s Encryption key is S 4 5 5
3 56 2

—24 —-13 16 6
20 -5 -2 -5 mod 37

-1 7 -4 7
19 8 -7 -9

16 32 14 33
36 28 26 28
32 20 15 20
12 7 17 6

Recipient’s Decryption key is

called CT

Selected invertible square matrix is linear block
cipher key = k.

Invertible of above matrix is ||17|| and Its inverse is
24. (17%24) mod 37 =1

Inverse of above matrix is known as decrypt key =k
1

[k] = [PT] * mod37=[CT1] .............. (1)
5.2 Phase II Assumption tool (SSK)

Choose any random integer Positive
number ie kl and Choose any random integer
Negative number i.e k2
Find the inverse of k1 on mod 37 is called k1!

Find the inverse of k2 on mod 37 is called k2!
Hybrid Encryption key =k, k1, k2
Hybrid Decryption key = k', k1!, k2!

[CT1] = [k1] *[k2] * mod37=
[Cipher Text] ..........cooviiiiiiiiii, )

Therefore, entire encryption process: -
[k] = [PT]* [k1] * [k2] mod 37 =
[Cipher Text] ........ccooviiiiiiiiiii, 3)

Decryption process or Deriving the process of
original message

[k —1] * [CT]* (k1) *(k2Dmod 37 =
[PlainText] .....c.cooveeiiiiiiiiiiiiiiii, @)

5.3 Encryption Procedure

For the encryption purpose, we have
selected 4 variable square matrix keys, therefore we
are arranging here plain text as 4 variable blocks as
shown in Table 3.

Table 3: Message blocks
4 variable block —Plain Text
5 14 2 11 8 15 15
24 4 12 3 5 4 30
20 5 15 9 18 21 34
5 4 3 16 13 12 37

The process of hybrid algorithm use in the
first phases of the extended linear block cipher
algorithm procedure is shown in 1% block of the text
and the remaining procedure are same, and the result
is summarized in table 4.

2 3 3 2 5
3 2 4 4 24 -
5 4 5 5|* [20[med37=
3 5 6 2 5
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152 4
163 |15
246 mod 37 = 24
265 6

The second phase of the encryption is also
mentioned in the above Table.4. In the above table,
the user has selected one positive random integer 9,
and negative integer -7, and its calculated with
derived phase I variables. Finally, the hybrid
encrypted textis “GQE20U80BL27F1LC4
27970M27D727XSW”.

5.4 Decryption procedure

Decryption is the process of transforming
scrambled message into readable or user
understandable  messages.  Proposed  hybrid
decryption process is also categorized in phase I and
Phase II processing model using simple integer
numbers and extended block cipher algorithm. The
process of hybrid model equation and
implementation procedure is presented here.

[key (inverse of matrix)] =
[Encrypted Text]* [Inverse of k1] *
[Inverse of k2] mod 37 = [PLAIN TEXT]

The process of decryption reveals the data
which has been received from the sender. Without
proper decryption code or key, the received
scrambled message is not possible to retrieve into
plain text or original message. Therefore, the
decryption key is the leading robustness of any
cryptography algorithm. Here, we have already
generated a key for decrypting the message to derive
the original plain text. In below the matrix
calculation is the result of the blockl decryption
procedure. Similarly, it has been calculated with a
similar procedure to the remaining blocks and the
final decrypted message is shown in Table 5.

16 32 14 33 7
36 28 26 28 17|, _
32 20 15 20 5 | 331+ [21]

12 7 17 6 29
1166319 5
1157310 Y
gaa767 | M0437= 20
320166 5

6. EFFICACY OF PROPOSED PROTOCOL

The basic cryptography version of Hill
cipher algorithm is susceptible to known-plaintext
attacks since the entire encryption procedure is based
on linear equations. If the intruder intercept n’ sets
of plaintext and encrypted text equivalent letters can
create a linear system is enough to identify the
original message. Proposed version of hybrid
approach is an ideal approach as we believe that, it
will satisfy the fundamental features of cryptography
such as integrity, privacy, and security. Significant
features of the new model protocol are the key
binding of a simple positive and negative integers.
The proposed multimodal algorithm approach is
suitable for small and medium scale applications.
Here, we identified many significant differences of
the existing algorithm and the proposed model of
extended linear block cipher protocol between the
existing and unused Hill cipher algorithm which has
been mentioned in the given Table 6.

7. CONCLUSION AND FUTURE WORKS

The multiple encryption or hybrid
encryption algorithm along with the randomness in
nature of the selection of the algorithms, their
sequence, and the number of algorithms used
provides a lot of safety in a multiple layered manner
compared to the algorithms used as stand-alone
entity and guards against many well-known attacks.
Multimodal algorithm provides integrity, privacy,
and more security during the data transmission
between users. The user expectation of their
personal data should be very safe for transmitting
over the open network and it is accomplished by only
very powerful algorithm.

Proposed hybrid cryptography provides
effective authentication method competent time
duration to calculate key generation, encryption and
decryption process. In this research article, we have
concluded many significant features of extended
linear block cipher which has been shown in table 6.
Essentially, hill cipher is not in usage due to the
security aspects, the robustness is not a competent
level for the industry application. However, we have
strengthened the security using the prime number of
modular 37. Prime numbers are a significant factor
that leads the protocol of cryptography algorithm.
Normally, any number has at least two factors. Prime
numbers have the unique property in that they have
exactly two factors 1 and the number itself. Another
significant feature of the proposed algorithm, it is
suitable to use a combination of alphabets and
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integers. Next, it provides padding facility, key bit
size, linear matrix size and key space, etc., proposed
hybrid protocol is flexible to implement and it can
apply many real-time applications such as financial
sector, industry, federal, secure data transmission,

One-time password, Cloud

security, network

security and many more limitless applications. This
flexibility enables a wide range of industrial
applications and enables the accommodation of new
environmental spaces as and when they are
developed in the future.
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Figure 1: Asymmetric key algorithm module
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Figure 2: Symmetric key algorithm module

Table 1:. Synthetic data of proposed algorithm
Letter A ' B C DJ|E|F G H | I |J K|L | M|N O P Q R |S

Number | 1 |2 |3 516 |7 8 |9 10 11|12 13|14 15 16|17 18 |19
Letter T U/ v |wW X Y |Z 0|1 /|2 |3 4 |5 6 7|8 |9 |Pad

N

Number | 20 | 21 |22 |23 | 24 |25 26|27 |28 29|30 |31 |32|33|34 353637

Table.4: Encrypted message

Phase I Encrypted Text- “DOXFZLTZQ2/NPIGW?27J38R2773 27S522”
ive integer (-7) and multiply with Encrypted Text

Hybrid cipher Text-“GQE20U80BL27F1LC427970M27D727XSW”
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Table 5: Decryption process
G 1 [E |2 Jo Ju [8& Jo B L [27 |F |1 L |
c 4 [27 |9 |7 Jo [M [27 [D |7 [27 [X [|S |W |

E_[x |T |E [N [D JE |D [B JL |O [C K |C |

1 P H E R M O D U L 0} 3 7 Pad

Table 6: Comparison Analysis of protocol

AtoZ AtoZand0to9

114 bits 164 bits

Mod 26 Mod 37

5 x 5 square matrix 6 x 6 square matrix
log,(26n?) = 4.7n% — 1.7 log,(37n?) = 5.3n% — 2.1
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