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ABSTRACT 
 

Wireless Sensor Networks are important parts of Internet of Things, which are used to collect information 
from specific areas. A WSN is a self-organizing network built by a large number of cheap, limited energy, 
weak computing and low storage capacity sensor nodes. The blockchain technology is utilized to solve the 
limitations of sensor nodes and enhances the performance of WSNs. This paper reviews the most recent 
proposed approaches of employing blockchain in WSNs and their research outcomes. Most of the previous 
studies focus on improving the security, reliability, data storage, and node recovery and energy efficiency 
of WSNs. This is the first paper that highlights this subject and discusses all the related works. This review 
can be used as a basis for researchers who are interested in employing blockchain technology in WSNs. 
Keywords: Wireless Sensor Networks; Blockchain; Internet of Things; Security; Reliability; Energy 

Efficiency

1. INTRODUCTION  
 
       The Wireless Sensor Network (WSN) has 
appealed wide attention of researchers in recent 
years. It consists of large number of sensor nodes 
working cooperatively to detect the environmental 
conditions: humidity, temperature, pollution level, 
sound level, etc. Then, the collected data is stored at 
a central place, which is termed as a base station or a 
sink. Such nodes have a microcontroller, transceiver, 
wireless devices and a battery as an energy source. 
The nodes have limited energy, computational 
power and low storage capacity. Therefore, WSNs 
have limitations of low computational capability, 
small memory, limited energy resources and 
accordingly a less security and reliability [1].       

WSNs mainly consist of distributed and 
centralized architectures [3]. In the distributed 
architecture, user terminals and other network 
devices can get data directly from sensor nodes. In 
the centralized architecture, sensor nodes gather data 
and send to base stations through network routing 
for processing and analysis.  Most of the traditional 
IoT security authentication protocols use centralized 

authentication techniques. The adopted 
authentication protocols [4-6] depend on a reliable 
third party, such as, authentication server, certificate 
authorization center and so on, this makes the 
network vulnerable to a single-point failure.  For 
WSN, it is necessary to create a decentralized model 
of data transmission and storage which would allow 
to make networks as much as possible protected 
from hacking (isolating the hacked nodes from the 
whole network) and resistant to changes in software 
and data. These opportunities can be realized 
through the technology of blockchain. 

Blockchain is currently discussed in the news 
around the globe. It is proposed in 2008 by Satoshi 
Nakamoto [2]. It is simply an arrangement of blocks 
contains data structures to allow users to create 
digital log of all their transactions protected from 
unauthorized changes. Transactions carried out 
between the parties are signed using public key 
encryption and entered into the registry, consisting 
of cryptographically linked to each other in a chain 
of transaction blocks — the blockchain. It is 
impossible or extremely difficult to modify or delete 
blocks listed in such a registry [2]. 
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Blockchain is a new decentralized 
distributed technology, can work efficiently with the 
distributed topology of the WSN, to enhance the 
performance of the IoT [7], [8]. In blockchain-based 
WSNs, the terminal sensors perform a reliable 
connection avoiding threats such as ack-flooding, 
spoofed routing information, or malicious attack. 
Figure 1 shows a comparison between traditional 
and blockchain-based of WSN process. As seen in 
Figure 1 (a), the collected data is passed to the 
server through the sink node and internet. Then, the 
data is collected and stored in a server which can be 
attacked and be the point of failure.  In Figure 1 (b), 
a decentralized distributed blockchain storage 
system is presented instead of the centralized server. 
Through Internet the sensor data can sent to the 
blockchain system. Transactions and nodes are 
secured using the node signatures and public key. A 
node Id is used as a public key to transmit and 
validate the transaction or sensed data to the 
blockchain system [9]. 

 
This paper reviews the most recent 

proposed approaches of employing blockchain in 
WSNs and their research outcomes. This review can 
be used as a basis for researchers who are interested 
in employing blockchain technology in WSNs. 
 

 This paper aims to answer the following 
two questions: 
1- What are the advantages of using blockchain in 
WSNs? 
2- What are the limitations of using blockchain in 
WSNs? 

2.    BLOCKCHAIN-BASED WIRELESS 
SENSOR NETWOR 

For using blockchain in WSN, the major focus 
of researchers is on enhancing data security, data 
management and storage, node recovery, and the 
energy efficiency of a WSN [9-14],[16-19]. 

2.1 Blockchain for Data Security and Reliability 
WSNs are identified, authenticated and 

connected through management through cloud 
servers or a BS, where data processing and storage 
are typically performed. This model of interaction 
between devices has a number of significant 
drawbacks that adversely affect network security 
and data correctness: 1) Each node in the network 
can become a bottleneck or a point which may cause 
the entire network to fail. In particular, IoT devices 
are vulnerable to DDoS attacks, hacking, data theft, 
and remote management capture. Hackers can also 

hack the BS and it is illegal to use its data, and 
under threat may be all that is connected to it. For 
example, in "smart" water meters, collecting data 
and transmitting notification of leaks for the 
smartphone consumers while having access to data 
on water consumption, hackers can find out when 
the owners are not at home. 2) The centralized 
model is vulnerable to manipulation. When 
collecting real-time data, there is no guarantee that 
the information is used for its intended purpose. If 
local authorities or utility providers believe that they 
may incur high costs or be sued, they may 
themselves change the data and analytical 
information collected by wireless sensor nodes that 
have sensors for air pollution, water pollution, etc. 
Such sensors could prevent the well-known situation 
in the Russian Federation with landfills in the city of 
Volokolamsk, when the city authorities for several 
months assured local residents that the air is safe 
and the substances contained in it do not exceed the 
maximum permissible concentrations [6]. 

The security problem of the current WSN 
system has been analyzed by Feng et al. (2018), they 
proposed a blockchain-based collocation storage 
architecture for sensed data process platform. The 
proposed structure consists of a hierarchical 
Byzantine Fault Tolerant (BFT) which is a 
consensus protocol and asymmetric signature 
system in approved blockchain of WSN.  The 
simulation and experiments showed that the 
proposed scheme and architecture achieves high 
output performance with high security. They 
verified that the proposed scheme allow blockchain 
to work as a service solution for distributed storage 
system of WSN [9]. 

A next generation industrial blockchain-
based WSNs is proposed by Buldin et al. (2018). 
Such networks use the decentralized model of 
blockchain for data transmission and storage. The 
model is achieved on top of the routing protocol 
EDNCP [15] and tested in real time using Onion 
Omega2+ [31]. The experimental results show that 
proposed model can enhance the network security 
by the following [2]:  

1) Protection from spoofing and injection 
of phantom devices using a unique digital signature 
for each received transaction.  

2) Control the information distortion 
against hacking devices which can attack storing 
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transactions and previous information on nodes and 
modify the original code.  

3) Encrypt traffic coding to guarantee data 
privacy. The data is protected and available only to 
the users participate in a particular transaction.  

4) Protect data destroying through a 
decentralized data storage of data. The model 
authenticate users using decentralized public key 
infrastructure. In addition, if the network nodes 
entered data on the manufacturer of electronic 
devices, this model can provide proof of warranty.  

The developed model provides control of data 
integrity and secured data transmission based on the 
blockchain concept and the use of smart contracts to 
ensure data stability. However, this model has a 
limitation of the incapability to update the software, 
since when a new block is added to the blockchain, 
the firmware hash is compared with its value in the 
previous blocks.  

Youssef et al. (2019) proposed a system 
architecture designed for the dam site surveillance, 
consists of an unmanned aerial vehicle (UAV) cloud 
and a sensor cloud. The sensor cloud is responsible 
for sensing data and the UAV cloud gathers and 
delivers data to the dam monitoring center (DMC). 
The proposed system is based on the Blockchain 
technology which provides data storage, 
authentication, data integrity, traceability, and 
payment of the entities employed for the sensing 
and delivery tasks. To evaluate the proposed system, 
a simulation is conducted and the data delivery 
delay ratio is measured. The results show that the 
delay ratio decreases with the increase of the 
intergeneration time of alert, and the more the 
intergeneration time of alerts increases the less data 
are generated and the delivery delay decreases [13]. 

Moinet et al. (2017) showed that IoT 
monitoring can deliver valuable information for 
evaluating shellfish quality during cold storage. 
Nevertheless, this data storage relies on the 
centralized topology, which can be tampered [29].   

Therefore, they proposed blockchain based 
multi-sensors (WSN) monitoring technique to 
collect and verify gathered information of quality 
parameters to improve trust and transparency in cold 
storage. The SVM algorithms and K-means were 
employed in quality evaluation applications for 

prediction and classification of the quality loss of 
frozen shellfish. The results show blockchain based 
WSN monitoring can ensure the data security and 
reliability while monitoring dynamic indicators 
continuously. The percentage of the training set and 
the test set is 88.89% and 87.17% respectively. The 
root mean square error (RMSE) are 0.1502 and 
0.1793 by SVM model for training and test set 
respectively. The results of using both K-means and 
SVM model show higher accuracy than neural 
network model. The proposed system can help to 
decrease the risk of food losses and improve safety 
and quality management of frozen shellfish in cold 
storage [10]. 

Casado-Vara (2018) showed that WSN 
sensors may lose accuracy in their collected 
information. This causes a problem of low quality 
data and requires a high maintenance cost of WSN if 
inaccurate sensors are not known. The author 
proposed a stochastic model based on Blockchain 
for early prediction of the sensor accuracy 
degradation, by knowing its current status. The 
results expected that the prediction with a high 
degree of accuracy show sensors that will be 
inaccurate in the near future to perform required 
maintenance and conserve data quality [11]. 

Cui et al. (2020) proposed a blockchain 
based multi-WSN security system for IoT. The 
nodes of IoT are divided into cluster head nodes, 
ordinary nodes, and base stations based on their 
capability differences, to build a hierarchical 
network. A blockchain is built from different types 
of nodes to form a hybrid blockchain model, with 
local and public chain. In this hybrid model, mutual 
authentication of nodes is realized in different 
communication scenarios, the identity authentication 
of cluster head node is realized in public blockchain, 
while the identity authentication of ordinary nodes is 
achieved by local blockchain. The performance of 
the security system is evaluated and shows that the 
proposed scheme achieves better performance with 
comprehensive security. Figure 2 (A) shows the 
hierarchal model of multi-WSN, and Figure 2 (B) 
shows the hybrid model of blockchain [14]. 
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(A) 

 

 

(B) 

Figure 2: (A) Hierarchal Model of Multi-WSN (B) 
Hybrid Blockchain model [14] 

Kushch and Prieto-Castrillo (2019) 
proposed the concept of “Rolling Blockchain” 
which builds a WSN where its nodes are represented 
by Smart Cars. The researchers proposed the 
structure of the chain and the block formation.  As 
well as creating a mathematical model to determine 
the required number of connections between nodes 
and the best number of nodes to achieve high 
network reliability. The results showed that with the 
increasing number of lost nodes and connection, the 
Blockchain can still be built and the network 

remains stable. However, some blocks can be lost 
depending on the intensity of the attack and the 
density of nodes. Network reliability relies mainly 
on the number of nodes each time. Therefore, 
researchers determine the minimum number of 
nodes should be in the blockchain to avoid any 
network disruption. The results show that it is 
possible to construct a "Rolling Blockchain" with 
mobile nodes if the beginning and the end of the 
route are known. However, the proposed approach 
needs more work in order to be implemented in real 
life, as handling the security issues and protection 
against hacking [16]. 

2.2 Blockchain for Data Management and 
Storage 

Since the WSN is a data-centric network, 
the data storage is an essential issue, which needs to 
be managed. The users of a WSN concern about 
data, rather than the network or the sensor node 
itself. Although, WSNs support reliable and 
efficient data access and storage in the unreliable or 
heterogeneous environment, the energy and the 
storage space of each node are limited. Several 
studies have been conducted to answer the question 
of how to store data effectively in a limited storage 
space. The normal process of a WSN includes the 
cooperation of nodes in the network. Nevertheless, 
due to their limited resources some network nodes 
may take selfish behavior. If many network nodes 
choose selfish behavior and do not relay packets, the 
entire network will not work properly. Thus, inciting 
selfish nodes to cooperate to ensure the normal 
process of the network are part of the main 
researches in WSNs [17]. 

Ren et al. (2018) built the first incentive 
mechanisms of nodes for data storage in WSN based 
on the blockchain technology. In the proposed 
system, the stored data in each node is considered as 
a block in the blockchain. The digital money reward 
will be gained by the node who stored the data, and 
if the stored data increases the reward for the node 
implementation increases Moreover, it builds two 
blockchains. One for controlling the access of the 
data, and the other to store data for each node. In 
addition, they replace the proof of work (PoW) in 
main bitcoins, which performs the storage and 
mining of the new data block. Different from the 
PoW mechanism, it extremely cuts down the 
computing power. Also, to make use of the 
preserving hash functions, the new data is stored in 
the nearest node to the currently existing data, and 
only different sub-blocks are stored. As a result, the 
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proposed system can highly save the storage space 
of nodes [17]. 

The problem of data management and 
storage in the heterogeneous distributed WSNs 
needs new solutions. Casado-Vara (2019) proposed 
a nonlinear cooperative control algorithm using 
blockchain and game theory. The author presented a 
new model for the automatic management and 
processing of heterogeneous distributed WSNs. The 
proposed algorithm is applied for enhancing the data 
quality of a temperature in indoor surfaces. The 
researcher applied an algorithm which guarantee the 
collected data reliability and robustness. The data is 
collected by the WSN and stored in a blockchain. 
Then, the game theory (GT) is applied to the data 
stored in a blockchain. The game is self-organized 
and distributed, therefore it can work on a WSN 
regardless of the architecture of the network, the 
number of sensors, or the type of sensors [12]. 

2.3   Blockchain for Node Recovery 
The network nodes in a WSN have limited 

resources in terms of storage, energy and 
computational power. Node failure is expected due 
to environmental features, battery power draining, 
adversary attacks, etc. When node failure occurs, a 
strong mechanism is needed for recovery. Noshad et 
al. (2019) proposed a Blockchain-based Node 
Recovery (BNR) scheme for WSNs. In BNR 
scheme, failed nodes recovery is based on node 
degree. The procedure of the scheme includes 
detecting the failed nodes using the state of 
clusterheads (active or inactive). Then, the recovery 
technique is performed for the inactive nodes. The 
main objective of this stage is to restore the active 
states of the cluster nodes, by recovering the failed 
clusterheads. For this purpose, node recovery smart 
contract is written. The researchers perform a cost 
analysis for node recovery as well as a security 
analysis to ensure proposed scheme security. The 
simulation results presents the effectiveness of the 
proposed model [18]. 

Figure 3 shows the proposed BNR model, 
blockchain is implemented at clusterheads since it is 
a distributed peer-to peer technology. Each 
clusterhead is linked with other clusterheads via a 
peer-to-peer connection and also connect with the 
sink node. Each clusterhead keeps a neighbor list 
encloses the node state, ID, reputation and degree. If 
there is a change in the clusterhead state from 
working to non-working, i.e., state=0, other nodes 
receives an alert. The recovery process starts once a 
clusterhead failure is detected. Recovery is 

performed based on the reputation and the degree of 
cluster nodes. Node with the highest reputation and 
least degree is selected as the best candidate. Best 
candidate replaces the failed clusterhead. Figure 4 
shows a flowchart of the node recovery process. 

 

                    Figure 3: Proposed System for BNR [18] 

2.4   Blockchain for Energy Efficiency 
The interest in Smart Building research by 

the scientific community is because they consider it 
as a better replacement to the traditional building 
management system [23]. Moreover, laws are 
implemented by regulatory authorities to encourage 
the smart buildings adoption. Technology-driven 
building are begun to be assumed by Building 
contractors [19], as technology makes the buildings 
more energy efficient and rises the value of their 
properties [1]. The concept of smart building defines 
a set of technologies that are developed to enable 
various sensors, objects, and functions in a building 
to communicate with each other and be controlled, 
automated and managed remotely [20] .  
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Figure 4: Node Recovery Process 

 
These technologies connect different 

building subsystems like heating, air conditioning, 
ventilation, lightening, security and other systems in 
the house which are based on wireless sensor 
networks, and the main focus of this technology is 
to achieve energy efficiency [21]. Casado Vara 
(2019) shows in his research that it is probable to 
further improve the energy efficiency of a smart 
building and WSNs based on current control and 
monitoring systems using blockchain technology 
[12]. 
 

Islam (2018) proposed a Blockchain based 
protocol appropriate for WSNs to attain service 
immutability [25], availability, and network 
transparency [26], by using a cooperative multiple 
BS network to reduce the probability of network 
failure caused by any attack on the BS and reduce 
energy consumption since most of the energy lost in 
transmitting data to BS [27], [28]. Also, a new 
clustering algorithm is proposed, which aims to 
balance the energy consumption in the network 

through dividing the targeted area in a perceptive 
way.  

To select the best clusterheads, a two-
layered routinization procedure is proposed to 
guarantee minimum energy consumption from the 
network and minimize the blind spot problem which 
arises when the nodes start dying. The proposed 
protocol is evaluated by simulation in terms of 
communication, computational overhead and 
memory.  

 
The results show that the adoption of 

Blockchain do not affect negatively the network 
lifetime or the network performance. The clustering 
algorithm proposed is evaluated in terms of energy 
consumption of clusters and nodes, number of alive 
nodes per round, , and dissemination of alive nodes 
in the network. A significant enhancement in energy 
consumption among clusters and a lessening of the 
blind spot problem is shown in the results [24]. 

The deployment of underwater wireless 
sensor networks (UWSNs) is so advantageous; 
nevertheless, some issues limit the performance of 
the network. For example, high end to end delay, 
maximum energy dissipation and less reliability. 
Controlling these issues is a challenging task for 
researchers. In UWSNs, the inevitability of battery 
consumption has a direct impact on the network 
performance [30]. Regularly, energy wastes due to 
the imbalanced network deployment and the 
creation of void holes.  

 
Mateen et al. (2019) proposed a 

blockchain-based WSN and two routing protocols to 
evade the void hole and extra energy consumption 
problems and so the network lifetime will increase. 
To evaluate the proposed protocols, they are 
compared with the recent protocols. Simulation 
results show that the proposed systems has better 
results than their similar systems [22]. 

 
2.5 Discussion 

Researchers have proposed employing 
blockchain technology in WSNs for different 
purposes; the majority of researchers focus on 
improving the data security and reliability in WSNs 
using blockchain technology. They exploit the 
decentralized model of blockchain for data 
transmission and storage, which is more secure and 
reliable structure than the centralized form of 
WSNs.  

Many researchers use blockchain for 
managing and storing the data collected by sensors, 
since the energy and the storage space of each node 
are limited, they consider the stored data in each 
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node as a block in the blockchain. Also, to improve 
the energy efficiency of a WSN, several researchers 
use blockchain. Researchers show that it is probable 
to improve the energy efficiency of a smart building 
and WSNs based on monitoring systems using 
blockchain technology. 
 

Some researchers use blockchain 
technology for node recovery. Node failure in 
WSNs is expected due to environmental features, 
battery power draining, adversary attacks, etc. When 
node failure occurs, a strong mechanism is needed 
for recovery. Blockchain as a robust distributed 
peer-to peer technology can be effective in the 
recovering process.  Table 1 summarizes the recent 
approaches of blockchain-based WSNs. 
 
2.6 Conclusion 
 

Because of its wide applications and the 
combination of multiple technologies of sensing, 
computing, and wireless communication. Wireless 
sensor network has become a very hot research topic 
in the field of communication, microelectronics, 
network, database, etc. They are part of the 
perspective directions of development of the 
Internet of Things. However, the limitations of the 
security, energy and storage capabilities of sensors 
affect the whole performance of the network. 
Blockchain as a robust distributed peer-to peer 
technology can be employed to enhance the WSNs’ 
performance. This paper presents recent proposed 
blockchain-based WSNs approaches which aim to 
improve security, reliability, and lifetime of the 
network. The proposed approaches showed that they 
can achieve better performance when employing 
blockchain.  

Nevertheless, these approaches need more 
work to be implemented in real world, as handling 
the security issues and protection against hacking. 
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(a) Traditional Process of WSN                             (b) Blockchain-based WSN 

Figure 1: Comparison between traditional and blockchain-based WSN [9] 

 
Table 1: Recent Blockchain–based WSNs Approaches 

 
Author Approach                      Objectives 

Moinet et al. 
(2017) 

Proposed blockchain based multi-sensors monitoring 
technique to verify the quality of shellfish storage 
system. 

Enhance data security and reliability of a 
WSN 

Feng et al. 
(2018) 

Proposed a blockchain-based collocation storage 
architecture for secured data process platform. 

Achieved high security and high output 
performance for WSNs. 

Buldin et al. 
(2018) 

Proposed a next generation industrial blockchain-
based WSNs.  

Enhance data security and reliability of a 
WSN 

Casado-Vara 
(2018) 

Proposed a stochastic model based on blockchain for 
early prediction of the sensor accuracy degradation. 

Enhance data security and reliability of a 
WSN 

Ren et al. (2018) Built the first incentive mechanisms of nodes for data 
storage in WSN based on the blockchain technology. 

Enhance the Storage space of the nodes 

Youssef et al. 
(2019) 

Proposed a system architecture designed for the dam 
site surveillance based on Blockchain technology. 

Enhance the data security and reliability of 
a WSN, by reducing the delay of delivery  

Islam (2018) Proposed a Blockchain based protocol appropriate, by 
using a cooperative multiple BS network. 

Reduce the probability of network failure 
and reduce energy consumption 

Mateen et al. 
(2019) 

Proposed a blockchain-based underwater WSN and 
proposed two routing protocols. 

To evade extra energy consumption 
problems, and increase network lifetime. 

Casado-Vara 
(2019) 

Proposed a nonlinear cooperative control algorithm 
using blockchain and game theory. 

Achieve automatic management and 
processing of heterogeneous distributed 
WSNs. 

Noshad et al. 
(2019) 

Proposed a Blockchain-based Node Recovery (BNR) 
scheme for WSNs, based on node degree. 

Recover the failed cluster heads. 

Cui et al. (2020) Proposed a blockchain based multi-WSN security 
system for IoT. 

Enhance the data security and reliability of 
a WSN 

 


