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ABSTRACT

Substitution boxes (S-Boxes) are critical components of numerous block ciphers deployed for nonlinear
transformation in the cipher process where the nonlinearity provides important protection against linear and
differential cryptanalysis. Classical S-Boxes are represented by predefine fixed table structures which are
either use for Data Encryption Standard (DES) or Advanced Encryption Standard (AES). Based on
cryptanalysis, it does not offer sufficient cipher protections. The S-boxes used in encryption process could
be chosen to be key-dependent. For secure communication, we need a better design of S-boxes to be used
for encryption and decryption. In this paper we proposed key dependent dynamic 3D cellular automata
(CA) S-Boxes for block ciphers. Our work is based on the design of AES S-Boxes which are originally in
2D presentation. The conceptual framework of the 3D CA S-Boxes is to convert and apply the 3D CA rule
to static AES S-Boxes. The methodology is to do conversion from the AES S-Boxes into 3D array of
(8x8x4) S-boxes, and then applies the 3D CA Von Neumann rules to them. After a 3D array is obtained
from the AES S-Box, the 3D CA is applied based on the round key. The 3D array S-Box are then converted
back to the 2D array S-Box and finally it is improved to meet the requirements of good S-Boxes. The
obtained S-Boxes is called key dependent dynamic 3D CA S-Boxes having interesting features with
dynamic stretchy arrangement, which is functionally understood by CA. Our proposed 3D CA S-boxes are
better in comparison with the AES S-Boxes with predefined fixed table structures. Experimental results
shown that the proposed 3D CA S-Boxes have secure characteristics like nonlinearity, SAC, BIC and
algebraic degree. The proposed S-Boxes can be implemented in any block cipher for secure
communication.

Keywords: Secure Communication, Block Cipher, Cellular Automata, Dynamic S-Boxes, Key Dependent

1. INTRODUCTION correspondents. Today modern communication
requires cryptography to be deployed for privacy

In the recent years, there has been a lot of effort  and security. It is a fundamental aspect of a secure
to improve cryptographic techniques for securing communication transform readable information into
communication and storing information.  unreadable form and vice versa using encryption
Cryptography in the past was used by military for —and  decryption  techniques.  Cryptographic
protecting national security and diplomatic techniques are widely used in  secure
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communication as it ensures and provides
authentication, confidentiality, integrity and non-
repudiation.

Advanced Encryption Standard (AES) is a
block cipher which is an encryption system and is
widely used for secure communication. AES uses
fixed input block size of 128 bits, and a key size of
128 bits. The strength of block ciphers, like AES
heavily depends on the construction of S-Boxes
which must satisfy some essential properties to
develop a secure cryptosystem which could resist
algebraic attacks.

In this paper, we propose a key dependent
(KD) dynamic 3D cellular automata (CA) S-Boxes
based on Von Neumann rules for a block cipher.
The essential nonlinear element of block ciphers
(DES, Serpent, GOST, Blowfish, 4E§ etc.) are the
S-Boxes. S-Boxes are essentially lookup tables that
substitute input bits with output bits [36]. Various
studies have attempted to modify the AES S-Boxes
to make it dynamic instead of static, in order to
increase the security of the block cipher.

The outline of this paper as follows:
Section II presents related works, and then followed
by the methodology employed in Section III. The
original S-Boxes, the functionalities of the S-boxes,
and together with the properties of good S-Boxes is
discussed in Section IV. In section V, the proposed
design of new 3D CA S-Boxes are described.
Section VI presents the illustration of the dynamic
3D CA S-Boxes and finally the last section
concludes this paper.

2. RELATED WORK

Advanced Encryption Standards (AES) is
a cryptographic technique being used to secure
data. One of its components is the Substitution box
(S-box) which is the only nonlinear part of AES
and thus it is prone to attacks. An n x m S-box
maps n input bits into m output bits, where n is not
necessarily equal to m, nevertheless many ciphers
deploys m = n where the number of input and
output sizes are the same. When n = m, the S-Box
is bijective, that is, each value in the output appears
exactly once. However, a large dimension of n
leads to larger lookup table which incurs cost in
terms of time. Additionally, the design of block
ciphers must adhere to Shannon’s confusion and
diffusion principles. Usually, S-boxes are the only
nonlinear part of the cipher and they are used to
provide confusion.
2.1 Substitution Boxes (S-Boxes)

In lightweight block ciphers such as
PRESENT, smaller S-boxes with size 4x4 are

mostly employed, and 8x8 S-boxes are found in the
AES cipher [42]. The design of S-Boxes with good
cryptographic properties is necessary for ciphers
that utilize S-Boxes. There exists a clear trade-off
between the choices of S-box sizes and properties.
The larger S-box can be troublesome to implement
in constrained environments. Consequently, a
smaller and optimal S-boxes has low
implementation costs and preferable.

Based on the NIST standard, good S-boxes
should have criteria like bit independence criterion
(BIC), nonlinearity (NL), strict avalanche criterion
(SAC), linear probability (LP), and differential
probability (DP). Generally, S-box with low DP
value and high non-linearity is desirable in which
the non-linearity of an S-box causes uncertainty in
the output, which offers resistance against linear
and differential cryptanalysis attacks [21]. An S-
box satisfies the strict avalanche Criterion (SAC), if
and only if for any single input bit of the S-boxes
produces output bit with probability of one half.

Static S-Boxes in AES is the main attraction for
the cryptanalyst to analyse. A weak S-box allows

certain attacks onto the block cipher. The
nonlinearity of the AES S-Boxes provides
confusion properties for the AES algorithm.

Currently, many algorithms have been proposed to
modify the static nature of the AES S-Boxes. In the
literature, it was found that arbitrary unknown, key-
dependent substitution and permutation
transformations is a good factor in enhancing the
resistance of a block cipher against linear and
differential cryptanalysis. Traditionally, static S-
Boxes will be utilized in every individual round.
Numerous analysts have experimented and have
revealed that there is some shortcoming or weak
points in the configuration and construction of the
current static S-Box since it is static and known to
all. Dynamic S-boxes have features where their
values are not fixed and they give better result
compare to a static nature.

Mariot [32] described cryptographic properties of
S-boxes based on cryptanalytic  attacks:
Balancedness, Algebraic degree, Nonlinearity,
Differential uniformity, and Resiliency. The linear
cryptanalysis is a known plaintext attack invented
by Matsui [34] which exploits the linear
relationship between input and output of a cipher to
discover cipher key bits. Differential cryptanalysis
is a chosen plaintext attack invented by Biham and
Shamir [9] in which an attacker analyse the
plaintext and ciphertext pairs in order to discover
the key bits.

The design of S-Boxes can roughly follow three
directions, namely, algebraic constructions, random
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search, and heuristics [40], and it is also possible to
employ design strategies that represent various
combinations of the aforementioned techniques. In
[41], an S-Boxes of size 8x8 is generated with
better resistance against side-channel attacks (SCA)
as measured with the transparency order property.
In [15], GA is used to generate S-Boxes with better
SCA resilience for hardware and software
implementation.

In [19], affine transformation is necessary in AES
S-Boxes design to increase the complexity of the
encryption process. AES S-box has cryptographic
properties of 8x8 size with high algebraic degree of
7, high nonlinearity of 112, low autocorrelation of
32 and low differential uniformity of 4.

In [51] proposed the construction of dynamic S-
Boxes by using chaotic maps, which enhances the
security of the block ciphers based on the
combination of two chaotic maps: one and three
dimensional piecewise linear maps. The NIST test
package is used to verify the randomness of those
maps. The results from the security analysis
displays that the dynamic S-Boxes based on two
chaotic maps has resistance against linear and
differential cryptanalysis. In [18] proposed dynamic
S-Boxes based on 1D chaotic maps and can used in
the AES algorithm.

In [23] proposed an algorithm which generates S-
Boxes based on one-dimensional chaotic map
(logistic and PWLCM). The generated S-Boxes are
as good as AES S-Boxes with good nonlinearity
and SAC properties. In [6] proposed a modified S-
box which has gone through series of performance
tests and passed the bijectivity, balance test,
nonlinearity test, BIC and SAC.

The evaluation criteria on the security of an S-box
design follows [28][46][6]: balance, bijective,
nonlinearity, bit independence criterion (BIC) and
strict avalanche criterion (SAC).

In [39] proposed an evolution of algebraic
constructions that can be used to generate Boolean
functions. It is proven that the approach is highly
successful and is independent of the Boolean
function size one needs to find. S-box Evaluation
Tool namely SET can be used to evaluate the
Boolean functions. A strong S-box is a critical part
for a secured cryptosystem [49].

2.2 Key Dependent (KD) Dynamic S-Boxes

In the design of key dependent (KD)
dynamic S-Boxes, the key is used in the creation of
S-Boxes to provide dynamic nature. In [52]
proposed KD S-Boxes and eight KD P-Boxes with
efficient byte wise operation for fast speed
implementation the internal structure of this

algorithm resistant against linear and differential
cryptanalysis. In [24] modified the KD S-Boxes
generation algorithm and proposed a fast algorithm
that generate KD S-Boxes. The NIST statistical test
was applied to check the randomness of the
generated S-Boxes. Results show that the KD S-
Boxes provide algorithms that is resistant against
algebraic attacks and the algebraic properties of the
S-Boxes are as good as that of the AES S-Boxes.

In [16] used the RC4 algorithm with KD
dynamic S-Boxes in which all the values of S-Box
are dependent on input key and if any byte of input
key is changed then different 256 values were
generated and 256! S-Boxes can be generated using
this method. In [25] proposed KD dynamic S-boxes
that changes for every change of the secret key. The
S-Boxes are resistant from both linear and
differential cryptanalysis. They propose an
approach of generating the random S-boxes by
ensuring a dynamic change of the secret key. They
have proven that the KD S-boxes are robust and
unknown, therefore they are resistant from linear
and differential cryptanalysis. In [13] used Chaotic
Logistic Map to generate key dependent dynamic
S-boxes for block ciphers.

In [27] proposed 128-bit AES-KDS block cipher
with KD dynamic S-boxes which have 5 stages
instead of 4 stages in a round of AES. On the
encryption side the extra stage that is rotate S-Box
added on the top of existing stages which rotates
the elements of S-Box on the basis of round key.
The algorithm used four cases to provide different
level of security as shown in Table 1.

In [22] proposed a KD dynamic S-Boxes based
on determinant matrix in which the dynamic S-Box
changing in every round with reference to the
expanded round key and the number of working
rounds. The S-boxes provide better and robust
security features for a block cipher. Their results
shown that the proposed scheme consume less time
and they are against linear and differential attacks.

In [29] proposed using LFSR (Linear Feedback
Shift Register) to generate KD dynamic S-Boxes.
This proposed algorithm leads to increase
complexity and makes linear and differential
cryptanalysis more difficult. They simulated the
proposed scheme and the original AES with a fixed
key using MATLAB and made comparison
analysis. Their results show that the proposed
scheme has better security than AES. In [12]
proposed the use of a Chaotic Logistic Map to
generate KD S-boxes for AES. The proposed S-
boxes were analysed and tested for the avalanche
effect, strict avalanche effect, bit independency
criterion,  nonlinearity,  input/output ~ XOR
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distribution and key sensitivity. The S-boxes
successfully passed all the criteria.

Table 1: Design Of Key Dependent Dynamic S-Boxes
[27]

Case Security Method
Level

1 moderate

S-Box rotation is based on only one
byte of the round key

S-Box values are rotated on the
bases of the whole round key
creating two subset of the round
keys from key expansion algorithm
in which one set of keys generated
are used to find the value on which
the values of the S-Box are rotated
and the other set of keys are used to
find the key for add round key
operation

S-Box values are dependent on the
whole key of the key generated from
the set of keys of the set one.

2 High

3 High

4 High

In [1] proposed a KD dynamic S-Boxes by
adding a secret value to the static index in order to
shift the substitution to a secret location. They
tested the proposed algorithm based on correlation
coefficient (BIC) and strict avalanche criteria
(SAC). The algorithm is against linear and
differential attacks and it passes SAC and BIC. In
[13] proposed a KD dynamic S-Box using RC4
algorithm. If any byte of the input key is changed,
then 256 distinct values were generated. The 256 S-
Boxes could be generated instantly.

The dynamic properties of the S-Boxes have
advantages such as being unknown to the
cryptanalyst. The properties support the block
cipher to be resistance against attacks [2][3][4].

In [31] proposed an algorithm that generates S-
Boxes using a pseudorandom number generator.
The generated S-Boxes possess good linear and
differential properties, better hamming weights
with better avalanche effect and balanced output. In
[7] proposed an algorithm that generates KD S-
Boxes. The proposed S-Boxes are tested for
nonlinearity, an XOR profile. The result shows that
the S-Boxes are as good as the AES S-Box.

In [30] proposed KD dynamic S-Boxes using
Chaos-based Rotational Matrices with strong
cryptographic properties. They used different S-
boxes in every round of AES, and therefore, it will
be more difficult for an attacker to investigate each
S-box, thus the cipher is resistant from linear and
differential attacks. Table 2 shows the related
review of KD dynamic S-Boxes.

Table 2: Review on Key Dependent (KD) Dynamic S-

Boxes
Reference Proposed Method Remarks
1. [52] -KD S-Boxes and eight | resistance
key-dependent P-Boxes | against linear
and differential
cryptanalysis
2 [16] -Use RC4 algorithm to resistance
generate KD dynamic S- | against linear
Boxes and differential
cryptanalysis
3 [22] - KD dynamic S-boxes | resistance
based on determinant | against linear
matrix and differential
cryptanalysis
4 [24] -Modified KD S-Boxes | resistance
generation algorithm against  linear
-generate key dependant | and differential
S-Boxes. cryptanalysis
5 [29] -Use LFSR (Linear | resistance
Feedback Shift Register) | against linear
to generate KD dynamic | and differential
S-Boxes. cryptanalysis
6 [12] -Use Chaotic Logistic | Passed all
Map to generate KD S- | criteria of a
boxes for AES. good S-Boxes
7 [1] -KD dynamic S-Boxes | resistance
by adding a secret value | against linear
to the static index in | and differential
order to shift the | cryptanalysis
substitution to a secret
location
8 [13] -KD dynamic S-Box
with RC4 algorithm.
9 [31] -Generates S-Boxes | S-Boxes
using the  Pseudo- | possess  good
Random generator linear and
differential
properties.
10. [7] -KD S-Boxes The  S-Boxes
are as good as
the AES S-
Boxes.
11 [30] -KD dynamic S-Boxes | resistance
using Chaos-based | against linear
Rotational Matrices and differential
cryptanalysis

From Table 2, we have analyzed thirteen papers

based on key dependent S-Boxes. From the table,
we can see that most researchers proposed key
dependent S-boxes and their block ciphers are
resistant from linear and differential cryptanalysis.

2.3 Cellular Automata (CA)

Cellular automata (CA) was introduced by
Ulam [47] and Von Neumann [48]. Cellular
Automata is a grid of cells that changes their state
synchronously, according to a local update rule that
specifies the new state of each cell based on the old
states and its neighbors gives the global change of
CA as shown in Figure 1.
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Figure 1: Current State, Transition Function, Next State
and Neighbourhood States in CA (Kishore et al, 2011)

Figure 2 shows the grid cells for 1D CA, 2D CA
and 3D CA. Cellular automata (CA) is a discrete
model, which either arranged on a line or a grid of
cells in which each cell exists in finite state i.e.
either 0 or 1. Additionally, each cell in the CA
applies a local rule over its neighbours in order to
update its state and ensure the CA can exhibit very
complex dynamical behaviours.

X S

ard beyond

Figure 2: 1D CA, 2D CA and 3D CA (Kishore et al,

2011)

CA can be model as a quadruple set of {D, K, N.
f} where D is the dimension of CA which can be
1D, 2D, 3D, etc; K is the set of all possible states of
all cells in a CA; N is the neighbourhood states
such as Von Neumann or Moore neighbourhoods; F
is the transition function.

| fa | |

- .

L8] (€]

Figure 3: Neighbourhood in CA: (a) 3neighborhood, (b)
Von Neumann Neighbourhood, and (c) Moore
Neighbourhood (Kishore et al, 2011)

Figure 3 shows the type of neighbourhood in CA.
In Figure 3(a), the 1D CA has two neighbours and
then there is 2"¥= 28 = 256 rules can be generated.

Wolfram [50] firstly introduced 1D CA with Rule
30 for a pseudorandom number generator.
Chowdhury and Subbaro [10] improved the 1D CA
into an m x n 2D CA with restricted vertical
neighbourhood. In [20] proposed the first block
cipher based on CA which focused on the iterated
behaviour of the CA. In [11] proposed CA with rule
¥ which is featured in a real-world cipher namely
Keccak, which is also a part of NIST SHA-3
standard [8].

The 2D CA consists of 2D lattice of finite CA in
which the global state of the CA evolves through
local transitions. In [35] proposed a reconfigurable
cryptosystem based on 2D CA with Von Neumann
rule for image encryption using method of
replacing the image pixel values by XORing them
with a 2D CA key. They highlighted two good
reasons for using the CA rule: Firstly, the number
of CA evolution rules is very large and complex;
Secondly, the recursive CA substitution requires
integer arithmetic and/or logic operations which is
easier to implement in hardware. Therefore, they
used 2D CA to generate a good quality random
number as key stream. Based on security analysis
using statistical approach, the proposed scheme
shows high quality encrypted images than the one
produced from AES, which is due to the high
quality of the key stream generated by the CA
generator.

In [14] proposed a Programmable Cellular
Automata (PCA) based on the elementary CA, and
it is used to provide real time keys for a block
cipher. Comparative analysis of the proposed
scheme and AES are carried out for different key
sizes ranging from 128, 192, and 256 bits. The
results have shown that the proposed scheme has
better execution time by 21%, 21%, and 19.6%
respectively according to the key sizes.

In [45] proposed a combination of steganography
and encryption scheme using 2D CA to secure
message transmission through a network. Firstly,
steganography is used for hiding the message to be
sent behind an image. Secondly, the image obtained
from previous step is encrypted with 2D CA using
Moore neighbourhood model. Moore
neighbourhood model has 9 cells at a time
including the cell itself. The value of current cell
(i.e. central cell) depends on its 8 neighbours. Table
3 shows the 2D CA with 9 cells. The rules used in
the proposed method are Rule 2, Rule 8, Rule 32
and Rule 128. Their findings show that the
transmitted message is much more secure when

3812



Journal of Theoretical and Applied Information Technology -
15" December 2020. Vol.98. No 23 N

© 2005 — ongoing JATIT & LLS

Cialill

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

compared to a simple encryption method. The
proposed algorithm can be used for parallel
processing of texts.

Table 3: 8 Neighbourhood CA rules

64 | 128 | 256
32 1 2
16 8 4

In [26] the PRNG based on CA produces high-
rate random numbers and it shows better
performance over the LFSR and other PRNGs.

In [44] proposed a CA based cryptosystem with
high quality of randomness pattern for sensory data
in wireless sensor network. The proposed scheme is
resistant to brute force attacks and linear
cryptanalysis attacks. It also uses less memory
space in wireless sensor network.

In [38][40][41] used Genetic Programming to
evolve CA rules that define S-boxes and their
approach is able to generate large number of rules
to produce S-boxes having optimal cryptographic
properties, and with low implementation cost. Their
technique can also be applied for larger S-boxes
sizes. They highlighted that S-boxes with the
largest possible nonlinearity are preferable for
block ciphers in order to avoid linear attack. Also,
the differential uniformity of an S-box needs to be
as low as possible to avoid differential attacks.
Another cryptographic criterion, the algebraic
degree of an S-box should be as high as possible in
order to thwart higher-order differential attacks.

In [33] proposed a 1D CA based S-Boxes which
results in an extremely lightweight definition of the
S-box with small implementation cost, and yields
suboptimal cryptographic properties. Their design
is an extension of [42] and satisfies the minimum
set of criteria that includes bijectivity, high
nonlinearity, and low differential uniformity. In
[32] stated that CA based cryptosystem satisfies the
principles of confusion and diffusion and it can be
efficiently implemented in hardware with
constrained computational resources. However, a
general cryptographic analysis of CA is still
missing in the literature.

In [5] proposed a 3D CA block cipher algorithms
and they highlighted that the 3D CA rules offer
better encryption technique than the 2D CA one,
and the security of transmitted data is improved.
The scheme has better confusion properties, the
relation between key and cipher text is maximally
complicated. In [43] proposed a secure 3D CA
cryptosystem that has immunity to a brute-force
attack. The cryptanalyst needs to search a huge

search space to discover a possible set of rules,
initial key, a discrete time-step, initial
configuration, and boundary conditions. Thus, the
3D CA rules have a very useful feature due to their
inherent computational complexity. The proposed
scheme is also resistant from differential
cryptanalysis.

The 3D CA are extensions of the 2D CA, and it
requires checking neighbour cells in the X, Y, and
Z directions. Neighbourhoods in CA refers to
which cells around each cell influences its birth,
survival and death. There are two type of
neighbourhoods: 3D Moore and 3D Von Neumann.
The first one extends to 26 possible neighbours
(think of a Rubik’s cube with the middle of the
cube as the current cell), or consider a 3x3x3 3D
grid of little cubes, in which the interior cube is the
current cell, so the remaining 26 cubes around it are
the neighbours of the centre cube. The latter one
uses only neighbour cells sharing a face with
current cell which gives the 6 cells in the +/- X, Y
and Z axis direction from each cell, that is thinking
of a 3D “plus sign” or cross shape.

In [26] proposed a PRNG based on 3D CA which
is based on rule 43, 85, 170, and 201, with
incremental boundary conditions. The 3D cell has
three different dimensions with each dimension
consists of eight bits. If all the neighbouring cells
participate in the updating process then the
complexity of the system exponentially increases.
Koikara proposed the following three different
updating mechanisms (X) which are chosen
randomly whenever a cell needs to be updated:

X y(t) = CyBC,B Ly y@Ry yOU, y @Dy

Xy2(t) = C/@C,BLy ;BR, By ;80 5

Xy x(-::' =00C,0L; OR; Bl D0, »
where, C; and C; are the clock bits, and L, R, U, D,
I, and O, represent the neighbouring cells in the
left, right, up, down, in-page and out-page
directions. In one cycle, each cell in the 3D

structure passes through rule number 43, 85, 170,
and 201 as shown in Table 4.

Table 4: 3D CA Rules for PRNG [26]

Rule# | C; | C; | L R U D 1 [0)
43 0 0 1 0 1 0 1 1
85 0 1 0 1 0 1 0 1
170 1 0 1 0 1 0 1 0
201 L1 ]o0 0 1 0 0 1

In [26] proposed PRNG based on 3D CA using
C++ language and compared with the PRNG based
on 2D CA. She experimented the rule from Table 3
for 200 times and take the average results. The
proposed 3D CA scheme is more secure and
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random than the 2D CA, also, its complexity is
almost analogous to the PRNG based on 2D CA,
and suitable for real time applications.

In [24] proposed four algorithms for the
generation of key-dependent S-boxes. They
claimed the S-boxes are preferable for AES because
they are more secure. In [17] proposed key-
dependent S-boxes for AES.

3. METHODOLOGY

In this research, we propose a key dependent
dynamic S-Box design and algorithms which have
important features of 3D CA with Von Neumann
rules. Our work is based on the AES S-Boxes. We
convert the S-Boxes into a 3D design using 3D CA
rules.

Figure 5 shows the methodology of our research
which consists of four phases: Requirement
analysis, Design of dynamic S-Boxes, Conversion
of S-Box to 3D S-Box, and Testing of proposed S-
Boxes. In Phase 1, the requirements of a secure S-
Boxes are analysed, then in Phase 2, we design
dynamic S-Boxes, in Phase 3, the S-boxes are
converted into 3D CA dynamic S-Boxes and
finally, in Phase 4 we test the proposed S-Boxes.

Phase 1: Requirements Analysis

This phase consists of analysis of the static AES
S-Box. We study the properties of a good
cryptographic ~ S-Boxes and  identify  the
requirements to ensure good S-Boxes are designed.

Phase 1

Requirements analysis

Phase 2
Cesign of dynamic S80XES
Phase 3
Conversion 5-Boxto 3D-S80X

Phase 4

Testing of proposed S-Boxes

Figure 4 Methodology of 3D CA Key Dependent
Dynamic S-Boxes

A. Design of S-Boxes

S-Boxes provides nonlinear transformation which
supports the transformation of bits. It is essential
for any encryption algorithm, to ensure that the S-
Boxes are resistant against cryptanalytic attacks.
The S-Boxes are invertible and implemented as
lookup tables. The AES S-Boxes are presented as a
16x16 table of values as specified in Figure 5. It
comprises of an arrangement of all possible 256 8-
bit values. Each distinct byte of state array is
mapped to a new byte value. For example, the
hexadecimal value {95} in Figure 5 refers to the
horizontal line number 6 and vertical column F of
the S-Box, which holds the value {2A}, {72} to
{40}.

D[l |2 (3 |4 |5 |6 8 |9 |[A|B|C |DIE |F
0 |6 |7C |7 | |F |6 |6F |C5 (30 [0 |67 |2 |FE D7 4B |76
| |CA|R |C9 | [FA |8 [47 |F0 |AD[D4 A2 |AF [9C |A|T2 [0
1 |BTIFD |9 [3 [36 |3F |F7 |CC |34 [AS |ES |FL |70 |D |31 |18
3[04 )CT |25 [C3 |18 |5 05 9A |07 12 |80 |E2 |EB 27 |B2|TS
4 |09 |8 [2C 1A |IB |GE |5A [AO 3B |52 |D6 |B3 |29 |E3 |F | M
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Figure 5: Static AES S-Box

Figure 6 shows the static AES inverse S-Box
presented as a 16x16 lookup table. The properties
of good S-Boxes have been widely used as a base
for establishing new encryption strategies. These
include nonlinearity, differential uniformity, and
strict avalanche criterion.
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Figure 6: Inverse of Static AES S-Box

1- Properties of good S-Boxes
The properties of good S-Boxes have been widely
used as a base for establishing of new encryption
strategies. These include nonlinearity, differential
uniformity, and strict avalanche criterion [53].
Given (X, Y)-S-box is a map, and
S1{01} = {01}
It comprises of n-variable component of Boolean
functions:

(X1, «oey Xn), To(X1 4 ooy Xn), oo, Ta(Xe s oony Xn))
each of which need to satisfy the S-Box properties.

The following are the list of several properties in S-
box:
i)  Robustness
Let F=(f;,f3.,..., f,} be an nxn S-box,
where fi is a component function of S-Box
mapping § + {0, 1}n - {Q, 1}
r=(l- g—n}(l - zb_n
F must be Robust to against differential
cryptanalysis [37].
ii) Balancing
8:{0,1}" — {0,17" is balanced,
if HW(f) = 21-L.
The significance of the balance property is
evaluated based on the higher the magnitude
of function imbalance where a high
probability linear approximation is obtained.
iii)  Strict Avalanche Criterion (SAC)
SAC is defined as a change in one bit of input
bits of S-Box should produce a change in half
of the output bits of S-Box. It is difficult for
the attacker to perform an analysis of cipher
text [53].
iv)  Nonlinearity
§1{0,1}* = {01} is defined as the least
value of nonlinearity of all nonzero linear

combinations of x boolean functions.

fiv 0,1} = {01}1= x—1,..,1,0.
The nonlinearity of an S-Box must be high to
resist any linear cryptanalysis.

v) Differential Uniformity

The smaller the value of Differential
Uniformity, the S-Box’s resistant against
differential cryptanalysis is much better.

vi) Linear Approximation
The lower the Linear Approximation value,
the better is the S-Box's resistance against any
linear cryptanalysis.

vii) Algebraic Complexity

The Algebraic Complexity is important to

resist any interpolation attack and other

attacks that are algebraic in nature.

viii) Fixed (Fp) and Opposite Fixed Points (OFp)
The number of Fp and OFp should be kept as
low as possible to avoid any leakages in
statistic cryptanalysis.

ix) Bit Independence Criterion
The bit independence is as highly desirable
property. With increasing independence
between bits, it becomes more difficult to
understand and predict the design of the
system.

Phase 2: Design of Dynamic S-Boxes

The proposed S-Boxes are designed using 3D CA
Von Neumann rules. The rules are applied into the
static AES S-Box. In this research, we proposed
eight S-Boxes and the look-up table to construct
eight different S-Boxes are based on 3 bits (i.e.
bsbsb7) which are selected from the round key of
each round key.

Table 5 depicts that the names of rules in 3D CA
Von Neumann (Left, Right, Up, Down, Back and
Infrontof rules).

Table 5: Select the 3D S-Boxes Rules

Name of 3D rules
3D-Left-Up-Infrontof
3D-Left-Up-Back

o
-3
=
o«
g
LY ]

3D-Left-Down-Infrontof

3D-Left-Down-Back
3D-Right-Up-Infrontof
3D-Right-Up-Back
3D-Right-Down-Infrontof
3D-Right-Down-Back

el B N = O e T T ]
el =R =N B e T ]
el =R R = o e T i ]
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Figure 7 shows the available 3D CA Von
Neumann rules applied to 3D S-Box.

" Oleftrule

| | | 1Right rule —l_*

— Aﬁ OUprule  fr——tp
. 3D SBox before rule |

applied

¥ 3DS-Box after ule
applied

1Down ruke  je———i

Oiinfront of rule —r

1 Behind rule

Add round key after xor of all bytes

[Oori [ 0or1 [oora |

Figure 7 Selection 3D CA of One Round

The design of the proposed S-Boxes starts with
conversion of the static AES S-Boxes into 3D array
S-Boxes. Then, the 3D CA rules are applied onto
the 3D array to construct new S-Boxes. The essence
of applying Von Neumann rules is because it is
easy to implement and it is reversible. Figure 8
illustrates the Von Neumann rules apply to 3D S-
Box.

Table 5 shows the rules applicable to the 3D array
S-Box based on the round key. The rules in Table 5
are applied to the 3D S-Boxes based on the 3-bit
values obtained from the round key. If the value of
by is 0 then 3D-Left rule is applied and if its value
is 1 then 3D-Right rule is applied. Simultaneously,
for the value of bs is 0 then the 3D-UP rule is
applied, if its value is 1 then the rule 3D-Down
applied with the result stored as 3D array S-Boxes.
With the value of bs is 0 then the 3D Infrontof rules
is applied and the 3D-Back rule is applied when
this bit value is 1.

Up rule

Back rule

Left rule Right rule

Infrantof rule

Center cell

Down rul

Figure 8: Von Neumann 3D Neighbourhoods

Figure 7 shows selection of the rules. We
can see that we can construct different eight
3D S-Boxes depending on the values of 3 bits
taken from the round key for each round.
Based on Figure 8, the 3D Von Neumann
rules are as follows:

1- 3D-Left rule: All the cells in the 3D S-
Box shifts one cell to the left, while the
last cell shift to the first cell.

2- 3D-Right rule: The reversal of the 3D-
Left rule. In this rule all bytes in the 3D
S-Box array shifts one cell to the right
and the first cell shift circularly to the
end of the row.

3- 3D-Up rule: All the bytes in the 3D S-
Box shift one cell up and the cells on
top shifts to the last cell on that column.

4- 3D-Down rule: this rule is the reversal
of the 3D-Up rule and it works by
shifting all the bytes of the 3D S-Box
one cell down, and the cell down shifts
to the top of the column.

5- 3D-Infrontof rule: All the cells in the
3D S-Box shifts one cell to the infront
of layer-1 and the cells in the first layer
shifts to the last layer.

6- 3D-Back rule: The reversal of the 3D-
Infrontof rule and it is applied to all the
cells in the 3D S-Box and shifts one cell
to the back and the cells on the last layer
(k=3) shifts to the beginning level
where (k=0).

Phase 3: Conversion S-box to 3D S-Boxes
Construction of the 3D CA S-Boxes follow the
steps below:

1) Take the original Rijndeal 2D S-Box and
convert this array of bytes into 3D array of
S-Boxes.

2) Apply 3D Von Neumann rules obtained from
the round key bytes to the 3D array.

3) Convert the result of 3D-CA S-Boxes after
applying the 3D rules into 2D-array of
dynamic S-Box.

4) Enhance the new dynamic array to satisfy
the properties of good S-Boxes.

5) Construct the inverse 3D-CA S-Box for each
of the newly created dynamic S-Boxes

6) Store the results of the dynamic 3D S-Box
into the arrays and these arrays will become
ready for use in place of the static S-Boxes.
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A.  Conversion from 2D AES S-Boxes into
3D- array S-Boxes

The 2D Rijndael S-Box contain array of
bytes with 16 columns and 16 rows each cell of
this array contains unique byte from 00 to FF in
hexadecimal format. To convert this array into
3D array, we declare a new array called 3D-
Array of 8 rows and 8 columns with 4 layers 3D-

Array [8,8,4]. This is as illustrated in Figure 9.

S-Box into 2D S-Box. The following steps were

taken:

1- For each dynamic 3D S-Box for instance 3D-
Left-Up-Infrontof rule for the value of b5-b6 is
000.

2- Let consider a dimension with 8 for rows, 8
columns and 4 depths.
3- We read every cell in the 3D S-Boxes and

identify the depth value.
a. Ifthe value is 0 then we have

P T LT T T P = S5\ 2DSBOXLUIL J] = 3DSBOXLUITL 1, 0]
E . = = EJE“ é :: ; s E - ég:lfthevalueislthenwehave
| l% IECET IR By L 2DSBOXLUI[L + 8,41 = 3DSBOXLVIL},1]
"5‘"5 PREFREEa f;%: T s flige)| If the value is 2 then we have
) bbb e Pl oo Prvdbid s=ll2DSBOXLUIL, | +8] = 3DSBOXLVIL,},2]
—a— s-'m'”/- = &If the value is 3 then we have
‘ 2DSBOXLUI -+ 8,/ += 8] m SDSBOXLUI, |, 8]
4- We repeat this process for all the other 8

[bEFEEEE:

Figure 9: Conversion from 2D to 3D Array

To achieve a 3D array, the standards S-Box is
divided into 4 equal parts. Each part contains 2D
array of 8 rows and 8 columns. Let the index of
2D array be denoted as i for x-axis and j for y-
axis.

1- If the value of i and j is less than 8 then we

put this value in the 3D array of index {, f, @.

3DSBOX[i,}, 0] = 2DSBOXTi, /] (1
Else if the value of i is greater than 8 and
value of j is less than 8 then we put this
value of S-Box in the 3D array of [i-8, j, 1].

3DSBOX[i -8} 1] = 2DSBOX[i,j1 (2)
Else if the value of i is less than 8 and value
of j is more than 8 then we put the value in
the third layer (k=2).
3DSBOX[I,} —8.2] = 2DSBOX[L,j]1 (3
Finally, if both of i and j are more than 8
then we put the value of S-Box value in the
last layer where (k=3).
3DSBOX[I—8,}—8 k] = 2DSBOX[L, /]
)

B. Conversion from 3D S-Boxes arrays into
dynamic 2D S-Boxes arrays.
After applying 3D-rules to the 3D S-Boxes, the
result obtained is stored and return back to 2D S-
Boxes to make it look like standard look-up-table.
Figure 10 illustrates the processes of convertor 3D

Dynamic S-boxes and store the result with the
name of the rule used.

I’
T I 9 S [

I v Se3)
WSco: [ S0} oozl Sunp [ Sear [ Sesa[ S0sz] Sazo :m
o o o O
| Saga | S Sosa \Sasn | Smea | Soen | Soza P2 5, 50
X Size Son | Soan | Soa 2 Seny
fece [ scgb sy [520n ] o A S P
sc0 | o | S320M5az0 | Nun | Sase | Sae0 | Ssze :'i!;!E
hpi»sts\:-asma»au,ffs,:
Size | 53y F T T s —
Soco J'Se1a [ ez | Sz Suzn | Seso | a0
b.n'lﬁ.us':uﬁjl Sozp | Sen | San
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CNENEAEEAET Sip | Sego | Sea | g | Sap | Suae | Se
s Ses | Ses | Ss0 | Ses | Sas | Sa Sap | Sess | Ses | Seps | Sers | Senn | Ser
BV B NN EN S W e e
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Figure 10: Conversion from 3D-Array to 2D Array of S-Box

C. Enhanced the dynamic 3D S-Boxes

To achieve good results for S-Boxes we try all
possible rules and we found that our good results
are similar to the standard S-Boxes provided if we
take double rules for top and bottom and double
rules for left and right. In this case, the values of i
and j will be multipled by 2 to get good result. In
this case, we can generate 63 new S-Boxes where
all of them have the same property and as the
standard AES S-Box and in our work, we choose
only 8 dynamic 3D-CA S-Boxes. Apply the same
steps of this dynamic 3D S-Box to all the eight S-
Boxes generated and store the result into arrays.
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D. Inverse operation of Dynamic S-boxes

The inverse operation for the dynamic 3D S-
Boxes is the same as the static S-Boxes. For all
generated dynamic 3D S-Boxes the inverse of the
Dynamic S-Boxes is calculated as follows:

1- First, take one value form dynamic 3D S-Box.

2- Second, convert this value into hexadecimal
format and convert the index value to
hexadecimal value by concatenating the index
of the row and the index of column.

3- From step 2 there is left hexadecimal value and
right hexadecimal value.

4- In the new array, Inv-3D S-Boxes go to the row
indexed of the left hexadecimal number while
for the column the right hexadecimal number
holds the value of the original index of the
dynamic 3D S-Box.

5- The operation is repeated to all the cells in the
dynamic 3D S-Box to construct the Inv-
dynamic 3D S-Box.

6- Step 1- through step 5 is repeated to the other 8
dynamic 3D S-Boxes and the results is stored in
a table of Inv-dynamic 3D S-Boxes with the
name of the rule used.

E. Use dynamic 3D S-Boxes instead of original S-
Box

After generating all the dynamic 3D S-Boxes
tables with their Inv- tables, the following operation
is performed:

4. RESULT AND ANALYSIS

The purpose of the S-Box is to map 8
input bits to 8 output bits using predefined table
known as Look up table LUT p : GF(Bn) —
GF(Bm) (Panda et. al., 2011). Mathematically, the
LUT based S-Box and 3D CA based S-Box are
derived using Boolean functions in order to study
the level of security using cryptographic properties.

In cryptography, the Boolean function used to
encrypt the plain data must be diverse and mapping
should be a one to one mapping from input to
output, so as to provide enough security and proper
decryption.

Finally, the 2% output bits are transformed into a
single output bit using Boolean function f; : B" —
B. In the S-Box, if p: B — B™ and hence there
exists m number of function p = {fi, £, ..., fu},
where i € [1, m]. The truth table in polarity form is
written as follows:

filx) = (=1)7%

folx) m (a3£2(x) @ az5(x) B agfo(a). @
gmfm (7‘;}) f;f’}

fp is a Boolean function of the linear combination
of m functions fi(x), i < m, where o; € B™ are
coefficient of the linear function.

Table 6: Analysis of 3D CA S-Boxes

e  For each round of the AES, the key o
128-bits (16 bytes) is XORed with all of each

byte to generate only one Byte.

e Then, the last 3 bits from the generated Bytc

is considered as the rules using for this round

For example, if the values of bsbsb; are 000 ther

the 3D S-Box LUI table is applied instead of thq

static S-Box.
e For the decryption of the same round bsbeb

is 000 the dynamic inv-3D S-Box LUI is used

Name of rule LUI LUB LDI LDB RUI RUB RDI RDB
Time
execution 2759 2762 2772 2765 2746 2760 2763 2755
(ms)
Nonlinearity 112 112 112 112 112 112 112 112
Corelation 0 0 0 0 0 0 0
immunity
Algebraic 7 7 7 7 7 7 7
degree
SAC N N N N N N N v
No. fixed 0 0 0 0 0 0 0
points
Composite 0 0 0 0 0 0 0
algebraic
immunity
Delta 4 4 4 4 4 4 4
uniformity

In appendix A there are eight different dynamic
3D S-Box named with their rules and tables for
their Inverse.

Phase 4: Testing of Proposed S-Boxes

The proposed S-Boxes are tested based on the
arguments stated in the requirements for good S-
Box. The dynamic S-Box is implemented using
SET tool with program in C with computer
Windows 7, Intel core i7, 8GB of the RAM and
2TB of the memory. After deploying this program,
the result obtained for the proposed 3D S-Boxes is
similar as the original AES S-Box.

Table 6 illustrates the results obtained for the
proposed 3D CA S-Boxes. The result shows eight
different dynamic 3D CA S-Boxes namely LUI,
LUB, LDI, LDB, RUI, RUB, RDI and RDB in
which each of them have meaning as Left-Up-
Infrontof, Left-Up-Back, Left down-Infrontof,
Left-Down-Back, Right-Up-Intfrontof, Right-Up-
Back, Right-Down-Infrontof and Right-Down-Back
rules respectively. From the result, we observed
that each dynamic 3D CA S-Boxes is the same but
with different execution times ranging from 2746
ms to 2772 ms. Also, we observed that the best
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recorded time used to generate an S-Box is for the
Right-Up-Infrontof and the time taken is 2746.00
ms. While the value to generate the 3D CA S-Box
via the 3D S-Box rule Left-Down-infrontof took
2772.00 ms. Whereas, the original S-Box took
about 2760.00. As such we conclude that the result
is almost the same. Additionally, the nonlinearity
value for standard S-Box is 112 similar as the new
dynamic 3D CA-S-Boxes.

The proposed dynamic 3D CA S-Boxes satisfies
the SAC property and it is near to 0.5 and is similar
with AES S-Box. We also found that correlation
immunity and non-fixed points and Composite
algebraic immunity are all zero and those are
similar as the standard S-Box where those values
are zero.

The last observation from our result is the Delta
uniformity and its value is 4 for all the proposed 3D
CA S-Boxes and which is similar to AES. Also, the
Algebraic degree and its value is 7 similar as the
standard AES S-Box.

that the result for dynamic 3D CA S-Boxes is better
than standard AES S-Box. We propose the use of
the dynamic 3D S-Box instead of the standard AES
S-Box in the future.

For cryptanalysis, the static AES S-Boxes is
strong against Linear and Differential attack. Since
our idea is based on the original S-Box and we used
different S-Boxes in different layers depending on
the value taken from the round key to make our
algorithm more complicated. Therefore, our
proposed 3DCA S-Boxes are stronger from attack
by the known linear and differential attack.

5. DISCUSSION

The results of the 3D CA S-Boxes tests are
good for balance criteria, sufficient differential
uniformity, excellent nonlinearity, adequate
algebraic degree, and SNR. Additionally, the results
are comparable with the S-Boxes of the AES block
cipher. From the results, it is proven that the 3D CA
S-Boxes are not susceptible to linear cryptanalysis

attack and also it is verified that all the 3D CA S-
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o5 Trr o Tos 15 Tas T3s T35 T35 Tor T a5 Toe Toa % Xe4 have nonlinearity properties. The results also
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Figure 12: New Inverse 3D CA S-Box for Left-Up-
Infrontof Rule

Figure 11 and Figure 12 depict Left-up-infrontof
S-Box and its inverse respectively. We concluded

Boxes used that made the whole key expansion
changed. When the proposed algorithms are used in
AES block cipher, it can be seen from the results of
the security analysis that apart from the non-linear
relationship provided by the key expansion
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functions between the plaintext and the ciphertext,
a good confusion and diffusion property is also
achieved by the block cipher algorithm.

6. CONCLUSION AND FUTUREWORK

This research proposed key dependent dynamic
S-Boxes based on 3D CA Von Neumann rules.
Classical S-Boxes based on static tables usually
have fixed design constructions. The new S-Boxes
are evaluated by the same criteria for evaluation of
the classical S-Boxes.

Our experimental results show that the proposed
S-boxes have characteristics of high non-linearity
and balanced as indicated by Hamming Weight
values. Our experiment also shows low
autocorrelation and distance which fulfil the Strict
Avalanche Criterion. The proposed KD dynamic
3D CA S-Boxes are proven to have good
cryptographic properties. They are more secure
than classical AES S-boxes, and resistant against
linear and differential cryptanalysis. The dynamic
version of 3D CA S-Boxes is easy to use for any
block cipher and supply high space of possible S-
boxes. Moreover, they support all cryptographic
properties, to provide ciphering which is more
secure. Additionally, the proposed S-Boxes can be
used in any block cipher and they are more compact
with unexpected behaviour and these leads to an
increase of security for the algorithm.

The proposed S-Boxes are wusing cellular
automata rules which is possible to be implemented
in hardware. For future research, the proposed S-
Boxes could be improved to be lightweight and
suitable for IoT implementation.
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