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ABSTRACT 
This paper establishes the analogy of displaying an information security management system (ISMS) for 
information systems (IS) as a queuing system (QS). It became possible through the identification of structural 
and functional analogies between ISMS and QS. As a result of such analogy, it became possible to model the 
ISMS as a QS, and subsequently formulate the initial requirements for the ISMS IS. It was defined that the 
ISMS can be interpreted as a single-phase QS with possible losses. Model for determination of the QS 
parameters was developed. Due to structural, substantive and functional analogies, newly created models 
allow one to form range of quantitative ISMS characteristics for IS. This allows one to ensure the 
effectiveness of the ISMS design process, taking into account the prospects of increasing complexity and the 
number of destructive effects on IP by attackers. Computational experiments, carried out using a specially 
designed software application, confirmed the reliability of the main theoretical provisions and practical 
developments. 
Key words: Information Security Management System, ISMS, Queuing System, QS, Information Protection, 

Information System, Design Characteristics 
 
1. INTRODUCTION 
 

Modern information systems (IS) as well as 
information security management systems (ISMS) 
for these systems can be characterized by the 
complex of technical characteristics and 
architectures as queuing system (QS) [1–3]. Among 
possible QS schemes in particular with losses, with 
pending time, with a drive of finite capacity, etc., IS 
essentially represents systems with mixed priorities 
and with an unlimited pending time for requests in 
the queue. In the actual IS operating practice, user 
requests queue is formed with a transaction 
mechanism specific for the client-server 
architectures, see fig. 1. 

IS includes following basic elements: 
server (s);  
Databases (DB);  
modules and subsystems:  
1) control;  

2) information delivery;  
3) test tasks generation;  
4) administration;  
5) information security tools (IST), etc. 
Crises in the queue can occur as a result of 

increase in number of subscribers (IS users) or 
increase in complexity of requests to the IS (which, 
in fact, can be result of a usual DoS / DDoS attack). 
It means that requests will accumulate faster than 
they can be served. Note that there are dedicated 
clients in the IS. The latter include, for example, IS 
administrators or company executives who are 
served by IS with the highest priority. Necessary to 
mention that the priority can be artificially modified, 
for example, as a result of R2L and U2R class 
attacks. The situations listed above can significantly 
complicate analyzation and evaluation of the 
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necessary mechanisms for IS protection from cyber 
attacks [4–6]. 

In practice, various options are used to solve the 
problems associated with cyber attacks on IS. The 
most common option is to use a more powerful 
server, switch to secure OSs, such as Linux, a 
qualitatively different organization of the company’s 
IS. It is necessary to simulate different situations in 
order to select the best option for building an IS 
protection system. Range of following processes: the 
appearance of new requests from subscribers; 
duration of transactions in IS; the intensity of IS 
vulnerabilities exposure; the intensity of IS 

vulnerabilities detection; the intensity of the 
identified IS vulnerabilities elimination by the IS 
staff or by the software developers, can be described 
by various distribution laws [1,2, 7]. 

Therefore, it is necessary to keep this fact in mind 
solving the optimization problem of IST choosing in 
conditions of the company’s or enterprise’s limited 
budget. Additionally, various variants of IS 
topologies are possible, and, consequently, various 
statements for the problem of choosing the optimal 
IST for IS. 
 

 

 

Figure 1 : IS structure with information protection elements 
 
 

2. THE AIM OF THE ARTICLE 
 
Further development of the model for 

determination of the information security 
management system (ISMS) parameters for 
information systems (IS) as an analogue of the 
queuing system, which will ensure the effectiveness 
of the ISMS design process, taking into account the 
trends of increasing complexity and the number of 
destructive influences on IS by computer attackers. 

 
 
 
 

3. LITERATURE REVIEW 
 
Analysis and synthesis of organizational and 

technical information security management systems 
(ISMS) by the method of functional modeling was 
considered in [8, 9]. The results obtained in the 
course of these studies were used as the basis for 
making decisions on the reconstruction, replacement 
or development of a new ISMS [8, 9]. 

In [8, 10], the ISMS is considered in the format of 
graphical notation IDEF0. The functioning process 
of such ISMS is being modeled on the example of an 
institution with the allocation of such functions as 
entry control, task execution control and monitoring 
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[11]. Functional modeling of the information 
technology security assessment process in 
accordance with the “General Criteria” [12, 13] and 
the main information security management 
processes of data flow diagrams (DFD) notation was 
considered in [11, 15, 14]. Their comparative 
analysis has been performed and the DFD notation 
was selected as a higher level technology. Such 
choice was made due to the study of data flows both 
in the security of information technology (IT) 
assessment, and in the context of building an 
information security management system as a whole 
[16]. However, authors do not address the issue of 
functions definition in the ISMS and the sequence of 
their implementation. In [17, 18], the problem of 
models, for analyzation of the functional component 
of an information security object, construction was 
solved. Moreover, the limits of its functioning were 
determined and, due to the decomposition of the 
functional model, its components were analyzed in 
details. Many of the analyzed works allow one to talk 
about satisfying the requirements for the process of 
security of informatization facilities assessment in 
accordance with the international standard ISO / IEC 
15408 provisions. 

Functional modeling of the decision support 
system (DSS) for ensuring the personal data security 
was performed in [19]. The authors constructed a 
functional model that allowed one to describe the 
subject area. As a result, with the help of DSS, an 
information space for representing knowledge about 
the protection of personal data was formed. In 
addition, a functional model of an automated 
information security management system based on a 
multi-agent approach has been built [20]. Thanks to 
this, the data flow in the information system and 
computer network of the information security object 
was functionally modeled and investigated. 

The study of data flows in IS using functional 
modeling was also performed in [21]. The model 
takes into account the functional structure and 
processes in the IS as well as the interaction between 
them. In [22], the results of constructing models of 
an e-commerce system were presented. The model 
takes into account external threats and allows one to 
assess risks, as well as obtain an assessment of the e-
commerce system security level. The authors do not 
give practical examples of the implementation of the 
model. 

Studies [1, 2, 5, 8] considered the main qualities 
of ISMS in order to identify the most common 

analogies between ISMS and well-known formal 
systems. The authors conclude that any ISMS can be 
considered as a class of systems designed for 
multiple solutions of the same type tasks. This 
interpretation suggests an analogy between the 
ISMS and the queuing system (QS), in which the 
requirements for the performed work are manifested 
in the form of information security events (ISE). 
Note that in the general case, the sequence of service 
requirements, have the form of IS events / risks, is 
random, both in the time of occurrence of events / 
risks and in the type of such events / risks. The 
randomness of the sequence of events / risks served 
by the ISMS is another aspect of the analogy 
between the ISMS and the QS. 

An increase in the number of IS threats caused a 
surge in research in the field of effective systems for 
detecting and preventing cyber attacks development 
[23, 24], as well as decision support systems (DSS) 
[14, 18] and expert systems (ES) [15, 19] in this area. 
The analysis of publications [14, 15, 19, 25] revealed 
the growing popularity of automated risk assessment 
tools and information security risk management 
systems. It was noted in [26, 27] that ISMS, which 
implements intelligent technologies for identifying 
cyberattacks and responding to events associated 
with IS breach, are products of private companies. 
Therefore, customers in most cases do not possess 
information regarding methods and models for the 
formation of control actions in the ISMS. 

In addition, according to range of authors [12-14, 
17-20], existing standards in the field of 
management do not form specific approaches to 
managing cyber security of IS. 

Thus, taking into account controversy in the 
publications [1, 2, 8, 10, 17], the urgent task is the 
need in development of a new model for information 
security management system based on the QS 
model, as well as the development of automation 
tools for determination of the design characteristics 
based on computer modeling of various information 
system states and its ISMS. 

 
4. MODELS AND METHODS 
 

The topology diagram of multichannel QS with 
mixed priorities and shared buffer memory is shown 
in Figure 2. 
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Figure 2 : Functional IS as QS 
 

The scheme shown on Figure 2 functions as 
following. Requirements (service requests) are sent 
to the IS server. The server, as the main control 
device, using the appropriate software and priorities 
set by the IS administrator, includes a switching unit 
for subscribers registered in the system or opens 
guest access. The highest priority can be assigned on 
the basis of various policies of the information 
security management system (ISMS) for IS [28]. To 
ensure information security, leading world 
companies are implementing information security 
management systems (hereinafter referred to as 
ISMS). Such ISMSs are usually built on the basis of 
the requirements of ISO / IEC 27k. It should be noted 
that existing standards do not contain specific 
methodologies that make it possible to uniquely 
formulate design requirements for the ISMS, as 
applied to a particular organization. They are rather 
describing various aspects of information security 
that should be implemented to protect any business 
process. In such case, it is desirable to have a formal 
model describing its functional features in order to 
select IS security priorities and deploy a functional 
ISMS. 

The study of the parameters for such model will 
give an understanding of what aspects of information 
security, in particular, is necessary to pay priority 
attention. In turn to understand the structure of the 
formalized ISMS model, one should consider which 
of the formal methods are more applicable in the 

course of the ISMS study. If an analogy can be 
identified, then it can be reasonably assumed that the 
formal design techniques regulated by the ISO / IEC 
27k standards can be adapted to the tasks of creating 
an ISMS for IS as a whole. 

The results of characteristics comparison of the 
QS processing procedure (PP) and the IS ISMS in 
order to identify analogies between them are shown 
in Table 1. 
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Table 1 : Comparison of the characteristics of the service mechanism in the QS and ISMS 

Description of the 
mechanism, 
processing 
procedures and 
system structure 
(Further DM, PP, 
SS) 

QS Information system ISMS Conclusion 

PP defined by: PP and SS 
characteristics  

The standard (regulation, instruction) of 
the organization that describes the 
sequence of actions for processing 
information security risks and the 
structure of the information security 
unit 
 

Matches 
(M) 

PP Number of 
attendants (N) 

The number of analysts involved in the 
processing of information security risks 
for IS 

(M) 

PP duration The duration of the processing of a 
single risk of information security 

(M) 

Requests are 
satisfied as a 
result of each 
procedure (for 
group requests) 

Requests are received discretely, (Risk 
information is alternately received) 

ISMS has no 
group requests 

The probability 
of the serving 
channel failure 
 

The probability of the serving channel 
failure 

(M) 

SS 
Defined by 
functioning 
approach: 

Sequential 
parallel, 
combined 

Sequential, 
parallel, combined and also, it is 
possible to attract additional resources 

(M) 

 
 

From the table 1 analysis one can observe the 
complete coincidence of the service mechanisms of 
QS and ISMS information system. This, in turn, 
allows one to find correspondences in the coincident 
characteristics of the PP of these two types of 
systems. Structures of processing systems in the 
ISMS and QS demonstrate full coincidence, 
although they use slightly different working 
methods. In addition, we note that the time for 
processing requests (processing cybernetic risks 
associated with overcoming IS protection loops) 
depends on the nature of the requests themselves or 
on customer requirements. Such requirements, for 
example, include the maximum value of cybernetic 
risk (CR); the time required to carry out activities for 
its analysis and processing of CR; from the state and 
capabilities of the organization’s processing systems 
(information security division or individual 

information security specialist). In some cases, it 
may also be necessary to take into account the 
parameters of the probability of failure of the serving 
channels, for example, after a certain limited time 
interval. This characteristic of the QS can be 
modeled as a failure flow, which takes precedence 
over all other requests. Similar reasoning is quite 
acceptable for ISMS [1]. 

Based on a detailed analysis of the QS structure 
and its functional model details, a structural-
functional analogy between the QS and ISMS IS was 
established during the study. In particular, the basic 
elements of these systems can be compared and 
similar problems solved using the provisions of 
queuing theory (QT). In a first approximation, the 
ISMS IS can be considered as a single-phase QS 
with possible failures. 
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Consideration of the interpreting possibility for 
the main characteristics of the QS (the service 
mechanism, the structure of the service system, the 
characteristics of the PP) in the context of the ISMS 
revealed their complete coincidence. The analogy of 
systems makes it possible to use the mathematical 
apparatus and well-known calculation methods 
inherent in QS while designing ISMS [29, 30]. 

As an example, for further studies in order to 
determine the design characteristics of the ISMS IS, 
the differential equations of the QS were used. Let 
us consider a simple case when there should not be 
more than one risk in the ISMS queue, for example, 
the risk of a DoS / DDoS attack 

Let us denote 𝑆   - the state of the ISMS IS in 
which there is a queue of 𝑖  (𝑖 0,1,2, …)   risks at 
the input of the ISMS that must be processed. The 
probability that at the time  𝑡 at the entry to the ISMS 
there is a queue of 𝑖 risks, one denote by 𝑝 𝑡 . In 
other words, 𝑝 𝑡  is the probability that the ISMS is 
in a state 𝑆 . Let us assume that for an ISMS, at the 
entry of which we have a queue of 𝑖 risks, the 
intensity of the risk flow and the intensity of risk 
processing depend on the length of the queue, that 
means 𝜆 𝜆  and 𝜇 𝜇 , accordingly. 

It is necessary to build a model of probability 
change ∆ 𝑝 𝑡   over a period of time ∆𝑡, 
immediately after the moment 𝑡. 

Then the corresponding pair of differential 
equations will look like following [1, 30, 31–33]: 

 

𝜆 ∗ 𝑝 𝑡 𝜇 ∗ 𝑝 𝑡 ,  (1) 

 

𝜆 ∗ 𝑝 𝑡 𝜇 ∗ 𝑝 𝑡 .  (2) 

If one supply this pair of equations with the total 
probability relation: 

 
𝑝 𝑡 𝑝 𝑡 1,   (3) 

 
then the three above written relations represents 

the Kolmogorov system of equations for the 
probabilities of the state of a single-channel QS with 
service failures. 

In the Poisson flow of risks for IS, the initial 
conditions for this system of equations will be 
following values   𝑝 0 1, and  𝑝 0 0  

And its solution will be the following 
relationships: 

 

𝑝 𝑡 𝑒 ;  (4) 

 

 𝑝 𝑡 𝑒 .  (5) 

 
From these relations it follows that at the 𝑡 → ∞ 

limiting stationary mode of the ISMS IS will be 
characterized by the following probability values: 

 
𝑝 𝑡 ;    (6) 

 

 𝑝 𝑡 .    (7) 

 
Thus, the above substantiates the analogy of 

displaying the ISMS as a queuing system. This 
became possible due to identification of structural 
and functional analogies between them. Among 
them, the input flow of requests (risk processing) for 
processing, the discipline of the queue and the 
service mechanism were highlighted. According 
above written, the ISMS IS can be interpreted as a 
single-phase QS with failures. 

To implement the models described above, a 
software product was developed for modeling the 
ISMS parameters as a QS. This software product 
allow one to visualize requests to IS servers during 
computational experiments, as well as simulate the 
dynamics of request intensities, for example, during 
external and internal DoS / DDoS attacks. DoS / 
DDoS attacks as a modeling object of impact on IS 
were selected based on the statistics of their use 
against IS, and also on the basis that the 
implementation of such attack does not require 
highly skilled attackers [3, 4]. Although the 
economic damage from such attacks is quite 
noticeable for any organization. 

Figures 3-5 represents the main interfaces of the 
“ModelSMO2020” software product (SP) for 
modeling various operating modes of an IS and its 
ISMS as a QS. 
One of the functions fragment for ISMS states 
modelling is presented in Annex 1. The program was 
implemented using the algorithmic language Delphi. 
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Figure 3 : Modeling of the requests receipt in IS and its ISMS, distributed according to a uniform law 
 

 
 

Figure  4 : The results of situation modeling with the requests to IS and its ISMS according to the exponential 
distribution law and requests in which one of the flows have a higher priority 
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Figure 5 : The results the situation modeling with requests to IS and its ISMS according to the exponential distribution 
law and requests in which one of the flows have a higher priority (The channel is busy with a busy factor of 758% as a 

result of an attack on the IS server) 
 

On figures 3–5, broken lines represents 
distribution density function graphs of received 
requests. Colored markers (triangles and points) 
represents, respectively, the variance and order 
values located in the serving channels. 

As it can be seen from the results of modeling the 
operating modes of the IS and its ISMS as a QS, if 
the distribution law of the input stream of requests is 
uniform or normal, then deviations from the standard 
modes of the system cannot be observed. However, 
if one assigns a higher priority to one of the flows 
(Fig. 3), then the situation will radically change. That 
means that the usual configuration of the IS server, 
designed, for example, for the intensity of requests 
not more than 20–70 requests per second, will not be 
able to provide normal request processing service. 
And already at 100–120 requests per second with a 
single server, the load factor will reach 700–800%. 

It is also shown that the exponential law leads to 
the greatest dispersion of the output. Moreover, this 
dispersion does not depend on the intensity values of 
the incoming requests flow. 

Similar calculations were performed for the ISMS 
simulation situation based on the dependencies 

shown in Table 2. That means that the proposed 
software for modeling the ISMS design 
characteristics has advanced functionality. In 
particular, software can provide automation of the 
ISMS characteristics values of calculation and can 
be used to make decisions on risk management in the 
design of ISMS with a complex architecture of a 
distributed computing network. 

An experimental study was carried out  for the risk 
level values of overcoming IS information 
protection loops in the range 0,0001 𝑟 1  for a 
given intensity of the service flow and the expected 
risk processing time expressed in one conventional 
unit of time. The results were formed in the form of 
a database of design characteristics indicators, which 
allows one to ensure the effectiveness of the ISMS 
design process. 
An example of calculating the ISMS parameters for 
𝑟 0,9;  𝜇 1 is given in Table 3. The correctness 
of the ISMS display as a QS is shown. For this, the 
input risk flow is considered as Poisson with the 
intensity λ. This means that risks arise at random 
times, and the probability of one risk in the time 
interval 𝑡, 𝑡 ∆𝑡  does not depend on time t and is 
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equal to λΔt. While the probability of occurrence in 
this time interval of two or more risks associated 
with an attack on the IS is very small. The processing 
time of individual CRs is assumed to be random with 
an exponential distribution law and average 
processing time 1/𝜇.. This means that the 

probability of completing the processing of the next 
CR in the time interval 𝑡, 𝑡 ∆𝑡   does not depend 
on the time instant and is equal to 𝜇 ∙ ∆𝑡 . 
 

 
Table 2 : Formation of design requirements for ISMS IS 

Based on materials [1, 2, 6, 30, 31, 36–41] 
 

Design characteristic of ISMS IS 
Analytical presentation of the IS 

ISMS characteristics 

Intensity of the service flow 𝜇, processing time 𝑡 , 
nominal performance of the ISMS IS. 

𝑡
1
𝜇

 

 

IS ISMS load intensity 𝜌. 𝑝
𝜆
𝜇

 

 

The probability that the ISMS IS does not handle the risk 𝑝 , 
(the proportion of the ISMS IS idle time), the relative 
throughput 𝑄. 

𝑝
𝜇

𝜆 𝜇
𝑄 

 
The probability of failure 𝑝  in the processing of risk 
for IS, the average number of risks that can be processed per 
unit time 𝐿 . 

𝑝 𝐿   

 

Absolute throughput A (intensity of the flow of served 
requests in the ISMS). 𝐴

𝜆𝜇
𝜆 𝜇

 

The average idle time of the ISMS 𝑡𝑖𝑑𝑙𝑒. 𝑡
𝜆

𝜇 𝜆 𝜇
 

 

The number of information security risks for IS that are denied 
for future processing per unit of time. 

𝜆 ∗ 𝜆
𝜆 𝜇

 

 
 
 

Table 3 : Design of ISMS information system characteristics with a certain acceptable level of risk of overcoming 
information security loops 

 

Parameter Conditional 
designation 

Value 

Time of processing 𝑡  1 

The intensity of the flow of cybernetic risks (hereinafter CR) 
for IS 

𝜆  0,0052 

CR processing flow rate in ISMS 𝜇  1 

ISMS load rate 𝑝 0,005 

ISMS idle state probability 𝑝  0,995 

ISMS average idle state duration 𝑡  0,0052 

The share of untreated CR 𝑃  0,0052 

ISMS Absolute Bandwidth A 0,006 

ISMS Relative Bandwidth 𝑄  0,995 

Average number of CRs processed by the ISMS 
 

𝐿  0,0052 
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Thus, comparison of the possibilities for 
interpreting the characteristics of the proposed ISMS 
model for IS as QS with previously known models 
proves that such realisation of the ISMS provides 
greater efficiency of the design process by increasing 
the reliability of the interpretation of the level of 
acceptable cybernetic risk in the design 
characteristics of the ISMS due to other formal 
requirements (quantitative design characteristics) 
[34–39]. 

Thus, in contrast to similar scientific works in the 
same field [16, 18, 22, 26, 30, 42–45], this research 
identifies a set of queuing systems (QMS) models, 
for the first time. Moreover, due to analogies of 
structural, meaningful and functional characteristics 
of defined models set made it possible to form a set 
of quantitative characteristics for the information 
security management system (ISMS), that in turn 
allows one to ensure the efficiency of the ISMS 
design process. For the first time, software products 
that use the ISMS model as a QMS model were 
proposed. These products allow one to determine the 
level of risks acceptability for further decision-
making on their management in course of ISMS 
designing. 

Conducted computational experiments have 
confirmed the reliability of the main theoretical 
principles, practical developments and conclusions 
made in the study.  

 
5. CONCLUSIONS 
 
The following results were obtained in the work: 

• an analogy was established for displaying an 
information security management system for 
information systems (IS) as a queuing system (QS). 
It became possible due to the identification of 
structural and functional analogies between IS and 
QS. It was shown that a consequence of such an 
interpretation may be the possibility of modeling and 
forming the initial requirements for ISMS IS as a QS. 
It was shown that the ISMS can be interpreted as a 
single-phase QS with failures; 

• further model for the QS parameters 
determination was developed, which, due to 
structural, substantive, functional analogies, allow 
one to generate a lot of quantitative characteristics of 
the ISMS for IS, moreover it allows one to ensure the 
effectiveness of the ISMS design process taking into 
account the prospects of increasing complexity and 
the number of destructive effects on IS from 
computer intruders; 

• an interpretation of the ISMS characteristics for 
IS as an QS was given. It was shown that such a 
formalized ISMS model provides greater efficiency 

for the design process by increasing the reliability of 
the results of interpreting the level of acceptable 
cyber risk into the ISMS design characteristics by 
obtaining other formal requirements (quantitative 
design characteristics); 

• computational experiments were carried out, and 
they confirmed the reliability of the main theoretical 
provisions and practical developments. 
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Annex 1- One of the functions fragment for ISMS states modelling  


