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ABSTRACT

Security in delivering messages is essential, because it is useful to keep the confidentiality of the
information distributed. Therefore, the message encoding or H-Rabin cryptography is necessary so that the
negligent party does not easily detect or know the contents of the data. H-Rabin's excess of cryptography is
to rely more on its security at the power of factoring one large integer into three large prime factor factors,
making it safer than some attacks. The H-Rabin encryption process generates a larger file size. This leads to
slower file delivery. Therefore, Golomb Rice's compression method is necessary to deliver fast and
accurate file delivery. Golomb Rice has a very suitable code for situations where the occurrence of small
value in the input flow is significantly more likely than the large value. In this study, the authors performed
cryptocompression, which was a merger of the H-Rabin cryptographic algorithms and the Golomb Rice
compression algorithm. The research will be conducted two phases of testing, namely the stage of
encryption and compression process, and then continued with the process of decompression and decryption.
The system implementation uses the C# programming language. The results showed that the H-Rabin
cryptographic algorithm with the Golomb Rice compression algorithm was able to perform the message
security process and be able to restore the already secured messages. From the test results that have been
done that the file type does not affect processing time. In the compression result, the Ratio of Compression
(RC), Compression of Ratio (CR), Space Savings (SS), and Bitrate of cipher files using the same H-Rabin

key has no distinct value even though the original file size is used differently.
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1. INTRODUCTION

Security in delivering messages is essential. The
security of the messages is useful to keep the
information to be delivered. This is aimed at the
unauthorized party, not easily detecting or knowing
the content of the information. Information security
can be done in a variety of ways by encoding the
message. One of the sciences that learns the
message encoding technique is cryptography.

Cryptography is a science or an art that learns
how to make a message sent by the sender can be
conveyed to the recipient safely [1]. Cryptography
aims to maintain the confidentiality of the
information contained in the data so that the
information cannot be found by unauthorized
parties [14].

One of the cryptographic algorithms is H-Rabin.
H-Rabin is one of the asymmetric public-key
cryptographic algorithms built into the Rabin
algorithm [13]. Rabin's algorithm is its secure
encryption scheme depending on the difficulty of

factoring one large integer into two major prime
factor factors. On the other hand, the H-Rabin
algorithm relies more on its security at the power of
the factorization of one large integer into three
major prime factor factors, making it safer than
some attacks [12].

Using the H-Rabin cryptographic algorithm
causes the results of the encryption (ciphertext)
process to result in larger file sizes after a
cryptographic operation. This leads to slower
sending of files or messages. While the data
transmission should be faster and more accurate, so
the solution to this problem is to use a compression
method [7] [9].

Data compression is a way to compress data, so
it only needs a smaller and more efficient space to
store or shorten the data exchange time. Data
compression can be divided into two, namely
lossless compression and lossy compression [6]
[11]. Lossless compression means the compression
data can be restored to its original data. In the lossy
compression, data that has been compressed can not
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be restored to the original data due to loss of
information during the compression process
[10][16].

The algorithm used in the compression method
is Golomb Rice. Based on Basha et. al The Golomb
Rice algorithm is a lossless compression algorithm.
The Golomb code algorithm separates every bit of
the desired number using a single parameter that is
K. This makes it easier to set the code dynamically,
which is useful in the change of the encoded value.
Golomb Rice's algorithm is a good algorithm to
maintain the efficiency of high compression
techniques caused by the presence of the PSNR
(Peak Signal to Noise Ratio), which can produce
images with high visual quality. So this algorithm
provides a wide scope for further research on the
compression field, especially image files [2].

Cryptocompression is a composite  of
cryptography and  compression  [3].  So
cryptocompression  serves to secure while
compacted data so that in storage and transmission
of data is more efficient. Based on the descriptions,
the authors want to conduct research by combining
H-Rabin cryptographic algorithms and Golomb
Rice compression algorithms.

2. LITERATURE REVIEW

2.1. Image Files
2.1.1 Binary Image

A binary image is a digital image that only has
two possible pixel values that are black and white.
Binary images are often also referred to as black
and white imagery. This image only takes 1 bit to
represent the value of each pixel and the binary
image. Examples of binary images can be seen in
Figure 1.

e B

Figure 1. Binary Image
2.1.2 Greyscale Image

Greyscale imagery is a digital image that has only
one channel value on each pixel; in other words, the
red = Green — Blue part value. The colors are black,
grey, and white. The following grayscale image has

8 bits of color depth (256 color combinations). The
sample greyscale image can be seen in Figure 2.

Figure 2. Greyscale Image
2.1.3 Color Image

In the color image, each point has a specific color
that is a combination of 3 primary colors, namely
red, green, and blue. Each base color has its own
intensity with a maximum value of 255 (8 bits).
Therefore, each point on the colour image requires
3-byte data. Examples of color imagery can be seen
in Figure 3.

Figure 3. Color Image

2.2. Text Files

A text file is a file that contains information in the
form of text. Data comes from word processing
documents and numbers used in calculations. The
name and address in the database are examples of
text data input consisting of characters, numbers,
and punctuation. In this study, the text format used
was *.txt *.docx. To compress a text file refers to
the ASCII code. ASCII is used by computers and
communication tools to show text; tables from
ASCII can be viewed in Figure 4.
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ASCII table

Char Dec Oct Hex | Char Dec Oct Hex

Char Dec Oct Hex | Char Dec Oct Hex

(nul) 0 0000 0x00 | (sp) 32 0040 0x20 | @ 64 0100 0x40 | ° 96 0140 0x60
(soh) 10001 0x01 | ! 33 0041 0x21 | A 65 0101 0x4l | a 97 0141 0x61
(stx) 2 0002 0x02 34 0042 0x22 | B 66 0102 0x42 | b 98 0142 (x62
(etx) 30003 0x03 | # 350043 0x23 | C 67 0103 0xd3 | ¢ 99 0143 0x63
(eot) 4 0004 0x04 | § 36 0044 0x24 | D 68 0104 0x44 | d 100 0144 0x64
(enq) 50005 0x05 | % 37 0045 0x25 | E 69 0105 0x45 | e 101 0145 0x65
(ack) 6 0006 0x06 | & 38 0046 0x26 | F 70 0106 0xd6 | £ 102 0146 0x66
(bel) 7 0007 0x07 39 0047 0x27 | G 71 0107 0x47 | g 103 0147 0x67
(bs) 8 0010 0x08 | ( 40 0050 0x28 | H 72 0110 0x48 | h 104 0150 0x68
(ht) 9 0011 0x09 | ) 41 0051 0x29 | I 73 0111 0x49 | 1 105 0151 0x69
(nl) 10 0012 O0x0a | * 42 0052 0x2a | J 74 0112 0xda | ] 106 0152 0x6a
(vt) 11 0013 0x0b | + 43 0053 0x2b | K 75 0113 0xdb | k 107 0153 0x6b
(np) 12 0014 0x0c | , 44 0054 0x2c | L 76 0114 0xdc | 1 108 0154 Ox6c
(er) 13 0015 0x0d | - 45 0055 0x2d | M 77 0115 0x4d | m 109 0155 0x6d
(so) 14 0016 0x0e | . 46 0056 0x2e | N 78 0116 Oxde | n 110 0156 0x6e
(5i) 15 0017 0x0f | / 47 0057 0x2f | 0 79 0117 ox4f | o 111 0157 Ox6f
(dle) 16 0020 0x10 | O 48 0060 0x30 | P 80 0120 0x50 | p 112 0160 0x70
(del) 17 0021 0x11 | 1 49 006l 0x31 | Q 81 0121 0x51 | g 113 0161 0x71
(de2) 18 0022 0x12 | 2 50 0062 0x32 | R 82 0122 0x52 | r 114 0162 0x72
(de3) 19 0023 0x13 | 3 51 0083 0x33 | 8 83 0123 0x53 | 8 115 0163 0x73
(ded) 20 0024 0x14 | 4 52 0064 0x34 | T B4 0124 0x54 | t 116 0164 0x74
(nak) 21 0025 0x15 | & 53 0065 0x35 | U 85 0125 0x55 | u 117 0165 0x75
(syn) 22 0026 0x16 | 6 54 0086 0x36 | V 86 0126 0x56 | v 118 0166 0x76
(eth) 23 0027 0x17 | 7 55 0067 0x37 | W 87 0127 0x57 | w 119 0167 0x77
(can) 24 0030 0x18 | 8 56 0070 0x38 | X 88 0130 0x58 | x 120 0170 0x78
(em) 25 0031 0x19 | § 57 0071 0x39 | Y 89 0131 0x59 | y 121 0171 0x79
(sub) 26 0032 0xla | : 58 0072 0x3a | Z 90 0132 0x5a | z 122 0172 0x7a
(esc) 27 0033 0xlb 59 0073 0x3b [ 91 0133 0x5b ( 123 0173 0x7b
(£s) 28 0034 0xlc | < 60 0074 Oxic | \ 92 0134 0x5c ‘ 124 0174 0x7c
(gs) 29 0035 0x1d | = 61 0075 0x3d | ] 93 0135 Dx5d } 125 0175 0x7d
(rs) 30 0036 Oxle | = 62 0076 Oxde | * 94 0136 Ox5e | ~ 126 0176 0x7e
(us) 31 0037 0x1f | ? 63 0077 0x3f 95 0137 0x5f (del) 127 0177 0x7f

Figure 4. ASCII Table
2.3. Audio Files

Audio files are a form of data that generates sound
or sound. The Format of the audio file used in this
study is *.wav. WAV (Waveform Audio) files are
uncompressed audio files so that all audio samples
are stored in a digital form of storage.

2.4. Video Files

Video is an electronic signal processing technology
that represents a moving image. One of the video
file types is Audio Video Interleaved with *.avi file
extension. AVI files store audio and video data on
an interleaved structure. This File is only a
container, and audio-video data can be compressed
using a variety of codecs.

2.5. Cryptography

Cryptography is the science to secure data or
documents using encryption techniques against data
so that it cannot be publicly known. Cryptography
aims to allow messages or materials to be sent not
to be known to their contents by unauthorized
persons, and falsification of messages and
documents can also be proven so that the person
sending the message cannot avoid the
responsibilities that have been sent by the sender of
the file.

Several  cryptographic  objectives  are
confidentiality that can guarantee a message sent
kept confidential so as not to be known by the other
party, integrity of a message that can not be

manipulated with the addition, alteration or
reduction of the information contained in the
message, authenticity to the process to ensure that
the message sent is the original message, and the
last non-repudiation that could prevent a party from
denying the message is not derived from it.

There are some terms in cryptography namely
plaintext (m) is the message to be sent (containing
the original message), ciphertext (C) is a message
that has been encrypted, encryption is a process that
can change the plaintext to ciphertext, Decryption
is a process that can convert ciphertext to plaintext
so that the resulting message can return to the
original message or the actual message and the key
that is a number that is kept secret to be used in the
encryption process and decryption.

The cryptographic algorithm is divided into two,
symmetric algorithms and asymmetric algorithms.
Symmetrical algorithms are often referred to as
classic algorithms as these algorithms use the same
keys for encryption and decryption activities.
Examples of symmetrical cryptographic algorithms
are Blowfish, MARS, IDEA, DES (Data
Encryption Standard). Asymmetric algorithms are
often referred to as public-key algorithms as these
algorithms have keywords used to perform different
encryption and  decryption. Examples of
asymmetric cryptographic algorithms are RSA
(Riverst Shamir Adleman), ECC (Elliptic Curve
Cryptography), and H-Rabin. The encryption and
decryption process is shown in Figure 5.

Private Key Public Key

| }

- - - -
‘£ o\ Cipher Object 4 Y
— | | —> 'El —

Plain Object Encryption Decryption Plain Object
Figure 5. The Illustration of Cryptography
2.6. Compression

Compression is compacted with everything
that is large to be smaller. So file compression
means the process of compressing files for smaller
sizes [4]. Compression differentiated into two
types, namely lossy and lossless. Lossy data
compression is a compression done by eliminating
parts of the information that is considered
unimportant, resulting in a very high compression
ratio. Lossy data compression examples are CS&Q
(Coarser Sampling and/or Quantization), JPEG, and
MPEG. Lossless data compression is compressed
data compression, then recompressed, then the data
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is the same as the original data or compressions are
done without removing any part of the information.
Lossless data compression examples are Run-
Length-Encoding, Lempel-Ziv-Welch  Coding,

Huffman Coding, and Golomb Rice. The
compression process is shown in Figure 6 [8].
Compressed
Original Restored

Figure 6. The Illustration of Compression
3. METHOD

The research uses the H-Rabin algorithm to
process encryption and decryption of messages and
Golomb Rice's algorithm to compress messages
that are registered in encryption and decompression
back to text files with extensions *.txt, *.docx, file
image with extension *.bmp, an audio file with
extension *.wav and video files with extension
* avi.

3.1. H-Rabin Algorithm

The H-Rabin algorithm includes asymmetric
cryptography. The H-Rabin algorithm is a change
from the Rabin algorithm, which has more
complicated durability than the Rabin algorithm. H-
Rabin cryptography uses three random prime
numbers with public key n = pxqgxr where p, q,
and r are random prime numbers whereas in Rabin
algorithm, use only two random prime key numbers

n= qu
3.1.1Key Generation

The first step of the recipient generates the private
key, and the public key is as follows:

e Select 3 different prime numbers as the private
keys are p, g, and r.
With the condition p=q=r =3 (modulo 4).
Example: the value p = 31, the value q =59, and
the value r = 83.
These three values have been proven if in
modulo with 4, then the result is 3.

e Count n, which is the public key where
N=pxqxr.
Example: The value n = pxqgxr

n=31x59x83
n=151807

3.1.2 Encryption Method

If the recipient has raised the public key (n), then
the recipient sends the key to the sender for the
message encryption process. The steps are as
follows:

o Get the public key (n) from the receiver.

e Specify the message to be sent (plaintext) as m.
Example: it is plaintext is T
m = “T” with ASCII value = 84
has binary value = 1010100 (2)

e Extend m with herself.
m, =m|morm, = m X 257
Example: m, = m X 257
m, = 84 x 257
me = 21588(10)
=01010100,|01010100

e Calculate C value with the formula:
C = m? (modn)
Example: m, = 215884
C = 215882 (mod 151807)
C = 146061

e Send C to the recipient.
3.1.3 Decryption method

After the sender sends a ciphertext message, then
the recipient is responsible for converting the
password message to the original form so that it can
be read with the private key (p, g, and r). The
decrypted process is as follows:

e Accept the C value from the sender.

e Calculate mp, mg, and m; values with formula:
p+1

my, = C( ) (mod p)
mg = C(qTH) (mod q)

T+1
m, = C(T) (mod )
From the formula then obtained the value of mp,
Mg, and m; as follows:
=)
m, = 146061\ + (mod 31) =19
=)
my = 146061\ + (mod 59) = 53
83+1

m, = 14606103 (mod 83) = 75
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e Count each of the following values:

pm, = mp (mod p) =19 (mod 31) =19
mm, = -m, (mod p) = (-19) (mod 31) = 12
pmg=mq (mod q) =53 mod 59 = 53
mmg=-mq (mod q) = (-53) mod 59 =6
pm,= m,(mod r) =75 mod 83 =75
mm,= -m, (mod r) = (-75) mod 83 =8

e Calculate b1, by, bs with the CRT as follows:

by = (g) (mod p)
(g) (mod q)

(;) ' (mod 1)

b,

bs

b, = (g)_1 (mod p) = (4897)~1 (mod 31)

b, = (g)_1 (mod q) = (2573)~" (mod 59)

ny "1 1
by = (;) (mod 1) = (1829)~" (mod 83)

p, DbL4897 . b2.2573 b3.1829
' (mod31) * (mod59) O  (mod 83)
1 30 1 36 1 3
29 2 13 26
3 28 349 39
30 1 41 1 28 1

e Look for the x; to xg value in the following way:

n
X, = (pmp.bl.; + pmg,. b,.

S |3

+ pm,. b3.—) (mod n)

=3

n

Xy = (mmp.b1.5+pmq.b2.a
+ pmr.b3.;) (mod n)

=< .b.2+mm.b.E

X3 pmy,. 0y P q- 02 q
+ pmr.b3.§) (mod n)

_ n n

X4 = <pmp.b1.;+ pmq.bz.a

+ mm,.. b3.§) (mod n)

x5 =M —x)
X6 = (n—x3)
x; = (n—x3)
xg = (N = X4)

e
1836

Here is the X, to xg value we've been looking for:

x; = 78759
x, = 113038
x5 = 130219
x, = 139116
x5 = 73048
X = 38769
x, = 21588
xg = 12691

e At modulo x; value up to xg with 257.

x; =78759 mod 257 =117
x, = 113038 mod 257 =215
x3=130219 mod 257 =177
x4 =139116 mod 257 =79
x5 = 73048 mod 257 = 60
X = 38769 mod 257 =219
x7 =21588 mod 257 =0

xg = 12691 mod 257 =98

o If the modulo result value equals zero, share the
x; value until xg with 257, which generates the
ASCII code of the plaintext. Then convert those
values to plaintext.

x;=21588/257=84=T

3.2. Prime Number Fermat

Algorithm

Testing  using

Fermat Little Theorem is a theory discovered
by a French mathematician named Pierre De
Fermat. In that theory says that the value of p is
expressed as the prime number if it meets the
following requirements:

aP~! =1 (mod p)

Where variable a is a random integer that

meets the requirements, 1 < a <p — 1.

Examples:

Be sure to use the fermate algorithm below prime
or not.

p=11

aP~! =1 (mod p)

211-1 = 1024 = 1 (mod 11)

311-1 = 59049 = 1 (mod 11)

411-1 = 1048576 = 1 (mod 11)
511-1 = 9765625 = 1 (mod 11)
6111 = 60466176 = 1 (mod 11)
711-1 = 282475249 = 1 (mod 11)
811-1 = 1073741824 = 1 (mod 11)
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9111 = 3486784401 = 1 (mod 11)
101~1 = 10000000000 = 1 (/nod 11)

Evident from the equation of the formula above that
11 is a prime number.

3.3. Golomb Rice Algorithm

Golomb Rice is a lossless data compression
method that uses the family of data compression
codes invented by Solomon W. Golomb in the
1960s. For the Golomb Rice code, find the quotient
and remainder of the division by the divisor. Write
the quotient in unary notation, then the remainder in
truncated binary notation. In practice, we need a
stop bit after the quotient. If the result is written as
a sequence of zero numbers, the stop bit is one (or
vice versa). The length of the remainder can be
determined from the divisor. The following Table 1
is a table of code Golomb Rice with four dividers
for numbers 0 to 21 as follows:

Table 1. Golomb Rice Code

Value | Quotient | Remainder Code
0 0 0 100
1 0 1 101
2 0 2 110
3 0 3 111
4 1 0 0100
5 1 1 0101
6 1 2 0110
7 1 3 0111
8 2 0 00100
9 2 1 00101
10 2 2 00110
11 2 3 00111
12 3 0 000100
13 3 1 000101
14 3 2 000110
15 3 3 000111
16 4 0 0000 1 00
17 4 1 0000 1 01
18 4 2 0000110
19 4 3 00001 11
20 5 0 00000 1 00
21 5 1 00000 1 01

3.4. General Architecture

General system architecture, as shown in
Figure 7. The image shows the interaction made by
system builders to the creation of the system [15].
The first process is that sender sends a message
then in encryption using the public key and then
generates a Cipher object. After creating a Cipher
object indicating the message has been kept
confidential, the compression is then useful to
compress the message. The result of the cipher
object becomes uncompressed, and then the
message is reached to the receiver. Furthermore, the
decompression process to restore the message size
as the original and cipher object that still keep the
message confidential. Then cipher objects in the
decryption using the secret key so that the messages
sent by the sender can be read.

P

Kunci Publik

»g» -»

Kompresi

4

Cipher Object
ﬁ Terkompresi

Kunci Rahasia ‘
&
«Deq

Dekompresi Receiver

Enkripsi Cipher Object

0. e.

Pesan Dekripsi Cipher Object

Figure 7. General Architecture System
4. RESULTS AND DISCUSSIONS

The result of this research is a system that is
able to secure while compresses data, so as to help
users to protect data. This research is also able to
save computer memory because the data that is
secured has a size smaller than the original size.
This application is different from previous research
because it uses a combination of cryptographic
algorithms i.e. H-Rabin and the compression
algorithm is Golomb Rice, in addition this research
is able to process all kinds of file types. In the
implementation of this system is done on Windows
10 with Intel Inside Core i3, 64-bit operating
system, and 4.00GB RAM. The programming
language used in the implementation of this system
is C#, and the Integrated Development Environment
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(IDE) used for encoding is Microsoft Visual Studio
2017.

The result of ciphertext is as follows:

29366786#7438518#133637642#18336603#15318
8146#60719546

Table 3. Calculation of Compression Process
:; : Character | Codeword Le]?:gt | Frequency F];:tquggh*
6 100 3 10 30
3 101 3 9 27
1 110 3 7 21
L 8 111 3 6 18
# 100 4 5 20
4 101 4 4 16
7 110 4 4 16
5 111 4 3 12
0 100 5 2 10
Figure 8. Application of Encryption and 2 101 5 2 10
Compression Processes 9 110 5 2 10
Total 190

The result of the bits string in the compression
process is as follows:

00101001101011001000110111100010001100101
10111101111101110100110101101100101011010
00101001010100110111101101100100001001010
10011001111011101111111100101100010010000
10001101100011001110101100 00 00000010

The results of the decompression process are as
follows:

29366786#7438518#133637642#18336603#15318
8146#60719546

Figure 9. Appl'ication of Decompression and
Decryption Processes

Table 4. Calculation of Decryption Process

The key encryption process used is as follows:
p =947
q="751
r=307
n=pxXqxr
=947 x 751 x 307

= 218337479
Table 2. Calculation of the Encryption Process
i m, = 2
Index P(Ir?ql)n =m C = m? f - dme)
X 257 moamn
1 84 | 21588 | 466041744 | 29366786
2 82 | 21074 | 444113476 | 7438518
3 73 18761 | 351975121 | 133637642
4 83 | 21331 | 455011561 | 18336603
5 75 19275 | 371525625 | 153188146
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Index 1 2 3 4 5 Il e (Byte)| Seding Proess Tie ()~ Size Cier () | Conpressin Sze (Bye)RC (%)) CR | BR _{ 55,(%) | Recever Procesing Tire ()
Cipher | 29366786 [ 7438518 | 133637642 | 18336603 | 153188146 = — = o
mp 193 107 768 497 335 R 5 T T A
mq 191 46 737 303 500 512000 ZéTXXZ 4775661 2267152 56[ 53% 135149.92
1024000 5399.19 9552829 4537329 56[ 53% 283343.64
mr 209 109 273 148 66 50 D80 613 0655 56 v 19877
02400 4832100 954376 452582 5. 22346.05
pmp 193 707 768 497 335  CEe e T T o e
mmq 754 240 179 450 612 b 204800 $81.80 1909410 905449 86] 53% 40818.35
512000 2639.69 472657 2265367 56 53% 131633.29
pmq 191 46 737 303 500 1024000 4:7‘75] ‘754423() 452%71 56[ 53% 24576048
51200 233, 411285 226452 56| 53% 1136465
mmq 560 705 14 448 25 l 10?400 5 9551471“ 4532]1 5 ‘s"n ??913 2
. 153600 1432147 679414 53% 34691.18
pmr 209 109 273 148 66 ) 19105 W% ) [
512000 2635.28.00 477544 2266634 53% 13126855
mmr 98 198 34 159 241 1024000 48913100 9546431 4529556 56 53% 2379933
xo | 218315891 | 269655 | 157908495 | 21331 | 117366780 T T T T T
x/257 | 84478 | 10499 | 614414 | 83 | 456680 S T T 7 AT
X % 257 45 62 97 0 20 S12000 2501.76 4773098 2264629 53% 11990110
1024000 5080.24.00 9544011 4530171 56 53% 25469931
x| 144998765 | 84653517 | 18878624 | 212825442 | 136041897 R T N D
x1/257 | 564197 | 329391 73457 828114 | 529345 Y T TR o e EEE——
w6 | w0 | w | w | ow T T 3 T
X2 117432928 | 218316405 | 139007110 | 50317448 | 199643087
X2/ 257 | 456937 849480 540883 195787 776821 p Ti Testing G h
rocess Time Testing Graphs on
X2 % 257 119 45 179 189 90 . g . P
Compression of Ratio (CR)
X3 174221677 | 133974691 18761 173553399 | 19275
%/257 | 6717905 | 521302 7’ 675305 75 — 4.000
£ 2.000
x%257] 2 77 0 14 0 3 5000
X 21588 | 218067824 | 60432984 | 218316148 | 100970699 g O e @ o
= Q V i) ) W V
X4/ 257 84 848512 | 235147 | 849479 | 390882 = AN S
% 257 0 240 205 45 25 . .
%% File Size (Byte)
Xs 73338714 | 133683962 | 199458855 | 5512037 | 82295582
xs/257 | 285364 520171 776104 21447 320216 * txt * docx * wav
X5 % 257 166 15 127 158 70
*bmp *.avi
X6 100904551 | 21074 79330369 | 168020031 | 18694392
x/257 | 392624 | 82 | 308678 | 653774 | 72740 Figure 10. Compression of Ratio
X% 257] 183 0 123 113 212 Processing Time
X7 44115802 | 84362788 | 218318718 | 44784080 | 218318204
x7/257 | 171656 328259 849489 174257 849487 Process Time Testing Graphs on
0
x%h257) 210 2 il 3l il Ratio of Compression (RC)
The following is the result of the decryption - 588
process: f__ 0.00
O \2 % P ' v
84 82 73 83 75 65 E ST
In this test use 5 different file types (each 6 File Size (Byte)
different sizes) and use the value p = 947, q = 751
and r = 307. The following are the results of testing e ¥ Xt * docx * wav
on the part of the sender and recipient process by . )
. . .bmp *.avi
using, as shown in Table 5.
Figure 11. Ratio of Compression
Table 5. Test Results Processing Time
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Process Time Testing Graphs on
Space Savings (SS)

2.00

0.00
O ONT N AT T NS

File Size (Byte)

Time (ms)

—F txt

*.docx *.wav

*.avi

*.bmp

Figure 12. Space Savings
Processing Time

Process Time Testing Graphs
on Bitrate

3.82

3.8 ——
3.78

Time (ms)

T T T DT T T
File Size (Byte)

—F txt

* . docx *.wav

* bmp em—* qyi
Figure 13. Bitrate Processing Time

5. CONCLUSION

Based on the results of studies that have been
conducted in the analysis and testing phase of the
system using H-Rabin cryptographic algorithms
and Golomb Rice compression algorithm, the
conclusions that can be taken are Implementation of
the H-Rabin cryptographic algorithm with Golomb
Rice compression algorithm is capable of securing
the message and can restore the already secured
messages. The implementation of the Golomb Rice
compression algorithm is able to reduce the file size
and can decompress it again. The factors affecting
the sender and receiver process time are the
message size; the larger the message size, the more
time to process. The system designed successfully
processes the file as a text file with extension *.txt
*.docx, an image file with extension *.bmp, an
audio file with extension *.wav and video files with
extension *.avi. From the test results that the file
type has done does not affect the processing time.
The ratio of Compression (RC), Compression of
Ratio (CR), Space Savings (SS), and Bitrate on
compression results from cipher files using the

same H-Rabin key do not have a different value
even though the original file size used differently.
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