Journal of Theoretical and Applied Information Technology
15" January 2020. Vol.98. No 01
© 2005 — ongoing JATIT & LLS ‘

B

- =
SMiil

ISSN: 1992-8645 E-ISSN: 1817-3195

www jatit.org

A DELPHI-BASED SECURITY RISK ASSESSMENT MODEL
FOR CLOUD COMPUTING IN ENTERPRISES

12 AHMED YOUSSEF
! College of Computer and Information Sciences, King Saud University, Riyadh, KSA

2 Faculty of Engineering at Helwan, Helwan University, Cairo, Egypt
E-mail: ahyoussef@ksu.edu.sa

ABSTRACT

Cloud computing (CC) reveals a remarkable potential to provide on-demand services to a wide variety of
enterprises over the Internet with greater flexibility in a cost-effective manner. However, it presents an added
level of security and privacy risks because essential services are often outsourced to a third party. Security
risks are the most critical issue that hinders enterprises from adopting CC since they may result in loss of
satisfaction for many business objectives. On the other hand, Cloud Service Providers (CSP) are struggling
with the cloud platform security issues since the cloud model has a very complex architecture with many
characteristics and different stakeholders’ security requirements. Hence, there is an essential need for an in-
depth assessment of cloud related security risks. Traditional risk assessment methods do not fit CC well due
to its complex environment and the assumption by those methods that assets are owned and fully controlled
by the enterprise itself. In this paper, we propose a Delphi-based Cloud Security Risk Assessment Model
(DCSRAM) that identifies, analyzes, and evaluates security risks affecting CC adoption in enterprises. The
proposed model supports a higher level of trust in cloud technologies from the side of enterprises and a cost-
effective and reliable productivity from the side of CSP. The model has been tested for applicability and

usability through a use case scenario.

Keywords: Cloud Computing; Risk Assessment; Information Security; Data Privacy; Delphi Technique.

1. INTRODUCTION

Cloud Computing (CC) represents a new
paradigm shift in Internet services. It delivers highly
scalable platforms in which computational resources
are offered by Cloud Service Providers (CSP) to
Cloud Services Consumers (CSC) in the form of on-
demand, cost effective services. In the past few
years, cloud technologies have experienced an
exponential advancement and growth. Gartner
projects cloud service industry to grow exponentially
through 2022 (Table 1). According to Gartner’s
latest forecast published in April 2019, the
worldwide public cloud services market is projected
to grow 17.5 percent in 2019 to total $214.3 billion,
up from $182.4 billion in 2018. The fastest-growing
market segment will be infrastructure as a service
(IaaS), which is forecast to grow 27.5 percent in
2019 to reach $38.9 billion, up from $30.5 billion in
2018 [37].

In spite of the rapid advancement and growth in
cloud service market and the increasing number of
cloud users, CC introduces new security risks that

need to be assessed and mitigated [12,13]. These
security risks are considered one of the top ranked
issues regarding CC adoption in enterprises, as
reported by IDC [34] (Figure 1). A reasonable
justification of such increasing concerns about
security in CC includes: 1) loss of control over cloud
hosted assets; 2) lack of security guarantees in the
Service Level Agreements (SLA) between CSP and
CSC; and 3) sharing of resources with competitors or
malicious users [3]. Accordingly, no matter how
strongly CC is secured, CSC continue suffering from
loss of control and lack of trust problems. On the
other hand, CSP are struggling with the cloud
platform security issues because Cloud has a very
complex architecture with many characteristics and
different stakeholders’ security needs that must be
considered when developing a holistic security
model. In addition, CSP are not always aware of the
security requirements that must be enforced on the
services they host which leads to loss of security
control over these services [3].
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Table 1: Worldwide Public Cloud Service Revenue
Forecast (Billions of U.S. Dollars)

Services 2018 | 2019 | 2020 | 2021 | 2022
BPaaS 45.8 493 53.1 57.0 61.1

PaaS 15.6 19.0 23.0 27.5 31.8

SaaS 80.0 94.8 110.5 | 126.7 | 143.7
Security 10.5 12.2 14.1 16.0 17.9

laaS 30.5 38.9 49.1 61.9 76.6

Total

Market 182.4 | 214.3 | 249.8 | 289.1 | 331.2

BPaaS = Business Process as a Service; laaS =
Infrastructure as a Service; PaaS = Platform as a
Service; SaaS = Software as a Service

Q: Rate the challenges/issues of the ‘cloud’/on-demand model

(Scale: 1= Not &t all concemed 5 = Very concerned)

Security

Availability
Performance
On-demand paym't model may cost more
Lack of interoperability standards
Bringing back in-house may be difficult
Hard to integrate with in-house IT

Not enough ability to customize

0% 10% 20% 30% 40% 50% 60% 70% 80% $0%

% responding 3, 4 or §

Source: DG Enterpise Panel, 3009, n = 263

Figure 1: Top ranked issues in CC

The importance of security risk assessment for
enterprises stems from the serious security issues
associated with cloud technologies. The lack of
adequate confidence in a cloud service in terms of
the uncertainties associated with its level of quality
may prevent several enterprises from adopting cloud
technologies. In addition, security risks associated
with CC may result in loss of satisfaction for many
organizational objectives of the enterprise.
Consequently, assessment of security risks in CC is
essential [1,5,6,7,9]. Traditional risk assessment
methods do not fit CC well due to its complex
environment and the assumption by those methods
that assets are owned and fully controlled by the
enterprise itself.

This work proposes DCSRAM, a Delphi-based
Security Risk Assessment Model that identifies,
analyzes, and evaluates security risks affecting the
adoption of CC in enterprises. The model is validated
through a use-case scenario. Although the provision
of zero-risk service is not practical, the proposed
model may at least provide an adequate level of

confidence in cloud technologies from the side of
enterprises (i.e., successful fulfillment of SLA) and
a cost-effective (e.g., making a certain amount of
profit) and reliable productivity (e.g., efficient
utilization of resources) from the side of CSP.

The rest of this paper is organized as follows:
section 2 provides background information on CC
paradigm, risk assessment and the Delphi method. In
section 3, we review the previous work related to risk
assessment models. In section 4, we describe the
proposed CC security risk assessment model
(DCSRAM) and present its fundamental concepts
and theory. In section 5, we validate DCSRAM
through a use-case scenario, and in section 6, we give
our conclusions and a plan for future work.

2. BACKGROUND

2.1 Cloud Computing Paradigm

Nowadays, CC has become a popular topic for
discussion in workshops, forums and social media
[11]. Both individuals and enterprises show a
significant interest in CC as it is essential to improve
their businesses and operations. In addition, the
emergence of technology trends, such as mobility,
Big Data analytics, and social media is driving
enterprises to optimize and innovate their business
models through investment in CC. The National
Institute of Standards and Technology (NIST)
[33,35] defined cloud computing as ““A model for

enabling  ubiquitous, convenient, on-demand
network access to a shared pool of configurable
computing resources (e.g. networks, servers,

storage, applications and services) that can be
rapidly provisioned and released with minimal
management effort or service provider interaction”.
NIST categorized services offered by CC into three
types: Software as a Service (SaaS); Platform as a
Service (PaaS); and Infrastructure as a Service
(laaS), these are shown in figure 2.

Application Application Application
Databases Databases Databases
Development Development Development
Tools Tools Tools
0OS oS oS
Processing Processing Processing
Storage Storage Storage
Network Network Network
IaaS model PaaS model SaaS model

Figure 2: NIST Cloud Service Models

" Manaaed bv CSP [ Manaced bv CSC
models; public cloud, private cloud, community
cloud and hybrid cloud. In public cloud, the
infrastructure and other cloud services are made
available to the general public over the Internet. It
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exists on the premises of the CSP. In private cloud,
the infrastructure is deployed solely by a single
enterprise, and it may exist on or off premises. In
community cloud, infrastructure is deployed by
several enterprises that have the same interest and
security requirements, and it may exist on or off
premises. Finally, in hybrid cloud, the cloud
infrastructure consists of a combination of two or
more public, private or community cloud
components. NIST has also described five CC
essential characteristics which are: on demand self-
service; broad network access; resource pooling;
rapid elasticity, and measured service.

2.2 Risk Assessment

Risk is unavoidable and present in every human
situation, daily life, and public and private sector
enterprises. There are many accepted definitions of
risk in use depending on the context (i.e., security,
insurance, stakeholders, etc.). The common concept
in all definitions is uncertainty of outcomes, where
they differ in how they characterize outcomes. Risk
is often thought of as having only adverse or negative
outcomes (consequences). However, risk is also
associated with positive outcomes (opportunities)
[10]. Risk itself is not bad, it is essential to progress,
and failure is often a key part of learning. The issue
is that we must learn how to balance the possible
consequences of the risk against its potential
opportunities [4].

Risk management [15] refers to a coordination set
of processes including risk identification, risk
analysis, risk evaluation, and risk treatment that is
used to direct an enterprise and to control the many
risks that can affect its ability to achieve its business
objectives [4]. Risk assessment, which is a part of
risk management, includes three phases: 1)
identifying risks to a system, 2) analyzing the
identified risks by estimating their probability of
occurrence and the impact of its consequences, and
3) evaluating risk level. Risk assessment implies that
as minimum, some form of quantitative or qualitative
analysis is required for making decision concerning
major risks to the achievement of organizational
objectives [10]. In quantitative risk analysis, a
numerical estimate is made of the probability that a
defined harm will result from the occurrence of a
particular risk event. This kind of analysis is
performed on risk that have been prioritized. The
impacts of these risks are analyzed and a numerical
rating to those impacts are assigned. On the other
hand, qualitative risk analysis is used in the cases
where it is difficult to express numerical measure of
risks. It is, for example, the occurrence without
adequate numerical data. Such analysis can be used

as an initial assessment to recognize risks. In many
cases, risk analysis can be made partially quantitative
and partially qualitative [2,4].

2.3 The Delphi Method

Delphi is a widely accepted consensus-based
estimation method for identifying and prioritizing
issues regarding decision-making [16,17]. It is a
forecasting technique used to collect expert opinion
in an objective way, and arrive to a consensus
conclusion based on that. Delphi was originally
developed by RAND Corporation in 1950-1960s for
the military purpose [18]. It has since been applied
to other domains such as technology, population
sciences, and environmental risk assessment and has
been proven to be a very effective estimation tool
[19].

Three essential characteristics of Delphi method
are: 1) structured and iterative information flow, 2)
anonymity of the participants in order to alleviate
peer pressure and other performance anxieties, and
3) iterative feedback of the participants. In this
method, a moderator is used to control and facilitate
information gathering from a selected group of
Subject Matter Experts (SME) who are
knowledgeable on the enterprise’s particular type of
business. During the Delphi process, each
participant of the SME is asked to provide an answer
to a question regarding decision-making issue. A
form is designed such that the participant can easily
provide a numerical answer to the questions.
Following this step, the moderator merges the
answers from all participants in anonymous
presentation, shares and discusses the combined
results with all participants. The participants are then
encouraged to iteratively reconsider and modify their
answers based on the feedback from previous
discussion.

3. RELATED WORK

In literature, there are several models and
frameworks with different approaches that help in
information security risk assessment [3,5-9,14,20-
32], however, these traditional risk management
frameworks do not fit CC well due to its complex
environment and the assumption by those
frameworks that the assets are owned and fully
managed by the enterprise itself. This section
reviews the existing information security risk
assessment models:

CORAS: is a UML model security risk analysis
method developed for InfoSec. It defines a UML
language for security concepts such as threat, asset,
vulnerability, and scenario, which is applied to
model unwanted incidents and risks [30]. In
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CORAS, a security risk analysis is conducted in
seven steps which are: introduction, high level
analysis, approval, risk identification, risk
estimation, risk evaluation, and risk treatment. The
major weaknesses of CORAS are: 1) it is a
generalized methodology; hence, there is still a need
to develop or extend the methodology for
particularly requirements phase, 2) quantitative risk
assessment cannot be provided by CORAS, and 3) it
is not clear how the severity of threats and
vulnerabilities are mapped [23].

CRAMM: a risk analysis and management
method that includes a comprehensive range of risk
assessment tools that are fully complaint with
ISO27001 and address tasks such as: asset
dependency modeling, identifying and assessing
threats and vulnerabilities, assessing risk levels, and
identifying required controls [22,32]. It provides a
staged and disciplined approach embracing both
technical (e.g. hardware and software) and non-
technical (e.g. physical and human) aspects of
security. The major flaws in CRAMM are: 1)
quantitative risk assessment cannot be provided.
Hence, there is need to extend this methodology in
this direction and 2) it does not clearly talk about the
security attributes e.g. Confidentiality, Integrity, and
Availability [23].

COBRA: a risk assessment model that consists of
a range of risk analysis, consultative and security
review tools which were developed largely in
recognition of changing nature of IT and security,
and the demands placed by business upon these areas
[31].The default risk assessment process usually
consists of three stages: questionnaire building, risk
surveying, and report generation. The major
weaknesses of COBRA are 1) risk assessment
technique is not clearly mentioned; hence, there is
need to extend this methodology in this direction and
2) threats and vulnerabilities play a very important
role in the process of risk assessment; but how these
are taken into consideration, is not clearly given in
COBRA [23].

OCTAVE: a standard security framework for
measuring risk level and planning defenses against
cyber assaults [20,21,23]. The framework describes
a methodology to depreciate exposure to possible
threats, determine the permissible consequences of
attacks and deal with attacks that succeed. One of the
significant draw backs of OCTAVE is its complexity
and it does not allow quantitative risk analysis.

NIST RMF: a general risk management
framework that can be applied to any asset [20,23].
It covers a series of activities related to managing

risk, however, it is not available with computer
support, where templates could be used
electronically, and reports could be created
automatically for the vast number of data collected
during the information risk assessment. It is used
more as a guideline instead of methodology.

FAIR: a risk assessment framework for
understanding, measuring and analyzing information
risk for enabling well-informed decision making. It
is established to approach the weaknesses of security
concern. It assists in normalizing risks, applying risk
assessment and viewing overall risks. However, the
main deficiency of FAIR is the lack of information
about methodology and examples of how it is applied
[20].

Many Enterprise Risk Management (ERM) tools
are available for use by enterprises [38]. RSA Archer
Suite, a leader in the 2019 Gartner Magic Quadrant

for integrated risk management, empowers
enterprises of all sizes to manage multiple
dimensions of risk on one configurable,

integrated software platform. With RSA Archer,
enterprises can quickly implement risk management
processes based on industry standards and best
practices leading to improved risk management
maturity, more informed decision-making and
enhanced business performance [39].

RiskSynec, a leading company with more than 15
years of experience contributing to risk management
within all types of enterprises, provides proven risk
management solutions. Each solution identifies and
analyses risks, discovers trends and
facilitates  continuous  quality = improvement.
Together the applications form a complete risk
management system tailored to the needs of the
enterprise: secure, user-friendly, modular and
integrated with existing systems. The information
security solution is hosted on the
RiskSync platform and includes all the built-in
functionalities [40].

4. THE PROPOSED MODEL

4.1 An Overview of DCSRAM

We define the following terms in the context of CC

security risk assessment in enterprises:

a. Risk: is an uncertain factor whose occurrence
may result in loss of satisfaction of an
enterprise’s organizational objective.

b. Asset: is something to which enterprise assigns
value and hence for which it requires protection
such as VM, SLA and computational resources.
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c. Vulnerability: is a weakness, flaw or deficiency
in CC that may be exploited to harm or reduce
the value of an asset(s).

d. Threat: is a potential undesired event that
exploit CC vulnerability to harm or reduce the
value of an asset(s).

e. Consequence: is a potential loss of satisfaction
of enterprise’s objective(s) caused by a risk.

For eachrisk, r;, where i € {1,2,3, ...}, we define the
following elements which help express the risk in a
structured format.

1. Threat (t;): a security threat corresponds to 7;,
each risk r; maps to a single threat t; and vise-
versa (1; < t;)

2. Vulnerabilities (V;): a set of vulnerabilities that

may be exploited by t;.

3. Assets (Aj): a set of assets that may be harmed
by t;

4. Threat Likelihood L(t;): probability of

occurrence of t;

5. Consequences (Cij): a set of consequences
caused by t; where
Ci= {cj: ¢j a consequence of t:}
where: j € {1,2,3,..}

6. Consequence Likelihood L(c;|t;): probability of
occurrence of ¢; when t; occurs.

7. Consequence Impact I(c;): the degree by which
¢; influences enterprise’s objectives.

8. Risk Level E(r;): the severity of the risk, 7;,
derived from L(t;), L(c;|t;), and I(c;).

Figure 3 illustrates these elements and table 2 shows

an example of risk profile in a structured format.

Risk assessment involves three phases: risk
identification, risk analysis, and risk evaluation. In
DCSRAM, risk identification phase comprises five
processes; asset identification,  vulnerability
identification, threat identification, consequence
identification, and risk mapping. On the other hand,
risk analysis phase includes the estimate of threat
likelihood L(t;), consequence likelihood L(c;|t;),
and consequence impact I(c;). Finally, in risk
evaluation phase, risk level E(r;) is computed as a
function in L(t;), L(c;[t;), and I(c;). Figure 4 shows
all phases of the proposed model DCSRAM.
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Vulnerabilities Assets
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Threat ——» Consequences
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Likelihood Likelihood & Impact
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Risk Level

Figure 3: Elements of risk and the relationships
between them

Table 2: An example of risk profile in a structured

format
Risk element Description
threat unauthorized access to sever
vulnerability virus protection not updated
asset affected servers
consequence data confidentiality affected
threat likelihood moderate
consequence likelihood | high
consequence impact moderate
risk level moderate

4.2 Risk Identification Phase

The identification of security risks that are likely
to affect cloud services, and consequently the
achievement of the goals of enterprises that adopt CC
technology, is the most critical step in risk
assessment. The  better  identifying  and
understanding the risks, the more meaningful and
effective will be the risk assessment process. The
appropriate risk identification method will depend
on the application area (i.e., nature of activities and
the hazard groups), the nature of projects in the
enterprise,  resources  available,  regularity
requirements and client requirements as to
objectives, desired outcome and the required level of
detail [10].
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Risk Identification

In DCSRAM, each process in risk identification is
performed in a ““group session” by a team that
comprises a number of experts who are
knowledgeable about CC security threats particular
to the enterprise and a diverse group of stakeholders
in the enterprise (e.g., manager, system analyst,
sponsor, etc.). In the group session, the team
identifies a set of assets (set A) of the enterprise and
a set of vulnerabilities, (set V), in CC platform. Then,
it recognizes a set of potential threats to CC (set T)
that may exploit vulnerabilities in V to harm assets
in A. Next, the team defines C, which is a set that
gathers consequences of each threat in T. Finally, it
maps each identified threat (t;) to a subset of assets
(Ai), vulnerability (V;i), and consequences (C). It is
worthy to mention that the European Network and
Information Security Agency (ENISA) [36] has
provided generic lists of assets, vulnerabilities and
threats for CC. However, these lists do not reflect the
enterprise’s organizational objectives nor they reveal
a specific class of business applications.

Process 1: Asset Identification
In this step, the team identifies a set of assets (A) of
the enterprise that may be affected by cloud security
breaches. Examples of these assets are:

e  Sensitive data

e  Physical nodes and VM

o Intellectual property

Process 2: Vulnerability Identification
The goal of vulnerability identification step is to
develop a set of cloud vulnerabilities (V) or security
breaches in the cloud services. Examples of these
vulnerabilities are:

e Authentication Authorization Accounting

(AAA) vulnerabilities

e  User provision vulnerabilities

e Lack of reputational isolation

e Inaccurate modelling of resources

Process 3: Threat identification

In threat identification, the team identifies a set of
the potential threats (T) that may exploit
vulnerabilities in set V to harm assets in set A.
Examples of such threats are given below:

e Resource Exhaustion: over or under
provision of cloud resources which leads to
inadequate service or denial.

e Isolation Failure: failure in effectively
separating storage, memory, and routing
causes isolation failure.

e Malicious Insider: a CSP’s employee
maliciously alters or corrupts customer
data.

ENISA provides 23 classes of assets that CSC assign
value when adopting CC, lists 53 vulnerabilities, 31
are cloud specific and 22 are not cloud specific, and
identifies 35 threats that fall in one of the following

R ————————
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four categories: policy and organization, technical,
legal, and other threats not specific to CC.

Process 4: Consequence Identification
In this step, the team uses all information acquired in
the previous three steps (A, V, and T) to identify the
consequences of each threat in T. These
consequences are gathered in set C. Examples of
these consequences are:
e Loss of confidentiality which means the
unauthorized disclosure of information
e Loss of integrity which means the
unauthorized modification or destruction of
information
e Loss of availability which means the
disruption of access to information
e Loss of customers

Process 5: Risk Mapping

Now using the information acquired above, the team
will define a set of risks (R), each risk (ri€ R)
corresponds to a threat (ti€ T), which maps to a
subset of assets (AiCA), a subset of vulnerabilities
(ViC V), and a subset of consequences (C;C C), this
mapping is shown in figure 5. For example, a risk rj,
corresponds to a threat t="“account hijacking” maps
to a subset of assets Aj={storage resources,
computational resources, customer’s trust}, a subset
of vulnerabilities Vi={insufficient input-data
validation, weak credential, insufficient
authorization check} and a subset of consequences
Ci={loss of confidentiality, loss of availability, loss of
customers}.

Rigk (r)

Figure 5: Risk identification and mapping

4.3 Risk Analysis Phase (Delphi Session)

Risk analysis usually encompasses the estimate of
risk likelihood and consequence impact. Often
qualitative and semi-quantitative techniques are
employed using tools such as risk matrix which is a
2-dimentional matrix  (risk  likelihood and
consequence impact). Qualitative analysis requires
defining evaluation level for likelihood and impact.
For example, an expert can define three levels for
risk likelihood (unlikely, possible, likely) and three
levels for consequence impact (minor, moderate,
major). The final risk level assessment is based on
expert opinion that takes the two factors into
consideration and it may assume four levels (low,
medium, high, very high). For example, risk due to
vendor lock-in is assessed to be high, because its
likelihood is likely, and its consequence impact is
moderate [8]. Semi-quantitative approach, on the
other hand, uses value ranges for the evaluation of
both risk likelihood and consequence impact, but
does not consider their combined influence in a
quantitative manner. For instance, the previous
example of qualitative approach may be modified to
follow a semi-quantitative manner by defining scales
for risk likelihood and consequence impact as shown
in table 3. However, the final risk level assignment
is still based on expert opinion as shown in table 4.
Both approaches do not consider consequence
likelihood.

Table 3: Risk likelihood and consequence impact scale
in semi-quantitative approach

risk likelihood scale | consequence impact scale
unlikely | 0-0.25 minor 0-3
possible -0.75 moderate 4-7
likely -1.0 major 8-10
Table 4: Risk Matrix
Prob/Impact minor | moderate major
(0-3) 4-7 (8-10)
unlikely (0-0.25) Low Medium high
possible (-0.75) medium High very high
likely(-1.0) High High very high

Estimate of probabilities of several security risks is
a tedious task, due to the lack of historic data. For
example, in case of risks due to spoofing attacks,
critical data need is the frequency of occurrence of
such attacks on all enterprise systems. While such
data are not readily available, collaborative research
among institutions collecting and analyzing security
data will be very helpful in likelihood and impact
estimation [8]. In DCSRAM, we adopted a fully
quantitative risk analysis approach that further
considers consequence likelihood and improves the
previous approaches by enabling stakeholders
comparatively evaluate risks using Delphi
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technique. Delphi technique is used in DCSRAM for

the estimate of threat likelihood L(t;), consequence

likelihood L(c;|t;), and consequence impact I(c;).

This technique is shown in figure 6 and is described

below:

1. Select moderator and SME: The technique
begin by selecting a team consists of a
moderator and a group of SME with 3 to 7
members. Picking qualified team is an
important part of generating accurate estimates.
Moderator should be familiar with the Delphi
process, SME must be willing to estimate each
task honestly, and should be comfortable
working with each other. They should be
knowledgeable about enterprise’s goals and CC
risks to make educated estimates about their
likelihoods and consequences.

2. Prepare for a Kkickoff meeting: The first
meeting during which estimation team creates a
work breakdown structure and discusses
assumptions. Moderator leads the meeting and
give vision, scope and a goal statement for
estimation session to SME before the meeting.
The goal statement should be no more than a
few sentences that describe the scope of the
work that is to be estimated. For example,
“Generate estimates for likelihoods and
consequences of risks associated with the
utilization of CC in the enterprise”.

3. Individual Estimate: After the meeting, each
expert in SME creates an effort estimate for
each risk, r;. SME individually provide their best
numerical estimates for L(t;), L(c;|t;) and I(c;)
in a well prepared estimate form. The likelihood
ranges between 0.0 and 1.0 and the impact is
estimated on a scale from 0 to 10.

4. Assemble Estimate: Moderator collects all
estimate forms. Estimates are compiled, shared,
including summary statistics, and displayed on
a whiteboard.

5. Revise Estimate: SME revise their individual
estimates, moderator try to resolve issues or
disagreements, remove redundancies and
resolve remaining estimate differences. Any
estimate with an especially wide discrepancy
should be marked for further discussion.

6. Check Convergence: If all estimate values
converge within an acceptable range (e.g. 5%
variance), the moderator records the final
estimates for each risk to use for risk evaluation,
otherwise steps 3-5 are repeated.

Start
Select moderator and SME
Individual Estimate L(t;), L(Cj|t; ), 1(¢; )
Assemble Estimate L(t;), L(Cj | tp), I(Cj)
Revise Estimate L(t;), L(Cj|t; ), I(C; )

No
Convergence?

Yes

Record Final Estimates

End

Figure 6: The Delphi Risk Analysis Process

4.4 Risk Evaluation Phase

After the SME converge on a consensus for the
numerical values of L(t;), L(c;|t;) and I(c;) for each
risk 7; €R, the risk level, E(r;), can be evaluated
using these value as per Equation 1. The overall
security risk level (E;) for the given cloud application
is the cumulative sum of risk levels, E(r;), for all n
risks in R, and is given by Equation 2. The risk factor
R.F for the enterprise can be estimated from
Equation 3 (0< R.F <1). This equation is a
normalization for E; since the maximum value of E;
is 10mn.

E(r) = L(t) ) L(gle)iGe) (1)
=1

m: number of consequences in C

L(clt) =0if ¢ &

n

Ee=) E() @
i=1
n: number of risks in R
E,

R.F =
10mn

(3)
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5. MODEL VALIDATION

To demonstrate the usability and the applicability
of DCSRAM, we provide a step-by-step use-case
scenario that shows how an enterprise adopting CC
may use DCSRAM to assess security risks.
Advanced Telecom (AT) is a leading
telecommunications company that has a broad range
of customers, whom it offers
integrated communications services, through its
state-of-the-art infrastructure. The company has
heard about the cutting-edge CC technology and
thought that it would probably be a good idea to
adopt this technology and leverage its several
benefits to improve the performance of its Enterprise
Resource Planning (ERP) system. However, AT’s
top management is still reluctant to adopt CC due to
its security risks. Our goal is to help AT company
take a decision on the adoption of CC using our
proposed CC security risk assessment model. Table
5 shows AT’s profile which gives information
concerning its business objectives and security
requirements. These information are used to guide
different processes in risk assessment phases.

Table 5: Enterprise Profile
Enterprise name Advanced Telecom. (AT)
Selected CC service ERP
(application)
Business Objectives

Gain and increase profitability
from transaction broker

Provide perfect customer service
Enhance customer satisfaction
Confidentiality — medium
Integrity — high

Availability — high

Security requirements

Phase 1: Risk Identification (Group Session)

In this step, a team of seven members that
comprises SME and a diverse group of stakeholders
in the enterprise meet to identify potential risks and
different elements of these risks using the
information available in enterprise’s profile. Each
group session is structured in a way such that each
participant has a clearly defined role (moderator,
manager, user, developer, expert, etc.) and
contributes to risk elaboration according to his/her
role, towards reaching cooperation. The output of
this phase are the sets R, T, A, V, and C. The team
then provides mapping among these sets as per figure
5. Table 6 illustrates the output of group session
phase.

Phase 2: Risk Analysis (Delphi Session)

In Delphi session, each SME member provides
his/her best numerical estimates for L(t), L(c;|ty),
and I(cj) for each risk r; and consequence ¢;
identified in phase 1. The likelihoods range between

0.0 and 1.0 and the impacts are estimated on a scale
from 0 to 10. Moderator then collects all estimates,
displays results to SME, allows them to revise their
estimates and resolves conflicts. This process is
repeated until results converge within 5% variance.
The experts’ final estimates are recorded in table 7
and are used for risk level estimate.

Phase 3: Risk Evaluation

The final step is to estimate the level, E(r;), of each
identified risk, as per Equation 1. The results are
shown in the last column of table 7. The overall
security risk level (E;) for the given cloud application
(ERP) is computed using Equation 2. The overall
risk level for the enterprise has been estimated to be
22.2, the risk factor (R.F) has been computed from
equation 3 and found to be 0.123. Finally, the SME
should take a step back and view the process
holistically. Have a conversation with the
stakeholders about the R.F estimated and make a
decision upon. The best strategy is often to try
minimize the R.F by considering various techniques
for risk treatment and mitigations.

6. CONCLUSION AND FUTURE WORK

The adoption of CC provides enormous operational
and  economic  benefits for  enterprises.
Unfortunately, these benefits do not offer better
security in terms of integrity, confidentiality, and
availability. For this reason, developing a risk
assessment model for CC is essential to enable CSP
and enterprises to quantify risks based on the
likelihood of their occurrence and the impact of their
consequences. Moreover, developing a risk
assessment model for CC in a complicated
environment requires careful consideration of CC
characteristics and main features of its security risks.
In this paper, we proposed DCSRAM, a Delphi-
based risk assessment model that identifies, analyzes
and evaluates CC security risks that result in loss of
satisfaction of business objectives in enterprises
adopting CC technologies. This model leads to a
higher level of trust in cloud technologies from the
side of enterprises and a cost-effective and reliable
productivity from the side of service providers. For
the future work, there is a need to develop a
comprehensive risk management framework that
should be simple and clearly defines all risk
management processes including risk treatment and
countermeasure, monitoring and review, and risk
acceptance by enterprises.

R ————————
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Table 6: Output Risk Identification Phase (Group Session), N=3, M=6

i|r ti Aj Vi Ci
1| ti:account or A1={storage Vi={insufficient input-data Ci={c1,c2,c3}={loss of
service hijacking resources, validation, weak credential, confidentiality, loss of
computational insufficient authorization check} availability, loss of
resources, customers}
customer’s trust}
2| n t2:data leakage Ar={VM, V2={incomplete data deletion, data Co=={c1,c4}={loss of
storage backup done by untrusted third party, | confidentiality, loss of
resources } data is often stored, processed, and integrity }
transferred in clear plain text,
uncontrolled placement of VM
images in public repository, sharing
of virtual bridges by several VM,
uncontrolled copying of VM,
uncontrolled migration of VM.
uncontrolled allocation and
deallocation of VM, the IP addresses
of VM are visible to anyone}
3 | r3 | ta:sniffing/spoofing As={virtual Vs={sharing of virtual bridges by Cs={c1,cs5,c6}={loss of
virtual network networks} several VM} confidentiality , loss of
trust, loss of privacy}

T={t1,t2,t3} = {account or service hijacking, data leakage, sniffing/spoofing virtual network }

loss of privacy}

C={c1,c2,c3,c4,¢5,c6 1= {loss of confidentiality, loss of availability, loss of customers, loss of integrity, loss of trust,

Table 7: Output Of Delphi Session And Risk Evaluation Phases

ti L(t) | j Cj L(ci|ty) | I(cp) | Eri)
" 1 | loss of confidentiality 0.9 5
account or service hijacking 0.8 |2 loss of availability 0.8 7 11.28
3 loss of customers 0.5 8
t2 07 1 | loss of confidentiality 0.8 5 530
data leakage ) 4 loss of integrity 0.6 6 )
s 1 | loss of confidentiality 0.7 5
sniffing/spoofing virtual network 03 2 1(}::2?;33;2}, gg Z 36
Overall security risk for ERP application in AT, E; 22.2
Risk factor in AT (R.F) 0.123
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