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ABSTRACT

Information hiding is one of the considerable objects in secret communication. Steganography is a vital
research area in recent years relating several applications. Image steganography is the mode of embedding
information (e.g. text) in an image, such an impossible to be seen by human eyes or so-called visual system
(HVS). This study presents a steganography scheme based on a dynamic non-sequential Least Significant
Bit (LSB) procedure for concealing text information into two kinds of images; include RGB images and
Grayscale images, where the efficiency of using each of these kinds is studied. the spatial domain is used to
perform the LSB procedure, where the bits of the secret message are inserted into the host or cover image
using LSB process to outcome a stego-image. The results show that the secret message can be hidden securely
and undetectable against HVS, and using RGB image shows better performance. Comparing with some other

methods, the proposed scheme is superior in terms of MSE and PSNR.
Keywords: LSB, Image steganography, PSNR, MSE, HV'S.

1. INTRODUCTION

Due to the increase of the World Wide Web,
digital media, and data transformation applications,
information security becomes a primary key of
information and communication technology. The
information hiding is an old idea; appeared early in
olden Greece, there were numerous efforts to cover
the messages with different means. relies on
delivered through enemy territory. Recently, due to
the global of virtual and digital communication,
numerous techniques are utilized for embedding
information in a medium such as steganography
[11[2][3]- In this mechanism, virtual media,
particularly digital images, are utilized as a
wherewithal for concealing data in the textual
content form, images, videos, and even the audio
record may be used as an invisible message. In other
word, steganography is the procedure of hiding a
confidential message in a type of media in order to
protect from the third party. Such in facts the hiding
systems take benefit of human perceptual

weaknesses [1][4][3]. Consequently, steganography
systems are widely used as a satisfactory solution to
protect the presence of messages. While, if the
existence of hidden data is doubtful or discovered,
the reason for the concealment of information has
been partially defeated [2][3][4][5]. Wherein, it tries
to prohibit the third party from suspecting that the
data is there [3][6][7].

Image steganography could be defined as the
term of covering a message in an image. Inserting
the secret message into the cover image in the image
steganography technique, performs either by special
domain or transform (frequency) domain. The LSB
is the most famous scheme belongs to the spatial
domain, in which the text embeds directly in the last
right bit (8%) of the pixel. Conversely, in the
transform domain, the text conceals by changes the
frequency coefficients of the host image. In standard
LSB technique, only the last bit of the selected pixel
has to be changed. Consequently, there are little
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changes in the host image and additional information
could be concealed in the image.

On another side, several steganographic methods
had been offered, the simple and widely known
method is the LSB-based method, which hiding the
confidential data in the LSB of each pixel in the host
image (i.e. Grayscale image). Based on LSB scheme,
the process concealing the secret data in RGB image
(i.e. true color image) is progressed with enhanced
stego-image quality [2][3][8].

In the traditional LSB scheme, a secret
message is concealing sequentially in a host image.
Hence, the attacker can easily extract the hidden text.
In order to overcome the weaknesses in traditional
LSB technique, the study presents a steganography
scheme based on LSB technique in which the
confidential text is concealed into the cover image in
a dynamic non-sequential arrangement to decrease
the image corruption and raise the level of security.
Because the block size is not fixed, it varies from a
secret message to another; it mainly depends on the
length of the message. Hence, this method is
dynamic and renewable from a message to another.
Consequently, any attack for obtaining the secret
message or the concealment algorithm is very
difficult. The proposed study provides an efficient
concealment scheme, especially for short messages.

In this study, a dynamic non-sequential LSB
based spatial domain area utilized in picture
steganography, where less significant parts of the
image pixels are chosen to be substituted for hiding
a confidential message. The proposed scheme
including two main processes; embedding process
and extraction process. The proposed method has
been performed in both image types, 8-bits image
(i.e. Grayscale) and 24-bits image (RGB image).
Consequently, this study has discussed the efficiency
of using these two types as a host image.

2. LITERATURE REVIEW

Steganography, which means “Covered
Writing” has been taken from Greek language and
used fundamentally in numerous forms for centuries
[21[31[9]- To cover the secret message, Histaiacus
shaved the head of a messenger, then writing the
mysterious message on the scalp of the messenger,
therefore, they wait for the hair to be grown again.
Hereby, a messenger travels and arrived his
destination freely, then his head is shaved to get the
secret message by the receiver [10] [11] [12]. On
another side, the Germans build up a steganographic
technique named as microdot. A microdot is content
or a picture significantly lessened in size onto a little
plate to prevent and counteract detection by

unintended beneficiaries. On a very basic level, it is
a steganographic way to deal with message
protection. Microdots are typically circular and
around one millimeter in breadth, however, can be
made into various shapes and sizes and produced
using different materials, for example, polyester or
metal. Therefore, the microdots are so small, it could
be printed on envelope or a letter and sent
unnoticeable [3] [13].

Steganography is categorized into two
types; the first one is the fragile steganography and
the other one is the robust steganography. In the
fragile steganography, the data is embedded into a
file that is damaged in case if any wrong
modification on the file. Meanwhile, in the robust
steganography, the data is embedded into a file (i.e.
image) in a way that it cannot be easily detected and
destroyed [13] [14]. Many studies in steganography
to hiding data image have been done in literature,
where a different number of steganography
techniques have been offered in different studies
[15] [16] [17] [18] [19] [20] [21] [22] [23]. Among
the steganographic techniques, the best well known
and most straightforward technique is the LSB. LSB
technique has been detailed in several studies like in
[24][25] [26] [27] [28] [29].

The study aims to protect confidential data
that transform via Internet using image
steganography based on a dynamic non-sequential
LSB technique, which is the best inexpensive ways.

3. LEAST SIGNIFICANT BIT (LSB)

The simplest and straightforward process
for hiding data in a media’s digital is LSB. LSB data
hiding mechanism does not impact the image’s
visual characteristic. Only the LSB's of the host
media’s digital pixels are used for hiding the
confidential message [1] [25A straightforward, a
data’s bits such as a message or a text file are
embedding in LSB’s of a cover image, whereas the
yield image from this process called stego-image, as
described in the following formula [3] [25] [28].

Host image + hidden information = stego-image (1)

The image can be Grayscale or colour
image. In Grayscale image, 8-bit are represented for
each pixel, while in a standard colour image 24-bit
are represented for each pixel [1][2][3] [28]. For
example, suppose that it is needed to hide 8 bits of a
message (i.e. 8-bit) in a host image, and suppose an
8-pixel in the Top-Left of this host image (i.e. 8-
bytes), as in the following encoding:
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An 9-bits of a secret message = 110010010, is

supposed to be covered in:

An 9-pixel of a host image:

00101101 00011101 11001100
10100110 11000100 01001101
10010000 10101000 01100011

Based on LSB method, each bit of the message is
hided in 1-byte of the host image, resulting as
follows:

00101101 00011101 11001100
10100110 11000101 01001100
10010000 10101001 01100010

Where the bits in colored bold indicates to
the changed bits in the host image. It’s observed that
the number of changed bits is 4, which about half
numbers of LSB in the selected pixels.

On another side, the steganography
performance is different from one to another. Image
quality is the vital pointer for the performance of the
image steganography technique PSNR and MSE are
the superlative matrices for evaluating the image's
quality. Thus, the Image goodness performance can
be determined primarily by calculating PSNR and
MSE metrics for stego-image evaluation.

PSNR metric is applied as a statistical
instrument for assessing a video quality or a digital
quality [1][2][3] [30] [31]. PSNR, simply defined by
MSE of y*z grayscale images A and B, in which one
of the used images is a noisy approximation of the
second image [28] [31].

The MSE is an error metric of the image quality,
represents the squared error between A and B
images. It is a permanently positive number; the
better results are approximate to zero. MSE can be
performed by matching the original image (host-
image) and the stago-image byte by byte. The MSE
is defined as [32][33] :

MSE =~ 532 S 5[A(m, n) — B(m, )]
(1)

where:
y: denotes the row's number of the host image
z: denotes the row's number of the host image

A(m,n): denotes the pixel’s value of the (A) host
image

B(m,n): denotes the pixel’s value of the (B) stego-
image

PSNR is the measurement metric of the peak signal-
to-noise ratio between two images, which are the
original image (host-image) and the noisy image
(stego-image). The higher PSNR is indicating to
high quality image. The PSNR metric is described as
below [34] [35]:

MAX3 MAX
PSNR = 10.10g;0 (*ro2) = 20.10gso (“ost) (2)

Where:

MAXy: represents the maximum probable image’s
pixel value that is 255, when the pixels denoted by 8
bits.

The higher PSNR demonstrates getting
better goodness of the stego-image or in other words
lesser deformation. Moreover, it demonstrates the
least chance of visual human eye to reveal
[30][31][36].

Spatial domain based on a dynamic non-
sequential LSB hiding technique is utilized in this
work.

4. METHODOLOGY

Figure 1 illustrates a general glance of the
steganography scheme used in this study. To hide the
text information, the LSB-based embedding is used.
The two main processes in this method are; first is
the LSB-embedding process, which is non-
sequential bits of the confidential message concealed
in the host image in order to produce the stego-
image. On the other side, the second process is
extraction of the hidden text from the stego-image to
get the concealed message. The two processes are
performed as in the following steps.
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Process

Figure 1: Text-Hiding Steganography Scheme.

4.1 LSB Embedding Process
The LSB embedding
performed as the following:

technique is

Step1: Read the host or cover image.
Step2: Read the confidential message.

Step3: Change each confidential message’s
character into ASCII code (Decimal number).

Step4: Determine the length of the message and
change each ASCII code to its 7-bits binary
equivalent.

StepS5: Depending on the number of bits of the
confidential message, the host image is separated
into blocks. After that, each block is divided into
sub-blocks of 6 Bytes in order to conceal the
message bits.

Block size = Host image size (pixels)/secret message
length (bits)

Step6: Separate the host image into RGB plane (in
case of RGB color image) and insert the 1st bit of the
secret message into the last bit of 1st pixel of the first
sub-block, then insert the 2nd bit of the secret
message into the last bit of the first pixel of the 2nd
sub-block, and so on, until the whole message is
embedded within the host image.

Step7: Output a stego-image containing the secret
message.

Figure 2 illustrates the pictorial
procedure of the proposed scheme.

embedding

ITIHIIISIFIIILIEI.IAI.IAITextMessage

[84 [72 [73 [83 [70 [73 76 [e9 [. [. [. [. | ecimalcode

Binary Massage’s Code

" Blockn

Stego»lmag

Figure 2: The embedding process.

4.2 LSB Extracting Process

The steps for extracting secret message are described
as follows:

Stepl: Read the stego-image.

Step2: Separate (divide) the host image into RGB
plane (in case of RGB image) and divide the image
size over the message’s bit length to get the block
size. Then separate each block into sub-blocks of 64
bytes (8*8). After that, extract the last bit of the 1st
pixel in the 1st sub-block to obtain the first bit of the
hidden secret message, and then extract the last bit
of the st pixel of the 2nd sub-block to obtain the
second bit of the hidden secret message, and so on,
until the whole message is retrieved from the stego-
image.

Step3: Convert binary code of the derived secret
message into its decimal-ASCII value.

Step4: Convert each decimal ASCII code to its
represented character.

Step5: Output the covert message.

The input host images can be a Grayscale
image (8-bits image per pixel) or RGB color image
(24-bits image per pixel). LSB is performed on six
test images, a three are RGB (i.e. true colour image)
and the other three images are Grayscale images,
which are related to Lena, Peppers, and Baboon
images. Each one of the test images has a size
512x512 and PNG image type. On another side, the
following textbox contains the secret message that
taken to be hidden as secret message in a host image.
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THIS FILE CONTAINING SECRET
INFORMATION, this file containing secret
information

The MSE and PSNR metrics are utilized for
calculating the performance of the used mechanism
and the quality of the stego-images using equation
(2) and (3) respectively. Whereby, the lower MSE
value indicates better performance, while the greater
value of PSNR denotes a superior quality of the
stego-image.

5.  EXPERIMENTAL RESULTS

The experimental results demonstrate the
achievements of the LSB-based steganography
process in two different map images (i.e. Grayscale
and RGB images). Three images namely Baboon,
Lena, and Peppers are used as host images. The
secret message which is adapted to be concealed is
covered into the host image using the LSB
technique. Then, stego-image is produced. The host
images along with corresponding stego-images are
illustrated in Figure 3, Figure 4, and Figure 5 for both
RGB and Grayscale images, for Lena, Peppers, and
Baboon images respectively. Meanwhile, Figure 6,
Figure 7, and Figure 8 respectively are illustrated
their histogram results.

The secret message is covered within the
top-left side of the host image. It can be noticed that
the deformation occurs in the stego-images due to
hiding the secret message are unrevealed to the
human eye.

Lena RGB Original

Lena RGB Stego

Lena Gray Original Lena Gray Stego

Figure 3: Steganography results for Lena images.

1619

Pepper RGB Original

Peppers RGB Stego

Figure 4: Steganography results for Pepper images.

Baboon RGB Original Baboon RGB Stego

Baboon Gray Original Baboon Gray Stego

Wy g o

Figure 5: Steganography results for Baboon images.
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Figure 6: Histogram results for Lena images.
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104 Pepper RGB Original 104 Peppers RGB Stego

Table 1: Steganography Performance Based on MSE and

* 4 PSNR Values.
3 3
Image MSE PSNR
2 2
L i ' | . ' i ' ‘ Lena_RGB 0.00043360 81.7598
0 0
0 100 200 300 0 100 200 300
Pepper Gray Original Peppers Gray Stego Lena_Grayscale 0.00130000 77.1442
10000 10000
Pepper_RGB 0.00035858 82.5849
5000 5000
Pepper_Grayscale 0.00110000 77.7223
% 100 200 300 % 100 200 300
Baboon_RGB 0.00043106 81.7854
Figure 7: Histogram results for Pepper images
Baboon Grayscale 0.00140000 76.8262

Baboon RGB Original Baboon RGB Stego
15000 15000
10000 10000
5000 5000
0 0
0 100 200 300 ] 100 200 300
Baboon Gray Original Baboon Gray Stego
6000 6000
4000 4000
2000 2000
0 0
0 100 200 300

Figure 8: Histogram results for Pepper images

On another side, Table 1 illustrates the
steganography performance results based on MSE
and PSNR measurements. Generally, it can be
noticed that using RGB color image as a host image
for concealing the secret message provide better
performance compared to that when using Grayscale
image as a host image. For example, Lena RGB host
gets MSE value at 4.3360e-04, and PSNR value at
81.7598. Meanwhile, Lena Grayscale host gets MSE
value at 0.0013, and PSNR value at 77.1442. In
Pepper RGB host gets MSE value at 3.5858e-04,
and PSNR value at 82.5849. Meanwhile, Pepper
Grayscale host gets MSE value at 0.0011, and PSNR
value at 77.7223. Moreover, it is the same superior
is obtained in the Baboon image.

The PSNR and MSE are utilized for
evaluating and comparing the security achievement
of this study with the method presented in [28]. The
Lena RGB image is used for conducting the tests.
Despite the length of the tested message in [28] is
shorter than the text message tested in this study, the
proposed scheme is achieved better results as shown
in Table2.

Table 2: Steganography Performance Based on MSE and
PSNR Values for the Proposed Scheme and [28] method.

Kamdar et al. [28] | Proposed scheme

Image

MSE PSNR MSE PSNR

Lena RGB | 0.012 77.45 0.00043360 | 81.7598

Moreover, the performance of this study is compared
with [29] in terms of PSNR and MSE metrics for
Lena RGB, Lena Grayscale, Baboon RGB, and
Baboon_Grayscale images. The obtained results are
presented in Table 3.

Table 3: Steganography Performance Based on MSE and
PSNR Values for the Proposed Scheme and [29] method.

Khan et al. [29] Proposed scheme
Image
MSE PSNR | MSE PSNR
Lena
RGB 3.20 43.11 0.00043360 81.7598
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Lena 1.09 4371 | 0.00130000 | 77.1442
Grayscale
Baboon 127 47.10 | 0.00043106 | 81.7854
RGB : : ‘ ‘
Baboon

2.40 4437 | 0.00140000 | 76.8262
Grayscale

The higher PSNR and lower MSE in Table 2 and 3
indicate the best quality and less distortion in the
resulted image, which leads to less chance to reveal
by HVS.

6. DISCUSSION

Based on the results presented in the
experimental part, the secret information could be
covered securely in images, and it seems to be
impossible to be recognized by the visual system of
human eyes. On another side, the results show that
using RGB host image is better than using Grayscale
image; the reason behind this is only because the
RGB image is represented by 24-bit per pixel while
the Grayscale image is represented by the 8-bit per
pixel. Consequently, when using the RGB photo as
a host image, the rate of alternative changes would
be more indistinguishable to the human eye
compared with the Grayscale image.

7. CONCLUSION

This study provides a steganography
scheme using non-sequential LSB mechanism for
covering text message in an image by two main
processes; include embedding and extraction
process. This embedding is applied in two kinds of
images (i.e. RGB and Grayscale images). It is
concluded that using the RGB photo as a host image
seems to be more secure and with better
imperceptibility. On another side, using RGB image
provides a higher capacity in accommodating
information; three times more than the Grayscale
image. The proposed scheme overpowers other
methods presented by other studies in terms of
security performance. Though the proposed
technique provides properly confidentiality, it has
some cons, which represented in lost the covered
data when exposed to image manipulation.
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