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ABSTRACT
The work is devoted to the further development of the model for solving the problem of information
protection systems description in the context of its interpretation for indicators characterizing threats of
attacks on information networks (INN) and distance education systems (DES) of large universities. It is
shown that on the basis of the proposed additions to the existing models, it is possible to create specific
correct Markov threat models of attacks on INN and DES. The researches have shown that, in conjunction
with the development of new models and algorithms for choosing a rational investment strategy in
cybersecurity (CS) of DES, you can improve the methodology for the creation of a functionally stable and
protected DES. There is improved a method for detecting cyber threats in the INN and DES. The improved
method, in contrast to the existing ones, contains recursive algorithms of distributed network self-learning
and the choice of countermeasures (strategies, in particular, financial or technical for the protection side of
the INN of DES) depending on the type of cyber threats. It is shown that the implementation of the
proposed additions to the detection of cyber threats will allow the conclusion of informed decisions about

the necessary countermeasures in order to improve the level of security of the INN of DES.

Keywords: cyber security, distance education systems, mathematical modeling, cyber threats.

1. INTRODUCTION

In the conditions of global digitalization of
society, the distance education system (DES) is
becoming more and more widespread in the field of
education, due to the quality characteristics and
features inherent only to them [1]. In parallel, the
tasks of ensuring cybersecurity of information
flows that contain confidential information and
belong to DES, or are a part of its workflow, have
been updated [4]. Existing typical solutions for the
CS of DES, in the opinion of many researchers [2,
3, 5], can only partially solve the problems
associated with information security and the CS of
DES. All of the above mentioned determines the
relevance of the research topic. All of the above
mentioned determines the relevance of the
researches within the article.

2. REVIEW AND ANALYSIS OF PREVIOUS
RESEARCHES

Cyber attacks on DES [2, 7-9] lead to the loss of
information, equipment and hardware failures,
significant material and moral losses, which are
inflicted on the owner and users of the network and
on the DESU in general. As shown in [10-12],
most often a cyber attack is a consequence of the
presence of weak points in DESU, its information
networks (INN) or in their protection systems.
However, the authors did not propose specific
measures in order to increase the level of DES
protection. In the works [13-17], the authors
substantiated that, in order to counteract the main
cyber threats, information protection tools (IPT) in
the DES must solve the following tasks: to
distinguish and to control the access of subscribers
(users) to DES resources and/or information
networks (INN); to implement functions for the
protection of data transmitted within the relevant
information flows via communication channels; to
register, collect, store, process and to provide
information about all events (including input and
output flows) that occur in the INN, DES or DESU;
to implement monitoring of users of INN (DES); to
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ensure that the operating environment is closed for
the already tested software; to implement protection
against the wuncontrolled entry of potentially
dangerous software (for example, containing
“bookmarks” or leading to critical errors) to the
INN (DES); to carry out self-protection against the
means of IPT overcoming and protection against
the entry and distribution of malicious software; to
ensure the availability of DES information
resources, for example, by backing up data; to
ensure and to control the integrity of critical
resources for the DES or for the DESU in general.
Our research continues these works. However, as a
toolkit, we chose the mathematical apparatus of
Markov models, as well as simulation tools on the
MatLab platform.

3. STATEMENT OF THE PROBLEM

The purpose of the work is the development of
models and methods aimed at researching the issues
of ensuring information and cybersecurity (IS and
CS) of DES from cyber threats (CTh) in accordance
with the concept of the creation of a functionally
sustainable digital educational system of the
university (DESU) and its component - DES. For
this, the article describes an improved method for
detection of cyber threats in DES.

4. METHODS AND MODELS

Detection of a cyber attack or an anomaly in the
network traffic of the InS of DES is a state in which

the function value F' (t ) at any moment of time /

is distinguishable from the standard one [15, 16].

The sets of internal and external cyber attacks
against to the InS and DES can be represented as
such tuples [12—-15]:

RCA =(EST,CE,SS ,SS
PP,O(NN))

h (1)

k=1
1CAy, = ISTF L CESS S5,

. @
pp,ok (NN}]; )

where RCA , ICA,,, — remote and internal

attacks on InS and DES in general, respectively; &
— the level of criticality of the resource in the DES;

EST - external source of the CTh for DES;
k-1

A Tl — internal source of the CTh for DES; CE

equipment DES;

SS . SS , — IS and CD services on the attack

ne’

— network used in the

distribution way in the DES; PP — protocols and
packets in the InS; O — objects of access in InS and

DES; NN ,: — the node on which information is

processed with the highest level of criticality (k),
for example, a DES; /, m — numbers of nodes.

The general approach in the course of threats and
attacks modeling aimed at DES is the description of
the created Markov models of threats of attacks
with discrete states [15—18]. There is also taken into
account the continuity of time in models of
probabilistic modeling of input flows to calculate
the required characteristics of cyber threats.

Since the task is to simulate the threats of attacks
on DES, it is not necessary to take into account the
sequence of use of the system vulnerabilities by the
intruder.

Let the threat of attacks on DES is created by
two classes (types) of cyber threats. In the simplest
case, threats related to technological vulnerabilities
are not considered. This is due to the fact that in the
majority of cases such threats are leveled by the
IPT of DES or DESU. Therefore, only
vulnerabilities that are generated by errors (1)
related to the implementation of software tools ( j )

used in the DES are considered.

Let consider the flow of events that occur at the
input of a Markov chain that corresponds to the
states of the DES. Let denote by A the intensity of

incoming IF, and by S the state of the system,

where I, j —respectively, the vulnerability of the
DES. In accordance with [17], it is believed that
transitions between the states in a Markov chain
occur instantaneously. Then, in accordance with the
works [12, 14, 15-17], we can talk about the
modification of the Markov model, which consists
of the fact that the transitions between states in the

graph, see fig. 1, will be marked as Rj A
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Figure 1: An example of the marking of the DES states graph for modeling the transitions between the states
as a result of the implementation of cyber threats

Then the intensity of occurrence in the DES of

the real CTh we write in the following form:

/Ia - ZPSi ./ISiasR ’ 3)
)

Si€8(r

where S( r-1) — the set of DES states, which are

characterized by the absence of a CTh and the
system is in such a state with a probability

Rg(IH) > S r — the state for which in DES there

is generated a real CTh.

S

Then the transition of DES from R to

S(R—l)’ as a result of the attack occurs with an

intensity For the graph shown on

S(R—l)’SR |
Fig. 2.3 the intensity is

Since in the simplest case we can consider the
stationary functioning mode of DES, then the
intensity of eliminating real threats for the graph
2.3. can be defined as:

defined as:

A P -A+P,-
(Al A

Then the probability that the DES is ready for
safe operation, in terms of the likelihood of
preventing cyber attacks, can be determined:

I G O o e N

P =
Oa (/11 + ul)- (12 + ,uz)

)

The graph presented on Fig. 1 shows only a
general approach to the problem of cyber attack
threats modeling, for example, directed on DES or
DESU. Taking into account the provisions that are
considered in [18-22], we can formulate the
following postulates, which relate to the problems
solved in the framework of the article:

1. Models of cyber attack threats directed on
DES will be correct in general cases, if from each
state that is presented on the graph, all the flows
come out (in particular, the information flows
discussed above) and the intensity of these flows is

definedas 4, i=1,...,1.

4923



Journal of Theoretical and Applied Information Technology
30" September 2019. Vol.97. No 18 ~J

i

© 2005 — ongoing JATIT & LLS

Cialill

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

2. During the process of threats modeling and the
subsequent stage of developing strategies in order
to counteract these threats for the DES, we can use
the mathematical apparatus of Markov chains, i.e.
models with discrete states and continuous time for
events.

During the cyber threats modeling for DES, in
case of the presence of standard protection
measures (firewall, antivirus, DES account control,
data backup system, etc.), it is possible to neglect

the probability that several vulnerabilities appear
simultaneously in the system. Then the labeled state
graph for the stochastic process, in which the threat
of potential vulnerability is leveled immediately
after receiving data on its occurrence and till its
elimination [20-24], can be represented as follows,
see fig. 2:

Figure 2: The state graph for the stochastic process in the DES, in which the threat of potential vulnerability
is leveled by the IPT immediately after receiving data on its occurrence and till its elimination

On fig. 2, following notations for system states
(vertices of the graph) are adopted: S, —there are
in the DES;
but

protection mechanisms are not yet involved;

no not canceled vulnerabilities

S|, — vulnerability has arisen, suitable

|4 ey, .
S 10 — when vulnerabilities in DES are revealed,
M, its
recovery process, and at the same time, a
mechanism based on reserving information in DES

its owner begins with intensiveness

is activated; S, — vulnerability is identified in the
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IPT (for example, anti-virus signatures are
outdated), but not eliminated; S, — vulnerabilities

in the DES occur, but not eliminated, the IPT has
not yet enabled the backup function, since the
vulnerability has not yet been confirmed;

S”11 = vulnerability was confirmed and begins
with an intensity ¢, the process of its restoration

of DES, however, vulnerabilities in IPT have not
been eliminated [21-24].

Then the intensities that describe the process of
transition of the system from state to state will be
denoted as follows: /1y — the intensity with which

vulnerabilities occur in the DES; u , —the
intensity with which vulnerabilities are identified in
the DES; u, —the intensity with which the

identified vulnerabilities in the DES are eliminated
by the staff of the DES or by the software

developer; A, ¢ —the intensity with which

vulnerabilities occur in IPT of DES; g, . —the

intensity with which the identified vulnerabilities in
the IPT of DES are eliminated.

Then, taking into account the created graph, it is
possible to calculate the probability that the DES is
ready for safe operation from the point of view of

its security, i.e. F g

_ V
Poy[ns =P, +F, +P o,

(6)
v
where PO0=R)1=P 10 — probabilities that the

DES is in the states Syy,S,,S" 10, respectively.

For the model shown on fig. 2, the intensity of
the occurrence of failures A, in terms of
cybersecurity against the threat of attack (i.e.

Soo USy, US"10) will be defined as:
- 14
lo_ly'(POO-FPOl)jL/IInS '(Pm”’ 10)' (7)

Then the intensity of the restoration of the
DES parameters in relation to the cyber attack
threat directed on it can be defined as follows:

y
iy'(P00+P01)+ﬂ'1nS'(P01+P 10)

Ho = : 8
POO +P01 +PV10 ®)

At the final stage of the modeling there can be
calculated:
1) the time between failures for DES safety

e T o= 1/
metrics: 7 = Ao ;

2) the average recovery time of the DES after the

attack: T, = y R
Hy

where S_ﬂinS'(Pl0+P21)+/1a'P01. P
InS — > -
A1+ By a

the intensity of the occurrence of real attack threats

directed on the DES; El, P21 — respectively, the

probability of states S“,Szl, i.e. when it is

possible to implement 2 or more threats of attacks,
3) the average recovery time of security systems

(ISS) of DES after the attack: Ty, =T, =T o.

The given approach of modeling the CTh for the
DES, at the next stage of the research, makes it
possible not only to evaluate the reliability
characteristics of the DES as an object of
protection, but also to develop protective strategies,
including such components as technical,
organizational and financial. The cumulative
implementation of which will allow maintaining the
security level of DES from threats for the required
period of time.

Conceptually and logically, the cyber threat
detection system for DES should include the
following basic modules, see fig. 3: 1) module for
collecting traffic and generating statistics; 2) the
training module of the cyber threat detection system
(CTh); 3) the module for the detection of the CTh
and the alerts module.

In the first module, all traffic is intercepted,
which passes through the nodes of the InS of DES
and highlights the features of the CTh, and then
generates statistics, which it transfers to the training
module.

The main objective of the training module is to
creaate a cyber-threat detection graph (CThDG).
This graph collects information about all known
threats, in particular, those that are stored in the
knowledge base (KB) of DSS or ES for recognition.
Therefore, a complete picture of the current
situation in the field of IS and CS of InS DES is
obtained [24-29].

This makes it possible to predict possible new
CTh and cyber attacks (CAt) by determining the
interdependence of the identified events in the
DES. In other words, if an event is recognized as a
potential cyber attack, it is possible to apply
specific measures to mitigate the effects of its
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impact (for example, by using hardware and The cyber threat detection graph (CThDG) can
software protection) or to choose an appropriate  be described by the following expression:

financial or organizational strategy to respond or to

prevent potentially dangerous threats. Therefore, =

the main purpose of the cyber threat detection GCThDG (U’R)’ ©)
graph (CThDG) is to describe the possible cyber where U — set of graph vertices of cyber
attacks (CAt) and the results of their impact on

network nodes attacks directed on at DES; R— a set of

directional edges, which connect the tops of the
CThDG.

The module for collecting network traffic for IP DES and generating statistics

Cyher Threat Detection System (CThDS)
training Module

Graph generation block forthe detection and modeling of
the CTh for DES

Caleulation hlock f:.}., A, 4

Selection block of current CTh for DES

2

CTh detection module

CTh detection bloclk

KB formation block

. 2

Modules of choice of countermeasures (protection strategies: financial, technical, etc) for

DES taking inta account P{.?., A, H

Figure 3: Model of cyber threats detection in InS of DES

(CAtA G)T he 251 of %1:: Cyb;?tf attiilr(ejlert t%l?gsh U,,, — vulnerability exploit nodes; U ;s —hodes

o } of the initial stage of CThDS.
U 4v — vulnerability display nodes;

e
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The set of vertices of the graph CThDS U
indicates possible vulnerabilities of DES and is
defined as:

U = Udv o Uruv % Uis‘

The set of edges ¥ € Rpe - Udv XUWS

(10)

reflects the fact that nodes U 4 must be executed

in order to reach the nodes U The edge

ruv**

reR, cU,,xU, reflects the fact that

nodes U 4y must be obtained for the equality for
the nodes U, ,

R=R,UR
where R, —

relationship between the result, when the

vulnerability was used in the previous node and the

(11

that reflect the

pos 2

the edges

vulnerability of the next node; R = — the edges

pos
that reflect the relationship between the result of
using a vulnerability in the previous node and the
possibility of using it in the next node.

For the cyber threat detection module in the InS
of DES, there is constructed a graph displaying a
cyber attack alert (CAtAG). This graph is a set of
vertices that reflect vulnerabilities and vertices that
reflect the use of these vulnerabilities. The CAtAG
graph contains a set of oriented edges that form
vertices among themselves from the set of possible
cyber attack paths (CAt), in accordance with the
time stamps. This generates appropriate network
traffic alerts on the InS nodes. As a result, you can
get a class of such alerts that will indicate a
possible cyber threat in the corresponding node. In
this way, we obtain the CThDG, which reflects the
alerts in the corresponding nodes. In order to track
the development of a cyber attack, you need to
track the IP address source and the cyber attack
path.

The graph displaying a cyber attack alert
(CAtAG) can be described as follows:

GFOKpAm = (Aa R) P ) The complex A is the

set of all alerts. In this case, the alert d € Aisa
data structure, including the IP address of the
sender, the IP address of the recipient, the type of
alert and a time stamp.

All messages are tied to two vertices

(U,,,U,,,) in the CThDG. This is duc to the usc

of a function map(a) that shows the route of the
nodes:
map(a)

(Udv’UruvKaal € Udv node) "

a—> s

(apr € Uruv nadej A (acl = Udv vul

(12)

where U 4 — a vertex that reflects the

vulnerability of a resource in the DES; U, —a
vertex that reflects the result of vulnerability
exploit; d@_, —an alert with source IP address;

al

U &v node — @ vertex that corresponds to a specific

node in the DES information network; a proan

alert with the IP address of the destination node;

U ruv node @ vertex that corresponds to a specific

node in the InS of DES associated with U

dv vul >

a_; — vulnerability class alert;

U . v — vulnerability in the DES node, which is
considered during the modeling process.
Oriented edges R are a correlation between

r . .
two alerts (a, a ), in case when the criteria do not

exceed the threshold values:

' /
Gime < Uime ) (atime — . < threshold value)

(13)
where a,, , — time stamp pointing to previous
! . P .
node; a,.. — time stamp pointing to the next
node.

Then, we will obtain:

HkUa’v ’ Uruv ) <
4o € Uruv node A
eR P (14)
pe | Ana

al < Uruv node
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The cyber attack alert display graph contains a ~CThDG. The difference in the hourly marks of

set of cyber attack paths - P. alerts is assumed to be two.
The route M. — P is a set of related alerts in The CAtAG graph indicates the dependence of
i alerts in a temporary order. This allows to find

the order of entry into the system, which belong to  alerts associated with the same cyber attack
the same cyber attack scenario directed to the DES.  scenario by searching for alerts in CAtAG, see fig.

Each ordered pair (a, a’) in the CAtAG is 4+
compared with two adjacent vertices in the

C =

v
Cyherthreat(C T,
G(R.U), C) u B, A, 14

s Mo

fiz (Alert abowt CTH)

F

Distance to 4 »threshnld

value

CTh graphupdate

Caleulationaf &, 4, 8,5, w “

!

/ cp = [l 1)+ (8- v /

Yes

Choice of counterm easares(protection strate gles)

¥
CThDG and © atAG update

C =

Figure 4: The block diagram that implements the method of cyber threats recognition and the selection of
appropriate countermeasures to prevent compromising the node of the DES information network
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The sets of attack paths in the CAtAG are used to
store all the paths from the initial node of the graph
to the target node in the CTh. Each path is an alert
that belongs to the same target of a cyber attack and
CThDG. After the detection of a cyber attack, the
CThDG is updated for further memorization of
possible cyber threats for InS or CICS.

In the cyber threat alert module, there are
selected countermeasures for the cyber threat
detection scenario for a specific DES or DESU. In
order to implement with the help of the DSS the
output of decisions on the required form and the
level of protection based on data received from
disparate sources in the context of dynamic changes
in the InS goals control. The purpose of choosing a
countermeasure is to protect the InS or CICS nodes
from being compromised.

In order to assess the status of network security
vulnerabilities and to determine the current InS
configuration, it is necessary to use the information
security indicators and the CS in the cyber attack
detection column. The graph (CAtAG) contains
information about the vulnerabilities of the DES.

For the initial or external nodes (i.e. the root

node Uis cU

probability of a possible source of a cyber attack.
To indicate the probability of a priori risk of a

there is an a priori

ruy )5

graph node Uis , there is used an indicator GU

from the vulnerability base. The value GU is
usually assigned with a high probability, for
example, from 0.75 to 1.

For the developed method of defining cyber
threats, it was proposed to introduce a mitigation
index for the effects of an attack, for which there
are developed countermeasure instructions in a
database (DB) of countermeasures:

0=1C,.....C,} (15)

where Q — DB of countermeasures that are
recommended to be accepted by the owner of the

5. IMITATION EXPERIMENT

In order to test the proposed method of cyber
threats detection for DES, there was tested a

software module, which was described in
publications [28, 29].
During the simulation in the MATLAB

environment for the InS of DES segment, see fig. 5,

DES at detecting vulnerabilities or cyber attacks;

C — countermeasures to prevent compromise of the
DES information network node.

Each countermeasure C € Q In this way,
countermeasures can be written in general as:

C:(S,I), (16)

where S — the costs required to apply
countermeasures in terms of resources and
operational complexity; I —a decrease in

productivity or a “negative effect” (intrusiveness
[26]) that the InS subscriber feels as a result of the
implementation of new countermeasures. This
parameter is defined in the range from 1 to 10 (we
believe that the highest score indicates a higher
cost).

Intrusiveness is 0 if countermeasures do not
reduce the quality of service provision in InS or
CICS. Therefore, it is necessary to choose such
countermeasures that correspond to the lowest
value of the complex indicator of the choice of
means of protection - countermeasures.

In order to select the necessary countermeasures
and to achieve the goal of DES protection from
cyber attacks, it is proposed to use a complex
indicator:

cP=[a-1)+(B-S)w. an

where @, f# — characteristics of the impact of

countermeasure  indicators on the overall
effectiveness of the InS;  —coefficient of
rationing.

As a result of the use of an improved method for
cyber threats detection in the intelligent information
network, it becomes possible to separate the path of
a cyber attack. This, in turn, will force the attacker
to look for other alternative ways to achieve his
goal.

there was tested a software module that implements
an algorithm for selection of countermeasures
during the process of recognizing threats and
attacks directed on the InS. The simulation results
are presented in table 1.
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Figure 5: Simulation model of InS of DES segment (Matlab)
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Table 1 - The test results during the simulation of the software algorithm and the method of cyberthreats
recognition and the selection of appropriate countermeasures to prevent compromising the InS node

Cyber threat Response variants
class (taken countermeasures - C)
A=2, B=3, P,= 0,54 A=1, B=1, P,= 0,242
U2R Terminating the Attack Session with the Sending a warning to the
node — attack source (AST) subscriber (AWS)
A=1, B=3, P,=0,4-0,45 A=1, B=1, P,=0,192
R2L
AST AWS
DOS/DDOS A=2, B=3, P,=0,6-0,65 A=1, C=2, P,=0,4-0,5
AST AWS
External attack via A=3, C=3, P,= 0,678 A=1,C=2,P,=04 A=1,C=1,P,=
Wi Fi 0,3

Access point block

DOS attack on the
attacking station

Lack of response

Remote attack A=3, B=4, C=2, A=1, B=1, C=1, A=1, P,=0,076
through the InS P,=0,82 P,=0,224
perimeter Blocking access to the InS Reconfigure security AWS
server services in order to block IP

The results of simulation and testing of an
improved method of cyber threats recognition and
the selection of appropriate countermeasures in
order to prevent the InS node for DES from being
compromised have showed that:

1) the proposed approach allows a 5-7%
reduction in computational complexity at decision-
making on identifying threats in the InS in
comparison with the methods described in [2, 16—
25];

2) an improved method for cyber threats
detection in the InS and DES (or DESU) can be
applied to the designed and existing DSS according
to IS and CS of DES of universities and other
educational institutions.

The proposed approach has the following
advantages in comparison with similar solutions
used in threat recognition systems for various
informatization objects, including for DES [2, 21—
321

the method allows to assess the level of
information security on the protection object,

6. CONCLUSIONS

The following results were obtained:

the model for solving the problem of describing
information protection systems in the context of its
interpretation for indicators characterizing the
attacks threats on InS and DES has been further
developed. It is shown that on the basis of the
proposed additions to the existing models, it is

consisting of a set of nodes in which information of
different levels of criticality is processed, including
for DESU and DES;

you can set the initial data on the amount of
segments and nodes of information networks of the
university distance education system, taking into
account the levels of information resource
criticality; there is provided a prompt assessment of
countermeasures to protect InS.

However, for the full application of the described
method, it is necessary to create a graph of threats
for a specific InS, DES and its IPT. This is due to
the fact that the specifics of the organization of the
DESU can be quite different. For example,
depending on the scale of the institution and on the
organization of relevant information flows in it.
Therefore, at the current stage of research in the
framework of the 2nd chapter of the dissertation,
we have limited ourselves with the use of the
MatLab package and the simulation modeling of
the InS of DES segment.

possible to create concrete correct Markov models
of attacks threats on InS and DES;

it is shown that, in conjunction with the
development of new models and algorithms for
choosing a rational investment strategy in the CS of
DES, the methodology for the creation of a
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functionally stable and protected DES can be
improved;

the method for cyber threats detection in the InS
and DES was improved. The improved method, in
contrast to the existing ones, contains recursive
algorithms for distributed network self-learning and
the choice of countermeasures (strategies, in
particular financial or technical for the protection
side of the InS of DES) depending on the type of
cyber threats;
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