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ABSTRACT 

 
Address Resolution Protocol spoofing attack is the most common type of local area network attacks. This is 
because the protocol packet does not contain any authentication information, which indicates the origins of 
reply packet. Therefore, all of the devices in Local Area Network are vulnerable to this attack. A tool like, 
ARPspoof can be used to generate a forged Address Resolution Protocol reply packet to perform the attack, 
even without any knowledge of the details behind address resolution process. The existence of such 
automated tools has created a hole for the attackers to easily attack a host in a local area network. And 
although it is underestimated attack, this attack opens the door for much sophisticated form of attacks, such 
as Man-in-Middle attack or even domain name system spoofing and many more sophisticated forms of 
attacks. In this paper, we will explore different tools and methods used in detection and prevention of 
Address Resolution Protocol Spoofing attack. The ARPspoof tool will be used to send spoofed Address 
Resolution Protocol reply packet to a host in local area network to further study how a host maintains the 
address resolution protocol cache table with the spoofed or a fake media access control, MAC cache table. 
Finally, we will compare the tools and methods used in detection and prevention against Address 
Resolution Protocol Spoofing attack in terms of their effectiveness in detection and prevention of the attack 
and system performance requirements. 

Keywords: ARP Spoofing, ARP Spoofing Attack, Packet Sniffing, ARP Inspection, Network Security 
 
1. INTRODUCTION  
 

The Address Resolution Protocol is the 
portion of TCP/IP protocol set used for 
associating Media Access Control destination to 
the Internet Protocol destination for physical 
reachability between devices in a network. The 
Ethernet next hop must be discovered before data 
encapsulation is accomplished and Ethernet 
Frame is forwarded to hosts in a local area 
network.  

In order to take place communication in 
local area network, the lower layer address 
should be mapped to higher layer address. To 
make this association, an Address Resolution 
Protocol is used. Moreover, to avoid unnecessary 
generation of additional broadcast network 
traffic and to improve network performance an 
Address Resolution Protocol is required. Data 
link forwarding relies on the knowledge of the 
MAC address of the data link destination. The 

source must be aware of the target MAC address 
to which data should be transmitted. 

To transmit data at a data link layer, the 
forwarding host should have information of the 
lower layer address of the destination device to 
which Ethernet frame is to be forwarded. If the 
ARP cache table of a device is empty, then the 
device has to learn or resolve the upper layer 
address to lower layer address to physically 
reach the destination of the device [1, 2, 3].  The 
device learns the Media Access Control address 
through the Address Resolution Protocol 
process. Address Resolution Protocol process is 
required to resolve the Media Access Control 
address, to the internet protocol address. 
    When a device needs to transmit any 
network traffic to another device for the very 
first time, the address resolution process is 
required. The device broadcasts an Address 
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Resolution Protocol packet to every other device 
in the network. Upon receiving the Address 
Resolution Protocol broadcast traffic, a device 
whose Internet Protocol address matches with 
the destination header in the broadcasted 
Address Resolution Protocol packet, reply’s to 
the sender.  This reply packet contains the 
hardware address of the device. Through this 
process a device learns the hardware address of 
all devices in the network [4]. 
           The Address Resolution Protocol is very 
important for physical reachability between 
devices in Local Area Networks. This protocol 
does not support validation, and this is often 
used as part of other serious attacks such as 
Resolution Protocol spoofing, Distributed Denial 
of Service (DDoS) attack. In Resolution Protocol 
process spoofing, the spoofer can capture the 
packets between devices in the network. In 
Denial of Service violence, the invader marks a 
target device reject communication with other 
device. Due to this reason Address Resolution 
Protocol spoofing remains a bad attack in the 
local area network [5, 6]. 

In Address Resolution Protocol 
spoofing the attacker marks Media Access 
Control table as its target. In local area networks, 
a device may connect with another device such 
as a router, to do so; the device transmits a 
Media Access Control address. In transmission 
of the lower layer address, reaching the intended 
destination relies on firstly resolving the Media 
Access Control address to the Internet Protocol 
address of a device. There is no verification or 
authentication procedure for the Address 
Resolution Protocol. Any device that needs to 
reach another device on a local area network 
creates an Address Resolution Protocol packet 
with destination address of broadcast Media 
Access Control which is FF-FFF-FF-FF-FF-FF 
[7-10]. 

The Address Resolution Protocol 
process request/reply between two hosts is 
shown in figure 1 and is discussed in detail in the 
upcoming sections. When the host-1 needs to 
communicate with the host-2 which is in the 
same network, does the following: 

  
1) Sends ARP request to host-2 with upper layer 
protocol address, MAC address as a source, the 
upper layer protocol address and a broadcast 
MAC address as destination address. 
 2) The host compares the upper layer address in 
the received frame with the upper layer address. 
Since, the frame was destined to this host, the 

frame is processed and ARP reply packet is sent 
as a unicast frame with the host-1 MAC address 
as destination and host-2 MAC address as source 
in the frame. 
 3) Upon receiving this frame, host-1 will 
associate the new MAC received in frame in step 
2 to upper layer protocol address and updates the 
ARP cache as shown in figure 3. 

 
Figure 1: ARP process 

When host-1, wants to communicate 
with host-2, host-1 will send ARP broadcast 
frame using its MAC address and IP address in 
the ARP request frame, that is the pair <10.0.0.1, 
54-89-C5-6C-F9> as a source in the frame 
header, and the pair <10.0.0.2, FF-FF-FF-FF-FF-
FF> as destination in the frame header  to host-2 
as shown in figure 2. 

 
Figure 2: host-1 ARP request process 

        Upon receiving the frame, Host-2 will 
compare the layer-3 address, that is the IP 
address in the received frame with its’ own 
layer-3 address that is, 10.0.0.2 is compared with 
10.0.0.2 and as the address is the same as Host-
2’s IP address, the host will reply to Host-1. The 
reply packet will contain the following network 
parameters in the frame header. The source 
address in the frame header will be the pair 
<10.0.0.2, 54-89-98-52-23-F6> and the 
destination address is the pair <10.0.0.1, 54-89-
C5-6C-F9>. Now since Host-1 received ARP 
reply packet with the source MAC address, the 
host updates its’ ARP cache as shown in the 
diagram below. 

 
Figure 3: host-1 ARP cache 

      When Host-2, wants to communicate with 
Host-1, it will send ARP broadcast frame using 
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its own MAC address and IP address in the ARP 
request frame, that is the pair <10.0.0.2, 54-89-
98-52-23-F6> as a source in the frame header, 
and the pair <10.0.0.1, FF-FF-FF-FF-FF-FF> as 
destination in the frame header will be sent to 
Host-1 it is shown in the figure 4. 

 
Figure 4: host-2 ARP request process 

        Upon receiving the frame, Host-1 will 
compare the layer-3 address, that is the IP 
address in the received frame with its’ own 
layer-3 address that is, 10.0.0.1 is compared with 
10.0.0.1 and as the address is the same as host-
1’s IP address, the host will reply to host-2. The 
reply packet will contain the following network 
parameters in the frame header. The source 
address of the frame header will be the pair 
<10.0.0.1, 54-89-C5-6C-F9> and the destination 
address is the pair <10.0.0.1, 54-89-98-52-23-
F6>. Now since host-2 has received ARP reply 
frame from host-1 with <IP, MAC address> pair 
that is <10.0.0.1, 54-89-98-52-23-F6> in the 
frame header, host-2 updates the ARP cache as 
shown in figure 5. 
 
 

 
Figure 5: host-2 ARP cache 

             The ARP request/reply is performed as 
discussed in the introduction section and 
subsequent communication the hosts, h1 and h2 
shown in figure 1, use their ARP cache to make 
forwarding decision upon receiving any frame in 
the local area network, LAN. 

The Address Resolution Protocol 
forward by using FF-FF-FF-FF-FF-FF as the 
destination hardware address to reach each 
device on the network, requesting that a specific 
Internet Protocol destination respond with the 
matching Media Access Control address. When a 
device responds with a Media Access Control 
destination data can be delivered to that Media 
Access Control destination, the problem is that 
the replay is acknowledged without 
authentication. Address Resolution Protocol 
spoofing involves transmitting fake packets to 
the target device so they wrongly associate the 
spoofer’s Media Access Control destination that 
belongs to the Internet Protocol destination [11-
15]. 

2. RELATED WORKS 
In this section, we will focus on the 

research papers [16-21] related to address 
resolution protocol spoofing attack detection and 
prevention.   

DDOS attack analysis and study [16] 
provides different methods used in prevention 
and detection of address resolution protocol 
spoofing, are: use gateway DDoS violence 
stoppage; hardening the Trusted Platform 
Module; system defense enhancement. The 
gateway DDoS violence stoppage can avoid 
man-in-the-middle attack by using ARPSpoof as 
a means of making the attack. If we stop gateway 
violence, then no attacker can capture the traffic 
destined to this gateway. Hardening the system 
can also prevent ARPSpoofing attack; the system 
can be hardened by using static Address 
Resolution Cache table instead of dynamic 
Address Resolution Cache table. 

The network traffic sniffers [17] are 
used to sniff un-encrypted confidential 
information in transit without the knowledge of 
the owner. For example e-mail credentials or the 
parameters required in Telnet sessions can be 
sniffed using wireshark. Wireshark, tcpdump and 
ettercap, can be used to sniff packets. Some 
sniffers only sniff packets with no inspection; 
hence the researchers must sniff packets with 
sniffers which support better inspection of 
packets to better understand the packet 
characteristics in their work.  

In this work the packets selection is 
made possible by the user with the help of the 
tools that inspect packets and sniff packets and 
these selected packets will be stored in the main 
memory. This may reduce the wastage of 
memory by storing every packet in to the 
memory. 



Journal of Theoretical and Applied Information Technology 
31st August 2019. Vol.97. No 16 

 © 2005 – ongoing  JATIT & LLS   

 

ISSN: 1992-8645                                                                  www.jatit.org                                                      E-ISSN: 1817-3195 

 
4262 

 

Detection of Address Resolution 
Protocol spoofing using Internet Control 
Message standard [18] suggested a method to 
probe the legitimacy of every active Address 
Resolution Protocol packet without sniffing 
every packet in the network. This is achieved by 
sending an Internet Control Message Protocol 
ping packet on behalf of every fooled Address 
Resolution Protocol packet on the network to 
infer with validity of the reply. The method 
detects true Internet Protocol-Media Access 
Control destination associations of genuine 
device and the attackers’ device during a genuine 
spoofing. 

The Internet control message protocol 
probing for authentication purpose creates 
unnecessary traffic overload on the network. 
Packet analyzers are used in packet inspection, 
packet capturing, ARP spoofing attack detection, 
prevention and ethical network monitoring. 
Examples include ettercap and colasoft [19]. 

The comparison between network 
traffic analyzer programs like wireshark and 
tcpdump reveals that wireshark uses lots of 
power, main storage space and CPU time. As 
compared to tcpdump, wireshark makes better 
capability for inspection of sniffed packet [20]. 

For continuous network traffic 
monitoring systems wiresahrk is preferred in 
discovery of spoofed address resolution protocol 
network traffic and notifies instantly.  

As the researcher having the thorough 
understanding of network traffic and traffic 
sniffing the tcpdump represents data in preferred 
format. In other cases, wireshark would be the 
best choice. Where the requirement is network 
traffic capturing using hosts with low storage 
space and energy, tcpdump is preferred for 
monitoring and capturing network traffics. In the 
case the devices with high storage capacity, 
processing power and energy wireshark is better 
choice for network traffic capturing and 
inspection of the network traffic. Some of the 
tools used in detection and prevention of 
Address Resolution Protocol Spoofing attack 
are; ARPwatch, XARP, Static ARP Table, 
ARPAlert, wireshark and ARPon [21]. 

3. METHODS USED IN DETECTION 
AND PREVENTION AGAINST ARP 
SPOOFING ATTACK 

In this section we will focus on the methods 
used in detection and prevention of Address 
Resolution Protocol spoofing attacks, such as 
XARP, Wireshark, ARPalert, ARPon and static 
inspection. One of the best methods to deal with 
Address Resolution Protocol spoofing attack is 
static inspection. In this method, media access 
control address, MAC is statically mapped to 
specific Internet Protocol address and the 
mapping is controlled by administrator manually. 
Using this method, highest level of Local Area 
Network security can be achieved but, it is not 
feasible in larger network with hundreds of 
hosts. Hence, automated tools are required to 
prevent the Address Resolution Protocol 
Spoofing attack in Local Area Networks and 
these tools are discussed in detail in upcoming 
sections. 
3.1. XARP 
          XARP is an application used for Address 
Resolution Protocol Spoofing attack detection. 
This runs on windows, Mac or UNIX systems.  It 
requires very limited memory space and 
processing time. It is valuable easily usable 
software to screen the Address Resolution 
Protocol table of a computer.  The XARP sends 
instant packets to a computer Address Resolution 
Protocol table on the computer on which it is 
running.  If any change occurs with the 
previously stored address resolution table of the 
computer and received address resolution 
protocol reply packet, it notifies the change in 
<Internet Protocol address, Media Access 
Control address> matching Address Resolution 
Protocol reply packet to the previous one.  Thus, 
XARP is required for detecting Address 
Resolution Protocol spoofing attack. The fake 
address resolution protocol replay detected by 
XARP is shown in Figure 7.  
 
          XARP raises alert in cases where Address 
Resolution Protocol spoofing attack is attempted. 
In figure 1, we have sent Address Resolution 
Protocol frame replay to a host with Internet 
Protocol address 10.0.0.1 as a target or victim.  
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Figure 6: Address Resolution Protocol replay 

packets 
As illustrated in figure 6, a command line 
arpspoof tool was used to send address 
resolution protocol reply packet to a host 
destined at upper layer protocol address which is 
the Internet Protocol address of 10.0.0.2. 
Upon receiving this packet, the host maintains its 
media access control address with the received 
MAC address in the arpsoof attack option.  

 

 
Figure 7:  Address Resolution Protocol spoofing 

attack detection by XARP 
          Figure 2 shows Address Resolution reply 
packet that is received from the attacker’s 
machine. When the reply packet was received 
from the attacker as shown in figure 1, the 
XARP tool raises alert indicating the received 
reply packet. XARP simply detects address 
resolution protocol spoofing attack and it does 
not have any mechanism to block the attacker’s 
from being modifying the victims Media Access 
Control address. 
3.2. DYNAMIC INSPECTION 
 
          The dynamic Address Resolution Protocol 
Inspection detects and stops Address Resolution 

Protocol Spoofing, Address Resolution Protocol 
Cache Poisoning (ARPCP) attacks, and 
associated attacks against these attacks and the 
resulting attacks, such as capturing the network 
traffic or packets, session hijacking, and SQL 
injections. Dynamic Address Resolution 
Protocol attack is enabled on the network 
interface ens33 and shown in Figure 8, it accepts 
or ignores address resolution protocol replay 
packets received form any host in the network, 
depending on the configuration file. 

 
Figure 8: Dynamic Address Resolution Protocol 

Inspection 
 
3.3. STATIC INSPECTION 

The static Address Resolution Protocol 
Inspection detects and blocks Address 
Resolution Protocol Spoofing attack. In this 
method the system is configured with allowed 
and disallowed list of media access control, 
internet Protocol address pairs. When address 
resolution protocol reply packet is received from 
any host in the network, it will be compared with 
the configuration file, if the replay matches with 
the configuration file parameters then, address 
resolution protocol table is updated accordingly 
and blocked otherwise. In figure 11 the static 
Address resolution protocol inspection method is 
shown. 
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Figure 9: Static Address Resolution Protocol 

Inspection 
 
3.4. STATIC ADDRESS RESOLTUION 

TABLE 
 
         The static Address Resolution Protocol 
table can be maintained by the network 
administrator but in today’s very large and 
complex networking environment, it is almost 
impossible for administrator to assign a static 
Media Access Control-Internet Protocol entry for 
every device that is connected to the network. 
Secure distribution of tables not possible. 
Depending on operating system version static 
Address Resolution Protocol entries are being 
overwritten by the dynamic one. 
Arp command with option –s [Internet Protocol 
address, Media Access Control Access] is used 
to set up a new Address Resolution Protocol 
table entry statically. 

 
Figure 10: Address Resolution Protocol cache 

table 
 
        Using the command arp –s 10.0.0.2 
00:50:56:f8:84:5c we can add <10.0.0.2, 
00:50:56:f8:84:5c> into the Address Resolution 
Protocol table of a host in network. As a result of 
issuing the arp command, a new static entry is 
maintained by the host as shown in figure 10. 

 
Figure 11: Static Address Resolution Protocol 

      The entry <10.0.0.5, 0:50:56:C0:00:01> as 
shown in figure 6 is static entry in the Address 
Resolution Protocol table. The Media Access 
Control address, 00:50:56:f8:84:5c is 
permanently mapped to the upper layer address 
which is the Internet Protocol address of a host 
10.0.0.2. Due to this static permanent mapping, 
any reply packet received by this host in attempt 
to modify this mapping will no longer accepted 
by the device. 
 
 
 
3.5. WIRESHARK 

Wireshark can be used to interactively dump 
and analyze network traffic what's going on 
inside the wireless medium, examine the address 
resolution protocol replay packets, their source 
and destinations. It can be used for the following 
purposes; 

 To examine the packets passing through 
the entire Wireless Local Area Network.  

 Detect Address Resolution protocol 
spoofing attack.  

 Capture live packet data from a network 
interface.  

 
Figure 12:  Wireshark ARP packet analysis 
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        As shown in Figure 12, the host machine 
which is the attacker’s machine sends Address 
Resolution Protocol packets continually. But 
normal flow of Address Resolution Protocol 
request reply is different from the one given 
above. No host has requested Address 
Resolution Protocol, but reply packet is sent 
even if the host does not send any Address 
Resolution Protocol packet. And therefore, by 
sending this forge Address Resolution Protocol 
reply packet to a particular host in local area 
network, Local Area Network, we can update the 
Address Resolution Protocol cache of the host. 
This is the first step in Address Resolution 
Protocol spoofing attack. 
 
3.4. COMPARISON OF ARP SPOOFING 
DETECTION AND PREVENTION TOOLS 
 

To evaluate Address Resolution 
Protocol spoofing attack detection and 
prevention methods as a proof-of-concept, we 
have used ARPspoof tool that simulated Address 
Resolution Protocol spoofing behavior and 
attempted to detect it using XARP and 
ARPawtch, wireshark, arpalert and ArpON tools 
which we have described in the previous 
sections. In the following sections we will 
discuss memory and CPU usage of these 
methods. 

 
Figure 13: system resource usage by ARPALERT 

ARP spoof detection tool 
       ARPAlert consumes less CPU time and 0.2 
% of the system memory as shown in figure 13. 
It is not platform independent run on UINX 
platform only. 

 
Figure 14: System memory and CPU usage by 

Wireshark packet inspection tool 
 

       Wireshark is resource intensive, platform 
independent tool used in detection of Address 
Resolution protocol spoofing attack. 

 
Figure 15: ARPWATCH Memory usages, ARP 
spoofing attack detection and prevention tool 

             As shown in the figure 15, ARPWatch 
uses 0.1% of the CPU time and it is a light 
weight program. The memory space requirement 
is 0.4MB in % as shown in figure 15 and it can 
be used on a system with less processing power 
and storage space. This test is carried on UNIX 
system and it is not compatible to Windows 
platform. 

 
Figure 16: System Memory and CPU usage by 

XARP, ARP spoof detection tool 
       As shown in the figure 16, XARP uses 0.3% 
of the CPU time and it is a light weight program. 
The memory space requirement is 4.2MB in % 
as shown in figure 16 and it can be used on a 
system with less processing power and storage 
space. 
 
3.5. COMPUTATIONAL RESOURCE 

USAGE OF ARP SPOOF DECTECTION 
AND PREVENTION METHODS 

    The memory space requirement of ARP 
watch, Wireshark, XARP and Arpalert ARP is 
shown in Figure 17. 
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Figure 17: Memory usage by ARP attack 

detection tools 
     In figure 17, the system memory usage by 
different Address Resolution Protocol attack 
detection and prevention tools is shown. As 
illustrated in figure, Wirehsark is a resource 
intensive, compared to all other methods and 
tools used to deal with Address resolution 
protocol spoofing and prevention. TCPDUMP is 
the better in terms of memory usage and XARP 
is moderate in memory usage. 
CPU time consumption by ARP watch, 
Wireshark, XARP and Arpalert is shown in 
Figure 18.  

 
Figure 18: processing efficiency of ARP attack 

detection tools 
        Wireshark requires high performing 
systems, as it consumes higher processing time 
compared to ARPalert, and XARP. XARP is 
moderate in performance and may run 
effectively on systems with less processing 
power. ARP alert is the best in terms of 
processor usage and hence in performance. 
 
 

3.6. COMAPATIBILITY AND PLATFORM 
INDEPENDENCE 

      In this section we will comapre address 
resolution protocol detection methods interms of 
their cross platform independence as shown in 
Table 1. 
Table 1 Computing platforms support of ARP 
spoofing detection methods/tools 

 
ARP spoof Detection 

methods 

 
Computing platform 

 
Windows 

 
Mac 

 
Unix 

1. XARP √ √ √ 

2. Arpalert X X √ 

3. ArpON X X √ 
4. Wireshark √ √ √ 
5. TCPdump X X √ 

       It is shown in table 1 that wireshark and 
XARP are platform independent but other tools 
are not platform independent as they are suited to 
only UNIX system. 
 
3.7. TCPDUMP 
       Tcpdump prints out descriptions about the 
contents of packets on a network interface. It is a 
packet capturing tool which can be used in 
detection of Address Resolution Protocol 
spoofing attack on a system connected to the 
local area network. Address Resolution Protocol 
spoofing attack detection process by tcpdump is 
shown in Figure 8. 

 
Figure 19: tcpdump Address Resolution Protocol 
packet analysis 
Figure 19 shows that ARP spoof attack detected 
by TCPdump on a network interface ens333. A 
simple command line tool tcpdump was used 
along with an option, to specify the interface and 
interface name ens33. The tool monitors or 
inspects every packet received by this interface 
and displays any unknown or un-requested ARP 
reply packets. 
 
3.8. DISCUSSIONS 
         Address Resolution Protocol spoofing 
attack which is the most underestimated attack, 
can be a base for more sophisticated attacks. 
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Although poisoning the Address Resolution 
Protocol table of a host will do nothing when it is 
in the inactive state, this kind of attack may lead 
to loss of sensitive data, disclosure of 
confidential information to the intruder as the 
Address Resolution Protocol spoofing is the 
basis for other advanced attack.  
          To mitigate this attack different software 
tools were developed. Among these we have 
discussed the most popular open source Address 
Resolution Protocol spoofing attack detection 
and prevention tools such as XARP, ARPwatch, 
wireshark and the static method. Those all 
methods may be useful based on the level of 
security requirement and the nature of a 
company network.  
For example in a network consisting of three or 
four computer or in small workgroup the static 
method may be preferred than all other methods. 
       The main solutions that are proposed to 
detect Address Resolution Protocol spoof attacks 
are XARP, static method and ARPwatch. In this 
section we have discussed different Address 
Resolution Protocol spoof detection and 
prevention methods such as XARP software tool 
for detection of Address Resolution Protocol 
spoofing, static <Internet Protocol, Media 
Access Control> entry and ARPwatch.  
 

Table 2 ARP Spoofing attack detection and 
prevention tools 

ARP spoof 
detection and 
prevention 
tools 

System 
Resource 
requirement 

Detection and 
inspection  

 
Wireshark  

 
High  

Powerful in 
detection but, 
requires manual 
inspection 

 
ARPwatch  

 
Medium  

Powerful in 
detection but, 
requires manual 
inspection  

 
XARP 

 
Moderate  

Powerful in 
detection but, 
requires manual 
inspection 

 
ARPAlert 

 
Low  

Powerful in 
detection and does 
not, require 
manual 
intervention  

 
 
 

4. OPEN RESEARCH ISSUES  

An Address Resolution Protocol 
implementation considers only normal network 
service without verifying improper service 
interaction or malicious behaviors in the 
network. For example, after receiving Address 
Resolution Protocol response packets, hosts do 
not verify whether they have sent the Address 
Resolution Protocol request, but directly replace 
the original Address Resolution Protocol cache 
table with the mapping between MAC and IP 
addresses in the response packet. 

An Address Resolution Protocol does not 
have authentication mechanism by which a host 
or hosts sending reply packet can authenticate 
themselves to the host receiving the reply packet. 
Adding authentication information to the address 
resolution protocol packet and verifying 
improper or malicious address resolution 
protocol replay packet in a network is already a 
research issue.   
 
5. CONCLUSION  

In this paper, we have analyzed Address 
Resolution Protocol spoofing attack and packet 
sniffing tools. Address Resolution Protocol 
Spoof was used to generate spoofed Internet 
Protocol-Media Access Control association and 
it is transmitted to a host in wireless local area 
network, forcing the receiving host to update the 
Address Resolution Protocol table with a 
spoofed Internet Protocol-Media Access Control 
association. We have compared different 
methods and tools used in detection and 
prevention against Address Resolution Protocol 
Spoofing attacks in terms their effectiveness in 
detection and performance.  

Wireshark requires larger memory space, 
higher system performance but, it is very 
powerful in detection of fake Address Resolution 
replay packets and does not have a mechanism to 
block the reply packet form being received by 
the victim machine, as a result, manual 
inspection is required by the network 
administrator. Another perfectly performing tool 
is ARPalert which is applicable to small high 
security networks, such as Wireless Local Area 
Networks with two or more dozen machines. 
Compared to Wireshark and ARPalert, XARP 
has a better performance, it is a lightweight 
program yet very powerful in detection of 
Address Resolution Protocol spoofing attack. 
Unlike, the ARPalert which runs only on UNIX, 
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XAPP is platform independent and runs on 
UNIX and Windows systems. 

The other most important tool used in 
Address Resolution Protocol spoofing attack is 
the ARPWatch tool. This tool runs on UNIX 
system. It can be configured on UNIX system to 
automatically detect any spoofed Address 
Resolution Protocol reply packet. This tool is 
more powerful in detection and can be automated 
so that once configured it does not need human 
intervention to deal with Address Resolution 
Protocol spoofing attack. 
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