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ABSTRACT 
 

(IoT) Internet of Things has attracted wide interest within workplaces and outside world in the past few 
years. With growing need for increased connectivity between computing devices, more number of 
researchers are focusing on increasing security and efficiency of the technology. In particular, a large 
volume of contemporary literature is devoted to security and intrusion handling. IoT involves connecting 
resource-constrained devices to highly intrusion prone and unreliable internet connection via IPV6 network 
and 6LoWPAN networks. Though proposals have been made to secure the network through encrypting data 
and authentication, exposure to wire-less attacks from within the 6LoWPAN networks remain. Given the 
high probability of such attacks to succeed, deploying efficient intrusion detection systems has become 
unavoidable. The present state of IoT security evincing that there are no dedicated intrusion detection 
systems that meet the requirements of the IPv6-connected IoT, which is since the present strategies of 
intrusion detection in IoT formulated by customizing the existing models related to Wireless Sensor 
Networks (WSN) and conventional Internet. This manuscript reviews the contemporary designs, 
implementations, and evaluations of novel intrusion detection systems for the IoT depicted in recent 
literature. This review primarily explored the taxonomy of the IoT architecture, requirements, possible 
attacks and security breaches. In addition, depicts the contemporary review of recent literature relates to 
security and intrusion detection in IoT. Our review portrayed that the existing contemporary models are 
having significant limits to detect malicious nodes related to critical aspects such as sinkhole and selective 
forwarding attacks. In addition, the review evincing that there is a significant need of research to depict 
intrusion detection systems related to IoT. 

Keywords: Internet Of Things (Iot), Intrusion Detection, Security Protocols, Sensors, Iot Nodes, Iot 
Layers, Security Issues, Security Challenges 

1 INTRODUCTION 
A number of firms in various industries always 
strive to ensure that the costs of operations 
minimized as much as possible. As such, a 
number of firms always strive to look for various 
kinds of strategies and solutions, which they can 
adopt in order to enhance the stability of their 
systems, flexibility, fault tolerance, as well as cost 
efficiency. Through the adoption of strategies and 
solutions like that, the complexity, as well as the 
data exchange in the industrial applications has 
always expected to expand. The concept of IoT 
falls among the solutions, which is capable of 
fulfilling the present needs of the industrial 

systems[1]. The concept entails various aspects of 
cloud computing. It is worth pointing out that 
internet of things (IoT) refers to a network of 
distributed (cloud) servers, (sensor) nodes, as well 
as software. This paradigm permits real-time 
creation of a direct interaction platform between 
various cyber-physical systems. An approach like 
that is capable of enhancing the levels of 
efficiency when it comes to both data generation, 
as well as data usage resulting into various kinds 
of economic benefits as pointed out in [1]. The 
fast-emerging technology of Internet of Things 
(IoT) has brought about several kinds of IoT 
applications that significantly contribute to the 
daily lives of individuals. They range from 
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conventional equipment to the general household 
objects that play a key role in making the lives of 
human beings to be better. As a result, it offers a 
significant potential as pointed out in [2]. 

Internet of Things (IoT) is an ever-growing 
worldwide network of heterogeneous devices 
involving wide range of computing devices and 
daily used physical devices like smart objects, 
smart devices, embedded computers, watches and 
wearable objects as referred in [3]. IoT can also 
denote a network of several actuators and sensors, 
which have a framework that is unique to ensure 
that information, effectively shared. It is also 
worth pointing out that the IoT works with any 
standard protocol and doesnot stick to a particular 
protocol. It can be based on any of the available 
protocol and can be improved to the maximum 
range [3].Additionally, effective data 
management,as well as effective management of 
the network is capable of resulting into 
automation besides improving the level of 
efficiency through the use ofM2Minteractions 
when every device made to be smart. There may 
be theautomation of the user inputs by the usage 
of sensors. In addition, it is worth pointing out 
that communication of the solutions can easily 
dodirectly to the things [4]. 

The prospect of a huge quantity of highly 
sensitive information conveyed between the 
sensor nodes so attractive to the third parties, 
which are highly malicious. In most cases, this 
makes internet of things infrastructure to be one 
of the main cyber-attacks’ targets.It is also worth 
pointing out that various studies have illustrated 
vulnerabilities in various kinds of 
devices.Because internet of things’ nodes in a 
number of instances utilizeswireless 
communication technology for the exchangeof 
information, in most cases, they are highly 
vulnerable to eavesdropping and at the same time, 
they are vulnerable to middle attacks. Tampering 
risk is also rampant because in a number of 
instances, the nodes of internet of things often not 
attended to. In addition, the implementation of 
traditional cryptography methods like public key 
cryptography isso costly onIoT environments. 
Though various researchers have researched 
lightweight cryptography solutions,they are not 
adequate in protecting the network from various 
internal attackers. 

The number of device types, which can be 
connected to internet through IoT is increasing 
several times due to the availability of WSN 

networks together with low-power devices and 
resource-constrained internet devices. Further, 
internet protocol IPc6 [5] and technical standard 
IEEE 802.15.4 [6] are playing a prominent role in 
providing new addresses besides accommodating 
additional elements and networks into the IoT 
world. As illustrated in Figure 1, the current 
technologies have been highly significant in the 
transformation ofInternet to Internet of Things.It 
is also noteworthy that security problems for the 
full-fledged internet of things environment have 
resulted into the attraction of different scholars 
due to the ever-increasing needfor internet of 
things devices, which are very secure. There are 
numerous security challenges with the 
architectures that have proposed as well as with 
the technologies that form the basis of the Internet 
of Things [7]. It should also be noted that a delay, 
which is customarily acceptablemight be 
unacceptable in internet of things scenario due to 
the fact that denying services in non-delay 
tolerating applications like emergency systems, 
real-time surveillance, and traffic monitoring 
systems. Henceforth, both routing and data 
transmission play a vital role in the IoT 
environment. 

RPL (IPv6 routing protocol) [8] has general 
propose for the devices using low power. The 
routing protocol is also a part of IoT environment, 
which has significant levels of security. Further, 
no specific security measures are proposed with 
the protocol. 

Need of this Study:Although various kinds of 
studies are still being carried out in order to note 
the various kinds of vulnerabilities inthe RPL, it 
is still considered to be one of the major security 
threats, which is being faced.It is also worth 
pointing out that RPL internal attacks are rarely 
addressed in the same way as the attacks from the 
outside are addressed. The use of RPL, as well as 
IPv6 basedLow-power Wireless Personal Area 
Networks (6LoWPAN) as pointed out in [9]will 
result in numerous security threats in network in 
addition to making technologies susceptible to 
attacks.Upon attack from any intruder, all or part 
of the devices connected in the network is 
exposed to different types of compromise. 

It is also capable of making a botnet out of the 
internet of things devices.It should also note that 
the mechanisms for intrusion detection as well as 
firewalls ought to be very strong and at the same 
time; they should be in a good position to detect 
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the different kinds of security challenges, which 
being faced.  

The contributions of the Study:This article 
aimed to explore the following 

 taxonomy of security and intrusion 
issues related to divergent layers of the 
IOT network architecture,  

 The diversified contributions found in 
contemporary literature, which 
endeavoured to defend intrusion and 
security issues related to IOT Networks 

 The key observations about limits and 
constraints of the contemporary models, 
and possible research dimensions in IOT 
network security 

 

Figure 1: Functional Flow Of Internet Of Things (Iots)

2 NOMENCLATURE OF IOT AND 
SECURITY 

2.1 Internet of Things 

The Internet of things (IoT) denotes to the inter-
networking of various physical devices, buildings, 
as well as extratypes of items, which are 
embedded with software, electronics, actuators, 
sensors, as well as network connectivity, and 
which make the objects to be in a good position to 
not only collect but also to easily exchange data 
as pointed out by [10]. In the year 2013, Global 
Standards Initiative on Internet of Things (IoT-
GSI) referred to IoT to be "a global infrastructure 
that is used by the information society to enable 
highly advanced services through the 
interconnection of (virtual and physical) things on 
the basis of the existing, as well as the evolving 
interoperable information and communication 
technologies"[10]. A "thing" refers to an object in 
the physical world or information world that has 
the ability to not onlyidentifybut also to be highly 
integrated into the communication networks as 
[10] points out. At the same time, it is worth 
pointing out that the IoT enables various kinds of 
objects to be sensed besides being highly 
controlled remotely across the network 

infrastructure that is in existence [11] hence 
resulting into the creation ofvarious kinds of 
opportunities for additional direct integration of 
physical world into various computer-based 
systems. This brings about various kinds of 
improvements inthe levels of accuracy, 
efficiency, as well as economic benefit besides 
resulting into reduced human intervention as 
pointed out in [12]. Augmentation of IoT with 
actuators, as well as sensors makes the 
technology to become an instance of 
furtheruniversal class of cyber-physical systems 
that correspondinglyentails various kinds of 
technologies like virtual power plants, smart 
grids, intelligent transportation, smart homes, as 
well as smart cities. Everything can 
identifyuniquely via the embedded computing 
system; however, they are capable of 
interoperating in the Internet infrastructure that is 
in existence. Various experts are estimating that 
IoT shall be consisting of approximately 30 
billion objects by the year 2020 [13]. 

TheFigure 2 [THE INTERNET OF 
EVERYTHING: 2015], which reveals a 
prediction for the rapid market expansion of 
internet of things through 2019. 
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IoT architecture is not yet standardized. Various 
international organizations such as ITU and IEEE 
[14] are working to ensure that IoT is 
standardized.  

 

Figure 2: Number Of Devices In Internet Of Thing. 

Researchers proposed for implementation of 
specific standards, networks, and protocolsfor 

operating in the Internet of Things (IoT) 
environment. Different technologies and 
standards like IPv6 network, 6LoWPAN network, 
IEEE 802.15.4standard, and RPL protocol, 
together with the routing protocol among others 
are set ina manner that ensures that they serve the 
diverse needs of internet in the future. At the 
same time, it is worth pointing out that there are a 
few architectures, which have to proposefor IoT 
by a number of eminent researchers. Again, it has 
also been explored by a number of research 
groups in internet field.So many of them are 
rooted onnetwork layer. Besides, to handle 
diversified needs of IoT objects, an additional 
supporting layer is included. Additionally, they 
are using the cloud-computing concept[15] for 
support layer. It should note that the most 
common, as well as the basic architecture that 
hasillustrate in Figure 3 below: 

Figure 3: IoT Architecture

The IoTstructure can group into four layers. 
Certain systems always take network support 
technology (like computing technology, network 
processing, and middleware technology among 
others). 

2.1.1 Perception Layer 

This is IoT’s primary layer. The layer is capable 
of not only collecting but also observing every 
kind of information that is used in the 
environment of IoT. The information may be 
captured through the use of RFID sensors, sound 
sensors,camera, temperature sensors and GPS 
among others as pointed out by [16]. It is worth 
pointing out that there are two parts of the 
perception layer: i) The perception node that is 
employed in the control of data and ii) The 
perception network that is employed in sending 
data to controller. 

2.1.2 Network (Transportation) Layer 

The layer is also referred to as the transportation 
layer. The layer is having various kinds of 
transmission abilities for transferring data from 
the lower layer to the upper layer as pointed out 
in [16]. The layer is also capable of transmitting 
information or data through the internet. As a 
result, the layer is capable of combining different 
heterogeneous networks. 

2.1.3 Support Layer 

This layer entails various systems for information 
processing that takes information in a given form 
after that they processes or transforms the given 
information into a different form. Thedata, which 
has been processed, is thereafter stored within the 
databases and they will be available if there is 
request. The layer generally works together with 
applications. Hence, various researchers generally 
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prefer placing it in the application layer as [17] 
points out.  

2.1.4 Application (Service) Layer 

Security at the layer, which is also defined as 
object security is having the advantage thatcan be 
maintained end-to-end and at the same time, 
security properties may be set per-message.Object 
security’s pillar is CBOR Object Signing and 
Encryption (COSE) as [18] points out.  

The layer also referred to as a service layer 
converts information into content besides offering 
a highly effective user interface (UI) to higher 
level or to the end users. The major problem that 
is linked to the layer is sharing information with 
the communities in a manner that is highly secure 
in order to ensure that no unauthorized individual 
is capable of reading it [16]. 

2.1.5 IOT and security protocols in IOT 
layers 

Communication in IoT ought to protectthrough 
the provision of security services, which have 
been discussed in the last section.Through the use 
of standardized security 
mechanisms,communication security can be 
provided at diverse layers. Table 1 illustrates an 
IoT stack with standardized security solution at 
diverse layers [19]. 

Table 1: The Table Below Indicates Different IOT, As 
Well As Security Protocols In Different Layers. 

IoT Layer IoT Protocol Security 
Protocol 

Application CoAP User Defined 
Transport UDP DTLS 
Network 
 

IPv6, RPL IPSec, RPL 
Security 

Data-Link IEEE802.15.4 
 

802.15.4 
Security 

2.2 IoT Security  

IoT is having similar security issues like mobile 
communications networks, sensor networks, as 
well as the Internet. At the same time, it is having 
its specialties like different authentication, 
privacy issues, issues to do with access control 
network configuration, information storage and 
issues to do with management among several 
other things.  

The main IoT’s security goal include ensuring 
proper identity authentication mechanisms 

besides ensuring the provision of confidentiality 
regarding the data among other things. It should 
also be noted that security mechanisms 
development makes use of the three areas that 
include confidentiality of the Data, integrity of 
the data as well as data availability. A breach 
inany of the areas is capable of resulting into 
various serious system issues. As a result, they 
have to be accounted.  

Data, as well as privacy protection falls among 
the application challenges of the IoT as pointed 
out by [7]. In IoT, RFID systems, the WSNs 
sensors play a role in protecting the integrity, as 
well as the confidentiality of information through 
the technology of password encryption [20].There 
are numerous ways of encryptingdata and 
information, like random hash lock protocol (hash 
function), extracting key from infinite channel, 
hash chain protocol, as well as Encrypted 
identifier among others [21]. 

2.3 Security issues at diversified layers in 
IoT Architecture 

Sensors will be part of IoT-enabled devices. 
Much of the information shall be notonlycollected 
but will also be communicated in a manner that is 
highly effective. The practice of communication 
between the sensors is highlyvulnerable to 
various kinds of attacks from the outside the 
network and within the network. In Figure 4 
depicted a highly detailed exploration of possible 
vulnerabilitiesat every layer of IoT architecture 
has provided below:  

2.3.1 Issues in physical layer 

The Physical (PHY) layer of WSN network does 
the primary activity of modulating and de-
modulating information. The PHY layer operates 
similar to a radio transmission system, with the 
PHY layer in WSN network being charged with 
the responsibility of selecting frequency, 
generation, as well as maintenance and encryption 
of data. However, the physical layer is susceptible 
to different physical attacks including jamming 
and device tampering. 

2.3.2 Tampering 

Tampering of physical access, as well as damages 
tonodes as a result of the actions by 
theadversaries is generally viewed to form part of 
tampering as pointed out by [22]. The main 
tampering techniques generally entaildamage to 
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the devices or ensuring that the device is 
physically replaced, electronically interrogating 
the selected node, key extraction and improved 
device control to ensure uninterrupted access to 
information. 

Tamper-proof packages are employed in ensuring 
that the device is protected from various kinds of 
physical damages. It is also worth pointing out 
that self-destruction is the other defence against 
the loss of data because of tampering. At the same 
time, self-destructive nodes have generally been 
designed in order to erase every content of the 
memory when they are physically compromised 
by adversaries. It is capable of preventing the 
leakage of information. 

2.3.3 Jamming 

Jamming refers to the attack of disrupting the 
communication channel. In WSN, adversaries are 
capable of interfering withradio frequencies 
employed for the purpose of communication as 
[23] points out. Jamming can also occur in the 
form of power and can lead to network disruption. 
To restrain from jamming, spread spectrum 
techniques are used such as frequency hopping. 

2.3.4 Data link layer Issues 

Data-link layer or layer 2 is responsible for flow 
control and ensures reliable and uninterrupted 
connectivity.  

In addition, it is also charged with the 
responsibility of multiplexing, as well as 
detecting data frame. To perform the multiplexing 
task, layer 2 in WSN network faces some of the 
tough challenges including- 

2.3.5 Data Collisions 

Data collisions can occur as a result of different 
nodes attempting to communicate over same 
frequency at a specific time [7]. Collision will 
bring about checksum mismatch at the side of the 
receiver because it will result into the creation 
ofcertain modifications in part or complete data. 
This will lead to discarding the entire data packet. 

It is also worth pointing out that an adversary is 
capable of intentionally causing collisions for the 
disruption of the transfer of data. It may also 
bring about the loss of data besides backing off in 
some of the MAC protocols. 

2.3.5.1 Resource exhaustion 

 Repeated transmissions or requests are capable of 
resulting into the exhaustion of resources [24]. 
Because a number of the sensors are 
generally,resource constrained when it comes to 
energy, as well as computational power, repeated 
transmissions and collisions are capable of 
resulting into the exhaustion of the resources. The 
common techniques, which can be adopted for the 
prevention of exhaustion attack generally include 
time division multiplexing as well as rate 
limiting. It is worth pointing out that excessive 
requests might be blocked and in some cases, they 
may be ignored through the use of rate limits to 
MAC controls. At the same time, it is worth 
pointing out that time division multiplexing may 
also be employed in preventing the depletion of 
various kinds of resources. 

2.3.6 Network Layer Issues 

It is worth pointing out that the network layer 
falls among the layers, which are highly targeted 
in Wireless Sensor Networks. BecauseWSN 
highly depends on routing and the data privacy 
during transmission is of great priority, 
adversaries target networkvulnerabilities and 
routing layer vulnerabilities for the extraction 
ofhighly significant important. Some of the main 
attacks when it comes to Network Layer include:  

2.3.6.1 Sybil attack 

 Sybil Attack refers to a malicious node,which 
takes numerousidentities as pointed out by [25]. It 
results into the creation of a virtual redundancy 
within the network. At the same time, it 
influences the routing protocols as well as 
algorithms besides misleading the management of 
the network.  

2.3.6.2 Selective forwarding 

An undesired node occurring in between two 
nodes can cause significant data loss in 
transmitting packets over the path from sender to 
receiver. In the selective forwarding process, 
adversarycontrolled the selected node can decide 
to forward or drop the data packets in the 
transmission [7]. The selective forwarding is 
capable of bringing about unorganized reception 
of the packet at the end of the receiver. Black hole 
attack refers to a superiorkind of selective 
forwarding where the malicious node decides to 
drop every packet that is coming to it. Various 
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issues,which have aroused due to selective 
forwarding can reduce or evadethrough the 
introduction of some redundancy within the route; 
which sends similarinformation via diverse paths. 

2.3.6.3 Sinkhole and wormhole attack 

Wormholes attacks and sinkhole attacks typically 
use the compromised node in a network, leading 
to deterioration of data packet quality as referred 
in [25].It is worth pointing out that a sinkhole is a 

node, which is malicious and that generally 
appears to be more attractive in comparison to the 
normal nodes for the transfer of data. Hence, the 
packets are passed via the sinkhole, something, 
which generally makes it very easy for attackers 
to gain access to the content or to perform 
selective forwarding. 

 

 

Figure 4:  WSN’s Main Security Issues In Different Layers

2.3.6.4 Hello flood attack  

In this situation, an attacker is capable of using a 
bigger power-transmitting antenna besides 
broadcasting hello message to the given network 
[25]. In a number of the protocols of routing, a 
node,which receiveshello message always assume 
is the neighbor who sends the message. However, 
in reality, the senders are always not in radio 
range for the normal node. As a result, the 
legitimate node may generally strive to connect 
with malicious node constantly and in the end, it 
may die. This may be prevented when some bi-
directional verification is employed. In cases like 
that, the nodes will only add to the neighborhood 
only after the verification whether it is in the 
radio range or not. 

2.3.6.5 Acknowledgment spoofing  

In a number of routing algorithms, 
acknowledgment is of great significance. When 
acknowledgment is gainedfrom a single node, 
transmitter node then views the node to be a live 
neighbor that has an active connection. On the 

contrary, a node that is malicious, which 
overhears packets that meant for other nodes that 
might not be live, or may not be within the range 
may trick the given acknowledgment. Hence, 
attackers trick the acknowledgment of the 
connections, which are dead or which are weak 
[25]. While it is generally not easy for this to be 
prevented, encryption of the messages and the 
sequence number verification among others may 
be employed in detecting the acknowledgments, 
which have been spoofed. 

2.3.6.6 IP Security 

According to [26], security at network layer is 
offered by IP Security (IPSec) protocols. At the 
layer of the network, IPsec protocol can be used 
with different transports layer protocols like UDP, 
TCP,HTTP, as well as CoAP. [26] Indicates that 
there is the need for the IPSec to make use of the 
Encapsulated Security Payload (ESP) protocol. 
IPSecis generally a network layer solution and 
therefore, its security is shared by every 
application that is running on a given device. 
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2.3.7 Transport Layer Issues 

Transport layer issues are some of the most 
frequently occurring issues occurring in WSN 
network. They include connections from end-to-
end in the network. Therefore, the adversaries’ 
targets are also the end points, which include the 
transmission end, as well as the receiving end. 
Various major attacks occurring in transport layer 
include flooding and de-synchronization of data. 

2.3.7.1 Flooding 

Repeated requests for connections can be termed 
as flooding and upon flooding in a network, 
memory exhaustion occurs at the end nodes as 
referred to in [25]. The adversaries shall initiate 
fresh connection requests up to the point of the 
exhaustion of the resources or up to the point at 
which a maximum limit is attained. It makes 
requests, which are legitimate not to be addressed 
effectively. Resource exhaustion attacks in most 
cases have a huge priority in WSN as well as in 
same resource constrained devices. Some of the 
major mechanisms for defense entails setting of 
the maximum request limit from one user in such 
a manner that numerous requests from one 
attacker are not entertained. 

2.3.7.2 De-synchronization 

Disruption of the existing connection [27] can be 
defined as de-synchronization. An attacker might 
for instance frequently spoof messages to the end 
host making the host to request retransmission of 
the lost frames. When correctly timed, an attacker 
might degrade or might even hinder the capacity 
of the end hosts to exchange data successfully 
making them instead to waste energy trying to 
recover from various kinds of errors that are not 
really existing. A single countermeasure against 
this kind of attack entails authenticating 
everypacket, which is exchanged between the 
sensor nodes together with every control fields in 
the transport header. The adversaries are not 
capable of spoofing the header and packets and 
therefore this attack can easily be prevented. 

2.3.7.3 CoAP Security 

In the layer, the protocols that are generally 
include theTransport Layer Security (TLS) or the 
predecessor Secure Sockets Layer (SSL). 
Connection-oriented TLS protocol is only capable 
of using over stream-oriented TCP, which is not 
the preferred communication technique for the 

embedded smart objects. The other protocol is 
referred to as Datagram TLS [28]. This is an 
adaptation of TLS for the UDP. End-to-end 
securities of diverse applications are guaranteed 
by DTLS. At the same time, DTLS also offers 
protection against Denial of Service (DoS) attacks 
through the usage of cookies within the domain of 
web protocol. DTLS can only be used with UDP 
protocol, as a result, it generally becomes 
significant to use the DTLS support with the IoT. 

2.3.8 Threats of Application Layer 

Application layer holds key information of 
personalized services compiled according to the 
use requirements [29]. Threats in the layer 
majorly target the services that are pointed out 
below:  

2.3.8.1 Sniffer /Loggers 

Intruders typically introduce sniffer programs or 
logger programs for capturing key information 
from the traffic in the network. The intruders 
intend to breach security and attempts to steal 
files, text and passwords through sniffer 
programs. [30]. A large number of standard 
protocols used for network are frequently 
vulnerable to attacks by sniffers. 

2.3.8.2 Injection 

Intruders enter the code directly into the desired 
applications and when a user attempts to use these 
applications, the code gets executed through the 
application on servers. It should be noted that this 
is a highly common attack, which is also very 
easy to exploit. At the same time, it is capable of 
causing bad results like the loss of data, 
corruption of data, as well as the lack of 
accountability [31]. 

2.3.8.3 Session Hijacking 

The attack generally reveals personal identities 
through the exploitation of security flaws in 
authentication and also in session management. 
Similar to injection, this attack is also commonly 
observed attack and the impact of session 
hijacking is often much significant.  

Through the personality ofa different person, 
attackeris capable of doing anything that the real 
user is capable of doing as [31] points out. 
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2.3.8.4 DDoS (Distributed Denial of 
Service):  

The DDoS attack in WSN network has same 
characteristics of any conventional DoS attack. 
Both the attacks work on similar principles but 
DDos attack is executed simultaneously by 
multiple attackersas referred in [32], [31]. 

3 REVIEW OF DEFENSE MECHANISMS 
IN CONTEMPORARY LITERATURE 

Securing communication is highly significant in 
IoT. However, a number of application developer 
always forgets regarding securing data that is 
generated from every IoT device. A number of 
the devices in IoT are very small and they are not 
having adequate constraint because of limited size 
that cannot secure them from the security 
threats,which linked to hardware. There are 
various solutions,which are in existence but 
because of different communication technology, 
just a single solution might not be adequate in 
securing everything. As [33] points out, Codons 
one of the security extension for Coffee [33] file 
system in Contiki OS.[34] Proposed a very secure 
storage, as well as communication framework that 
is based onIPv6/6LoWPAN protocols. The 
IPv6/6LoWPAN approach,which is presented in 
[35] uses a custom encapsulation mechanism that 
is the smart business security IoT application 
Protocol Intelligent Service Security Application 
Protocol. It entails cross-platform 
communications with signature, encryption, as 
well as authentication in order to enhance the 
development capabilities of IoT applications by 
establishing a communication system, which is 
very secure. 

[36] Introduces it as the only fully implemented 
two-way authentication security scheme for 
Internet of Things, based on the Internet 
standards, which are existing, mainly Datagram 
Transport Layer Security (DTLS) protocol,which 
is placed between transport, as well as application 
layer. The scheme isgenerally founded on RSA 
and at the same time, it is designed for IPv6 over 
Low Power Wireless Personal Area Networks 
(6LoWPANs). 

With respect to integrity and confidentiality, [37] 
analyses the manner in that the existing key 
management systems may be applicable to the 
context of IoT. TheKey Management System 
(KMS) protocols can be classified into four main 
categories, whichinclude mathematical 

framework, key pool framework, 
negotiationframework, as well as public key 
framework. The authors of [37]point out that a 
number of KMS protocols are notdeemed to be 
suitable for IoT. 

[38] Proposes a more practical approach, which is 
the transmission modelhaving signature-
encryption schemes. It plays a major role in 
addressing the various security requirements of 
IoT (like trustworthy, anonymity, as well as 
attack-resistance) through the means of 
ObjectNaming Service (ONS) queries.In [39], the 
authors have given a holistic view of IoT,which 
suggests a systemic, as well as a cognitive 
approach for the IoT security. In [40], a systemic, 
as well as a cognitive approach was developed via 
the identification of contextual plans in the 
tetrahedron: cyber-security plan, safety plan, 
access plan, and security plan. The edges between 
the nodes sorted accordingly. 

The authors in [41], also present decomposition 
with (n-t) closeness for maintaining privacy in 
case of several sensitive attributes. Their main 
goal entails solving the problem of minimizing 
the number of significant information,which 
might be extracted from the data that has been 
released in the case of t-closeness.  

There are numerous studies, which have been 
carried out on Snort and its performance. 
However, just a few of the studies are focusing on 
evaluating its effects on resource-constrained 
devices. There is an interesting research that was 
done by [42], where the authors were 
investigating the performance of Bro and Snort on 
the Wireless Mesh Networks (WMNs).The 
research indicates that the IDSs’ modules and the 
deep packet inspection requires so many 
resources for WMNs nodes and this generally 
makes them not to be highly suitable for the 
purpose of security solution for the WMNs. In 
order for the problem to effectively address, the 
researchers provide lightweight IDS for Wireless 
Mesh Networks,which minimizes the 
consumption of memory as well as the packet 
drop rate in resource constrained nodes like that. 
The proposed solution by the researchers, is 
however detecting justa few kinds of attacks, like 
IP spoofing, resource consumption attacks, as 
well as spam email distribution. 

In [43], authors are also arguing regarding the 
infeasibility of the deployment of Snort in the 
WMNs. They point out that it is impractical to 
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use the full capabilities of the Snort on the WMNs 
nodes. They propose Practical Intrusion Detection 
in resource constrained wireless mesh network 
(PRIDE)to be the solution,which adapts Snort 
functionalities to the WMNs by ensuring that they 
distributed across the network. [44] proposed self-
protected system that is founded on feature 
recognition,which uses virtual neurons.[45] 
Proposed anomaly-based IDS for the Wireless 
Sensor Networks,which uses Dendritic Cell 
Algorithm.[46] Proposed an extended approach 
that enriches the data streams with metadata 

referred to as streaming tags. This way, the users 
are capable of using a free vocabulary foradding 
information to the events that have been reported.  

In the case of [47], a protocol for secure data 
aggregation atthe pre-determined or at 
unpredictable time applied in the two contexts of 
VANETs and IoT was proposed. Table 2 depicts 
the protocols reviewed and the corresponding 
properties.  

 

Table 2: Protocols Reviewed And Their Properties Observed. 

 
 
 Protocol Contribution Connectivity 

Intero
perabi

lity 

Identity 
Managem

ent Confidentiality Privacy 
Key 

management 

[34] 
IPv6/6Lo
WPAN 

Secure storage 
protocol Static NO YES YES NO YES 

[36] 
IPv6/6Lo
WPAN 

Two-way 
authentication 

protocol Static NO YES NO YES YES 

[38] 
IPv6/6Lo
WPAN 

Signature-
encryption 

scheme Static NO YES YES YES YES 

[40] 
IPv6/6Lo
WPAN 

Tetrahedron 
plan Dynamic NO YES YES YES NO 

[41] 
IPv6/6Lo
WPAN 

Privacy 
through 

decomposition 
of the 

closeness Static YES YES YES YES NO 

[42] 

Wireless 
Mesh 

network 
lightweight 

IDS Dynamic YES YES NO NO NO 

[43] 

Wireless 
Mesh 

network 

Practical 
Intrusion 
Detection 
(PRIDE), 

snort features 
for WMN Dynamic YES YES NO NO NO 

[44] 

Wireless 
Mesh 

network 

self-protection 
by virtual 

neurons for 
WMN Dynamic YES YES YES YES NO 

[45] 

Wireless 
Sensor 

Networks 

Dendritic Cell 
Algorithm or 

anomaly-
based IDS Dynamic YES YES NO YES NO 

[46] 

Wireless 
Sensor 

Networks 

event 
detection by 
metadata as 

streaming tags Dynamic YES YES NO NO NO 

[47] 
IOT and 
VANET 

security 
protocol for 

data 
aggregation Dynamic YES YES NO YES NO 
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4 OBSERVATIONS AND FUTURE 
RESEARCH DIRECTIONS 

It is worth pointing out that IoT is a highly active 
and a newer field of research. The section below 
generally analyses besides summarizing the 
common security challenges that are faced with 
regards to IoT depicted in Figure 5. 

4.1 Connectivity, Interoperability and 
identity 

Connectivity robustness: When it comes to IoT, 
connecting the objects, as well as the humans via 
sensors and making sure that there is guaranteed 
connectivity is a very big challenge, which is 
being experienced. Additionally, it is also worth 
pointing out that unstable internet connectivity 
generally poses a huge challenge to IoT. 
Therefore, there is the dire need to work on 
devices for energy harvesting to improve 
connectivity through the help of energy 
mechanism as pointed out by [48]. 

Interoperability, as well as Standardization: 
The devices,which are manufactured by different 
vendors generally differ when it comes to 
technologies, as well as services, therefore 
making to be incompatible. As every object 
would connect via the Internet medium, therefore, 
the task of standardization generally requires 
redressingin order to offer interoperability among 
the different objects, as well as sensor nodes in 
the wireless sensor networks as pointed out by the 
[49]. 

Naming and Identity Management:Unique 
identification of objects is the first significant 
issue, whichcame before any other kind of 
security issues because IoT generally envisioned 
interconnecting billions of objects across the 
globe in different applications. This generally 
calls for a naming, as well as identity 
management scheme,which has the capacity to 
dynamically assigning various unique names, as 
well as unique identities for every object that is 
deployed globally [49]. In the current case, 
shortage of address space falls among the greatest 
challenges, which are being faced, and this can 
easily be solved through the effectively 
implementing IPv6 protocol [50]. It is worth 
pointing out that aproper identificationtechnique 
is the basis forIoT. Ideal identification 
methodology plays a major role in identifying the 
objects uniquely. At the same time, it also reflects 
the object’s property. Based on DNS 
success,(Domain Name System), Object Name 

Service (ONS) [51], which published by EPC 
global board in the year 2005 for the location of 
the services, and metadata linked to the given 
Electronic Product Code (EPC). The fast-growing 
number of objects will generally make key 
management to be a very hard task. Though 
research done by [52] tried to look into the 
challenge of object authorization and 
authentication, there are generally no common 
standards or agreements in this area. 

Figure 5: Observations, As Well As The Future 
Research Directions In Iot Environment. 

4.2 Security and Privacy  

Confidentiality of Data as well as 
Encryption:As sensor nodes engage in 
autonomous sensing and thereafter relay the data 
to the subsystems, which are charged with the 
responsibility of processing the information over 
the network, this generally necessitates 
theimplementation of highly suitable encryption 
mechanisms for the maintenance of data integrity 
at the information processing layer. Additionally, 
security mechanisms have to devisebesides being 
applied in order to make sure that there is a highly 
secure transfer of the data that has been 
transmitted and to guard against unauthorized 
interference of data or data misuse for the data, 
which is being conveyed across the entire 
network [49]. 

User privacy, as well as data protection:It is 
worth pointing out that privacy is a highly 
significant issue when it comes to IoT security 
due to the ubiquitous nature of IoT environment. 
Various things are connected, and at the same 
time, data is always communicated besides being 
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exchanged through the internet. This generally 
makes user privacy to be a sensitive subject in a 
number of research works as pointed out by [53] 
and [54]. Though a huge chunk of research has 
already been proposed, which deals with privacy, 
a number of topics still need more investigation. 
It is worth pointing out that privacy in data 
collection, data management, data sharing as well 
as data security issues have generally remained 
open research issues that ought to be fulfilled as 
pointed out by [39]. 

Security Structure: According to [55], IoT shall 
remain stable persisting, as a whole with time. 
Having together security mechanism of every 
logical layer is not capable of 
implementingdefenceindepth of the system. 
Therefore, it is a challenge besides being a highly 
significant research field to construct security 
structure through a mix of control, as well as 
information. 

Lightweight Cryptosystems and Security 
Protocols:In the IoT, there are different resource-
constrained devices like smart devices, sensor 
nodes, as well as wearable devices that only have 
limited computing power, as well as battery 
capacity. Though a number of the proposed 
cryptosystems and the security protocols ae 
deemed to be highly secure besides being robust, 
they might not be highly suitable for resource-
constrained devices. For example, certain recent 
research work carried out by [56] mainly targeted 
on this area of research.  

Key Management:Due to the fact that key 
management is a highly significant foundation for 
security mechanism, it is often a very hot area of 
research. It is still the most difficult component of 
cryptographic security. Presently, researchers do 
not getideal solutions. The higher performance of 
sensor node and Lightweight cryptographic 
algorithm is still not used. Until now, the real 
large-scale sensor network is often rarely put into 
practice. Network security problems shall be 
given more attention and at the same time, they 
shall become the main points. There shall also be 
various research difficulties in the network 
environment as pointed out by [57]. 

Security Law and Regulations:Presently, 
security law, as well as security regulations 
havestill not been given much attention. At the 
same time, there is generally no technology 
standard about IoT. It is worth pointing out that 
the IoT is linked to national security information, 

secrets of the business as well as to the personal 
privacy. Hence, various nations generally require 
the legislative point of view for the promotion of 
development of IoT. Various kinds of policies, as 
well as regulations are required on an urgent 
basis. In regards to this, there is still a very long 
way to go as pointed out by [58]. 

Malware in IoT:In the month of November the 
year 2013, Symantec made confirmation 
regarding the finding of first IoT malware, which 
is Linux. Darlloz brings about the malware issue 
for the IoT security [59]. To a great extent, this 
significantly violates Internet users’ privacy. It is 
also worth pointing out that past research studies 
carried out by [53] also provide discussion 
regarding the potential threats brought about by 
malware against the IoT. The studies go ahead to 
clarify its significance.  

Requirements for Burgeoning 
Applications:The rapid development of radio 
frequency identification (RFID), WSNs, network 
communication technology, pervasive computing 
technology, as well as distributed real-time 
control theory has made CPS, which is one of the 
emerging types of IoT to become a reality as 
pointed out by [60]. In the system, very high 
security is vital in guaranteeing the performance 
of the system. 

 

Figure 6: Privacy And Security In IOT Environment 

5 CONCLUSION 
 
The major aim of the paper was to offer an 
explicit review of some of the most significant 
elements of IoT with the main emphasis on the 
vision, as well as the security challenges, which 
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are involved when it comes to Internet of Things. 
The main vision of the IoT is to enable various 
individuals and different things to easily connect 
anywhere, anytime, with everything and with 
anyone through the use of any path or network, as 
well as through the use of any kind of services. 
The main targets of IoT generally include the 
creation of a smart environments, as well as a 
self-conscious or autonomous device. Several 
difficulties, as well as challenges linked to IoT are 
still being encountered. From the review above, it 
is highly clear that it is essential to check the best 
security structure. Key management in real large-
scale sensor network is often a major challenge. 
Policies, as well as regulations linked to IoT shall 
be a major challenge. 
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