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ABSTRACT

Cloud computing is an evolving technology paradigm with incredible momentum. While the benefits of
cloud computing are clear, it introduces new security challenges. Security issues in cloud computing is
shown to be the biggest obstacle that could affects its wide benefits. These security issues become a critical
concern when outsourcing sensitive data and business application to a third party. Sensitive information
such as medical records, financial records or high impact business data has its own strict and sensitive
security requirements for confidentiality, availability to authorized users, and traceability of access. This
paper focuses on storing data on the cloud in the encrypted format to avoid data contact from an
unauthorized access. The paper introduces the principle of homomorphic encryption and suggests the use of
fully homomorphic encryption (FHE) scheme to provide a secure environment for sensitive user data in the
cloud. The proposed scheme is secure and practical. And the performance assessment and analysis

demonstrate the practice and validity of the proposed technique.

Keywords: Cloud Computing, Homomorphic Encryption, Cloud Security, Security Threats.

1. INTRODUCTION

Over the past few years, cloud computing has
rapidly emerged as a widely accepted computing
paradigm as it's expected to play a major role in the
future Internet of Services, enabling on-demand

provisioning of applications, platforms, and
computing infrastructures. Cloud computing
provides clients with a virtual computing

infrastructure on top of which they can store data
and run applications [1][2]. The main core concepts
that the cloud computing paradigm has been built
around include on demand computing resources,
elastic scaling, lower operational expenses, and
promoting a pay-peruse business model for
information technology and computing services.
Furthermore, cloud computing could significantly
enhance collaboration, proficiency, and scale, thus
enabling a truly global computing model over the
internet infrastructure [2].

Cloud computing helps users to access internet
resources online from anywhere at any time [1].
This can be achieved without worrying about
technical or physical maintenance and management
problems of the original resources. However, the
concept of cloud computing technology remains for
many as a vague idea. Therefore, if cloud
computing is to achieve its potential then there is
need to have a clear understanding of the factors

that can influence its adoption in different
organizations. Since many organizations realize that
cloud computing will quickly become a key
component of long-term IT strategies with less
costs and reduced time-consuming efforts [3]. They
become more interested in shifting their systems to
the cloud and identify more ways to leverage those
systems in real time to ensure the vast benefits of
the cloud computing paradigm. This helps those
organizations to access cloud-based systems from
any location and it facilitates better collaboration
among different organizations. However due to the
lack of effective privacy and security techniques
many organizations have been slow to jump on the
cloud approach [4]. Cloud operators are expected to
manipulate client data without necessarily being
fully trusted. Several surveys of potential cloud
adopters indicate that security and privacy is the
primary concern hindering its adoption [4].
Customer sensitive data requires high levels of
security measures due to the sensitivity of such data
where most patients for example in the healthcare
sector usually prefer their data to be private and
secure. If there is a lack of security measures in
protecting customers sensitive data it may affect
their willingness to disclose necessary health
information in the future. Without appropriate
security and privacy solutions designed for clouds,
this potentially revolutionizing computing paradigm
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could become a huge failure. A critical challenge
for the cloud computing industry is to ensure
privacy and security of customer sensitive data,
including information in electronic health records
(HER), financial records in banks or high impact
business data. This requires adequate privacy and
security measures to be undertaken. The technique
that makes this magic solusion possible is called
fully homomorphic encryption, or FHE. Fully
homomorphic encryption scheme has been
suggested in this work. And if the encryption
scheme is homomorphic, the cloud can still perform
meaningful computations on the data, even though
it is encrypted. Therefore, a practical simple fully
homomorphic encryption scheme, derived from
Gentry cryptosystem is proposed to ensure the
privacy preserving in cloud servers, in which
encrypted data can be operated on instantly without
touching the confidentiality of the stored data. The
rest of this paper firstly introduces the concept of
cloud computing and its characteristics, then it
introduces the security issues of cloud computing
and finally it suggests a corresponding security
mechanism to overcome and mitigate these security
issues.

2. WHAT IS CLOUD COMPUTING

Cloud computing plays an increasingly
important role in IT infrastructure, and IT
professionals need to be aware of fundamental
cloud principles and techniques. Cloud computing,
or “the cloud”, has become a leading trend in IT
[17[3]. However, its definition is ambiguous and
some of the terminology related to it is confusing.
Cloud computing is Dbasically an umbrella
expression refers to Internet based development and
services. It supplies a shared pool of configurable
IT resources such as network, software and
database. It is best to think of it as being an abstract
concept that encapsulates techniques used to
provide computing services from a pool of shared
resources. Cloud computing is a new generation of
technology which is designed to offer the possible
necessities, resolve the IT management issues, and
run the suitable applications. Several properties
define cloud data, infrastructure and applications
services which includes remotely hosted services,
Ubiquitous which means services are available
from anyplace and finally Commodified that means
"You pay for what you would like to use"[1]. Cloud
solutions abstract the physical hardware and present
them as virtualized resources to be used for
processing, memory, storage, and networking.
Many cloud solutions add further layers of
abstraction to define specific services that can be

provisioned and used. The main aim of cloud
computing is to make a better use of distributed
resources and achieve higher performance in the
network [2].

Regardless of the specific technologies
that organizations use to implement cloud
computing solutions, the National Institute of
Science and Technology (NIST) [1], the official US
based standards and technology definitions body,
has identified five essential characteristics that are
part of a cloud computing solution.

* On-demand self-service: The ability to
allocate required resources by the end user
themselves as needed without involvement from the
cloud service provider.

* Broad network access: Being accessible
via standard network access mechanisms, without
the need for any specialized infrastructure.

* Resource pooling: The pooling of the
various resources to be allocated from and returned
to as needed.

* Rapid elasticity: The ability to scale up
and scale down as required, whether automatically
or manually, without lead times being required.

* Measured service: The ability to measure
exactly what resources are being used, to monitor
and control those services and to be able to present
that data to the service provider or end user.

A. Cloud Computing Architecture

The main architecture of the cloud consists
of three basic layers which are the application,
platform and infrastructure [5]. These three layers
are basic service elements in any communication
between the client and server. Figure 1 presents the
main types of cloud computing services.
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Figure 1: Cloud computing service types
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Cloud computing offers three service
models. A cloud application offers "Software as a
Service (SaaS)" over the internet, therefore
eliminating the need to install and execute the
application on the user's platform [6]. SaaS
offerings consist of fully-formed software
applications that are delivered as cloud-based
services. In SaaS, the cloud providers enable and
provide application software as on-demand
services. An example of this model is the Google
Apps which is the most widely used SaaS services.
Users can subscribe to the service and use the
application, normally through a web browser or by
installing a client-side app. The primary advantage
of SaaS services is that they enable users to easily
access applications without the need to install and
maintain them [5][6]. Figure 2 presents the cloud
computing service and deployment models.

The second model is the Platform services
"Platform as a Service (PaaS)". This model enables
programming environments to access and utilize

additional application building blocks [6][7].
Typically, PaaS  encapsulates  fundamental
operating system (OS) capabilities, including

storage and compute, in addition to functional
services for custom applications. In other worlds
the clients are provided platforms access, which
enables them to put their own customized
software‘s and other applications on the clouds. It
has all the application typically required by the
client deployed on it. Thus the client need not go
through the hassles of buying and installing the
software and hardware required for it. Windows
Azure Cloud Services, OrangeScape, Heroke and
lelastic are examples of PaaS.

Public

In Infrastructure as a Service (IaaS), the
cloud provider supplies a set of virtualized
infrastructural components such as virtual machines
which means it provides the required infrastructure
as a service [1][7]. Rent processing, storage,
network capacity, and other basic computing
resources are granted, enables consumers to
manage the operating systems, applications,
storage, and network connectivity. Typically, laaS
facilities are managed in a similar way to on-
premises infrastructure, and provide an easy
migration path for moving existing applications to
the cloud. Amazon, HP Cloud, Linode, Rackspace,
Google Compute Engine and Ready Space Cloud
Services are main examples of IaaS.

B. Deployment of Cloud Computing Service

There are mainly four basic deployment
models, which explain the structure of where cloud
services and applications can be deployed for
consumers to use. For a successful deploying of
cloud computing solution, the major factor is to
make a decision on the type of cloud to be installed.
These are; public cloud, private cloud, hybrid cloud
and community cloud [1][2][6].

Public cloud is an open model allows the
user to access the cloud using interfaces via web
browsers. A public cloud is owned by the cloud
service provider also known as a hosting provider.
The cloud service provider provides cloud
resources for an organization, which the end user
connects to via a secure network connection,
typically over the internet.

Private

Figure 2: Cloud computing service and deployment models

R
1828




Journal of Theoretical and Applied Information Technology >
15" April 2018. Vol.96. No 7 ~J

© 2005 — ongoing JATIT & LLS P

SM il

ISSN: 1992-8645

Www.jatit.org

E-ISSN: 1817-3195

This includes applications and storage which are
rendered over a network. Users usually have to pay
only for the time duration they use the service on
pay per use basis. The physical infrastructure
owned and managed by the service provider. The
advantage of the public cloud is that it's cost
effective which helps in reducing the operation
costs on IT payments. However, it suffers several
security issues compared to other cloud models
since all the applications and data on the public
cloud are more prone to malicious attacks [4].
However, these issues can be mitigated by taking
several security checks to be implementedA private
cloud on other hand is owned and managed by the
organization. A private cloud operates only within
one organization on a private network and is highly
secure [8]. It offers many of the benefits of a public
cloud computing environment, but it is appropriate
for a single organization and should be managed
within an organization. It provides cloud
functionality to external customers or specific
internal departments, such as Accounting or
Human Resources. Security is enhanced here as
only the organizations users have access to the
private cloud. It's also easier to manage
maintenance and upgrades and moreover provides
more control over the deployment and use [6][8].
The private cloud can actually be handled by a
third-party provider. This is a dedicated
environment that is internally designed but
externally hosted and externally managed. It
combines the benefits of controlling the service and
architectural design with the Dbenefits of
outsourcing.

A hybrid cloud is a combination of a
public and private cloud or composition of two or
more clouds which can be public or private [8]. In
this model a private cloud is linked to one or more
external cloud services typically, non-critical
information is outsourced to the public cloud, while
business critical services and data are kept within
the control of the organization. It is more secure
way to control data and applications and allows the
party to access information over the internet. In
such scenario a hybrid cloud would suits as it can
store and manage sensitive customer data in its own
private cloud while offering services to customers
through a public cloud and gaining the benefits of
doing so for the business.

Finally, the other type which is the
community cloud, where in this deployment model
the cloud infrastructure is used in shared concerns
manner. Which mean this model is provisioned for
exclusive use by a specific community of
organization jointly construct and share a cloud

infrastructure, security requirements and policies.
The cloud maybe owned, managed, and operated by
one or more of the organizations in the community,
a third party, or some combination of these, and it
may also exist on or off premises [3][8].

3. SECURITY THREATS IN CLOUD
COMPUTING

Cloud Computing represents one of the
most considerable shifts in information technology
and many users are likely to see it in daily lifetime.
For both cloud service providers and cloud service
customers the security threats in cloud computing
are important aspects. The issues of privacy,
security and trust of cloud remain areas of concern,
interest and uncertainty, despite the tremendous
potential and rapid growth of this technology.

Table 1. The security domains in cloud computing

Threats usually are related information security
because of data and applications. Cloud computing
service has wide variety of threats because of being
combination of several technologies. The resulted
risks are needed to be better understood. A risk
management process must be used to balance the
advantages of cloud computing with the associated
security risks. According to reports of CSA (Cloud
Security Alliance), the 13 security domains [9],
[11] and the 7 top threats [10],[]11] on cloud
computing were defined as shown in Table 1 and
Table 2.

D(;I::m Domain description
| Cloud Computing Architectural
Framework
) Governance and Enterprise Risk
Management
3 Legal and Electronic Discovery
4 Compliance and Audit
5 Information Lifecycle Management
6 Portability and Interoperability
7 Traditional Security, Business
Continuity, and Disaster Recovery
8 Data Center Operations
9 Incident Response, Notification, and
Remediation
10 Application Security
11 Encryption and Key Management
12 Identity and Access Management
13 Virtualization
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Tl;‘:at Threat description

1 Abuse and Nefarious Use of Cloud
Computing

5 Insecure Application Programming
Interfaces

3 Malicious Insiders

4 Shared Technology Issues

5 Data Loss or Leakage

6 Account, Service & Traffic Hijacking

7 Unknown Risk Profile

The figure below shows the associated 7 security
threats and other related security domains in
relation to the service models of cloud computing.

2aaC L PaaG 48398
10 T 1 ddd T ddas

Threat #2 Threat #3
; Domain 2
Thiat #1 Domain10 | poriin?

Domain8 | Domain 8 Threat #7 Threat #5

Domain 13 |  Domain 9 m::: % Domain §
Domain8  Threat #6 goma!n E
Domain9 ~ Domain 2 S
Domain 9

Domain 12

Figure 3: Security Threats, Domains and Related
Service Models

4. SENSITIVE DATA SECURITY IN CLOUD
COMPUTING

Providing a third party with data and
business sensitive information requires a lot of
trust. Typically, businesses take time to build up a
relationship with cloud providers and evaluate their
trustworthiness and ability to deliver what they
promise. At the moment the current cloud
computing techniques for different types of cloud
(Private, Public and Hybrid) have numerous
features to guarantee the general security of any
data and system uses the cloud. The mechanisms of
the transmission of data between the local devices
and cloud computing data centers must ensure
secure and safe communications [4].

As part of the security risk assessment, a
privacy on other hand needs to be considered to

ascertain potential risks to the data and operations
in the cloud. When the data transmitted to the
cloud, the standard encryption techniques are used
to protect the operations and the storage of the data.
However, there are some problem arises when there
is a need to perform some computations on that
data stored in the cloud which definitely requires
decrypting the data first before being able to
operate on it. The current data mining and other
data analysis techniques for the encrypted databases
is a far distant thing to achieve using different
available encrypting standards. The proposal here is
to encrypt data before the data is being sent to the
cloud providers. Thus, to allow a cloud computing
provider to carry out different computations on
customers data at their request, such as processing
sales patterns, without revealing the raw data or
being able to see its contents. This section and the
subsequent sections elaborates the application of
Fully-Homomorphic encryption technique to the
security of sensitive data in the cloud computing
environment.

A. Research Questions
There are two major questions that present
a challenge to cloud computing providers for
designing a trusted cloud solution which are:

1. How to design a cloud computing scheme
that can fulfil the existing security and
privacy concerns?

2. How to keep the client private information
confidential, to assist in increasing the
trust on cloud computing to be adopted in
critical information industries?

B. History of the Homomorphic encryption

In the year of 1978 Ronald Rivest,
Leonard Adleman and Michael Dertouzos proposed
for the first time the initial idea of Homomorphic
encryption shortly after the invention of the RSA
cryptosystem [13]. However, a little advance has
been made for almost 30 years. Despite the
optimism of Rivest, Adleman, and Dertouzos fully
homomorphic encryption remained out of reach.
The encryption concept which is been proposed by
Shafi Goldwasser and Silvio Micali in 1982 was a
attestable security encryption system which touched
a remarkable level of safety, it was an additive
Homomorphic encryption, however that main
problem was it can only encrypt a single bit [13]. In
the year of 1999 Pascal Paillier has also developed
another encryption concept that was working on the
additive Homomorphic encryption technique. Few
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years later, in the year of 2005, Dan Boneh, Eu-Jin
Goh and Kobi Nissim [12] invented a system of
provable security encryption, with which we can
perform an unlimited number of additions but only
one multiplication.

C. Implementing

Encryption (FHE)

The implementation of FHE has been
viewed for years as a fantasy that would never
come true. However, in a breakthrough work by
Craig Gentry of IBM has been emerged [13][15].
He has developed an innovation discovery by
constructing a fully-homomorphic encryption
scheme (FHE). Craig was the first person who got
it right and figured out how to make the math work.
Craig Gentry’s scheme consist of 4 phases. This
include the key generation algorithm, encryption
algorithm, decryption algorithm and additional
Evaluation algorithm. The fully homomorphic
encryption (FHE) has two essential homomorphism
categories which are the multiply homomorphic
encryption algorithm and additively homomorphic
encryption algorithm. This has solved the issue
because before the year of 2009 the Homomorphic
algorithm used to only support addition
homomorphism and multiplication homomorphism.
The FHE can evaluate a random number of
additions and multiplications on encrypted data and
therefore calculate any type of function on this
encrypted data. It’s possible to encrypt x and y, and
apply sequence of processes to the ciphertext
values, then decrypt the result to come up with the
final desired answer. For plaintexts P1 and P2 and
corresponding  ciphertext Cl1 and C2, a
homomorphic  encryption  scheme  permits
meaningful computation of P1 ® P2 from C1 and
C2 without revealing P1 or P2. That’s why Gentry's
system allows encrypted data to be analyzed and
processed in the cloud.

Fully-Homomorphic

In this example, we wish to add 1 and 2.
The data is encrypted so that 1 becomes 33 and 2
becomes 54. The encrypted data is sent to the cloud
and processed; the result (87) can be downloaded
from the cloud and decrypted to generate the final
answer (3).

142 - 33+54- 87=3

The symmetric homomorphic encrypt scheme:

Select encrypt parameter: r, p and q, r~2n, p~2n2 ,
g~2n5 and p is prime

P is the secret key

Encrypt: for plain text m

Compute c=pq+2r+m where c is the cipher text
Decrypt: m=(c mod p) mod 2

Correctness: because pq is larger than 2r+m so (c
mod p) =2r+m

Finally (¢ mod p) mod 2= (2r+m) mod 2=m
Homomorphic: for two cipher text
Cl=qlp+2rl+ml

C2=q2p+212+m2

Compute:

Cl+ C 2= (ql+q2) p+2(r1+r2) +ml1+m2

So if 2(r1+12) +m1+m2<<p

Then (cl+c2) mod p=2(r1+r2) +ml1+m2

So its additive homomorphic.

And cl*c2= [ql*q2p+ (2rl+ml) + (2r2+m2)]
pt2(2rl r2+rlml+r2 ml) +ml m2

So if 2(2r]1 r22+rIm1+r2 ml) +ml m2<<p
Then
(c1*c2) mod p=2(2r1 r2+rIm1+r2 m1) +ml m2

The User The Cloud

Key Generation
4y B e @I’i

Ld
)l ipher a:
o

Data

rer] B
0z

Data

=

Return the Result

Figure 4. The Proposed Fully-Homomorphic Encryption Scheme

for Cloud Computing
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A homomorphic encryption (HE) scheme
encrypts data in such a way that computations can
be performed on the encrypted data without
knowing the secret key. So, given two encryptions
cl=Epk(ml) and c2=Epk(m2) of messages ml and
m2 under public key pkl, a HE scheme allows
anyone to compute an encryption Epk(ml@m?2))
without needing to decrypt either cl or c2. Here ®
denotes some arbitrary operation.

D. Related Work

Recent traditional encryption algorithms
like RC4, RC6, MARS, AES, DES and 3DES still
play the significant role in data security and
privacy. The evaluation and analysis has been
conducted for those encryption algorithms
according to randomness testing by using NIST
statistical testing in cloud computing environment
(Amazon EC2) [22]. From the conducted
experiments and acquired simulation results, the
authors presented that those traditional encryption
algorithms are more suitable for traditional PC
environment but not very effective in achieving a
robust security when applied in cloud computing
environments. The authors in [23] have proposed
Elliptic Curve Cryptography to explore data
confidentiality and authentication in the cloud
environment. In Elliptic curve cryptography [ECC]
every user has a public and a private key in which
public key is used for encryption and signature
verification while private key is used for decryption
and signature generation. Elliptic curves are used as
a modification and improvement to other current
cryptosystems, such as Elliptic Curve Diffie-
Hellman Key Exchange and Elliptic Curve Digital
Signature Algorithm.

Many researchers proposed the variants of
Gentry’s model with sound improvement.
Homomorphic encryption on smaller size cipher
text is proposed by [18] Smart and Vercauteren.
The proposed cryptosystem operational problems
with larger size of cipher text. Another encryption
scheme, based on Residue Number System (RNS),
was proposed to enhance the security [24]. In
HORNS scheme, a secret is split into multiple
shares on which computations can be conducted
separately. Efficiency is attained via the use of
smaller shares. HORNS scheme depends on the
RNS property that creates multiple shares of a data
and the operations on these shares are
homomorphic. The proposed scheme helps in
preventing the independent clouds to collude.
However the system suffered complexity and more

enhancements are required on the secret split
shares. The authors in [19] have proposed
arithmetic operations over integers. Divya et al [27]
have proposed a design to allow end users to audit
the cloud storage devices having incredibly light in
weight verbal exchanges along with calculation
price tag. Suganya and Damodharan [21] proposed
a system to check the cloud storage using the really
light-weight connection. It supplies durable cloud
storage reliability and also provides for more fault
position data. The Proposed system simplifies
extended secure and also useful energetic actions.

E. The Propsed FHE Scheme

The designed scheme in figure 4 could
explain how the implementation of Fully-
Homomorphic Encryption on the cloud works. The
proposed  scheme  overcomes the  data
confidentiality and integrity concerns for using
cloud storage services as well as for ensuring the
delivery of trusted services to the clients by
considering their data security policies.

The initial stage happens when a key is
generated between the user of the cloud and the
cloud computing provider. Both parties firstly
negotiate a key and this key must be secret and
generated based on a seed value. The user is the
only party who knows the key and can use it to
encrypt the data in prior of sending it to the cloud.
This technique helps to ensure a safe passage of
user’s sensitive data to the cloud and in the same
time it provides safe storage of data on the cloud.
Even though the cloud providers handle user’s data
they still can’t access its contents because it’s
encrypted. While transmitting data, it’s also
possible to support it with other cryptographic
techniques such as digital signature to assure the
integrity and nonrepudiation. When the user of the
cloud sends a message to the server requesting a
specific kind of operation on their data, the
encrypted data can be operated on directly without
affecting its confidentiality. The server or any
authorized third party can process ciphertext data
directly, instead of the original data. Then the cloud
server returns the encrypted results to the client.
The client at the final stage will use the secret key
to decrypt the data and get meaningful results.
Using cryptographic techniques like the proposed
homomorphic encryption, it’s possible to provide
security and privacy without sacrificing efficiency
and utility and there are no limitations on what
manipulations can be performed. This provides an
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improved as well as enhanced solution for
designing as well as developing confidentiality and
integrity preserved secure model to use cloud
computing services.

F. Simulation Results

The simulation is being done using AWS
DynamoDB [17], whereby the user through Eclipse
IDE for Java EE Developers can connect to AWS
DynamoDB.

The user will be granted a login credentials
which can be used to perform operations on their
data based on requirements. Once user complete the
required tasks, he can choose to exit the system.
The steps performed for this implementation is
presented as follows:

Step 1: Create a DynamoDB request on AWS

Step 2: Create Database Tables

Step 3: Get the privileges from AWS to perform
access controls

Step 4: Install Eclipse Kepler along with Java
SDK

Step 5: The user now has the required tools after
the compiling AWS SDK on Eclipse
framework

Step 6: Implement the guidelines of AWS SDK
according to AWS SDK standards [16].

Step 7: Run the Java code that is built to interact
with the DynamoDB

Step 8: quit the Java code after implementation

The built Java code runs on this eclipse
platform. All operations Addition, Subtraction, or
check balance in the database is performed using
this platform. The authorized user logs in to the
system using the interface and credentials provided
and then performs all required tasks. Figure 5
shows installation of Java SDK on Eclipse Kepler.

Available Software

Check the items that you wish to install. ).-_

Work with:  http://aws.amazon.com feclipse vl | Add. |

Find more software by working with the "Available Software Sites” preferences.

type filter text

Name Version
[ <{jxAmazon RDS Management
@ <xAmazon SimpleDB Management
@1 <=AWS CloudFormation Tools
2] < AWS Elastic Beanstalk

A AWS SDK for Android

1.0.04201308121803
1.0.0v201308121803
1.0.0v201308121803
1.0.0v201309091708
1.0.0v201212110105
2.0.04201212211205
1.0.04201202211329
2.0.15201308121803

W WS SDK for Java
@] e AWS Simple Workflow Tools

< AWS Toolkit for Eclipse Core

| SelectAll | | Deselectll |

Figure 5. Screenshot of installing Java SDK on Eclipse
Kepler

After the installation is complete, then we
create database tables on the DynamoDB. The data
is presented as balance which is stored using
Homomorphic encryption structure. The authorized
user is allowed to perform addition and subtraction
on this encrypted balance. Then the User is capable
of checking balance in the plaintext. Figure 6 shows
a DynamoDB.

AWS v  Services v

©! Mobile Hub  Edit ~

Create DynamoDB table Tutorial | @
DynamoDB is a schema-less database that only requires a table name and primary key. The table's primary key is
made up of one or two attributes that uniquely identify items, partition the data, and sort data within each partition.
Table name*  TestTable i}
Primary key* Partition key
Author string O
Add sort key
Title string @ @

Table settings

Default settings provide the fastest way to get started with your table. You can modify these default settings now or
after your table has been created.

Use default settings
« No secondary indexes.

« Provisioned capacity set to 5 reads and 5 writes.
« Basic alarms with 80% upper threshold using SNS topic “dynamodb".

Figure 6. Database on DynamoDB

Then the built Java code is executed at
client side machine and performed several
operations. Finally, the data is updated back to
AWS DynamoDB table. Figure 7 shows a sample
Data in DynamoDB after update.
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Overview  Hems ~Metrics Alarms = Capacity Indexes Triggers =~ Access control

[HCECTCUN | Actions v

Scan: [Table] sigfox: deviceid, timestamp A

Scan v [§ [Table] sigfox: deviceld, timestamp q A

© Add fiter
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Figure 7: Sample of updated Data in DynamoDB table
G. Performance Assessment

The assessment is being decided on the
criteria of time taken by a specific algorithm to
perform encryption and decryption for an input file.
Then the computation time will be calculated for
both encryption and decryption process.

First we took into consideration the
encryption process. Thus, the time consumed by the
algorithm to generate the cipher text from the plain
text is considered the encryption computation
period. Figure 8 shows the encryption time taken by
different algorithms (ex: AES, RSA, RC6 and the
Proposed homomorphic design) to calculate the
encrypted data of an input file.

Encryption process on files
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Figure 8: Encryption process on input files

It can be noticed form the chart presented
in figure 8, that for a file size of 40 KB the
encryption calculation time for all the compared
algorithms are 51, 55, 38 and 32 M.sec
respectively. I can also be noticed that the proposed
algorithm outperforms other counterparts by
consuming less time for all types of file sizes.

On the other hand the time consumed
during decryption process is the time used by the
algorithm to convert plain text into cipher text.
Figure 9 shows the decryption time taken by
different algorithms to calculate the decryption of
data for different file sizes.

Decryption process on files
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Figure 9: Decryption process on input files

It can be noticed form the chart presented
in figure 9, that for a file size of 40 KB the
decryption calculation time for all the compared
algorithms are 58, 56, 32 and 29 Msec respectively.
Moreover it shows that the proposed algorithm
presents enhanced performance results in
comparison to other algorithms by consuming an
average less decryption time.

5. DIFFERENCE TO PRIOR WORK

Fully homomorphic encryption for cloud
computing is a new concept of security which is to
allow to provide the outcomes of calculations on
encrypted data without knowing the raw entries on
which the calculation was carried out respecting the
confidentiality of data. As depicted in the section of
Related Works, some of the proposed solutions
supported addition or multiplication and very sound
improvements to only smaller size cipher text in
homomorphic encryption. However those works
suffered from complexity and neither of them has
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referred to the cipertext retrieval decryption
process. Our work is based on the application of
fully Homomorphic encryption to the security of
Cloud Computing with a light weight secure
encryption/decryption scheme. The performance
assessment and analysis of our work demonstrate
the practice and validity of the proposed technique.

6. CONCLUSION AND FUTURE WORK

The adoption of cloud computing
technology is growing rapidly among many IT and
business firms. This is because of the immense
advantages and features that has cloud computing is
expected to offer. However, the security of the
cloud is still at big risk and the threat of security
and privacy is continuously increasing. Cloud
operators are expected to manipulate client data
without necessarily being fully trusted. Moreover,
the users of cloud services are in fear of data loss
and privacy since the data is hosted and stored on
third party machines. The existence of highly
sensitive data, and the high risks associated with its
leakages is one of the most extensive factors that
barricades many organizations and people from
shifting their data to the cloud. For this reason,
there is an emerging necessity to deploy
mechanisms to prevent online piracy, privacy
breach and violations of digital data. The aim of
this research was to investigate the use of new
encryption technology scheme based on fully
homomorphic encryption (FHE) to mitigate the risk
of cloud computing adoption and to help in
providing confidentiality, integrity and verifiability
of client data against untrusted cloud providers. The
proposed scheme ensures the transmission of data
between the cloud and the wuser safety. The
encryption scheme also helps to overcome and
mitigate the data confidentiality and integrity
concerns, to gain the trust of organizations dealing
with sensitive data to adopt cloud storage services.
According to simulation results, the proposed
scheme is more efficient and has better results in
comparison to traditional encryption techniques.
With homomorphic encryption, a company could
encrypt its entire database of e-mails and upload it
to a cloud. Then it could use the cloud-stored data
as desired for example, to search the database to
understand how its workers collaborate. The results
would be downloaded and decrypted without ever
exposing the details of a single e-mail.

While the proposed scheme is still in its
development process we believe there should be an

improvement to extend this work and reduce the
complexity of the proposed technique. For future
works our proposed system will also be validated,
and enhancing the encryption and decryption
computation time will be considered.
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