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ABSTRACT

This study attempted to mitigate the gap in literature concerning a one serious problem in Saudi society and
government is cyber harassment. This problem is caused through the increasing use of technology.
Accordingly, the main objective was to explore the factors that influence the intention to minimize cyber
harassment among Saudi citizen. In this research were employed two theories the first Theory of Planned
Behavior (TPB), the second selected Technology Acceptance Model TAM. However, based on TPB, the
researcher has identified eight factors, to minimize cyber harassment, which is: technological support,
attitude, subjective norms, social pressure, the influence of the mass media, perceived behavioral control,
regulatory support and the role of the government, and security awareness. Nevertheless, the researcher has
assured that the Saudis will remain at risk of cyber harassment, until these factors are fully investigated
among the Saudi community. In conclusion, this research specifically proposed in future a model and
framework for identifying the significant factors that are anticipated to play a major in minimizing cyber
harassment among Saudis. The proposed framework will help the administration and decision-makers in
the KSA to formulate strategies that can significantly affect anti-cyber harassment among youths.
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1. INTRODUCTION committed with the aid of a computer[7][8]. They

further divided these crimes into four categories.

In the Information and Communication Firstly, crimes where computers or networks are the
Technology (ICT), emergence utilization of target of a crime, such as the denial of service
computer technology [1][2], cybercrimes and attacks. Secondly, crimes where computers are used

computer base offences, has become a significant
challenge worldwide[3]. Cybercrime refers to the
crime conducted using computer networks or
devices at any phase [4]. Cybercrime is about to
become increasingly wide spreading, as by 2011,
nearly 2.3 billion people, about 1/3rd of the global
population would have internet accessibility, where,
around 60% of the overall internet consumers lives
in developing region, with 45% of them are below
the age of 25. Indeed, It is estimated that by the
end of 2017, around 70% of the global population
will subscribe to have a mobile broadband internet
access [5][6]. Cybercrimes is defined as crimes

as instruments to commit crimes, such as fraud and
cyber harassment. Thirdly, crimes where computers
are incidental to the crimes, which happen with or
without the use of computers, such as money
laundering. The fourth and last category covers
crimes due to the prevalence of computers.
Examples of these cybercrimes include intellectual
property violations, counterfeiting, and identity
theft[8]. Cyber harassment (CH) is part of
cybercrimes. It involves an action conducted by
groups of persons, or individuals, using digital
means to cause harm. It is capable of causing
emotional distress to other persons. Cyber-stalking
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goes beyond the annoyance caused by un-solicited
e-mails to include CH activities used to harass or
stalk another person through email and
telecommunication  device utilizing internet
medium [9][10] .Like many other countries around
the world, including USA [7], European countries,
such as Portugal and Saudi Arabia are suffering
from the phenomenon of CH [11]. In Saudi Arabia
(KSA), for instance, one of the reasons why young
people are afraid to combat CH is because the Saudi
society is a conservative Muslim society. Saudi is
seeking to preserve its customs and traditions, and
fearful of hacking issues[12]. The Saudis are at risk
of cyber harassment, as it is an issue confounded by
the minimal knowledge of how to minimize the
risk. Therefore, to reduce the young people
attraction to cyber offences in the KSA, the
influential factors that motivate them, need to be
identified [14]. It is noted that the self-efficacy in
IT and ICT is highly risky due to the lack of
awareness in combating cybercrimes in the KSA.
The purpose of this article is to investigate the
factors influencing anti-cyber harassment in Saudi
Arabia. To do so, this study will employ the DTPB
model which was developed by Taylor and Todd
(1995).The Decomposed Theory of Planned
Behavior (DTPB), takes into account attitudinal,
social, and control factors to explain technology
usage. Indeed, this model can be extended to help
account for the factors influencing compacting anti-
cyber harassment in the KSA by Saudi youths. This
could be the first attempt of doing so in the KSA
[66]. Several people know about cyber related
offences, but few know about the utilization and
susceptibility to cybercrime. It is indeed prominent
that cyber harassment in the KSA affect peoples’
life, more especially that of the younger generation.
This lack of awareness in the KSA, more
particularly among the youth, paves ways for
possible loopholes between safer internets. Against
this background, this study attempt to fill in the
gaps of cyber harassment data in the KSA.
Therefore, the study assesses cyber harassment as a
pressing issue among cyber related offences.
Available literature on cyber harassment in the
KSA are mainly on the victims psyche in relation to
the harassment suffered, without looking into the
relationship between internet usage, behavioural
traits of the users, considering the circumstance that
facilitates the harassment. In the Kingdom of Saudi
Arabia (KSA), the anti-cybercrime law was
approved on the 26, March, 2007, where the
kingdom issued a Royal Decree No. M/17 to
target cybercrime [61].

2. CYBER HARRASMENT

It was argued by [15] that any crime conducted
involving computer based technology, or trace of
possibility that computer was utilized significantly
in the conduct of the offence, is regarded as a
cybercrime . According to[16], CH acts are those
activities that typically harass, annoy, terrify,
offend or threat a person, through e-mail, social
media chat or other forms intended to harm the
person involves. Furthermore, reviews, conducted
by [3] on cyber harassment involved mobile
gadgets such as smartphones with ICT and looking
into the security risks associated with privacy-
sensitive information, such as social
communications that need the exposure of
confidential personal information. On the other way
round, harassment through means of
communications includes all the elements of known
harassment, but expands the crime into the
utilization of electronic gadgets to transmit
messages that cause an individual to feel personally
aimed for harm. For instance, opening a Facebook
account using another person name and profile to
harass people could be one form of CH. This study
concentrated on three aspects of CH: cyber-
stalking, cyberbullying, and minimizing
harassment.

2.1 Cyber-stalking

The increasing use of the cyberspace by
'criminals' prompted a rush of legislation and
other interest. however, in spite the number of high-
profile cases appearing in print media and other
means of communications as the Internet, the
topic has yet to get appropriate systematic
analysis against a proper theoretical framework
that must include a combination of an
understanding of Internet crime, an understanding
of the psychological phenomenon of stalking.
However, certain people argue that our rights such
as of privacy are "socially constructed," meaning
that they, over time, change under the influence of
human forces such as culture, law and technology.
For this reason, Saudi Arabian government, in 2007
introduced the anticrime act. For example, the
penalty for Hacking, Net Extortion, and Website
Defacement is SR 5,00,00 or 1 Year or both in
jail[67]. Cyber-stalking is synonymous to the
stalking conducted offline, in which the intent of
the perpetuators was to forcefully influence their
victims, willy-nilly[18]. Cyber-stalking can take
different forms, including threatening e-mails,
spamming the victim, and harassing through live
chats [19]. The main distinction between cyber
harassment (CH) and cyberstalking lies in the
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duration of their occurrence. To explain, CH may
occur just once, and for a limited period of time.
However, in the case of cyberstalking (loving), the
harassment can continue for a longer time and may
last for weeks, months or even years [20].

2.2 Cyber bullying

Cyber bullying is different from cyberstalking
in that it usually occurs between minors, and it
takes on a subtler quality [21]. The forms of
cyberbullying include harassment through instant or
text messaging, password stealing, and digital
pictures. However, other forms of cyberbullying are
less intense with no involvement of incriminating
acts, while some forms of the bullying are indeed
risky and severe, subjecting the victims to real
danger. For instance, a proxy cyberbullying is that
in which the victim was impersonated, by which the
perpetuators used the victim profile to conduct
prohibited act like posting into a paedophile
domain. In a study by [22] who identified four
types of cyberbullying: i) Angels of vengeance, ii)
Revengeful nerds, iii) Miserable girls and 1iv)
Careless cyberbully. Cyberbullying and cyber-
stalking will likely become bigger problems as
technology continues to advance. Law enforcement
agencies are advised to be diligent, proactive, and
innovative in their response.

2.3 Minimizing Cyber Harassment

The main theme of this study was minimizing
harassment. Due to the social and psychological
effects of harassment, it was necessary to find the
minimizing methods used by victims. Moreover,
[22]. have identified three major sources of
harassment, which are; i) Parents and Care-
custodians; ii) Peers (age group) and; iii) others. In
a study reported by Kathleen et al. (2016) [23],
majority of the respondents said they are not
communicating with their parents or care
custodians. This is due to a form of harassment
suffered from them, with some victims citing
electronic harassment, despite the consolidated
roles performed in nurturing children and their
development by parents, guardians and other
caregivers. Some of the respondents went ahead to
expressed a kind of overreaction shown to them by
their care custodians in form of mobile phones
confiscation or banned from using
internet[23].Among the theories  supporting
reduction in cyber harassment is Decomposed
Theory of Planned Behaviour (DTPB), originated
from two theories, thus; Theory of Reasoned
Action (TRA) and Theory of Planned Behaviour
(TPB). The TPB theory was developed by [20] who

took a step further to decompose behavioural,
attitudinal and normative believe manipulation. The
theory suggests that attitude, perception, norms and

subjective  behavioural = management,  will
discourage the motivational intent to use
technology. DTPB  model denotes ideal

comprehension of the connection between intent
and behaviour, provides researchers with accurate
factors that explains at best the determination to
absorb innovation by breaking the beliefs
structures. Additionally, it was discovered that the
model is capable of recognising specific noticeable
beliefs that inhibit IT utilization, and also, it has
upper predictive ability in comparison to the
traditional TRA, TPB and TAM [20].

3. CYBER HARASSMENT KINGDOM OF
SAUDI ARABIA (KSA)

Cyber Crime Law showed that the aim of this Law
is to combat cybercrimes by identifying the crimes
and determining their punishments to ensure: the
Enhancement of information security, the
Protection of public Interest, morals, and common
values, the Protection of rights pertaining to the
legitimate use of computers and information
networks and the Protection of national economy.
This law was enacted and approved in the year
2012 [69].

3.1 Cybercrimes statistics in KSA

Nearly 3.6 million people were estimated to be
victims of cybercrimes in the KSA with 12 calendar
months, losing in a direct finance, approximately on
the average of one hundred and ninety five US
dollars [70]. Moreover, in approximation on daily
basis, an average of 18 people fell victims of
cybercrime in the KSA, resulting to over 1,500,000
victims globally. In terms of monetary loses, an
estimated one hundred and ninety seven US dollars
per victim occurs across the globe; the lost equal
the cost of a week’s nutritional food need of a
family of four members. In addition, the KSA, only
20% of those exposed to cybercrime have sufficient
technical awareness or technical support. In a
survey of 1,000 people in the KSA to test
the security of consumer electronic crime,
Consumers lost nearly a day to fix the fallout from
crime on the Internet [78]. In the report showed
that, it also costs approximately SR 3,230 a
person, ending up the provider losing more than
21 Dbillion SAR in total [71]. Moreover ,
cybercrimes cost the KSA SR 2.8 billion annually,
which means that there are 1.5 million victims
each day around the world exposed to cyber
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crimes [79]. Also, In KSA, only 20% of those
exposed to cybercrime have sufficient technical
awareness or technical support. Accordingly,
major problems in Saudi Arabia are the need to
educate people about cybercrime and to push the
state to tackle it. indeed, more effort is required
to raise awareness, and to show the weakness of
the measures to tackle security breaches in
Saudi society [ Almadinah, 2015. Electronic
crimes cost the Saudi 2.8 billion SAR  annually
[71]. According to a report issued by Casper
Spybot company in mid-2011, Saudi Arabia is
within the high-risk group according to their
risk of exposure to and 1.33% for each of (GCC)
states. Thus, Saudi Arabia is the highest in
being exposed to Internet crime in the GCC states.
Additional, a study of cybercrime in the KSA
showed that 14.2% of Saudi websites have
been infiltrated, while only 8.9% for non-Saudi
sites. Moreover, it was shown that 15.1% of
Saudi Internet users mail have been targeted:
11.8% Saudis and 3.3% foreigners. Bearing in
mind that from 11 million Internet Saudi users
one million people have been targeted which
reflects the how troubled Kingdom is with regards
to cybercrime [71]. Oother statistics produced by
the Saudi Interpol showed:

1. E-mail breaches were with 27%,

2. Financial breaches 12%,

3. Child sexual exploitation cases with 14%,

4. Electronic deception and fraud 5%.

5. Libel and defamation 13%,

6. Malicious programs 6%,

7. Terrorist threats across sites with 4% [82]
Nonetheless in spite of these hacks, complaints of
suspicious contacts did not exceed 1%, Asaf said
that the society's awareness of the system of
combating cyber-crime helped to raise this type of
issue in the indicators of the Ministry of Justice,
stressing that this is healthy for the society to
reduce the number of crimes. However, according
to him, the region of Makkah topped the list of the
13 regions of the Kingdom, in terms of filing cases
to courts with a total of cases in the area of Mecca
207 cases related to cybercrimes. In fact, the eastern
region was at the top of the list during the last two
years 1435, and 1436. Anyway, the courts in the
Najran region have not received any cases related to
cyber-crimes during the past two years. However,
this year, 15 cases were witnessed. The courts of
the Tabuk region received cases of electronic
crimes for the first time during the past year with
four cases. No cases of the same kind were received
during 1435 [85]. Furthermore, 776 cases of
cybercrimes were addressed by the KSA courts in
2016 in ten months. This was higher in 2016
than the preceding two years, where there were
164 cases in the Kingdom in the year 2015, and
573 cases in the year 2016 [80]. However, the rise
in cases reflects the community’s awareness, the
effectiveness of the information from the
Ministry of Justice and the Ministry of Interior
[71]. See table 1.

Tablel: Comparison of study in Saudi Arabia and other countries

Study in Saudi Arabia (KSA)

Other countries

1 | Nearly 3.6 million people were estimated to
be victims of cybercrimes in the KSA with 12
calendar months, losing in a direct finance,
approximately on the average of one hundred
and ninety five US dollars [70].

Approximately on the average of one hundred and
ninety five US dollars [70].

2 | In Saudi Arabia (KSA), for instance, one of
the reasons why young people are afraid to
combat CH is because the Saudi society is a
conservative Muslim society. Saudi is seeking
to preserve its customs and traditions, and
fearful of hacking issues[12].

Cyber-stalking goes beyond the annoyance caused
by un-solicited e-mails to include CH activities
used to harass or stalk another person through
email and telecommunication device utilizing
internet medium [9][10] .Like many other
countries around the world, including USA [7],

3 | Reduce the young people attraction to cyber
offences in the KSA, the influential factors
that motivate them, need to be identified [14].

European countries, such as Portugal and Saudi
Arabia are suffering from the phenomenon of CH

[11].

3.2 Ethical, social and financial influence of cyber
harassment on Saudi Community
Cyber harassment influences the Saudi
community's ethical, social and financial aspects.
Firstly, cyber harassment creates some ethical

reflections among society such as illegal
relationships, pornography, stealing, lying and
other ethical effects in societies [24]. Secondly, on
the social side, cyber harassment leads to the
disintegration of the family such as the divorce of
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couples and education leakage from schools and
universities. Finally, on the economical and the
financial sides, these crimes give rise to individual
and social problems [3]. As mentioned earlier,
Saudi Arabia is one of the countries that has been
most affected by this dilemma due to its socially
conservative culture [26]. Furthermore, if students
and researchers have a positive attitude and
intention to use social media for educational
purposes (i.e. have high levels of interactivity and
perceived usefulness), this will have positive effects
on their academic performance [13, 17, 25].

4. STUDY DESIGN

The aim of this paper is to explore and account
for factors influencing the behavioural intention
towards CH among citizen in the KSA, and to
investigate possible solutions to minimise their
influences. However, even though previous studies
focused on several theories for explaining the
influence of the usage or the adoption of
technology such as TAM, DOI, TRA, UTAUT and
TPB, our study concentrates on the DTPB as an
integrated model to minimize the behavioural
intention towards cyber harassment (MBICH). This
is due to the fact that this model takes into account
attitudinal, social, and control factors to explain
technology usage. [66] In addition, this study tried
to identify factors that can be used as guidance to
stakeholders and academics in minimizing the
behavioural intention towards cyber harassment
(MBICH) which are, namely: technological
support, attitudes, subjective norms, social pressure,
the influence of the mass media, perceived
behavioural control, regulatory support, the role of
the government, and security awareness, that have
an influence on the intention to engage in cyber
harassment among Saudi youths.

4.1 Reason for adopting DTPB

This study has adopted and employed DTPB
framework due to the following reason:
1. Its completeness in providing ways of
understanding individuals, perceived behaviour and
attitudes, norms and behavioural manipulations

[27].
2. Various studies demonstrate predictive ability of
DTPB based on its constituent’s

multidimensionality [27] [30].

3. It is recommended by Taylor and Todd and
among researchers when investigating perceptions
of intention [31].

4. Other models such as TAM theories have
neglected see figure 1. social, attitudinal, and

control factors to explain technology usage [64, 65,
66].

Perceived
Usefulness

\4

Exogenous
Variables

Attitude Behavior

Intention

i

Perceived
ease of use

Figure 1: Technology Acceptance Model TAM

According to this model, attitudes, subjective
norms, and perceived behavioral control are the
constructs elements that help to understand the
reasons or factors explaining individual actions,
even if the intention is considered as the best
indicator of behavior (Herrero Crespo & Rodriguez
delBosque, 2008). However, from the proposed
model we were able to identify the following
significant factors see section 5.

Although, TPB introduced one variable, perceived
behavior control, as an answer to all uncontrollable
elements of behavior, the beliefs behind the
perceived behavior control were aggregated to
create a measure for it. This aggregation has been
criticized for not identifying specific factors that
might predict behavior and for the biases it may
create. Furthermore, Taylor and Todd (1995)
suggest that TPB model still requires individuals to
be motivated to perform ascertain behavior.

5. FACTORS FOR MINIMIZING THE CYBER
HARASSMENT

5.1 Technological Support
According to previous studies, technological
support positively affects the flexibility of

technology and Internet services. This was
supported by [30], who observed that the
connection between technological aid and

perceived attitudinal control is vital and affirmative
for a number of students at government institutions
in Malaysia depending on the availability of the
technological assistance, which determine the
adoption of online education services by those
students. In the KSA, only 20% of those exposed to
cybercrime have sufficient technical awareness or
technical support. Accordingly, major problems

in Saudi Arabia are the need to educate people
about cybercrime and to push the state to tackle
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it. Indeed, more effort is required to raise
awareness, and to show the weakness of the
measures to tackle security breaches in Saudi
society [71] [76].

5.2 Attitude

Attitude towards using technology is defined as
the overall affective reaction of an individual to
using a system [72]. In fact it appeared that attitude
can affect behaviour directly, and is a more
accurate predictor of behaviour than behavioural
intention [31]. However, Al Amro pointed out that
cybercriminals are personally highly motivated in
the KSA by achieving wealth and some other
benefit through:
Revenge which is considered a harmful and
dangerous motivation for cybercrime.
demonstrating technical capabilities to show
ability to carry out piracy, entertainment with
no particular motives or goals.
political ~ motivation targeting government sites,
or to express different political opinions [71]
These all can be linked to risk, trust and awareness
and must be considered as of the most attitudinal
intention to be concerned about towards
minimizing cyber harassment in the KSA. In this
regard, for example the infrastructure of the KSA
post does not reach to e-Commerce standards, and
this is  because of the no Adequate security
specially in the delivery process Which clearly
leads to a losing confidence [74]. In fact, several
researchers have suggested that high levels of
perceived risks are considered to be a barrier that
prevents the adoption of innovation [32]. In
addition, [33] opined that the risk factor compose of
a number of measures that affect the victim’s
attitudes, as well as behavioural and social
viewpoint, in addition to the time wasted.
Additionally, a lot of previous studies looked at the
influence of the potential risk factor affecting
individual's behaviour towards the acceptance of a
new technology. The outcome of the study found
that the potential risk had a significant pessimistic
influence on the behaviour of students in handling
cyber harassment. According to the literature, this
construct is considered to be significantly relevant
to this study because an important characteristic of
cyber harassment is privacy. Hence, observing
others in order to minimize cyber harassment may
prove to be difficult unless one makes a conscious
effort to do so. On the other hand, several previous
studies tackled the importance of the concept of
trust in the adoption of new technological services.
For example, [34]pointed out that the trust factor is
one of the most significant factors influencing the

attitude of potential Internet users towards the use
of e-legal services in Hong Kong. One more
researcher [32] have shown that reliability has an
important and positive influence on the attitude
towards the adoption of Internet banking. Another
study discussed the trust factor and its influence on
the attitude of graduate students in the USA and
Australia [35].Thereafter, trust is a major issues in
several social activities involving uncertainty and
reliability [37]. Moreover, it is cardinal to any
economic processes, whether carried out in a retail
outlet in the real offline sequence or online. The
acceptance or rejection of emerging technological
innovation begin with the person awareness of the
technology [20]. So many researchers have shown
that awareness/knowledge of emerging technology
is among the important factors encouraging the
acceptance of new product. For instance, Christa
(2006) recommends that consumers must be
informed with new brands before they actually
adopt them. In addition, a number of studies have
discussed the issue of the awareness of new
technological services. These studies focused on the
importance of this factor and its influence on the
attitude towards the adoption of new technology
[20]. For instance, [38] tackled the role of
awareness with regard to the influence it has upon
the actual usage when it comes to e-banking in
Australia [38]. However, according to Besbes and
Legohérel, Muslims, in the KSA, in this regard,
tend to adhere to Islamic teachings which instil fear
and trust of God. Therefore, there would be nothing
left to fear instil in them but the awareness of law
and potential imbalance between Internet Usage &
Awareness program in Kingdom[66] Khan claimed
that crimes in the KSA are more likely to be more
avoided due to Islamic law and fear of God. Indeed,
he assured how crucial this could be as technology
in cyber world is considered a challenge to all of us
as it is capable of leaving no trace or evidence to
cyber-crime [67].

5.3 Subjective Norms

Subjective norms means an individual’s
understanding of social negativism to accept
innovation or not. Social influences determine
individuals conformation to expectations of others
[39]. This study identified two social factors,
namely, social pressure and the influence of the
mass media. Many behavioural researchers
consider social pressure, such as from the family, as
one of the subjective behavioural norms that have
an influence on an individual’s behaviour [40].
While other researchers consider the use of social
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media have a positive impact on collaboration and
engagement among students [28, 29, 36].

With regard to the behaviour of clients towards IT
usage, especially towards the adoption of new
technological services, two previous studies
confirmed that family influence is one of the
determinants of subjective norms when it comes to
the minimizing of cyber harassment on the part of
the individual. For example, discussed the influence
of the family as a subjective norm in the behaviour
of a number of bank clients in Taiwan. The results
showed that the family significantly and positively
affects subjective norms [41]. Also, [43] conducted
a study in Malaysia on IBS [42]. The researcher
confirmed that the family plays the most important
role in the behaviour of a number of college
students in Malaysia. Moreover, social media sites
also allowed the public to share information, which
can pose an intended or unintended risks for
teenagers and young adults. One of the unintended
risks is sexing, which creates consequences such as
harmed reputations, broken relationships, and
shattered friendships. This contrasts with [51, 52]
where the social media is used for engagement
among students. So, we recommend colleges and
universities to encourage student to use social
media for educational purpose [81].

5.4 Social Pressure

Many behavioural researchers consider social
pressure, such as from the family, as one of the
behavioural subjective norms that has an influence
on an individual’s behaviour [31]. With regard to
the behaviour of people towards IT wusage,
especially towards the adoption of new
technological services, two previous studies
confirmed the influence of the family as one of the
subjective norm determinants when it comes to the
individual's minimizing of cyber harassment and
other technological services. For example, [45]
discussed the influence of the family as a subjective
norm in the behaviour of a number of bank clients
in Taiwan [44]. The results showed that the family
significantly and positively affects the subjective
norms. [45] conducted a study in Malaysia on IBS
[45]. The researchers confirmed that the family
plays an important role in the behaviour of a
number of college students in Malaysia. According
to this theory, our behaviour is guided by three
types of considerations:
(Behavioural beliefs): this is about the likely results
of the behaviour and their evaluations,

(Normative beliefs): it is about the normative
expectations and motivation of others and to
comply with the in perceived social pressure
(control beliefs): the presence of factors which
facilitate performance of the behaviour and their
perceived power

In combination, these lead to the shaping of a
behavioural intention. However same literature
assures that social influence is likely to be affected
by age, gender, experience and voluntariness ;
which are hypothesised to be stronger with
regards to women, as they may have greater social
pressure to conform [75].

5.5 Mass Media

It is highly agreed that cross media
advertisements which may include brochures,
newspapers, TV, messages and banners in public
places, and seminars would increase the
number of e-government users in the KSA or any
other part of the world. Indeed, it will increase
general acceptance, awareness, and therefore the
usage of e-services among the public. [73] In deed,
within the previous year’s, number of young
fellows frequenting social media has raised
considerably. This applies to the KSA as well. [46],
found that 22% of teenagers visiting social media
outlets not less than times per day, and over half of
adolescents checked social media at least once a
day [43][46]. Individual identities are formed by
connecting with others, and what drives online and
mobile communications is the desire of young
people to connect with their peers anywhere at any
time. Social networking sites also allow for the
public sharing of information [47, 57]. Sexing can
also create unintended consequences such as
harmed reputations, broken relationships, and
shattered friendships [7] [48]. However, there are
many different forms of precautions on using the
internet. An example, Saudi Arabia's INTERPOL
has warned of increasing fraud by online and
offline sales, as well as job advertisements outside
Saudi Arabia. In his address to Al-Iktissia, the
director of INTERPOL called upon Internet users,
both citizens and residents, to take all precautions
as he warned people while using the Internet, not to
go behind commercials and to drift behind false
business opportunities to prevent fraud and fraud.
Al-Zaben warned against not following the
announcements and quotas of jobs outside Saudi
Arabia, which require sending personal data, a copy
of the passport, expertise and detailed information
for completing the job procedures [76].
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5.6 Perceived Behavioural Control

Perceived behavioural control is defined as
individual beliefs about their power to influence a
particular person’s attitude. Internal and external
issues affect these beliefs. The internal issues of
attitudinal control show a person’s self-confidence
in his/her ability to behave. The factors outside
behavioural control, which in [44] words, addressed
as ‘facilitating conditions’, reflect the person’s
beliefs in respect of the money availability, time,
and needed logistics to control the behaviour. The
following paragraphs will discuss the effect of the
two factors included in perceived behavioural
control, namely, regulatory support and the role of
the government with regard to the attitude of youths
towards minimizing CH in the KSA. Support from
government plays a vital role in the dissemination
of innovation. Support from government refers to
the creation of enabling environment to motivates
clients and institutions to utilize a technology and
to accept technological developments [49].
Government participation could contribute towards
securing a good environment that encourages
people to adopt IT projects [11][42][45]. As
discussed by [46], the relationship between
government support and the perceived behavioural
control [46]. The results indicated that government
support influences the perceived behavioural
control of a number of Internet users in Singapore.
The study also showed that the connection between
support from government and potential behavioural
control is vital and positive.Firstly, fewer than 10%
cybercrimes are reported only, and not more than of
the 2% reported incidences were prosecuted
successfully [50]. Secondly, difficulties in cross-
border law enforcement make it easy for the
perpetrators to shield from the reach of local or
international Internet regulations. This trend was
further compounded by diverse moral values,
decadence laws, and differed enforcement
approaches in different countries [50]. Moreover,
Baum (2011) reported that regulatory support
means the role of government in promoting e-
business adoption by establishing regulation and
provision of incentives [7].

5.7 Regulatory Support and the Role of the

Government

Internationally, internet regulatory laws are
confronted by several challenges. At first, about 10
percent of cybercrimes and harassment were
reported; also, fewer than 2% were successfully
prosecuted [53]. Secondly, difficulties in
performing law enforcement duties at cross border,
subjected to regulation implementation to

graveness, because the offenders find it easy to
commence due to lack of common cross border
enforcement framework. This gap further
implicates laws and morale values in respect to
cyber offences across various countries [54].
Moreover, [55] reported law and regulation support
to mean the roles government plays in motivating
the utilization of e-commerce avenues, by creating
operating rules and provision of incentives [55].
Political, social and cultural factors, like rule of
laws, political will and transparency, protection of
property rights may influence the diffusion of
information technology [37]. Goh (1995) [58].
defined government’s support as the initiation of
enabling environment to motivate clients and
institutions to accept and utilize technology. Goh
also indicates that government support plays an
important role in transmitting innovations news and
that of the existing technology [56][58].
Additionally,  government  involvement in
promoting IT utilization, through the enactment of
effective and sound policies that encourage
technological development in the country, will
definitely enhance the securing of ideal
environment that motivates the adoption of IT
programs [44]. In the KSA, Internet censorship is
transparent and effective. Government carried its
citizens  alone, through disseminating of
information regard to the censored contents and to
it extent. The government operates a website that
discuss content censorship including the processes
of how the information content is censored, and the
reasons why the targeted Internet content is
censored. Among the censored internet content
performed by Saudi government include those
items marked immoral, illicit or illegal such as
pornographic material, and websites related to “ fire
arms like bombs, alcoholic/liquor  drinks,
lottery/gambling and pages insulting the Islamic
religion values or the KSA laws and regulations”
[59]. The censorship regulation responsibility lies
with Internet Services Unit (ISU) situated at the
King Abdul Aziz City for Science and Technology
in Riyadh. Websites are filtered for content based
on their function or activities using proxy server.
The proxy server used is checked to filter content of
any information that is suspected to be immoral or
inappropriate, as listed on the website of the ISU
[60]The relationship between the support of the
government and the perceived behavioural control
is discussed by [61]. The results indicated that the
support of the government influences the perceived
behavioural control of a number of Internet users in
Singapore. Moreover, indicated that the relationship
between the support of the government and the
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perceived behavioural control is significant and
positive. Although the system is good, increasing
Internet crimes are occurring every day, which
means that it needs adjustments to be done to the
system to include new crimes and apply new
punishments. Further, the Ministry of Interior poses
the role of implementing the measures of
cybercrime, which is difficult because of the
difficulty of getting digital evidence to link to the
perpetrators, either because of the ability to destroy
evidences, or because of being external to the KSA
as they may live escape to other countries. Thus, it
remains difficult to have a suitable system to
combat  cybercrimes  specially without
international ~ cooperation with the international
community to avoid the abuse of all over the
international networks [71] [77].

5.8 Security Awareness

Information security can be described as the
safeguarding of information as well as information
systems from unsanctioned access, usage, disorder,
leak, alteration, or damage so as to ensure
confidentiality, veracity, and availability [62].
Cyber security is the competence to safeguard or
shield the usage of cyberspace from cyber assaults
(p. 22) (CNSS, 2010) [62]. These two definitions
indicate that cyber security can be regarded as a
subset of information security [62]. Awareness
refers to the act of making users mindful of their
functions and duties in offering security to a
business entity’s information as well as their own
information shared in the cyberspace. The key
objective of awareness is to offer information by
providing an answer to the “what” element of
information security. Users of social media surpass
the security settings and put everything in the
public domain by manipulating the default system
settings. Several users face the risk of stalking,
cyber-bullying and solicitation. Users also face
abuse and defamation when some people create
exact accounts to coerce particular people by
tagging and posting imprecise information about
other users so as to improve and dent their
friendship or nobility. Impersonation is also
employed to manipulate others for disclosing their
security info and photos on social networking sites
[63]. With increasing numbers of individuals
using mobile devices, cyber threats are
increasingly becoming prevalent among all ages.
For example, One in four individuals have their
mobile phone stolen, which exposed their sensitive
information stored in their network accounts ass,
social media and banking applications to be theft.
Another report showed that, one in seven had their

identity stolen, and one in six has been broken
into one of their social media accounts, and one
in four have one of their email accounts broken
by pirates.

6. CONCLUSION AND FUTURE STUDIES

In conclusion, this study has identified and
proposed eight factors for minimizing the cyber
harassment such as technological support, attitude,
subjective norms, social pressure, the influence of
the mass media, perceived behavioural control,
regulatory support, the role of the government, and
security awareness in minimizing cyber harassment
among Saudi youths. Therefore, these factors will
help the administration and decision-makers in the
KSA to formulate strategies that can significantly
affect anti-cyber harassment among youths. Thus,
this will help decision-makers in the KSA to
formulate strategies that can significantly affect
anti-cyber harassment among Saudi youths. In other
words, this study has shown that there is an urgent
need to develop a cyber-security strategy to
strengthen the cyber ecosystem and enhance public-
private partnerships. This study is expected to
create a greater awareness among Saudi youths that
may stimulate the fight against cyber harassment.
Therefore, the Saudis will remain at risk of cyber
harassment, as it is an issue confounded by the
minimal knowledge of what is influencing anti-
cyber harassment in Saudi Arabia and how to
minimize Saudis attraction to cyber offences in the
KSA. Indeed, this is not possible without
identifying influential factors that motivate them so
that we can investigate them. Indeed, this could be
the first attempt of doing so in the KSA. The
awareness of laws and potential balance between
Internet Usage & Awareness program in Kingdom
are more likely to avoid cybercrimes. This is very
crucial as technology in cyber world is considered a
challenge to all of us, as it is capable of leaving no
trace or evidence to cybercrime. We recommend
future studies extend studies in this field wherein
other factors are included to commensurate with
different educational environments around the
world.
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