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ABSTRACT

Online service providers are increasingly considering the adoption of a variety of additional mechanisms to
supplement the authentication security provided by conventional password verification. Recently, the authentication
and authorization methods using the user attribute information have been used for various services. In particular, the
need for various approaches to non-face-to-face identification technology for online user registering and authentication
are increasing demands because of the growth of online financial services and the rapid development of financial
technology. However, non-face-to-face approaches can be generally exposed to a greater number of threats than face-
to-face approaches. Therefore, identification policies and technologies to verify users by using various factors and
channels are being studied in order to complement the risks and to be more reliable non-face-to-face identification
methods. One of these new approaches is to collect and verify a large number of personal information of user. Thus, we
propose a big-data based non-face-to-face Identity Proofing model that verifies identity on online based on various and
large amount of information of user. The proposed model performs identification of various attribute information
required for the identity verification level. In addition, the proposed model can be quantified identity proofing

reliability as collects and verifies only the user information required for assurance level of identity proofing.
Keywords: Non- Face-To -Face, Authorization, ldentity Proofing, Big Data

1. INTRODUCTION

In recent years, FinTech has been leading the
financial services industry. Such a convergence
trend of finance and technology is rapidly growing
around the world, creating destructive innovation
and added value to the financial market through
ICT. Traditional financial institutions have used
offline face-to-face systems to provide users with
the reliability and security essential to financial
services. On the other hand, FinTech companies are
leading innovation in financial services by
introducing a new type of financial business model
that is different from existing financial transaction
methods based on advanced technology. Among
these technological innovations, online professional
financial institutions and non-financial institutions
are leading innovations to provide users with
various financial services based on non-face-to-face
systems. Also, as the user authentication technology
such as FIDO (Fast IDentity Online) [3] is
advanced recently, the time of Identity proofing is
shifted from the local to the remote location, and
thus the importance and reliability of Identity

proofing are more emphasized. in order to respond
to these changes, the Korean Financial Services
Commission has recently issued guidelines for
Identity  proofing  non-face-to-face  personal
information. Recently, the convenience and
reliability of the supplementary information have
been improved because the service providers of the
online collect and utilize various information of the
user in order to provide the customized service. For
this reason, SNS authentication technology using
Big data, which is a lot of information of users, is
being studied in the authentication technology field.
Big data based authentication technology such as
SNS authentication extracts attribute information
required for authentication based on a large number
of data and is used for user authentication and 1D
theft detection through a process of confirming this
information from the wuser. Since the SNS
authentication  information  extraction  and
verification process is similar to the identity
proofing process for verifying the attribute
information of the user, it can be applied to the non-
face identification method. In this paper we propose
a large data base that verifies user attributes in order

e ——
1028



Journal of Theoretical and Applied Information Technology >
28" February 2018. Vol.96. No 4 ~J

© 2005 — ongoing JATIT & LLS P

SM il

ISSN: 1992-8645

Www.jatit.org

E-ISSN: 1817-3195

to provide high accuracy of Identity proofing based
on TTAK.KO-12.0292 [2] and International
Standard X.1254 [4] To-face Identity proofing
model. The proposed identity proofing model
divides the user attribute information into the
identification information and the auxiliary
information, and confirms a plurality of attribute
information required for the identity verification
level. In this way, the proposed model can classify
the identity verification level of granularity and
quantify the identity verification reliability by
collecting and verifying the information required
for the guarantee level. This proofing model can be
used not only for identification but also for ID theft
detection. In addition, since the proposed model
only requires attribute information that can confirm
the level of the user assurance required for the
service, it provides efficiency in service aspect and
convenience in user aspect. The composition of this
paper is as follows. Section 2 introduces the related
research, and Section 3 explains the detailed
description and verification method of the proposed
identity proofing model. Section 4 describes the
implementation and evaluation of the proposed
model, and Section 5 describes the conclusions of
this study.

2. RELATED WORK

2.1 Overview of Identity Proofing

2.1.1  Overview

Identity proofing is a process that identifies
whether a person is a person or not through a
specific method [5, 6]. This is sometimes used in
combination with the term Identity proofing.
Identification as defined in national standards is a
process by which an Identity proofing and
verification body gathers information and verifies
its identity [1] to identify the identity of an entity
with a certain assurance level. In this paper, we
define the concept of identifying a specific user
entity as Identity proofing.

2.1.2  Reference Standards

ISO / IEC and TTA are actively pursuing
domestic and international  standardization
processes related to identity proofing. First of all,
ISO / IEC 29115 [7] provides 4 levels of assurance
as an international standard, and it covers the
process of authentication threats and controls,
assurance level standards, related terms, related
subjects, and entity authentication . ISO / IEC
29003 [8] presents three levels of identity proofing
and requirements, including Identity proofing

objectives, identification information, related terms,
related entities, and Identity proofing processes[5].
In Korea, the TTA established a standard
(TTAK.KO-12.0292) [2] for domestic guidelines
for identity proofing management. This standard is
applicable to the identity proofing management
guidance of financial institutions providing Internet
financial services and defines online identity
verification methods and grades based on
international standards (ISO / IEC 29003) and
domestic guidelines[1, 2].

2.1.3  Identification Means

The identity means refers to a procedure for
confirming that the identity is authenticated by
using the identification information given by the
identity verification organization to the user and the
secret information that the user only knows or
holds. A means for verifying that a subject
requesting a service or information is the user
himself or herself and verifying the user is a means
of identifying the user[9]. This identity verification
means consists of an identification that identifies
who the subject is, authentication to authenticate the
subject, and an authorization step to grant system
resources to the subject. It is a requirement[10].
Depending on the nature of the identity verification
method, various methods are applied depending on
whether they are face-to-face or non-face-to-face,
electronic / resident registration number provision.
In Korea, identity verification is performed using
various methods such as I-PIN, official certificate,
mobile phone authentication, etc. based on domestic
laws[11].

2.2 Big Data based User Authentication

The research that verifies user identification
information or user authentication by utilizing big
data may be used as verification technology of
auxiliary attribute information for identity
proofing[20]. In particular knowledge - based
authentication and trust - based authentication
which analyze user 's social data and verify user' s
attributes are actively researched on Facebook and
Google.

2.2.1

Existing sns authentication schemes utilize social
knowledge to authenticate users or utilize mutual
trust among users [17,18,20]. Specifically, the
most-studied method of the previously proposed
knowledge-based social authentication method
mainly performs user authentication based on a
user-posted picture on an online social network

Social Authentication
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(OSN) site [19,21,22]. Also, a method of
identifying the user and generating related questions
by analyzing the user's personal information,
location information and behavior was also
proposed [23,24,25]. In addition, in the case of the
trust-based authentication method, many researches
are conducted on a system that identifies a user or
performs authentication using a trust relationship
between users[26,27,28,29,30]. Further, in an
attempt to replace the password Google recently
proposed a method of determining the level of
authentication based on a calculated confidence
score based on several factors related to user
activity and usage patterns[31].

2.3 Non- face-to-face Identity Proofing

In the case of an Internet bank or a new FinTech
service Identity Proofing is performed on a non-
face-to-face basis for online service registration [1,
6]. However, the non-face-to-face method is
relatively weaker than the face-to-face method in
terms of risk such as impersonation of others.
Therefore, in order to enhance the safety of the non-
face-to-face method in Korea, it is obligatory to
double check two out of 4 non-face-to-face identity
proofing methods and to check multiple elements
by applying additional confirmation method [2, 12].

Obligation

ID card verification 1

Video call T
Double
Visit of employee 71 Check
Utilization of N
Existing accounts
\ /!
Multi-factor
Verification
Recommendation
Utilization of result of the .
result of other agencies |
Verification of Multiple i Additional
17~ Check

Personal Information

N /
Figure 1: Authentication factors for the non-face-
to-face identity proofing [2]

Figure 1 shows multiple (more than two) element
verification methods to ensure the accuracy of real-
name verification of non-face-to-face verification
methods. Using these diverse identity proofing tools

at various levels of validation, you can perform
stronger, non-confidential self-identification online.

2.4 Identity Information

Identity proofing is the process of verifying an
entity based on various information. The user
attribute information used in this process greatly
affects the proofing reliability of identity proofing.
The identity proofing is largely composed of
identification attribute information and auxiliary
attribute information.

An identification attribute is information that is
used to uniquely identify an entity in one context by
combining one or more pieces of identification
information. In addition to the identification
attribute information, the auxiliary attribute is the
attribute information necessary to support the
identity proofing process and indicates the
relationship or association between the information
subject and the identity information [2]. Table 1
shows examples of typical Identity proofing
attribute information.

Table 1: An example of identification information [2]

Definition Examp'le of ider}tiﬁcation
information
name, birthday, address,
Identification | phonenumber, birthplace, resident
Attribute registration number, email, bio
information etc.
Other names, relationships and
Corroborative | associations, reference numbers for
Attribute identity evidence, information about
the identity evidence provided, etc.

The Identity proofing assurance level associated
with reliability is a three-level rating in ISO / IEC
29003 and a four-level rating in ISO / IEC 29115
[5, 7, 8]. In this study, we refer to the 4-step Level
of Identity Proofing (LoIP) proposed in the national
identification management guidance standard. The
identity proofing assurance level and the objective
of each grade are shown in Table 2.
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Table 2: A level of identity proofing [2]

Description Objective
LoIP0-Non | *No identification method is required.
Confidence | (using ID or Password)
LoIP1-Low o . s
Confidence Identity is unique within context
* Identity is unique within context
LolIP2- « the entity to which the identity
Medium pertains exists
Confidence | * Information entity is weakly
associated with identity
* Identity is unique within context
LolIP3- « the entity to which the identity
Very High | pertains exists
Confidence | * Information entity is strongly
associated with identity

Identity proofing the three criteria for
determining the assurance level are defined as
follows.

* Uniqueness: The subject's identity is unique.
* Existence: The identity of the subject exists.

* Connectivity: The identity of the subject is

associated with the subject of information within
that context.
e Connectivity: The identity of the subject is
associated with the subject of information within
that context.

3. NON-FACE-TO-FACE
PROOFING MODEL

IDENTITY

The non-face-to-face identity proofing model
provides simplicity and security to prove the
identity of a person online without having to prove
themselves offline. In order to provide higher
accuracy of identity proofing in accordance with the
domestic and foreign policy situation which
recommends using multiple methods together,
considering the complement of non-face
identification method, Is a non-face-to-face
identification model. This chapter describes the
identity proofing model and explains the user's big

data collection method and
verification algorithm.

identity proofing

3.1 Big data based non-face-to-face identity
proofing model

The identity proofing method proposed in this
paper is a method of identifying users by verifying
uniqueness, existence, and connectivity which are
the criteria for identity assurance level based on a
plurality of user identity verification attribute
information.

In addition, to prevent the unintentional
collection of user information, the proposed method
collects and analyzes only the user attribute
information according to the identity verification
level required by the online Non-face-to-face
service. As a result, the identity proofing
information provider verifies the attribute
information provided by the user in order to
perform the granular identity proofing required by
the service to be used by the user, evaluates the
guarantee level of the attribute information, and
provides the service provider with identity proofing
results. The proposed model basically consists of an
identity proofing information provider (IDP) that
performs identity proofing with the user, a trust
information server (TIS) that verifies the user's trust
information, user data (registration and creation
information) A Secondary Information Server
(SIS), and a Service Provider (SP) that provides
services to users. Figure 2 shows the components
and service concept diagram of the proposed model.

§15-1

3. Qauth
Authentication &user
data collection with
Oauth API
2|dentity Proofing
Request U\i‘
Oo“‘“g 4. User Attribute Proofin

e‘;\x\“{
ge@W §15-2

1.Register & Activity E E
User

Figure 2: A concept of Big Data based identity proofing
model

3.2 Identification information collection

In order to prevent the user from collecting the
attribute information of the user indiscriminately,
the proposed method requires only the attribute
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information required for the service requested by
the user and can receive the input directly.
Alternatively, the proposed method uses the Open
API based authentication protocol such as OAuth
(Structured / Unstructured) registered and generated
by the user. User identity information required for
each identity proofing assurance level is divided
into basic verification attributes and extended
verification attributes for the assurance level
evaluation. The detailed data and the collection
method of the verification attribute are shown in
Table 3.

Table 3: Verification attribute information by LolP

Basic Expansion
Level Verification Verification
Attribute Attribute
LoIPO 1D -
Identification .
. Register
Information .
(resident Information
LolP1 . . (name, age,
registration number, .

. birthday, gender,
email, cellular country, etc.)
phone number) 1y, ete.

User registration
information  and
LoIP1 + ?rfgrmatiorclreatlon
LoIP2 | Corroborative
) . (profile, address,
information
school,
workplace, friends
list, photo, etc.)
Responses to
LolIP1 + LolP2 + feature-based
Authoritative queries,
Lol | information requested
P3 (registration card, creation
passport . information
information, driver
. (posts, photos,
license) .
location, etc.)

In order to use the non-face-to-face online
service, the user only needs to provide the IDP with
the attribute information necessary for evaluating
the identity proofing grade requested by the service
provider. Level 0 and Level 1 can be entered
directly by the user or provided with attribute
information through an auxiliary information
source. And level 2 can be provided with various
user attribute information from the auxiliary
information source under the user's approval.
Finally, level 3 can receive the attribute information

of the trust information directly from the user or
submit a copy. As a result, the proposed method
collects user data segmented according to the
identity proofing class and uses it to verify the
identity proofing assurance level by using it for
attribute verification.

3.3 Verification attribute

The non-face-to-face identity proofing method
proposed in this paper verifies identity proofing in
four steps in order to provide verification efficiency
and reliability of wuser attribute information,
referring to domestic and international standards.
identity proofing Table 4 shows the detailed
verification criteria according to the assurance
level.

Table 4: Verification criteria by LoIP
Verification
Criteria

Classification Description

*Verify
identifier(ID/PW)
only in IDP

LolIP0O None

*Verify the
identification
attribute information

LolP1 Uniqueness

*Uniqueness and
existence decision:
Verify user attribute
information from
corroborative source
*Existence and
associativity
decision:

Confirm the
existence of the
identification
information of
LoIP1 from the
authoritative sources

Uniqueness,
Existence,
Weakly
associativity

LoIP2

*Existence and
associativity
decision:

Verify authoritative
information from
authoritative sources
*Possession-based
verification (ID,
SMS, email) and
feature-based
verification
(information
creation, query
response)

Uniqueness,
Existence,
strongly
associativity

LolIP3
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Non-face-to-face identity proofing the type of
verification method and the concrete application
method first collect identification information for
user's uniqueness verification and use unreliability
information to determine uniqueness, existence and
connectivity. Then, we perform knowledge - based
verification that the user knows the information for
access rights to the auxiliary information source,
verify the existence and weak connection of the
user by checking the information of the auxiliary
information source and the registered and collected
user attribute information. Also, the base-based
verification is used to verify whether a user has a
mail account or a mobile terminal by using a
temporary authentication number value. Finally,
feature-based verification is used for verifying the
connectivity by requesting only the information that
can be generated by the user or by performing a
query response based on the collected user's data to
additionally verify the existence and strong
connection of the user. Attribute information to be
verified at each identity proofing level is defined as
shown in Table 5.

Table 5: Verification Attribute By LolP

Classification Basic Verification Attribute
LoIP0 ID
Identification Information (resident
LoIP1 registration number, email, cellular
phone number)
LoIP1 +
LolP2 Corroborative information
LoIP1 + LoIP2 +
LoIP3 Autl.lorlta.tlve information
(registration card, passport
information, driver license)
Classification | Expansion Attribute Verification
LoIP0O None
LoIP1 Name, age, birth date, sex, area,
etc.
User attribute information in
LoIP2 corroborative sources (detailed
address, workplace, school, friend
information, post, photo, etc.)

Possession-based attribute
information, feature-based attribute
information

LoIP3

4. IMPLEMENTATION AND VERIFICATION
OF PROPOSED MODEL (EVALUATION)
4.1 Implement non-confidential identity

verification model

The big data based non-face-to-face identity
proofing model proposed in this paper is used to
evaluate the identity proofing assurance level of Big
Data based on the online standards based on
domestic and international standards on identity
management. In order to implement and verify this
paper uses user 's social big data as auxiliary
information and wuser' s resident registration
information as trust information. The proposed
model consists of five kinds of objects such as user,
IDP, TIS, SIS, and SP. First, the IDP collects
attribute information from the user to perform
identity proofing verification of the user. The
method of collecting the attribute information is
performed by a method of directly inputting by the
user and a method of allowing the user to collect
information by sharing the information from the
auxiliary information source. Figure 3 shows the
process of collecting user's attribute information
and social information in IDP.

1 User tegistration and activities

2 - Request ideatity verification service

3 User information registeafion request

Y |
|
|

4 User information registration and infomuation sharng appeoval
L
b

L 5 Reques

|

Figure 3: A Procedure For Collecting User Identification
Attribute Information

Through the above procedure, the IDP performs
identity proofing verification using the collected
attribute information of the user. Figure 4 is a result
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screen of IDP in which the user inputs the attribute
information directly in order to evaluate the identity
proofing assurance level or verifies the identity
proofing information by sharing the information
from the auxiliary information source through the
social login. Identity proofing Attribute verification
evaluates the identity proofing assurance level
based on the identity proofing attribute information
collected at the IDP.

IDentity Proofing Model

dentfication Altribute Information

User
Information:

Access Time

Figure 4: An Example Of User Information For Identity
Proofing

4.2 Analysis and evaluation of non-face-to-face
identity proofing model

For the analysis and evaluation of the proposed
method, we collected and evaluated the data of 10
users using the account information of five
experiment participants using Facebook, which is a
social network service (SNS) and five virtual users
created for the experiment. Experimental results
show that the proposed method evaluates users'
reliability information and assurance level and the
evaluation result is influenced by the number of
user information Figure 5.

600
500
v
g 400 Vi
£ o @ A
T
[} i
g .

Figure 5: Analysis Result Of The User Identity Proofing

In the experimental results, the level 1 class that
guarantees uniqueness was acquired by all the
experimenters because only the basic identification
information can be satisfied. However, some users
who did not register their own information in SNS
provider among SNS providers were not able to
acquire the second grade because the level 2 class
had to satisfy existence and weak connection with
uniqueness. And among the users who acquired the
second grade, all the users who performed the trust
information and the possession based verification
procedures were able to obtain the third grade.
Overall, users who have proven identity proofing up
to grade 3 provided an average of 16.8 user
information to IDP. However, the number of
subjects participating in the experiment and the
amount of data are small, so additional
experimentation is required to ensure the reliability
of the verification results.

4.3 Case Study

Traditional identity verification focuses on
identification similar to authentication. However,
since this method is insufficient to identify a user,
various identification methods have been proposed
based on recent social network service user
information and friends list a method of identifying
a user's identity by a query response method has
been proposed. As the FinTech service expands, it
is recommended to use a stronger identification
method that is complemented by a combination of
identity verification standards and various identity
verification methods required by the government.
thus, a method of confirming the identity of a user
using a plurality of pieces of personal information
provides information for determining a user's
identity by calculating a reliability (score) based on
the information of the user.
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Figure 6: Reliability Of Identity Proofing On The Impact
Of The Number Of User Information

Figure 6 shows the confidence score calculated
by evaluating the user's information. According to
the experimental results, the reliability of actual
users (1 to 5) is maintained over 90% even if the
amount of information increases. However, the
reliability of a virtual account (6 to 10) does not
match the information you enter, so the more
information you need to check, the less stable it is.
As a result, it can be proven through experiments
that the proposed method is suitable for use as a
proof of identity by providing a reliability score that
can identify a user using a plurality of pieces of
information.

4.4 Discussion

Existing social network authentication is a way to
verify the identity of people you know. This method
is used in emergencies where critical identification
means are not available because people can not
identify themselves. Existing methods responded to
emergencies through e-mail, Q & A inquiry
methods and customer center. e-mail is insufficient
to satisfy security, and the registration query
response method is problematic in that a third party
can guess the response and the customer center is
costly and vulnerable to social engineering attacks
[9]. In order to solve these problems, a method of
verifying multi-channel authentication and complex
attribute information has been proposed and
demanded. The proposed method is a proposed
secondary authentication method for multi - channel
based identification. To ensure the accuracy and
reliability of your identity verification, we identify
your identity based on your social data and identify
your properties. The proposed method differs from
the various identification methods using user
information based on various user information (big
data), the result of user's identification can be
evaluated as reliability value rather than approval
and rejection, which plays a complementary role in

multi-channel authentication and multiple factor
verification. Therefore, Identification Based on the
identity information that the system has assessed,
you can gain the accuracy of your identity
verification, generate trusted information that can
be used to prevent identity theft, and provide the
benefit of providing information to other service
providers.

5. CONCLUSION

This paper proposes a new non-face-to-face
identification technology that minimizes the risk of
non-face-to-face identification technology and
improves reliability one of the technologies
required for the development of Fintech services
and online financial services. The key content of the
proposed method is a big data based identity
verification technology that collects information of
the identity verification agent online from the
information source and verifies the identity of the
user. We also proposed a model for sharing
information about assurance to provide other
service providers with identity verification
information.

Future research will be conducted on strong
identification technology based on strong data that
uses dynamic information in addition to the static
attribute information used in the non-face
identification technique proposed in this paper.
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