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ABSTRACT

Internet of Things (IoT) technology cannot be separated from the use of Cloud computing in terms of
access, and it has many advantages when compared with traditional computing, such as: cost saving,
reliability and scalability. IoT can be applied in various fields such as smart city, smart transportation,
agriculture, weather monitoring and other fields. In this research, design and development of Cloud
computing based Internet of Things for weather monitoring based on temperature, humidity and rainfall of
surrounding environment parameters as message, and using MQTT which is IoT/M2M connectivity
protocol. There are three main components of MQTT: the first component that generates the message is
called a publisher, the second that consumes messages is called a subscriber, and the last component that
handles the interaction between the publisher and the subscriber is called a broker or intermediary.
Usability testing is also done from each component of the system using the black box approach that can
represent overall functionality. Based on the design model of weather monitoring system, end-user can
monitor weather conditions according to the placement node device of location and through Web-based
applications installed on the cloud server. The amount of data message formatted into JSON is + 120 bytes,
and is published by node with time interval per + 30 seconds.
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1. INTRODUCTION about connecting RFID information from P & G's
supply chain to the Internet in 1999 [4]. With the

Through Internet technology various devices convergence between the Internct of Things

can be widely connected, so they can communicate
with each other, interact, exchange data or
information and predicted by 2020 the number of
devices that will connect to the Internet reaches
more than 50 billion [1]. The next generation of
Internet technology is referred to as Internet of
Things (IoT) which is closely related to cloud
computing technology that has the concept not only
to connect various devices but also connect smart
city, smart agriculture, smart home or building,
smart healt and others [2]. In addition cloud
computing technology uses the concept of
resources pooling/shared pool scalable system, so
the demand of system can be fulfilled as soon as
possible [3].

Kevin Ashton claims that he was the first to
use the phrase of “Internet of Things” when he
working on Auto-ID Massachusetts Institute of
Technology (MIT), while giving his presentation

Technology with cloud computing is expected to
provide a positive impact that is beneficial in
everyday life, one of which is like the application
of IoT and cloud on weather monitoring as one
important factor to support various activities to be
lived, such as work, school and even on vacation
[5].

Other research related to this topic such as
research [6] discusses [oT and Cloud integration
solutions monitoring patient voice pathology
through voice signals, body temperature and
humidity around and sending them via Bluetooth
technology to patient smartphones. Research [7]
IoT case studies on meteorologists use simulators to
represent temperature, humidity, wind speed and
other data considered as sensors. Research [5] IoT
prototyping weather monitoring utilizes weather
cloud service and displays it through WeMos
devices. Research [8] that evaluates performance as
well as choosing the appropriate technology to
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build an IoT system. Research [9] IoT scenario on
supply chain for identification and tracking flow
logistics in realtime using GPRS, GPS and RFID
devices. The last research [10] analyze IoT
monitoring and remote control of business
processes in realtime on food supply chain by
virtualizing them.

Based on these studies, in general there are
issues or questions such as about the middleware
aspect to connect IoT devices with cloud,
interoperability aspects of IoT and client devices to
exchange data, and dynamic scalability of the
system when resources need to be upgraded. In this
research the design of Internet of things based
cloud computing for weather monitoring services,
data formatted into JSON generated by the node
device consist of embedded microcontroller unit
ATmega328 is integrated with DTH11 module as
temperature sensor and humidity, rainfall sensor
module using LM393 IC, SIMS80OOL GPRS module
to connect to internet network, and use VPS service
as cloud server, so weather monitoring services can
be considered as cloud software as a service
(SaaS). Hopefully through the architecture or model
of the results of this study can be applied in other
IoT case studies in real terms.

2. STATE OF THE ART

Message Queue Telemetry Transports
Protocol (MQTT) is lightweight protocol
connectivity for machine-to-machine (M2M) or
10T, has the ability to transmit and receive data in
accordance with existing bandwidth capabilities or
conditions, and is designed for the use of small
voltages [11], so it is used as a primary
consideration, as well as for optimization. MQTT
was first developed by Andy Stanford-Clark (IBM)
and Arlen Nipper in 1999 to monitor the oil
pipeline. In handling data/message exchange,
MQTT uses architecture or publish and subscribe
methods, unlike HTTP using the concept of request
and response [5].

Publish and subscribe method is event-
driven which means there is a client in the form of
node or user acting as publisher and subscriber.
When the publisher sends data/messages to a topic,
it will be handled by the MQTT broker who acts as
an intermediary, and then the message will be
forwarded to the subscriber based on interest or
following topic as shown in Figure 1.
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Figure 1: MQTT Publish And Subscribe Method

In MQTT there are 3 levels of QoS that can
guarantee the data/message exchange on unreliable
network conditions.

1. QoS 0 at most once that is the message will be
sent only once with the best effort, at this level
the possibility of missing messages may occur.

2. QoS 1 at lease once that is the message is
guaranteed acceptable, but data duplication can
occur.

3. QoS 2 exactly once that is message guarantee
received exactly once, but will result in
increased bandwidth usage.

Characteristics of cloud computing is not
only limited to devices or services that can be
accessed through the Internet network. Cloud
computing has the meaning of a model provider of
computing resources in the form of hardware,
software, storage, network, power and other
connected to one, and can be in management
through interaction processing to a minimum [12].
Here can be described as massive-resources that are
connected to each other and can be used as needed
or on-demand. The cloud depiction describes the
hiding of the complexities of various resources and
interconnected infrastructure.

Based on the National Institute of
Standards and Technology (NIST) there are 3 basic
cloud computing services model [13] as follows.

1. Software as a Service (SaaS) is distribution
model of applications offered by subscription
(pay per-use), without to have a computing
resource to run the selected application,
because it can be accessed via the Internet
network. For examples such as Microsoft
Office 365, DropBox and Google Drive.

2. Platform as a Service (PaaS) PaaS is a
paradigm for providing runtime from various
programming languages and other support.
This model is like a hosting environment so
users can directly build and run applications on
it via the Internet network, without having to
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install and configure such as operating system,
networking and other.

3. Infrastructure as a Service (IaaS) a service
model that enables to get support for operations

such as storage, hardware, servers and
networking that can be accessed through the
Internet.

The following in Figure 2 describes the
management comparison of each service model of
resource cloud computing, which consists of SaaS
service model, PaaS and IaaS models from the user
or customer perspective and from the cloud
computing service provider perspective.
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Figure 2: Comparison of Resource Cloud Computing
Service Model Management [13}

There are various advantages offered by using
cloud computing services, especially in this
research development of IoT services, including as
follows.

1. Scalability or flexibility: can easily increase or
decrease resource which used for application or
user needs and also reduces infrastructure
complexity and developer workload.

2. Cost saving: to reduce especially does not
require the procurement of infrastructure and
computing resources that are not cheap (capital
investment), and may require only a few
experts in the field of IT and also the concept
of cloud systems generally is pay-per-use.

3. Maintenance: mostly the system updates,
repair or fixes are only done by the cloud
computing provider, so it is possible the user
does not need to buy the latest technology of
resource (cost saving).

4. Portability or mobile access: users can work
from anywhere and anytime via the internet
network, so it can increase the productivity.

JSON is a lightweight data format, easy to
read and write by humans, and easily translated and
generated by the computer [14]. JSON is a text
format that does not depend on any programming
language because it uses a simple language style,
and almost supported by all programming
languages such as C, C++, C#, Java, JavaScript,
Python and PHP. So this is what makes JSON as
the ideal data exchange language format to handle
interoperability. Here in Figure 3 the formation of
JSON data formatting in the form of objects
consisting of a pair of names or values and not
ordered.

object
{ [ 8tring jmmf( e vaiite ()

Figure 3: Format Object JSON [14]

In Figure 3 the JSON object format
consists of a pair of names or values that do not
have to be sorted. The object begins with “{* open
curly brackets and ends with “}”closing braces.
Each name follows: “.” colon and each name or

value pair separated by ““,” comma.

The testing outline is one of the important
aspects of the system to find or know the
functionality or usability of the system can run
properly. Usability or User-based testing is
basically a black-box testing techniques also
referred to as testing with a focus on the behavior
of the system user perspective [15,16]. Besides that,
the system architecture has been done by [17] to
anticipate dynamic change ecosystem. By
performing black-box testing techniques through
various functions that represent various things and
impact to design interaction of user in accessing
weather monitoring services. hopefully by doing
usability testing using black-box testing approach
can provide benefits from various things such as the
following.

1. Usability testing to find errors during hardware
setup, in software or application development,
and also during the process of integration
various components.

2. Usability testing can help to fixing errors that
affected to user interface before releasing
application.
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3. Usability testing can identify the formed
database structure.

3. RESEARCH METHOD

The following hardware and software
requirements that are used in the development
weather monitoring service system consist of
hardware and software.

1. Node Hardware: Arduino Pro Mini 328,
SIM800OL GPRS Module, Module DTH11 for
temperature also humidity sensors, and rainfall
sensor using ICLM393 with plate probe.

2. Cloud Server: using VPS server (Virtual
Private Server) with specification 1 Core CPU,
Storage 30 GB and Memory 512MB.

3. Software or application: Editor Arduino IDE,
NodeJS with packet mgqttclient, ExpressJs,
mongoose and Socket.IO; Operating System
Ubuntu 14.04 Server Edition; Mosquitto
MQTT Broker and MongoDB.

In this study, data structure of weather
monitoring services based IoT and cloud for the
process of sending and receiving messages consists
of 3 parts, that is data topic structure format,
initialization range value of temperature sensor,
humidity and rainfall, also payload or message data
formatting consist of weather data parameter,
identity and coordinate node formatted into JSON.

Below in Table 1 is format data topic in
string form used by broker to filter messages from
each connected client. Each topic can consist of one
or more levels separated by a slash.

Table 1: Format Structure Data Topic

Topic Name Description

weather/node_id To get weather data from node

initialize/node_id To get node status online or offline

broker To get broker status online or offline

To change node led state become on

toggle led/node_id or off

The following in Table 2 is about
classification range value of temperature sensor in
Celsius units to define cold, warm and hot
conditions that applied in this study.

Table 2: Initialize Range Value of Sensor Temperature

Temperature Condition
<=22°C Cold
>=22°Cor<=35°C Warm

>=35°C Hot ‘

The following in Table 3 that is about
classification range value of humidity sensor in
Celsius units to define dry, ideal or normal and
moist conditions that applied in this study.

Table 3: Initialization Range Value of Sensor Humidity

Humadity Condition
<=40% Dry
>=40% or <= 60% Ideal
>=60 % Moist

The rainfall sensor has a range of decimal
values from 0 to 1023. This range value converted
to percent to adjust in order to have the same range
degree as other value such as weather parameters,
and also to facilitate the present data in the form of
graph charts. Conversion of rainfall sensor values
into percentage form is done in coding software
with the following simple equations.

rainfall = sensor_value/1023 * 100 (1)

The following in Table 4 is about defining
the range of rainfall sensor values in the percentage
value to define the condition of rain weather,
drizzle and rain condition that used in this study.

Table 4: Initialization Range Value Of Rainfall Sensor

Rainfall Condition

<=50% Rain
>50% and < 85% Drizzle

>=85% Sunny

The formatting of weather monitoring
parameters into JSON forms consists of data
identity and led status, data sensor temperature,
humidity, rainfall and coordinates data of latitude
and longitude with fixed values. Below in Figure 4
sample formatting the weather parameter data into
JSON as a message or payload that will be used.

"node_id": "01",

"ocurrent led™: 0,

"sensor™: {
"temperature™: 29,
"humidity"™: 75,
"rainfall™: 100

7966



Journal of Theoretical and Applied Information Technology =
15" December 2018. Vol.96. No 23 N

© 2005 - ongoing JATIT & LLS

Cialill

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

Figure 4: Data Weather Parameter JSON Format

Below in Figure 4, system architecture
design or Internet of Things model which
implemented on weather monitoring services.

Access Service

Web Browser

Communication
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Weather Services
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Figure 5:System Architecture Design

The following is a description of Figure 5
on the various layers with components contained in
the system architecture design of the Internet of
Things cloud-based weather monitoring services.

1. Node layer consists of microcontroller unit
(MCU) integrated with sensor in order to
sensing and acquisition data temperature,
humidity and rainfall environment. Further
data or message is sent to the cloud server
using GPRS  communications  serially.
Communication component not only serves to
send message, but can serve to receive
message.

2. Cloud IoT weather services layer is a cloud
server that is accessed through the Internet
network and is built starting from the
installation and configuration of the operating
system, and other supporting applications. In
this layer there is a middleware component that
is responsible for handling or managing how
the various nodes with the user to be connected
and communicate with each other to send and
receive messages. The outline of middleware
component itself is consist of MQTT and
Node.js that comes with the Socket.IO
package. Then the interoperability component
is how to deal formatting the data message
both data generated by the node and user
formatted into the form of JavaScript object
notation (JSON). The last component is an
web-based  weather  service  monitoring

application that develop from Node.js platform
using an additional package that is ExpressJS.
In this layer is also equipped with MongoDB
database applications so that data generated
from the Node device can be stored on the
cloud server.

3. Access service layer enables users to get
temperature, humidity and rainfall information
that sent from various node devices, and
accessed via cloud IoT weather service layer.
This can be done because on this layer there is
a Web-based application and using Socket 10
to spread node messages. So by using end-user
devices, for example smartphones and of
course that have the ability to connect to the
Internet network and support Web Browse
applications, then the wvarious information
generated by the node device can be accessed
remotely.

On the node device consists of 2 parts
design that is hardware and software. Below in the
Figure 6 schematic diagram of the hardware node
that describes the linkage between the module,
component and the microcontroller unit (MCU).

SUPPLY DC
Sv-12v
min 2A

LM350

Regulator to 4.2v SiMso0L

Arduino
2| Pro Mini 328

Figure 6: Schematic Hardware Node

Atmega328 as the main controller device
has clock speed of 16 MHz, 32 KB flash memory, 2
KB SRAM and 1 KB EEPROM. Power supply for
this MCU about 5V - 12V and one of the most
important thing is the required power supply
SIM8OOL from 3.7v - 4.2v with the use of the
current of 2A obtained from the datasheet. So it
takes the use of LM350 regulator and also as safety
of various components. In the circuit there is also
the addition of an LED indicator that represents
data reception by the node for subsequent
development work.
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The following in the Figure 7 result of has compiled, uploaded to node hardware and
designing the hardware node according to the executed it, and displayed it via Serial Monitor
specification and schematic. feature form Arduino IDE.

3

Figure 9: Software Node

r: ! i"l_, i The folloing in Figure 10 software
' U sl installation on a VPS cloud server for weather

| ol monitoring services in accordance with the system
architecture in order to work as weather service
layer and access service layer.

Figure 7: Node Hardware
The following in Figure 8 design of node
software consists of several process blocks written

. VPS
into the flowchart.

OPERATING SYSTEM
Ubuntu 14.04 Server Edition
NodedS
mattConnect o
ASSIGN VALUE Subscribe u w ExpressJ8
APN Name, Broker Address o g 3 a
Node ID, Latituds, Longitude =1 o
g g. E o MOHQOOSE
1k
EE| 22 || socketio
a =]
Restart = _
MQTTjs

Figure 10: Software Server

Set MQTT Broker
Set MQTT CallBack

The following in Figure 11 design of the
weather service layer software consist of several
process blocks written into the flowchart and based
on the system architecture.

mattClient on

Emit Broker Status Connect
Socket on

tClient on
Shomcrig
reconnect
Initialize

mgttClient on
message
Socket on is
Publish JSON

String
ioon Socket on T
connection ChangeTopic
T Save PAYLOAD
P— 1o MongoDB
H Change Date

Emit PAYLOAD
The following in Figure 9 results of ¥
designing node software based on the flowchart and ErO

Figure 8: Flowchart Software Node

In Figure 8 shown how the node software
can connect and send weather parameter messages
to the broker from step assign value access point
name (APN) variable according to subscriber
indentation (SIM) card which is used in GPRS
module, mqtt broker server address, node identity,
latitude and longitude of coordinate node. Then the
registration phase matches APN and connects to the
internet network, subscribe to initialize and toggle
led topics, sensing and getting data sensors then
format it into JSON and publish it.

ASSIGN VALUE
Server Port, Broker Address,
MongoDB Connection

Use Route Root Static Path &
Use Undefine Route to Root

3
|
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Figure 11: Weather Service Layer Flowchart

In Figure 11 explains how the weather
service layer can serve as middleware and
interoperability. The task of the broker component
to be responsible for managing the message or
payload traffic between the publisher and
subscriber. If there is a message received, it will be
validated by checking the structure of JSON data
format, then if the validation result is correct, the
message is stored fist into the database MongoDB
and then forwarded to the subscriber. On this layer
there are triggers to check the status of brokers and
nodes whether in offline or online conditions.

The following in Figure 12 result of
designing weather service layer software based on
flowchart and has been run on the server and built
on NodeJS platform based JavaScript and including
by various libraries such as ExpressJs to create web
application easily and with middleware, mongoose
as the connecting driver between Nodels and
MongoDB database, and also SocketIO as

WebSocket for connecting between service layer
and access service layer that occurs bidirectional.

Figure 12: Weather Service Layer Apps

The following in Figure 13 design of
access service layer software consist of several
process blocks written into the flowchart and based
on the system architecture.

Socket on
Broker Status
Emit Sockst on
ChangeTopic set history chart
Emit Socket on
ChangeDate load history chart
Socket on
matt

I Emit Topic Subscribe '—)| Emit Initialize

[
é END

Figure 13: Access Service Layer Flowchart

Figure 13 describes how access service
layers can represent or function as an application
layer, starts from process of initialization socket
server address and node id variables at the time
application is accessed by user. Then the socket
client connects to the socket server, next subscribe
to the weather topic and publish it to topic initialize
to check the selected node status is online or
offline. While on the broker, topic is send by socket
server when the client socket connected, and
various functions such as to display or plot to chart
the history of node weather data that stored in
MongoDB database.

The following in Figure 14 results of
designing weather service layer software running
on a web server that represents user applications for
monitoring weather services based on temperature,
humidity, rainfall through surrounding
environments based on the location of node device
placement

Sy ioraya com

Internet of Things Weather Monitoring

Figure 14: Access Service Layer Apps

Based on Figure 14 above the weather data
is published by the node through weather topic and
formatted into JSON, then after forwarded by the
broker the data is parsed to be displayed to the user
via a computer device such as laptop, smartphone
or table using a web browser without having to
depend on the operating system used.

From this layer the user can also view the
broker status, enable or disable the led switch
through toggle led topic example as publisher, and
displays weather data history based on node and
selected date.
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4. RESULTS AND DISCUSSION

usability testing is done to answer all
specifications on the weather monitoring system
that built can be fulfilled or not neglected, both in
terms of hardware and software, and usability
testing using a black-box approach through
functionality that represents the overall weather
monitoring system based on the internet of things

accordance with the design of both hardware and
software.

The following in Table 6 usability testing
black box approach on server services performed in
accordance with the design of system weather
service layer and access service layer that
represents the overall functionality.

and the cloud that implemented.

Table 6: Server Service Black-Box Testing

The following in Table 5 usability testing black Type of Test | Configuration Observation
box approach on the node device that is done in Start E:lcu;z bydﬁogiﬁland Successful start
accordance with the results of system design either MongoDB god --cbpath MongoDB server
. /data/db vai terminal
in the form of software or hardware.. Code apps

. Execute by command
) ) Run app.js nodemon app.js via successful run on
Table 5: Node Device Black-Box Testing file . : server via 3000
terminal port
Type of Test | Configuration Observation Start Execute by command | Successful start
Compile & Connect Arduino to Succe_sg mosquitto /etc/m}t.d/mqsqultto mosquitto broker
. compiling and mqtt broker start via terminal on server
upload usb computer via .
. S code able to write Successful
source code serial communication. | . . . Occurred when .
into arduino/node. Receive li receive message
Able to get message matelient on message based on each
Insert SIM Card to . function . .
Connect to internet access publisher topics
. SIM8OOL and set . .
internet APN connection via Occurred when Successful save
GPRS/2G Save message | mgqttclient on message | receive message
Set broker address to Successful to MongoDB | function then cre?ate published by
Connect to connect to broker Node save function node.
localhost and use port | . .
broker identify by Occoured when
1883 . Successful
message on server mgqttclient on message
Able to get data and all socket server forward message
Read module DHT11 g Forward . or status to
. temperature, function, then socket .
Read sensor and rainfall per £10 L message . subscriber based
humidity and server emit or ..
seconds . . . on their interest
rainfall mgqttclient publish to topics
Create object for subscriber P
node_id and End user
current _led; nested Successful successful
Create ISON object for sensor N creating JSON Access Occoured when end- receive message
temperature, humidity | data formatted . user open IoT weater such as broker
data . P service layer . L
and rainfall; and with size + 120 services application status, node and
as JoT .
nested array for bytes Weather apps | V12 URL or Server weather
posistion latitude and PP Address information
longitude based on selected
Topic node_id
weather/node_id, Successful
Publish initialize/node_id and | publishing Analysis result of usability testing server
toggle led/node id by | message to broker . b . black-b h is d
using QoS level 0 service by using black-box approach is done
Topic Successful thoroughly representing the functionality of
Subscribe 1n1t1?112;3/g;>de&1d_3ngl, subscribing to all weather service layer and access service layer
oggie_fenode 1A by 1 pics. software can run as expected. This is because
using QoS level 1

Analysis result of usability testing node
device by using black-box approach is done
thoroughly representing the functionality of
hardware and software can run as expected. This is
because before testing is done every component
both node device, server device and user can
connect to each other, and can run according to its
function, and then testing is done gradually in

before testing is done from any layer or application
both on the server side and node devices can
connect to each other, and can run according to its
function, , and then testing is done gradually in
accordance with the design of both hardware and
software by selecting filter device action. Through
the user application interface various indicators of
classification weather parameters such as
temperature, humidity and rainfall can be seen or
identified.
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5. CONCLUTIONS

Based on research that has been done both
from the results of implementation, testing and
observation can be concluded that.

1. Node device can send or publish message in
the form of weather parameter data consisting
of temperature, humidity and rainfall around
the environment as well as coordinates location
of node placement formatted into JSON using
MQTT protocol to broker with delivery topic.
The messages received by the cloud server as
middleware is stored into the MongoDB
database first, and then forwarded to the
subscriber according to topics of interest.

2. Even though the node publishes messages
using QoS level 0, it's almost never packaged
that is not received or received by the cloud
server, this is because the size of the message
formatted into the JSON can be said that is
small £ 120 bytes and in publish with time
intervals per + 30 seconds, also influenced the
quality of the Internet network on the node is
quite good.

3. Through the application interface of the
weather monitoring service installed on the
cloud server, environmental weather data
parameters around the node device can be
monitored by the user through the application
of weather monitoring services using a web
browser, and can be considered a Cloud SaaS
service.  This is  certainly  because
interoperability ~ between  publisher and
subscriber can be handled by using the agreed
JSON data format and also makes it easier to
parse data message.

Internet of things weather monitoring services
are outlined based on the design of system
architecture and other designs, so it is hoped that
the results of this research model can be applied in
other case studies, such as IoT for monitoring on
the floodgates, vehicles tracking and others. For
further work on the node device a GPS sensor is
added to retrieve coordinate data, if the node is
always on the move. The weather parameter data
published by the node can only use QoS level 0,
due to the unavailability of the other QoS Ilevel
usage features for send in the mgqtt library used.
Nevertheless, the cloud server still passes it to the
consumer according to the level of QoS subscribe
to the topic, and for subsequent work to develop the
mgqtt library it can support other QoS levels.
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