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ABSTRACT

The rapid growth in the development of biometric applications causes human identification as an important
issue. In addition fingerprint as a part of biometrics leading to an efficient method of human identification.
Many problems appears in fingerprint patterns such as noisy patterns, confused patterns, unclear patterns
displacement of patterns, spread of ink ... etc. The main objective of this paper is to design and implement
an efficient and effective approach for human identification using human fingerprint. The main operation of
this approach after preprocessing is to localize and recognize the minutiae in fingerprint image. This
approach depends on the thinning operation that is so important to prepare the image to recognize the
minutiae. Good results have been achieved via implementing this approach, where the obtained similarity

ratio is approximately 90%.

Keywords: Multi-Biometrics; Human Identification; Fingerprint Recognition; Biometric Recognition.

1. INTRODUCTION

Security is very important part in our life [1]. The
traditional approach of security is very similar to
the sequential approach in software engineering
[11,[2]. First identify all the requirements through a
systematic risk assessment, then design your
security and decide what controls you will use to
reduce the identified risk [3]. Then, after the
implementation phase, during which it creates its
security policy and implements its controls, it starts
the test phase [3].

It is no secret that preserving information has been
important for a long time [4]. Where the person
began to draw drawings and symbols when writing
messages and have certain meanings known to the
recipient of the message [5]. As the technology
developed, the password, digital signature and other
devices were used to preserve data and information
[6]. All this can be stolen and entered into data
because it is about the possibilities and how to get

to solve the mystery [7]. The large amount of data
and information owned by individuals and
institutions has become a burden in terms of
maintaining them because in itself is the great value
of that institution or company [8]. The revolution of
communications, the Internet, Internet of things and
mobile phones opened many doors in front of the
thieves and intruders to access data in illegal ways
due to the development of their abilities as well [9]
[10].

Man encounters hundreds of people every day and
can recognize people by their faces, which is one of
the physical biological characteristics of human
[11]. Fingerprints have been used for a long time
ago to identify criminals and wanted persons,
where there are mismatch of fingerprints
approaching a million cases [12]. Before
introducing the characteristic of using biometric
approaches in security, there are some drawbacks of
the traditional security systems concentrated on: it
can be forgotten easily, it can be stolen easily, it
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can be broken easily, and it can be lost easily [13].
Therefore it is better to introduce other way of
security that offers powerful security, this is
available with biometric security that eliminates
most of the drawbacks appeared with the traditional
security [14] [15].

This work tries to implement an efficient approach
for human identification using fingerprint
recognition via minutiae recognition method. So,
this addressed the research question in this work.

2. BIOMETRICS

Traditionally, passwords and identification cards
have been used to restrict access to systems [16].
However, security can easily be violated in these
systems when a password is revealed to an
unauthorized user or a card is stolen by an
imposter; In addition, simple passwords are easy to
guess and passwords are hard to remember [17].
The emergence of biometrics has solved the
problems plaguing traditional verification methods.
Biometrics refers to the automatic identification of
an individual who uses certain physiological or
behavioral traits associated with the person [18].
Biometrics refers to the study of automated
methods for uniquely recognizing humans based on
one or more intrinsic physical or behavioral
characteristics [19]. The physical characteristics
including fingerprint recognition, face recognition,
iris recognition, hand geometry, DNA, retina
recognition, ear recognition, skin reflection, lip
motion, vein pattern, brain wave pattern and body
odor [20]. The behavioral characteristics including
signature verification, speaker recognition gait
recognition, and keystroke [21].

Although biometric systems have their limitations,
they have an advantage over traditional security
methods in which it is very difficult to lose, steal or
fragment biometric features; In addition, they
facilitate human recognition at a distance [22].
Biometric systems also present a practical aspect
for the user that may not be possible using
traditional security techniques [23]. Users who
keep different passwords for different applications
may have difficulty remembering the password
associated with a specific application [24]. A
typical biometric system works by acquiring
biometric data from an individual, extracting a set
of characteristics from the acquired data and
comparing that set of characteristics with the set of
characteristics of the model in the database [25].

In an identification platform, the comparison is
made with the models corresponding to all

registered users to recognize the individual means
one-to-many correspondence [26]. In a verification
platform, the comparison is made only with the
models corresponding to the identity claimed to
verify the claim means one-to-one correspondence
[27]. Therefore, the identification (whose are the
biometric data?) And the verification (does this
biometric data belong to them?) Are two different
problems with different inherent complexities [28]?
The templates are generally created at the time of
registration and depending on the application, may
or may not require staff intervention [29]. Figure 1
shows the general biometric system with both
enrollment and verification [30]. This biometric
system has four important parts including biometric
acquisition (responsible of capturing biometric data
and convert it into digital form), feature extraction
(responsible of generating features from the digital
biometric data), feature matching (responsible of
comparing the feature values with the template and
generating a matching score) and decision making
(responsible of generating a decision for accept or
reject depending on the matching score) [31].
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Figure 1 Enrollment of biometric system

3. FINGERPRINT

There are records of fingerprints taken centuries
ago, although they were not as sophisticated as they
are today [32]. The ancient Babylonians pressed
their fingertips on the clay to record commercial
transactions [33]. The Chinese used fingerprints on
paper for business and to help identify their children
[34]. However, fingerprints were not used as a
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method of identifying criminals until the 19th
century [35].

Among all the biometric elements, fingerprints
have one of the highest levels of reliability and
have been widely used by forensic experts in
criminal investigations [36]. Fingerprint refers to
the number of peak patterns at the tip of the finger
[37]. The flow of this peak anomalies in the local
regions of the finger (Figure 2) and is the position
and orientation of these anomalies that are used to
represent and match fingerprints [38]. Although
they have not been scientifically established,
fingerprints are considered unique among
individuals and among individuals of the same
person [39]. Even identical twins who have similar
DNA are assumed to have different fingerprints
[40]. Traditionally, fingerprint heads were extracted
by creating an inked impression of fingertip on
paper [41]. Electronics has been used in a wide
range of compact sensors that provide digital
images of these models [42]. These sensors can be
easily integrated into existing computer peripherals
such as mouse or keyboard, which makes the
identification mode very attractive [43]. This has
led to increased use of automatic fingerprint
authentication systems based on civil applications
and their application.

Fingerprints provide a reliable means of personal
identification [44]. This is the essential explanation
of the fingerprints that replaced other methods to
establish the identities of people reluctant to admit
previous arrests [45]. Other visible human
characteristics, such as facial features, tend to
change significantly with age, but fingerprints are
relatively persistent [46]. Except for traumatic
injuries or surgery that causes deep scars, or
diseases such as leprosy that damage the layers of
skin that form the friction of the friction crest, it has
never been shown that fingerprints and palms
displace or change their relationship unity
throughout a person's life [47] [48].

The Department of Homeland Security's Office of
Biometric Identity Management (OBIM was
formerly US-VISIT), contains over 120 million
persons' fingerprints, many in the form of two-
finger records [49]. The US Visit Program has
been migrating from two flat (not rolled)
fingerprints to ten flat fingerprints since 2007 [50].
Fast capture technology currently enables recording
of ten simultaneous fingerprint impressions in as
little as 15 seconds per person [51].

The biometric identity management office of the
Department of Homeland Security (formerly US-
VISIT) contains more than 120 million fingerprints,
many of which are in the form of two-finger

records [52]. The US touring program has gone
from two flat fingerprints (unprinted) to ten
fingerprints since 2007 [53]. The "fast capture”
technology currently allows ten simultaneous
fingerprints in just 15 seconds per person [54].

Fidge
Bifurcation

Core

Figure 2 fingerprint image with core and minutiae

4. LITERATURE REVIEWS

Wide range of biometric measures are available,
also different types of biometrics are existing, in
addition there are big amount of biometric
application. So for these huge amount of papers and
literatures are published treating this area of
research. This literature is concentrate on the latest
published articles on this field.

B.S. Akhmetov et al. (2015) examined the
problems of testing the quality of teaching
biometric transformers, since much attention is now
being paid to the development of biometric
technologies. The given systems have transformed
not only the principles and forms of collection,
processing and transfer, but have begun to
sufficiently influence all aspects of the life of
society to become one of the key factors to
maintain their sustainable development. After the
tests of students in higher education in real time as
part of the work carried out by the interprofessional
laboratory on biometric devices and technology
tests, some results were obtained [55].

Hao Zhang et al. (2015) focused on soft biometry
versus extended attributes and presents the results
of three experiments that quantify performance
gains in a difficult task of facial recognition when
standard facial recognition algorithms are
augmented using soft biometry. These experiments
include the best case analysis using perfect
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knowledge of gender and race, flexible biometric
vectors based on support machines, and shape of
the face expressed by a shape model. All three
experiments indicate that small improvements can
be made when soft biometry increases the existing
algorithm [56].

D. Jagadiswary et al. (2016) proposed multimodal
merged systems that offered several advantages
over non-biometric systems, such as improved
verification accuracy, a larger space to
accommodate more subjects and greater security
against counterfeiting. The proposed enhanced
multimodal authentication system based on feature
extraction (using fingerprint, retina and finger vein)
and key generation. The experimental evaluation
implemented using MATLAB, illustrates the
significant improvement in the performance of
multimodal biometrics with Genuine Acceptance
Rate 0f 95.3% and FAR of 0.01% [57].

Changhee Hahn et al. (2016) offered an efficient
and respectful privacy fingerprinting system that
uses cloud computing systems. The proposed
scheme makes great use of the computational
power of a cloud for the cloud service provider to
perform the most thorough calculations. Based on
the obtained experimental results in an Amazon e-
commerce cloud, the proposed scheme is faster
than existing schemes and guarantees client
confidentiality by exploiting symmetric
homomorphic encryption. The security analysis
showed that during identification, the customer's
fingerprint data is not disclosed to the cloud service
provider or the fingerprint database server [58].
Fernando Alonso-Fernandez et al. (2016) studied
the periocular research work found in the literature.
They provided a comprehensive framework that
covers various aspects, from existing databases to
algorithms for the detection of the periocular region
and characteristics for recognition. The databases
used include databases of faces and irises, as well
as new databases that specifically capture the
periocular area. Although the initial studies used
annotated data, the detection and segmentation of
the periocular region became a research objective in
itself. This research provided an overview of the
most relevant topics in periocular biometrics,
providing complete coverage of existing literature
and the current state of the art [59].

Alessandra Lumini et al. (2017) reviewed several
systems and architectures related to the
combination of  biometric, unimodal and
multimodal systems, classifying them according to
a determined taxonomy. In addition, they discussed
the problems of evaluating the biometric system,
both  performance indicators and existing

benchmarks. Provided a case study on the
combination of biometric couplers, then explain an
experimental comparison of many different pairing
approaches at the scoring level, conducted in three
very different scoring databases. The experiments
showed that the most valuable performance is
obtained through mixed approaches, based on the
merging of scores. The source code of the entire
method implemented for this research is available
for free for future comparisons [60].

Ahmed Mahfouz et al. (2017) provided a review of
active biometric authentication systems. They
presented the components and the operating process
of active authentication systems in general,
followed by a general description of the advanced
biometric behavior characteristics that were used to
develop an active authentication system and its
evaluation in smartphones. They explained the
problems, strengths and limitations associated with
each biometric behavioral trait. In addition, they
presented a comparative summary between them.
Then they explored the challenges and research
problems in this area of research [61].

Neyire Deniz Sarier (2018) described the first
generic construct for multimodal encryption based
on biometric identity when considering two
distance measures at the same time. The current
protocols for biometric Identity Based Encryption
(BIE) are designed for the superposition of sets or
for the Euclidean distance in unimodal biometry.
However, the measures of similarity for biometric
models can be very different from those considered
in the theoretical works. In fingerprint template
usually consists of a set of minutiae, and two
models are considered similar if more than a
number of minutiae in one model are close to the
minutiae separated in the other. So, the measure of
similarity must take into account both the Euclidean
distance and the adjustment difference at the same
time. Similarly, multimodal systems designed to
meet the limitations of unimodal systems may
involve two different characteristics that require
different distance measurements for each modality
[62].

Kien Nguyen et al. (2018) examined the next-
generation super resolution approaches proposed
for four main biometric modalities: face, iris,
fingerprints and gait. They addressed the problem
of super resolution in biometrics from several
different angles, including spatial and frequency
domains, single and multiple input images,
learning-based approaches and reconstruction. Also
they highlighted two special categories: the
superdomain  resolution that performs a
superresolution directly in the feature space to
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improve recognition performance and the super-
deep learning resolution that deals with the most
advanced functions. Then, they explained the
current and open research challenges and make
recommendations for the improved use of super
resolution in biometrics [63].

Marta Gomez-Barrero et al. (2018) presented an
efficient methodology to estimate the main
parameters of multi-biometric systems, based on a
statistical analysis of non-protected models. In
addition, to increase the accuracy of the audit and
the protection of confidentiality, a general approach
to a feature-protected merger is proposed. In order
to avoid biased results, the robustness of the
estimation methods is confirmed for the face, the
iris, the fingerprint and the fervor in two sets of
databases completely accessible to the public. In
addition, they showed how the weighted entity
level merger preserved the accuracy of unprotected
score level merger, while adding confidentiality
protection to the implemented system [64].

The above literatures concentrated on applying
recognition and identification using single and
multi-model biometrics, in addition of combination
of different methods using standard fingerprint
dataset. The proposed approach is concentrated on
building the fingerprint dataset and apply all the
required operation to extract the minutiae.

5. STATEMENT OF THE PROBLEM
Fingerprint recognition and identification
becomes an important field of research because it
related to multidirectional area of processing. The
main challenge in this field is how localize and
recognize certain points to identify the identical
person within minimum time. This paper try to

address an efficient approach of human
identification based on fingerprint feature
extraction.

6. METHOGOLOGY

The implemented methodology inn this paper is
divided into three main parts: dataset collection that
concentrated on fingerprint images, proposed
fingerprint recognition approach that concentrated
on the structure of the implemented system and
minutiae recognition that deals with extraction of
features from minutiae.
This approach concentrated on the traditional
fingerprint images (ink stamp) that may have many
problems during the collection procedure. So after
collection of fingerprint images, these images must
be cleaning and refining to be adequate for storing
and processing. As a test sample 10 fingerprint

images are collected from each individual (5
fingerprint image for left thumb and 5 fingerprint
image for right thumb) as shown in figure 3. Some
of these fingerprint images are used for enrollment
and others are used for verification.

6.1 Dataset Collection

This approach concentrated on the traditional
fingerprint images (ink stamp) that may have many
problems during the collection procedure. So after
collection of fingerprint images, these images must
be cleaning and refining to be adequate for storing
and processing. As a test sample 10 fingerprint
images are collected from each individual (5
fingerprint image for left thumb and 5 fingerprint
image for right thumb) as shown in figure 3. Some
of these fingerprint images are used for enrollment
and others are used for verification.

1# leftthumb 1* right thumb

2™ leftthumb 2™ right thumb

C

Figure 3 fingerprint dataset

6.2 Proposed
Approach

Fingerprint  Recognition

The proposed fingerprint recognition approach

passed into many stages starting from data
acquisition up to decision making that identify
the person. This approach consider that each
stage is important because an improvement
will introduce in each stage to achieve good
performance in the overall approach. The
proposed approach composed of the following
stages (figure 4):
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Figure 4 proposed fingerprint recognition approach

Fingerprint recognition approach has two main
phases (enrollment and verification) and each phase
consist of the following stages:

Fingerprint Acquisition: this is represented
the first stage of the overall system that can be
performed using traditional (ink stamp) method
or electronic method (scanner device). This
approach used the ink stamp in order to
illuminate and avoid any distortion appear in
this method.

Image preprocessing: this is an important
stage in this approach because this stage
prepare the image to the feature extraction
stage. This stage including, converting color
image into gray scale image, noise reduction,
fingerprint image enhancement, fingerprint
image resizing and converting gray image into
binary image.

Minutiae Localization and Recognition: this
stage is the most important stage in which it
can generate the positions of the important
features in the pattern. There are two types of
minutiae these types are ridge bifurcation
(crossing) and ending line. After preprocessing

stage, the minutiae must be enhanced in order
to localize so it is easy to catch their pattern.
The enhanced step is concentrated on the
thinning process in which the minutiae can be
find easily.

Feature Extraction: This stage is the last stage
for both enrollment and verification and it
organize number of values (features) into a
certain database. These features are used later
for decision making.

Template Matching: This stage is a decision
making operation that decide accept or reject of
the individual to the system depending on a
certain threshold.

6.3 Minutiae Recognition

As it is mentioned previously it is very important to
find and recognize the minutiae in the fingerprint
image. This operation is implemented via many
steps as shown in figure 5.

5923

Converting image into binary image step, after
getting the gray scale fingerprint image it must
be converted into binary images in which
reduce the important part (dark part) into
minimum values so it can be find that points.
Thinning step: in this step convert the
fingerprint image into narrow lines that
represents the ridge lines.

Minutiae Extraction: this step including
localize and extract the minutiae. At this step
the bifurcation well be find via the crossing
lines that represents the bifurcation finding and
the ridge line that represents the ridge end
finding.

RESULTS AND DISCUSION

According to the designed approach for
fingerprint recognition that implemented for a
certain dataset of fingerprint images in order to
recognize these fingerprints for human
identification. Figures 5 and 6 show the
implementation of the proposed approach on
different types of fingerprint images. Figure 5
shows original image, binary image, thinned
image and minutiae image that applied on first
left thumb image. The final step of this figure
demonstrates the drawing of fingerprint
minutiae that realize each part of fingerprint.
Figure 6 shows original image, binary image,
thinned image and minutiae image that applied
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on first right thumb image. The final step of
this figure demonstrates the drawing of
fingerprint minutiae that realize each part of
fingerprint.

Original Image Left Thumb Binary Image

(W9
SoEel s
O _":,: [= w
:?:- 0 =
e S T
(LI d
- E'-‘%‘l-f_\. _"
b
T

Thinned Image Minutize Image

Figure 5 first left thumb

---------

Criginal Image Right Thumb Binary Image

Thinned Image Minutise Image

Figure 6 first right thumb

The implemented approach leading to significant
results, these results is concerned with the last step
of the minutiae operation. The obtained minutiae
images are obtained from different types of
fingerprints. These fingerprint images are
concerned with left and right thumbs. To compare
these images, many parameters are measured:

e PSNR is the peak signal to noise ratio in
decibels (dB). The PSNR is only meaningful
for data encoded in terms of bits per sample, or
bits per pixel. For example, an image with 8
bits per pixel contains integers from 0 to 255.

e MSE is the mean square error that represents
the squared norm of the difference between the
data and the approximation divided by the
number of elements.

e MAXERROR is the maximum absolute
squared deviation of the data, from the
approximation.

e RATIO is the ratio of the squared normalizing
of the signal or image approximation to the
input signal or image.

Table 1 demonstrate five sets of comparisons
between PSNR, MSE, MAXERROR and RATIO.
For example, L11 represents the first left thumb,
L21 represents the second left thumb, L31
represents the third left thumb, L41 represents the
fourth left thumb and L51 represents the fifth left
thumb. In order to check all the five thumbs with
each other, it is better to make cross comparison.
The measured values of the indicated parameters
are including in the final results excluding that
values for the same identity. PSNR in table 1
indicates their values with in the average of 5.9051,
so this value is near to that values in the table. On
other hand the overall mean values of MSE is
1.6719¢+04 that is near to most of the measured
MSE. The expected ratio of the square normalized
image to the original image is about 1 but the
obtained result is 1.0155 which is so near to most of
the measured values. This ratio is demonstrated in
figure 7 in which there is a very small variations in
these values.

Table 1 values of PSNR, MSE, MAXERROR and
RATIO
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Ref. Thumb Test Thumb PSNR MSE MAXERROR | RATIO
L11 L11 Inf. 0 0 1
L11 L21 5.4850 1.8390e+04 255 0.8930
L11 L31 6.0124 1.6287e+04 255 0.8547
L11 L41 5.4520 1.8530e+04 255 0.8869
L11 L51 5.9475 1.6532e+04 255 0.8423
Average 5.7242 1.7435e+04 255 0.8954
L21 L11 5.4850 1.8390e+04 255 1.2610
L21 L21 Inf. 0 0 1
L21 L31 6.0922 1.5990e+04 255 1.0777
L21 L41 6.1521 1.5771e+04 255 0.9923
L21 L51 5.9223 1.6628e+04 255 1.0621
Average 5.9129 1.6695e+04 255 1.0786
L31 L11 6.0124 1.6287e+04 255 1.1700
L31 L21 6.0922 1.5990e+04 255 0.9279
L31 L31 Inf. 0 0 1
L31 L41 5.9332 1.6587e+04 255 0.9207
L31 L51 6.1020 1.5954e+04 255 0.9855
Average 6.0350 1.6205e+04 255 1.0008
L41 L11 5.4520 1.8530e+04 255 1.2708
L41 L21 6.1521 1.5771e+04 255 1.0078
L41 L31 5.9332 1.6587e+04 255 1.0861
L41 L41 Inf. 0 0 1
L41 L51 5.9519 1.6515e+04 255 1.0703
Average 5.8723 1.6851e+04 255 1.0870
L51 L11 5.9475 1.6532e+04 255 1.1873
L51 L21 5.9223 1.6628e+04 255 0.9416
L51 L31 6.1020 1.5954e+04 255 1.0147
L51 L41 5.9519 1.6515e+04 255 0.9343
L51 L51 Inf. 0 0 1
Average 5.9809 1.6407e+04 255 1.0156
Ratio of the square normalized image to the input image
1.5
1
0
RATIO
WL110111 mL11021 m11031 W11 141 mL11L51 mAverage

W1210111 mL21121 WL21131 WL21141 mL21151 W Average

31111 m131121 mL31131 mL31L41 mL31L51 mAverage

H141111 mL41 121 mL41131 mL41141 mL41 151 mAverage

L5111 ®m 51121 ®L51131 © L51L41 mL51L51 m Average

Figure 7 the ratio of the square normalized image to the

input image
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8. CONCLUSIONS

As it is mentioned previously there are very huge
applications of human biometrics. On the other
hand there is a strong relationship between
biometrics human biometrics and security. Many
researchers applied different biometric
characteristics as human identification. This using
fingerprint biometric in a simple procedure to
recognize specific features to be used for human
identification. = The  implemented  approach
concentrated on thinning and recognizing the
minutiae via many steps to generate certain features
that used later for human identification. This
approach measured many parameters such as
PSNR, MSE, MAXERROR and RATIO that can be
used for comparing of different fingerprint images.
The obtained similarity ratio is approximately 90%
according to the required threshold. The minutiae
localization leading more powerful issue to the
recognition process. The obtained result leading to
significant finding in which indicated a good
decision can be taken according to the similarity of
the tested fingerprint images.
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