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ABSTRACT 

 
The widespread popularity of the Internet and the fast developments in computer technologies influence the 
expansion of electronic data exchange and digital communications. Consequently, digital audio 
communication is used in daily life activities such as banking, commerce, e-learning, military, education 
and politics. As a result, a huge amount of critical audio data is exchanged everyday over shared and open 
networks. In consequence of the rapid growth of data communications and digital audio, the issue of 
providing a high level of audio security becomes a foremost importance. Chaotic maps have been used 
recently in cryptography for large scale data encryption such as text, image, video and audio data, due to 
their strong properties such as sensitivity to changes in system control parameters and initial conditions, 
pseudo-randomness and aperiodicity.   This paper has been presented a chaos-based audio confusion and 
diffusion system. A symmetric block audio encryption approach have been introduced, which is based on 
substitution and shuffling using chaotic logistic map with 3D-matrix. The confusion process is done by 
searches for positions of the audio symbols in 3D-matrix which is generated by chaotic logistic map 
system. Then, these symbols are replaced accordingly. Then the shuffle mechanism is done to the positions 
of the matrix depending upon the system key. Moreover, the resulting confused audio are prepared to 
diffusion mechanism which is achieved by the exclusive-or operation between random value and chaotic 
logistic map array. So, all of the cipher audio will get affected even if only one-bit of audio sample have 
been changed. The control parameters and initial conditions are extracted from the encrypted key, so the 
system is key sensitive. Further, Parity added to ensure integrity. Information theory of Shannon entropy 
test, NIST tests and security analysis show that the suggested scheme is secure and can be used in audio 
encryption. 

Keywords: Logistic Map, Chaotic Systems, Confusion, Diffusion, Block Cipher, 3D-Matrix, Shuffle, 
Encryption. 

 
1. INTRODUCTION  
 

One of the most considerable needs of our 
world is a safe communication. Many studies on 
encrypt data types like text, images, audios and 
videos have been achieved in order to meet such 
need. The general goal of audio encryption is to 
inhibit the possession of data by undesired people. 
Nowadays, conversations in any place can easily be 
supervised with help of some certain technological 
devices. So, it has become a necessity to take many 
security reservations to protect such information. 
Although many encryption systems appear, it is 
generally accepted that they can still be decrypt the 
encrypted data with some techniques and in a 
certain amount of time. Therefore, complexity and 
other factors of algorithms used during encryption 
have become important in encryption process [13]. 
Also, traditional encryption algorithms are efficient 

in the texts only, they cannot be used as a security 
algorithms for a sensitive audio data because of the 
high redundancy and huge capacity of the audio 
data, thus, audio data needs strong cryptosystem 
algorithms before transmission. Therefore, 
producing efficient techniques of audio encryption 
that produce high security level are new challenges 
[6], [9-11]. 

Recently, number of encryption algorithms 
using chaotic systems has start increasing. Chaotic 
systems have become more public in encryption 
because they can successfully maintain security by 
achieving diffusion and confusion mechanisms 
through providing complexity and sensitivity to 
initial conditions [13]. 

Chaos systems are used in cryptography 
due to their sensitivity on control parameters and 
initial conditions, pseudorandom property, no 
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periodicity, etc. Almost all of its properties fulfill 
the demands of cryptography (e.g. diffusion, 
confusion, etc.), Therefore, chaotic systems can 
provide a secure and fast means for data 
transmission over a rapid communication channel 
(e.g. the broadband internet communication) [11]. 

In 1998, a new symmetric block 
encryption In 1998, a new symmetric block 
encryption scheme was proposed by J. Fridrich [1] 
with 2-D chaotic map on a square or on a torus, this 
approach consist of three steps: the first step 
introduce parameters to generate the chaotic map 
system, the second step discretize the chaotic as a 
points of finite lattice that represent pixels and the 
last step extend the discretized chaotic map to 3D 
matrix with a simple diffusion mechanism. In 2004, 
a new system was proposed by G. Chen et al. [2], 
the position of image pixels is shuffled using 3D 
chaotic cat map, and then the relation between the 
cipher-image and original plain-image was 
confused by another chaotic map. In 2009, Patidar 
et al. [3] proposed a new system of lossless 
symmetric encryption based on the substitution and 
diffusion mechanisms which are employed chaotic 
standard and chaotic logistic maps. The number of 
iterations and the parameter of the chaotic map with 
the initial condition together compose the secret 
key of the algorithm. In 2010, Pareek et al. [5] 
produced a block cipher based on chaotic logistic 
and henon map, with a secret key. In this system, 
confusion and diffusion are accomplished with 
assistance of secret key (which depend on 
permutation boxes) and chain block ciphering. In 
2011, Kanso et al. [4] suggested encryption system 
based on 3-dimentional chaotic map that can 
overcomes attacks. The system based on three 
phases to produce a strong and efficient encryption 
system comprising confusion and diffusion 
characteristics. In 2015, Elshamy et al. [6] 
presented cryptosystem based on a combination 
between chaotic map and optical encryption. The 
paper uses two security phases: chaotic system 
based on either cat or baker map and optical 
encryption with double random phase encoding 
(DRPE), respectively. In 2017, kumur et al. [7] 
proposed a new encryption algorithm based on 
confusion, diffusion and shuffling mechanisms. The 
algorithm uses 3D matrix, which it is generated 
using chaotic dynamical system with dependence 
on the key.  

The paper structured is organized as 
follows: section 2 presents a general discussion of 
chaotic systems and logistic map while section 3 
produces the proposed encryption algorithms with 

details of the 3D-matrix, shuffling engine and 
others whereas section 4 discusses the security 
analysis and results with a comparison with other 
works. Finally, section 5 summarizes the essential 
conclusions of the paper. 

 

2. CHAOTIC SYSTEM 
 

Chaotic system is any nonlinear 
deterministic and dynamic system that produce 
pseudo-random behavior. The chaotic systems 
output depends on initial conditions, and control 
parameters. i.e., different parameter or/and various 
initial conditions values produce various outputs. 
Chaotic systems are used in applications of 
cryptography and pseudorandom number 
generators due to their sensitivity to control 
parameter and initial conditions and their random-
like behavior. As a result of these special 
properties, chaotic systems are able to achieve the 
cryptographic characteristics like disorder, 
confusion and diffusion [6]. 

Chaotic systems structure are highly 
complex, therefore, predict and analyze are 
difficult. Chaotic map with its different types have 
been used by researchers, and one of the most well-
known among these maps is the logistic map [18-
21]. The still existing systems of security which 
used chaotic maps can be divided into two different 
types: diffusion and permutation. In the 
permutation, samples of audio file locations in the 
plain audio are manipulated through chaotic system 
sequences or certain array transformations. The 
permutation algorithm shows a good encryption 
effect without altering samples values, therefore, 
the histograms of the encrypted and plain audio are 
similar of each other. As a result, the security of 
thus algorithms can be broken by statistical 
analysis. In the diffusion stage, the samples values 
of the plain audio are altered by chaotic system 
sequences. Diffusion may produce higher security 
than permutation, but encryption influence is poor, 
therefore, several researchers have gathered 
permutation and diffusion to increase encryption 
influence and secrecy. A one dimension chaotic 
map is used in audio encryption algorithms. But a 
single chaotic map may result in a low security and 
small key space [22], [24]. As a result, more than 
one dimensional chaotic systems are currently used 
by recent researches [23], [25], [27], [29]. The 
cipher audio of the encryption algorithm with a 3D 
map offer better balance and influence than that 
with a 2D map. The 3D also gives an avalanche 
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effect. Moreover, 3D systems provide good security 
against cryptanalytic attacks [24-25], [28]. 
Therefore, in the current study, 3D logistic chaotic 
map are applied for the proposed algorithm. 

 

2.1 Logistic Map 
 

Logistic Map is a quite commonly used in 
chaotic system. Figure 1 displays bifurcation 

diagram that shows at which intervals logistic map 
enters chaos. Parameter (r) was examined between 
0 and 4 values. Bifurcation diagram in Figure 1 
shows that the control parameter (r) value must be 
chosen between 3.5699 and 4 so that the system can 
enter chaos (also see Figure 2). Otherwise, the 
system will not enter chaos and thus chaotic 
encryption will not be possible [8]. 
 

 

Figure 1 : Logistic Map System Become More Chaotic in Nature When the Control Parameter (r) Become Closer to 4. 

 

 
Figure 2 : Plot showing the histogram of values generated by the Logistic map with respect to different values of 

control parameter r. It is noticeable here that while the value of control parameter r is equal to or greater than 3.9999, 
the distribution is more uniform as compared to lower values of r. One can also notice the histogram of PRNG using 

MATLAB which is uniform as that of the logistic maps. 
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The logistic map is defined as following equation: 
[7], [12-13]: 
 

                   (1) 
 

3. PROPOSED SYSTEM 
 

In this paper, encryption algorithm for 
audio file has been proposed by achieving 
confusion and diffusion based on a 3D-matrix 
chaotic map. The sequence of such systems 
depends on the sensitivity to the control parameters 
and initial conditions, i.e. the close starting points 
spread quickly and become un-related soon. Chaos 
match the Shannon requirements of diffusion and 
confusion. According to Shannon, confusion means 
that every bit on the cipher-text should depend on 
many parts of the key, concealing the relation 
between the two and make it as complex as possible 
and diffusion means that if only one bit (digit) of 
the plain file have been changed, statistically, half 
of the cipher should change, and vice versa, 
therefore, making the analysis so difficult. In the 
proposed method, substitution using 3D-matrix has 
achieved to produce the confusion, and then the 
diffusion process produced by applying exclusive-
OR (XOR) to the confused plain audio with an 
initial value and then making a chaining cipher, i.e. 
if one bit of the plain audio or of the initial value 
changed, then all the cipher audio will be change. 

 

3.1 Key and parameters generations 
 

The proposed algorithm is key sensitive, 
i.e. if one bit of the key changed, all the cipher-
audio will be changed because the key is used in all 
stages of the algorithm (e.g. 3D-matrix generation 
and shuffling engine). This adds robustness to the 
algorithm and make brute force difficult. The key 
of the proposed algorithm consist of 16-byte, sub-
keys calculated from the key, each consist of 1 byte 
and their values range between 1 and 128. The sub-
keys are used to calculate parameters and initial 
conditions of the algorithm. The sub-keys generated 
from the original key as follows: 

 

                  (2)  
 
Where  ranges from 0 to 15. 

Now, parameters of the algorithm are 
generated, they are consist of logistic map 

conditions, scaling factors, selection condition of 
matrix size and iteration parameter required to 
generate matrix. 
 Logistic map initial conditions computed 
as follows: 
 

       (3) 
 

       (4) 
 

     (5) 
 

Note that the length of arrays x1, x2 and 
x3 is equal to the wave data length. 
 Iteration of chaotic map first matrix 
generation are as follows: 
 

                            (6) 
 

Scaling factors are computed as following 
equations: 
 

                 (7) 
 

                    (8) 
 

                   (9) 
 

Logistic map initial parameters used in 
matrix selection generated as follow: 
 

                     (10) 
 

  

(11) 
 
 
3.2 3D-Matrix 
 
3.2.1 3D-Matrix properties 
 

A 3D-matrix produced to replace the 
information by achieving shuffling mechanism of 
the element of matrix. The matrix shaped as a cubic 
as shown in Figure 3. Because of the audio file data 
ranges between (0-255) and to hold all of these data 
elements, the matrix would contain 256 position. 
The dimensions of the matrix would be one of the 
following: (8 x 8 x 4) or (8 x 4 x 8) or (4 x 8 x 8) 
sided 3D-matrix with 256 cells forms a perfect 
cubic. Audio file elements can now be positioned in 
as many as 256! ways. 
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Figure 3 : A (8 x 8 x 4) sided matrix with indexes (i,j,k), 

the matrix shows the positions of different element before 
and after shuffling of element. (a) The position of 128 is 
(2,8,4). (b) The position of 128 after shuffling is (2,2,1). 

 
3.2.2 3D matrix generation 
 

The 3D-matrix can be names the core of 
the proposed encryption algorithm model which it 
is used to perform substitution and permutation. 
The matrix generated by using chaotic 
characteristics. The chaotic robustness due to its 
properties of strong random behavior and 
sensitivity on control parameters and initial 
conditions both derived from the key. 

The matrix uses a logistic map which 
provide a series of random real numbers with 
interval 0 to 1. The equation of logistic map is 
defined in equation 1. The (ir) parameter produce 
the minimum number of iteration and it is 
calculated from the key. 

After generating the series of logistic map, 
the output is now scaled up by the scaling factor s1, 
and then convert the scaled series into integer 
values as follows: 
   

                       (12) 
 

where x(n) is the output of the logistic map 
and y(n) is the final integer output series. 

The 3D-matrix M generated by removing 
repeated values from array Y, and then convert Y to 
3D-matrix. Note that the length of array M is 256. 
The function generates numbers between 0 and 255 
randomly. As the audio file data lies between 0 and 
255. 
 
3.3 Shuffling Engine 
 

The shuffling engine rearrange matrix data 
and produce a new combination of the elements of 
matrix, the shuffling engine ruled by two arrays 

which are generated by separate dynamical chaotic 
system. The two arrays used to shuffle the element 
of the 3D-matrrix and they are generated by using 
logistic map equation with two initial conditions x2 
and x3 which are derived from the key. The two 
arrays which produce the dynamical system are 
contain 270 elements (for each array), the final 
value of previous iteration turns into initial values 
of the current iteration. A number is generated at 
each iteration, then the number scaled up by a 
scaling factor s2 for the first array and s3 for the 
second array and later converted the arrays into 
integers. The scaling factors are also generated 
from the key to make the system more key 
sensitive. 

The arrays of dynamical chaotic system 
are generate by the following equations: 
First array generation: 
 
                                    (13) 
 

             (14) 
 
Second array generation: 
 
                                    (15) 
 

            (16) 
 
 
 Shuffling Engine Steps: 
 
Step 1: convert 3D-matrix to 1 dimension array.  
Step 2: select element from array1 (array1[i]), treat 

it as an index of array M, and select the 
element of array M at that position. 

Step 3: substitute the element of matrix M at that 
location with the index indicated by (array 
2[i]).  

Step 4: repeat steps (3 & 4) 256 times, the result is 
shuffled M matrix. 

Step 5: finally, the array M rearranged again as 3D-
matrix with one of the possible dimensions.  

 
Figure 4 illustrate the shuffling steps as 

below. 
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Figure 4: Shuffling of Matrix Containing Only 6 
Elements, the Figure Shows the Matrix Before and After 

the Shuffle. 
 
3.4 The Proposed Encryption System: 
 

The proposed encryption algorithm of 
audio file data is consist of 2 parts: confusion and 
diffusion. The confusion is implemented by 
shuffling of the 3D-matrix, so producing different 
symbols for different position and different position 
for different symbols. The diffusion mechanism is 
achieved by applying Exclusive-OR (XOR) 
operation to the data with initial random value 
(IRV). The diffusion spreads any change in only 
one bit of the data to the all of cipher-audio, so the 
sensitivity increased. 
 
3.4.1 Confusion stage 
 

The confusion mechanism steps are 
achieved as follows: 
Step 1: generate two arrays of logistic maps with 

initial parameters x1 and x3 and scaling 
factors s2 and s3. Use these two arrays to 
shuffle the plain-audio data by shuffling 
mechanism. 

Step 2: arrange the shuffled plain-audio data as 
blocks of 10 elements each and add 
padding if necessary. 

 
 
     If (Size of plain-audio data) mod 10  0                          

padding zeros to plain-audio data 
 
     If (Size of plain-audio data) mod 10 = 0                           

no padding 
 

Step 3: initial array of 3D-matrix is generated 
using different parameter of logistic map. 

Step 4: the dimension of the matrix M are 
calculated depending on the parameter 
(m) and matrix M is arranged 
accordingly. 

 
 
m = 1 or 4 or 7                    dimension = 4  8 8 
 
m = 2 or 5 or 8                    dimension = 8  4 8 
 
m = 3 or 6 or 9                    dimension = 8 8  4 
 
  
Step 5: loop for all blocks of the shuffled plain-

audio data, each symbol of current block 
is searched in 3D-matrix. Replace the 
value of each element by corresponding 
positions (coordinates) which are noted 
as number of 3 digits (expressly from 111 
to (884 or 848 or 488) according to 
matrix dimensions). 

Step 6: matrix M is now shuffled according to 
parameters derived earlier. For each 
block of data, steps (5, 6 and 7) are 
repeated until all the blocks are 
processed. 

Step 7: calculate even or odd parity bit of each 
symbol in the block, concatenate each 
parity bit of all the block symbols to 
produce binary string of 10 bits, convert 
the string to equivalent decimal number 
and close it at the end of the block (i.e. 
the block size will be 11 instead of 10). 

Step 8: now the blocks of data are returned as 
array of one dimension. 

Step 9: the values of the array now are range 
between 111 and 884, 848 or 488 
(according to 3D-matrix dimensions), and 
the parity element values range between 0 
and 1023 (because it consist of 10 bits), 
to convert these values to 0-255 (audio 
data range), take every 10 least 
significant bit (LSB) of each element by 
remove left zeros padding, and then put 
each 8 bit on a byte array consequently, i. 
e. first 8 bits of the first element of 
confused array will be the  first element 
of byte array, bits (9-10) of the first 
element and bits (1-6) of the second 
element of confused array will generate 
the second element of the byte array, and 
so on all the rest of the values. 
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3.4.2 Diffusion stage 
 

After finishing confusion steps, diffusion 
mechanism is achieved by applying XOR operation 
as follows: 
 

 
       (17) 

                                                  (18) 
 
 

Where IRV is Initial Random Value, 
Array[i] is the current audio samples and LMA is 
Logistic Map Array composed by the logistic map 
equation with initial value  and scaled by a 
scaling factor . 
 
 
3.5. Decryption of the Proposed System 
 

Detailed procedure to recover the original 
audio data is explained in this section, the 
decryption procedure is exactly the reverse of 
encryption procedure. The same initial parameters 
and initial conditions are derived from the secrete 
key. The reverse of the diffusion mechanism is 
done with same logistic map parameters and then 
the audio data are rearranged as blocks of 11 
symbols, now calculating the parity bits to 
verifying if the received data are exactly as the sent 
data and not tempered during transmission. If parity 
bit error appears, then the block which contain the 
error is discarded and may be request for 
retransmission. Matrix M has to be generate by 
following same procedure as used in encryption 
with same parameters. Then, the data is recovered 
from the respective positions of the matrix. Finally, 
shuffling of matrix with same order as used in the 
encryption process produces the original audio data.  
 
4. SECURITY ANALYSIS 
 

An efficient encryption system ought to be 
strong enough against all existing attacks (e.g. brute 
force and statistical attacks) [4]. This section 
discusses the high security degree of the proposed 
cryptosystem by exhibiting its functionality on the 
authority of a number of security analyzes such as 
key space analysis, plaintext sensitivity, 
information theory entropy and NIST tests. 
 
 

4.1 Key Space Analysis 
 

A good audio encryption algorithm should 
be sensitive to the cipher keys, and the key space 
should be large enough to make brute-force attacks 
infeasible. For the proposed encryption system, the 
key space analysis have been carefully studied and 
can be summarized as follows: 
 
4.1.1 Key sensitivity analysis 
 

A major feature for a good crypto-system 
is an extreme key sensitivity which ensure the 
security of the crypto-system across the brute-force 
attack in a measure. Key sensitivity of any crypto-
system can be detected in two various ways: Firstly, 
the cipher audio generated by any crypto-system 
should be very sensitive to the key, for example, if 
two a bit different secret keys have been used to 
encrypt same original plain-audio then the two 
generated cipher-audio produced ought to be 
completely disconnected to each other. Secondly, 
the cipher audio cannot be decrypted correctly even 
if there is just a bit variation among encryption and 
decryption secret keys. In the proposed encryption 
algorithm, cipher audio depended on each bit of the 
key, this dependency achieved by the derivation of 
the initial conditions and control parameters from 
that key, the key sensitivity showed in Figures 5 
and 6. Figure 5 shows different cipher audio of 
same plain audio encrypted with two keys differ 
from each other in only one bit and Figure 6 also 
shows that if we change only one bit of the key, 
then the resulting decrypted audio is extremely 
different from the original plain-audio. 
 

 
Figure 5: Different Encryption Process Of Same File 

Audio With Two Keys Differ From Each Other In Only 
One Bit, (a) Shows Original Wave Audio File Before 

Encryption and (b,c) Shows The Same Wave File 
Encrypted With The Two Keys. 
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Figure 6: Plot of Waveform Decrypted With a Key Differ 

In Only One Bit from the Original Key 
(a) Original Waveform Plot 

(b) Plot of Waveform Decrypted With a Key Differ 
In Only One Bit from the Original Key 

(c) Plot of Waveform Decrypted With a Key Differ 
In Only One Bit From the Original Key on Another 

Position From (b). 
 
4.1.2 Exhaustive key search 

 
The brute-force attack has the capability of 
attacking against existing types of encryption, with 
variant levels of success. In this kind of attack, the 
attackers have compromised the secret key and 
cipher audio as well, and they try to check each 
distinct secret key automatically with a help of a 
computer which is quick to search for the exact key 
faster. The brute-force attack basically starts with 
one digit secret key, and then goes to two-digit 
secret key going on until the end of secret key. In 
order to withstand against this kind of attacks, the 
secret key space should be totally large [31]. The 
secret key space of the proposed system is . 
Thus, the proposed encryption system has a large 
enough key space to withstand against all kinds of 
brute-force attacks.  
 
4.2  Plaintext Sensitivity 
 
  With a view to deal with different attacks 
such differential analysis (chosen plaintext attack), 
when a little change of plain-audio happens, cipher-
audio should extremely changes, so that the 

attacker cannot obtain any meaningful connection 
between the plain-audio and cipher-audio. 
Therefore; the proposed method dealt with this kind 
of attack and tried to make it infeasible by making 
the chaining series of plaintext at the diffusion 
stage. As a result, all the resulting cipher will be 
changed even if only one bit of the original audio 
data had been changed. Also, the effectiveness of 
the IRV value which change with every run time, 
thus the resulting cipher audio will be different 
every execution time even if the same plain audio 
and secrete key have been used, i.e. the chosen 
plaintext attack will be infeasible. Figure 7 shows 
different execution process for same audio file. The 
figure indicates that for each encryption process, 
the resulting cipher-audio will be different. 
 

 
Figure 7: Different Encryption Process for Same FIle 
Audio With Same Encryption Key, (a) Shows Original 

Wave Audio File Before Encryption and (b,c,d) Show The 
Same Wave File Encrypted With Same Key Different 

Times. 
 
 
4.3 Entropy of Encrypted Audio 
 

The entropy is regarded as one of the most 
essential property of randomness and it is a 
significant measure in information theory, 
information entropy refers to the amount of chaos 
of a system. The cipher data should be confused 
sufficient to protect against the statistical analysis 
attack. Here, information entropy can be used to 
compute, the more confusing the cipher data is the 
more the entropy is 8 [71]. The first order 
information entropy can be calculated by the 
following equation [7]: 
 

                     (19) 
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Moreover, the second order Information Entropy 

can by calculated as follows [31]: 

  
 (20) 

 

where  denotes the probability of the symbol 
 being released from s. Table 1 shows first and 

second entropy order of the proposed crypto-
system.

Table 1 Entropy for Proposed Encryption Algorithm 

File 
name 

Audio 
data 
size 

(byte) 

Sample 
rate 

(Sample/ 
Second) 

First order 
entropy value 

before proposed 
encryption 

Second order 
entropy value  

before proposed 
encryption 

First order 
entropy value 
after proposed 

encryption 

Second order 
entropy value 
after proposed 

encryption 

Noise 14439 22050 6.1100 12.2032 7.9861 15.9634 

Water 2 35222 8000 6.1691 12.3365 7.9943 15.9855 

Water 48513 22050 6.1638 12.3247 7.9961 15.9898 

Helicopter 68598 11025 5.3864 10.7152 7.9967 15.9916 

Region 96979 11025 5.4982 10.9656 7.9983 15.9953 

 
4.4 Randomness Tests 
 

Randomness characters are essential 
requirements for an efficient cryptosystem, The 
NIST Test Suite is an arithmetical package 
containing many tests that were established to 
assess the randomness of (randomly long) binary 
series formed by either hardware or software based 
cryptographic pseudorandom number generators or 
random. These evaluations emphasize a range of 
various kinds of non-randomness that could exist in 
a series [30], the proposed method had been tested 
by the NIST three important tests (frequency test, 
block test and runs within a block test). The 
average value of these tests for 30 audio samples is 
shown in Table 2 as bellow: 
 

Table 2: NIST Tests Results of the Proposed System 
Test name P-value 

Frequency 0.6515 

Block 0.4985 

Runs 0.6147 
 

Note that the Pass-value (P-value) of the 
three NIST statistical tests above must have value 
>= 0.01, Otherwise the conclusion is that the series 
is not random. From Table 2, it is obvious that the 
proposed algorithm has highly random behavior. 
 
 

 
4.5 Chaos Effect (Encryption Effect Analysis)  
 

It is important to know that for each 
element of data there is a combination of 256! ways 
of 3D-matrix positions, this huge combination with 
sensitivity to initial conditions and parameters of 
the chaotic systems makes the brute force attacks 
infeasible. 
 
4.6 Comparison with Other Works 
 

The proposed system improved the 
performance of the algorithm reported in [7]; the 
proposed scheme had been extended the 3D matrix 
length. In [7], the 3D matrix length is composed of 
96 elements, whereas the same matrix in the 
proposed system has 256 elements. Besides, the 3D 
matrix dimensions of [7] either 4  4  6 or  4  6  
4 or 6  4  4, while the dimensions of the proposed 3D 
matrix could be 4  8 8, 8  4 8 or 8 8  4. Thus, 
the proposed cryptosystem improved the security of 
the system by the expansion of the 3D matrix. 
Therefore, the system made almost all the existing 
attacks more difficult. In addition, the diffusion 
stage algorithm of the proposed system is different 
compared to the diffusion stage algorithm in [7]. 

Furthermore, this section shows a 
comparison with others encryption algorithms [14-
18] with first order entropy, which are shown in 
Table 3, note that the best result is illustrated by a 
bold font. 
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Table 3: First Order Entropy Comparison between 
Proposed Algorithm and Many Other Works 

References First order entropy 
Ref. 14 7.9874 
Ref. 15 7.9974 
Ref. 16 7.9971 
Ref. 17 7.9971 
Ref. 18 7.9024 
Proposed 7.9983 

 
5. CONCLUSION AND FUTURE WORK 
 

Audio security is involved with ensuring 
secrecy, accessibility, reliability, and confidentially 
of audio data. The essential goal of audio security is 
to keep audio systems away from unauthorized 
access, alteration, annihilation and disruption. This 
paper has been suggested a new encryption system 
based chaotic logistic map system. The proposed 
algorithm composed of two stages: confusion and 
diffusion stages. At confusion stage, logistic map is 
used in order to shuffle the audio samples. Also, 3D 
logistic map matrix is utilized by the shuffling 
engine in order to confuse the samples for each 
block of data. The dimensions of the 3D matrix are 
variable and they are depending on an initial 
condition. At diffusion stage, an XOR operation is 
made between random values with current and 
previous values of audio sample as well as the 
logistic map array. All the parameters and initial 
conditions of the proposed scheme are derived from 
the secrete key, thus making the system key 
sensitive. The security analysis reported in section 
4 shows the high randomness and robustness of the 
proposed system. Also the results show that the 
system can overcomes many existing attacks. One 
of the essential future recommendations is to speed 
up the system through applying parallel 
programming with an intention to reduce the 
execution time.  
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