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ABSTRACT 
 
Security requirements are important in developing secure software development. Objectives: This study 
plans to identify properties of security requirements for developing secure software as well as to analyse the 
existing works for requirements validation. The gaps and limitations of each approach was discussed in this 
study. Method: A systematic literature review is conducted to identify and analyse related literature on 
elicitation of security requirements for developing secure software. Findings: There are four results: (1) the 
security properties highly considered for developing secure software are “Confidentiality”, “Integrity” 
“Identification & Authentication”, and “Availability”; (2) the approaches in validating security requirements 
are controlled user experiments, tools and manual checklist; (3) the security references used are the NIST,  
the Common Criteria and the  ISO/IEC; and (4) security requirements template and consistency checking. 
Finally, the gaps and limitations of the existing works were also discussed. Conclusion: The primary 
challenge of security requirements during elicitation is to write the correct security requirements and 
validating the consistency of security requirements. As such, requirements engineers should consider the 
challenges posed by security requirements in eliciting and validating security requirements. 

 
Keywords: Security Requirements, Consistency Management, Security Requirements Validation, Security 

Requirement Engineering, Secure Software 
 
1. INTRODUCTION 

 
 Building secure software is becoming essential 
considering security is a crucial aspect of software in 
today’s world. In the last decade, software system 
security has become an increasingly growing 
concern due to the large number of incidents and 
attacks targeting software systems. Attackers exploit 
software vulnerabilities and cause threats to the 
systems such as stealing sensitive information and 
manipulating data, resulting in denial of service [1]. 
According to [2], the US National Institute of 
Standards and Technology (NIST) estimates that the 
US economy loses $60 billion each year in costs 
associated with developing and distributing software 
patches and reinstalling systems that have been 
infected, as well as costs from the loss of 
productivity due to computer malware and other 
problems enabled by software errors.   
  

Security requirements is defined as a system 
specification of its required security, such as the 
specification towards types and levels of protection 
necessary for the data, information, and application 
of the systems. The examples of security 
requirements are authentication requirements, 
authorization requirements, intrusion detection 
requirements, and others [6]. Security requirements 
are likewise separated into two sections which are 
the functional and non-functional requirements.  

 
Capturing accurate functional security 

requirements is important for the development of 
secure software. It needs to be accurately defined 
because poor elicited functional security 
requirements could cause failure to the development 
and consume higher cost [7]. Furthermore, 
inaccurate functional security requirements could 
lead to incorrect generation of non-functional 
security requirements. In addition, the process of 
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eliciting security requirements is complicated and 
requires the requirement engineers to have security 
experience in the process of eliciting consistent 
security requirements for the clients-stakeholders. 
   

Drawn from the above mentioned scenario, we 
believe that it is important to have a mean that could 
elicit and validate security requirements at the early 
stage of the  secure software development. Yet,  a 
proper elicitation mechanism of security 
requirements elicitation is found to be lacking 
especially in writing consistent security requirement. 

 
Motivations from these constraints, this study 

presents a Systematic Literature Review (SLR) that 
provides two findings: 1)  reveals the most needed 
properties of security requirements for software 
development and the validation method used. 2) 
identification of the gaps and limitations of the 
current approach for security requirements 
elicitation and consistency validation. 

 
This paper is organized in six sections. After this 

section, Section 2 will explained the reviewing 
method activities that addresses our research 
questions. Then, in Section 3, the review result is 
being discussed. The overall findings for each 
research questions are presented in Section 4. Next, 
the limitations of this study is explained in Section 
5. Finally, the conclusion and the future works of this 
study is presented in Section 6.   

 
2. REVIEW METHOD 

 
This study used the SLR method proposed by [9]. 

This SLR consists of three main activities, which are 
firstly the Planning Phase that consists of the Review 
Method activities. Secondly, the Conducting phase 
that involved the execution of reviewing activities 
and finally the Reporting review result phase. Figure 
1 summarizes the activities carried out within the 
three steps. The following are the description of the 
tasks performed in each phase.   

 

Figure 1: The three phases in systematic literature 
review 

 

2.1 Planning The Review 
2.1.1 Research questions 

Research questions (RQ) were specified to keep 
the review focused. Table 1 shows the use of PICOC 
[10] for the structuring of the research questions. 

 
Table 1: Summary of PICOC 

 
 

In planning phase, we designed the following 
questions in Table 2 for data extractions. As overall, 
this SLR was conducted to address two main 
objectives. Firstly, is to identify the essential security 
requirements properties for secure software 
development. Secondly, is to identify the gaps and 
limitations of existing techniques and approaches 
used for validating the consistency of security 
requirements. 
 

Table 2: Research Questions 
ID Research 

Question 
Motivation 

RQ1 1.1 What are the 
security properties 
considered for 
developing secure 
software? 

Identify the security 
properties considered for 
developing secure 
software. 

 1.2 What are the 
approaches used to 
validate security 
requirements? 

Identify the existing 
approaches used in security 
requirement validation.  

RQ2 2.1 What are 
security references 
used as guidance for 
secure 
development? 

Identify the existing 
security references used in 
secure development. 

 2.2 What are the 
existing work in 
secure requirements 
template which 
includes consistency 
checking? 

Identify the existing 
security template including 
consistency checking used 
for secure development. 

 
2.1.2 Review protocol formulation and validation  

The goal of this review was to thoroughly 
reviewing the existing literatures on validating the 
consistency of security requirements. Next, we 
specifies our review protocol for the selection of 
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source, selection procedure, quality assessment 
checklist and strategy for data extraction. 
 
2.1.2.1 Selection of source 

After finalising the research questions, we 
conducted the search process. The related digital 
databases with our study is shown in Table 3. 

 
Table 3: Digital Database Library 

 
 
2.1.2.2 Procedure of study selection  

The selection process following steps in Figure 2 
was conducted systematically. 

 

 
Figure 2: Selection Process[10] 

 
 

Table 4: Inclusion and Exclusion criteria 

 
 
2.1.2.3 Quality assessment checklist 

Each SLR is selected based on quality checklists 
provided by Kitchenham and Charters [10]. The 

assessment is based on four quality assessments as 
in Table 5 below:- 

 
Table 5: Quality Assessments (QA) [10] 

 
Three possible answers to the questions are 

Yes=1, Partly=0.5 and No=0. Criteria that is not 
applicable to any study was excluded from the 
evaluation. Studies that scored less than 50% in 
quality assessment were rejected as they do not 
provide basic information of their research 
methodology, as shown in Table 6. 
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Table 6: Question scores [10] 

 
 
2.1.2.4 Strategy of data extraction 

The relevant information for answering the 
research questions required to be extracted from 
selected primary studies are shown in Table 7. Data 
extraction form was used to make sure that the task 
was carried out in an accurate, consistent and 
complete manner. 

 
Table 7: Data extraction 

Search 
focus 

Data item Description 

General Bibliography Author, year, title, source 
Type of article Journal/conference 

paper/technical report 
Study aims The aim or goals of 

primary study 
Study design Controlled 

experiments/survey 
RQ1 Comparison Define the attributes for 

secure software 

Search 
focus 

Data item Description 

Examples Examples of consistency 
validation for security 
requirements 

RQ2 Testing method Description of method 
used 

Validation method Describe the validation of 
method used 

Existing/new/exte
nsion 

Whether testing and 
validation method is new, 
existing from existing 
method 

 
2.2 Conducting The Review  
2.2.1 Identifying relevant studies and primary 
studies  

To identify relevant studies, firstly, we examined 
the title of the papers and remove any studies that are 
not clearly related to the research focus. Secondly, 
we examine the abstract, key words and the 
conclusion of the papers to eliminate additional 
unrelated studies. After these two steps, only 87 
studies remained. Next, we examined these 87 
papers based on inclusion/exclusion criteria in Table 
4 to select the primary studies for this SLR. 

                             
2.2.2 Data extraction and quality assessments 

Data extraction form in Table 7 was used to 
extract important information from the primary 
studies. Many primary studies did not answer all the 
questions in the data extraction form. Next, quality 
assessment questions were used based on the type of 
study in Table 5 or Table 6 to each primary study. 
‘Yes’ and ‘No’ answer were used for quality 
assessment questions. Binary scale was used since 
the study did  not provide quality score data. 
 
3. REVIEW RESULTS 
 

Section 3 presents the synthesized evidence from 
previous section. Additionally, we used the selected 
primary papers to provide answers to the research 
questions. Table 8 shows the number of studies for 
quality assessment through level of layers in SLR. 
As final, out of 77 papers, only 35 primary studies 
were accepted and 42 primary studies were rejected. 

 
Table 8: Paper Study for Quality Assessment 

Criteria Paper Study 

Before Quality 
Assessment 

87 

Duplicate 
Exclusion 

2 
8 

After Quality 
Assessment 

77 

Accepted 
Rejected 

35 
42 
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3.1 Quality Assurances 
 

Table 9 below shows the details of accepted and 
rejected papers based on the quality assessments 
conducted during the searching process.  For this 
purpose, papers that received 50% and above are 
considered as accepted papers, while papers that 
received less than 50% are rejected.. Thus, out of 77 
papers, the final result shows that 35 primary studies 
were accepted, while 42 primary studies were 
rejected. 

 
Table 9: Quality Assurance  

PID QA1 QA2 QA3 QA4 R (%) Status 

PS1 0.5 0.5 0.5 0.5 50 Accepted 

PS2 0 0.5 0.5 0.5 37.5 Rejected 

PS3 0.5 0.5 0.5 0.5 50 Accepted 

PS4 0.5 0.5 1 0.5 62.5 Accepted 

PS5 0 0.5 0.5 0.5 37.5 Rejected 

PS6 1 0.5 0.5 0.5 62.5 Accepted 

PS7 0.5 0.5 0.5 0.5 50 Accepted 

PS8 0 0.5 0.5 0.5 37.5 Rejected 

PS9 0.5 0.5 0.5 0.5 50 Accepted 

PS10 0.5 0.5 0.5 0.5 50 Accepted 

PS11 0 0.5 0.5 0.5 37.5 Rejected 

PS12 0.5 0.5 0.5 0.5 50 Accepted 

PS13 0 0.5 0.5 0.5 37.5 Rejected 

PS14 0.5 0.5 0.5 0.5 50 Accepted 

PS15 0 0.5 0.5 0.5 37.5 Rejected 

PS16 0.5 0.5 0.5 0.5 50 Accepted 

PS17 1 0.5 0.5 0.5 62.5 Accepted 

PS18 1 0.5 0.5 0.5 62.5 Accepted 

PS19 0.5 0 0.5 0.5 37.5 Rejected 

PS20 0 0.5 0.5 0.5 37.5 Rejected 

PS21 0 0.5 0.5 0.5 37.5 Rejected 

PS22 0.5 0.5 0.5 0.5 50 Accepted 

PS23 0 0.5 0.5 0.5 37.5 Rejected 

PS24 0 0.5 0.5 0.5 37.5 Rejected 

PS25 0 0.5 0.5 0.5 37.5 Rejected 

PS26 1 0.5 0.5 0.5 62.5 Accepted 

PS27 1 0.5 0.5 0.5 62.5 Accepted 

PS28 0.5 0 0.5 0 25 Rejected 

PS29 0 0.5 0.5 0 25 Rejected 

PS30 0 0.5 0.5 0 25 Rejected 

PS31 0.5 0.5 0.5 0.5 50 Accepted 

PS32 0.5 0.5 0.5 0 37.5 Rejected 

PS33 0.5 0.5 0.5 0 37.5 Rejected 

PS34 0 0.5 0.5 0 25 Rejected 

PS35 0.5 0.5 0.5 0.5 50 Accepted 

PID QA1 QA2 QA3 QA4 R (%) Status 

PS36 0 0.5 0.5 0 25 Rejected 

PS37 0 0.5 0.5 0 25 Rejected 

PS38 0.5 0 0.5 0 25 Rejected 

PS39 0 0.5 0.5 0 25 Rejected 

PS40 0.5 0 0.5 0 25 Rejected 

PS41 0.5 0.5 0.5 0.5 50 Accepted 

PS42 0 0.5 0.5 0.5 37.5 Rejected 

PS43 0.5 0.5 0.5 0.5 50 Accepted 

PS44 0.5 0.5 0.5 0.5 37.5 Accepted 

PS45 0 0.5 0.5 0.5 37.5 Rejected 

PS46 0 0.5 0.5 0.5 37.5 Rejected 

PS47 0 0.5 0.5 0.5 37.5 Rejected 

PS48 0.5 0 0.5 0 25 Rejected 

PS49 0.5 0 0.5 0 25 Rejected 

PS50 0.5 0.5 0.5 0.5 50 Accepted 

PS51 0.5 0 0.5 0 25 Rejected 

PS52 0.5 0 0.5 0 25 Rejected 

PS53 0.5 0 0.5 0 25 Rejected 

PS54 0 0.5 0.5 0.5 37.5 Rejected 

PS55 0.5 0.5 0.5 0.5 25 Accepted 

PS56 0 0.5 0.5 0.5 37.5 Rejected 

PS57 0.5 0 0.5 0 25 Rejected 

PS58 0.5 0.5 0.5 0.5 50 Accepted 

PS59 0.5 0 0.5 0 25 Rejected 

PS60 0.5 0 0.5 0 25 Rejected 

PS61 0.5 0.5 0.5 0 37.5 Rejected 

PS62 0.5 0.5 0.5 0.5 50 Accepted 

PS63 0.5 0.5 0.5 0 37.5 Rejected 

PS64 0.5 0 0.5 0 25 Rejected 

PS65 0.5 0.5 0.5 0 37.5 Rejected 

PS66 0.5 0.5 0.5 0.5 50 Accepted 

PS67 0.5 0.5 0.5 0.5 50 Accepted 

PS68 0.5 0 0.5 0 25 Rejected 

PS69 1 0.5 0.5 0.5 62.5 Accepted 

PS70 0.5 0.5 0.5 0.5 50 Accepted 

PS71 0 0.5 0.5 0.5 37.5 Rejected 

PS72 0.5 0.5 0.5 0.5 50 Accepted 

PS73 0.5 0.5 0.5 0.5 50 Accepted 

PS74 0.5 0.5 0.5 0.5 50 Accepted 

PS75 0.5 0.5 0.5 0.5 50 Accepted 

PS76 0.5 0.5 0.5 0.5 50 Accepted 

PS77 0.5 0.5 0.5 0.5 50 Accepted 

PS78 0.5 0.5 0.5 0.5 50 Accepted 

 
3.2 Quality Extractions  

Based on Table 10, 35 papers related to research 
questions were sorted out. The study identified that 
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several studies were appointed to single and multiple 
studies.  

Table 10: Quality Extractions 
Paper ID Ref RQ1.1 RQ1.2 RQ2.1 RQ2.2 

PS1  [11] / /  /  

PS3  [12] / /   

PS4 [13] /  /  

PS6 [14] / /  / 

PS7 [15] / / /  

PS9 [16] /    

PS10 [17] /    

PS12 [1] / /  / 

PS14 [18] / / /  

PS16 [19] / / /  

PS17 [20] /  / / 

PS18 [21] / /   

PS22 [22] /    

PS26 [23] /    

PS27 [4] /    

PS31 [24] / /   

PS35 [25] /    

PS41 [26] / / /  

PS43 [27] / /   

PS44 [28] / /   

PS50 [29] / /   

PS55 [30] / /   

PS58 [31] / /   

PS62 [32] /    

PS65 [33] / /   

PS66 [34] /    

PS67 [35] /    

PS69 [36] /    

PS70 [37] /    

PS72 [38] /    

PS73 [39] /    

PS74 [40] /    

PS75 [41] /    

PS76 [42] /    

PS77 [43]  /   

PS78 [44]   /  

 
Table 7 shows that Google Scholar provided 12 

relevant studies to the research questions, followed 
by ACM Digital Library with 8 studies.  
 

Table 11: Digital library of Paper Study 

Database 
Library 

No. Paper 
Study 

Detail 

IEEE Xplore 7 PS17, PS31, PS35, 
PS58, PS66, PS76, 
PS77, PS78 

ScienceDirect 3 PS10, PS12, PS41 
Springer 5 PS26, PS27, PS72, 

PS74, PS75 
Google Scholar 12 PS3, PS4, PS6, PS9, 

PS16, PS43, PS44, 
PS62 PS65, PS67, 
PS70, PS73 

ACM Digital 
Library 

8 PS1, PS7, PS14, 
PS18, PS22, PS50, 
PS55, PS69 

 
Table 12 shows type of papers that we 

investigated based on their effectiveness for this 
study. As summary, we found that the conference 
proceedings and journals article contributed the 
highest with 22 and 11 studies. Furthermore, this 
study also includes book sections and thesis. 

 
Table 12: Type of Paper Study  

Type of 
Study 

No. Paper 
Study 

Detail 

Conference 
Proceedings 

22 PS1, PS3, PS4, PS6, PS7, 
PS9, PS14, PS16, PS17, 
PS18, PS22, PS35, PS50, 
PS55, PS65, PS66, PS67, 
PS69, PS70, PS76, PS77, 
PS78 

Journal 11 PS10, PS12, PS26, PS27, 
PS31, PS41, PS43, PS58, 
PS62, PS73, PS74 

Book 
Section 

1 PS72, PS75 

Thesis 1 PS44 

 
3.2.1 RQ1.1 What are the security properties 
being considered for developing secured 
software? 

Based on the list of the most used security 
properties in Table 13, the study found that 
“Confidentiality” and “Integrity” are the highly 
considered, which accounts for 20 studies. This is 
followed by “Identification & Authentication” with 
18 studies, “Availability” with 17 and “Privacy” 
with 13 studies. 

 
Table 13: Security Properties 

Security 
Attributes 

Quantity Paper ID 

Confidentiality  20 PS1, PS3, PS6, PS7, 
PS12, PS14, PS16, PS17, 
PS18, PS22, PS24, PS31, 
PS41, PS44, PS35, PS50, 
PS55, PS58, PS69, PS76 

Integrity  20 PS1, PS3, PS4, PS12, 
PS14, PS16, PS17, PS18, 
P22, PS24, PS31, PS35, 
PS41, PS43, PS44, PS50, 
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Security 
Attributes 

Quantity Paper ID 

PS55, PS62, PS65, PS69, 
PS76 

Identification & 
Authentication   

18 PS1, PS3, PS4, PS6, PS7, 
PS9, PS12, PS14, PS16, 
PS17, PS18, PS22, PS24, 
PS43, PS44, PS62, PS65, 
PS69, PS76 

Availability  17 PS1, PS3, PS7, PS12, 
PS14, PS16, PS17, PS18, 
P22, PS24, PS31, PS35, 
PS41, PS43, PS44, PS69, 
PS76 

Privacy 13 PS1, PS3, PS6, PS14, 
PS16, PS17, PS18, PS24, 
PS43, PS44, PS58, PS62, 
PS65, PS69 

Accountability  11 PS1, PS3, PS12, PS16, 
PS17, PS18, PS24, PS35, 
PS44, PS50, PS69 

Authorization 11 PS4, PS9, PS16, P22, 
PS24, PS41, PS43, PS44, 
PS62, PS65, PS69, PS76 

Non-Repudiation 7 PS7, PS14, PS16, PS44, 
PS62, PS65, PS69, PS76 

Access Control 3 PS4, PS9, PS24 
Compliance 2 PS14, PS24 
Intrusion 
Detection and 
Response 

2 PS44, PS62, PS65 

Accessibility 1 PS50 
Auditability 1 P22 
Configurability 1 PS76 
Cryptography-
Encryption 

1 PS4 

Data at Rest 
Security 

1 PS9 

Immunity 1 PS62, PS65 
Physical 
Protection  

1 PS62, PS65 

Recoverability 1 PS44 
Scalability 1 PS76 
Security 
Auditing 

1 PS62, PS65 

Security 
Management 

1 PS14, PS44 

Session 
Management 

1 PS9 

Survivability 
Requirements 

1 PS62, PS65 

System 
Maintenance 

1 PS62, PS65 

Timeliness 1 PS76 
Transparency 1 PS14 
Usage Frequency 1 PS76 

 
a) Confidentiality 

Most of the studies focus on confidentiality. As 
in [45], confidentiality refers to  requirements 
containing private or confidential information that 
must not be disclosed to unauthorized individuals. 
Besides, it is use to express the security objectives of 
an Information System. Additionally, it helps to 
perform search in the repository that leads to the 

identification of the security pattern virtual private 
network (VPN) [15]. Measures undertaken to ensure 
confidentiality are designed to prevent sensitive 
information from reaching the wrong people, while 
making sure that the right people can  receive it. 
Access is restricted to those authorized to view the 
data. It is common, as well, for data to be categorized 
according to the amount and type of damage that 
could be done should it fall into unintended hands 
[46].  
 
b) Integrity 

Integrity is important when performing ‘create, 
update, delete’ and ‘transfer’ actions [11]. In 
banking, finance, and business-related computing, 
the security emphasis is on the protection of assets. 
While disclosure is an important risk, the far greater 
risk is the unauthorized modification of information. 
Since protecting the integrity of information 
produces trust from the customers, it builds 
confidence for organizations responsible for 
maintaining these data and processes [47]. In [13], 
integrity is one of the important element that cannot 
be checked directly using their tool. 

 
c) Identification and Authentication 

The properties of “Identification and& 
Authentication” property perform the mapping 
between the user’s identity within the system or 
application and the person or system accessing the 
system. This service is essential for many of the 
concerns in security, as most of the internal security 
decisions rely on correct auditing and analysis, 
correctly identifying and authenticating the user or 
system. There are many types of authentication, 
including password, bio-metric, third-party, and 
capability-based [47]. 

 
d) Availability 

According to ISO/IEC 27000 [48], availability is 
a property of being accessible and usable upon 
demand by an authorized entity. Availability is best 
ensured by rigorously maintaining all hardware, 
performing hardware repairs immediately when 
needed and maintaining a correctly functioning 
operating system environment that is free of 
software conflicts [46]. 

 
3.3.2 RQ1.2 What are the approaches used to 
validate security requirements? 

Based on Table 14, most of the research validates 
security requirements using control user experiment. 
The validation approach can be categorized using 
manual checklist, user experiment, expert validation 
and using tool. Based on [1], they adopt a checklist 
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from Information Assurance Technology Analysis 
Center (IATAC) to evaluate the resulting security 
requirements that aim for providing good security 
requirements that are feasible, unambiguous and 
non-conflicting with other requirements. Meanwhile 
[21], conducted a controlled experiment involving 
50 graduate students enrolled in a software security 
course to evaluate implied security requirements. 
Similarly in [11], 28 students agreed to participate 
on validating the overall DIGS framework. In [18], 
they validated requirements patterns in cooperation 
with industrial partners of the ClouDAT project. [19] 
on the other hand, used the experts from IBM 
Corporation from India, Austria, France and 
Malaysia to evaluate their security patterns. 
Likewise, validation tool, specifically ProVerif was 
used by [14] to perform consistency checks and to 
allow the verification of a broad range of properties 
of the system model. 

 
Table 14: Security Requirements Validation Approach 

Type Selection Quantity Paper ID 

Control User Experiments 3 PS1, PS18, 
PS76 

Security Checklist / Data 
and Analysis  

1 PS12 

Industrial partners 
discussion 

1 PS14 

Experts in security 
requirements from IBM 
Corporation from India, 
Austria, France and 
Malaysia. 

1 PS16 

Model and Design 
Validation 

1 PS43 

Pattern Mapping 
Effectiveness 

1 PS44 

Peer review log 1 PS55 

ProVerif Tool 1 PS6 

Random Test 
Training set-based 

1 PS3 

Satisfaction Argument 1 PS73 

Structured Informal and 
Formal Argumentation  

1 PS50 

Supervisory Control And 
Data Acquisition  
(SCADA) 

1 PS7 

Validation Report 1 PS41 

 
3.3.3 RQ2.1 What are security references used 
as guidance? 

Based on findings in Table 15, there are several 
types of references used as guideline for security 
requirements which are the NIST Special 
Publication 800-53, SRS, ISO/IEC 27005, ISO 
27001, NIST and Common Criteria. There are also 
studies, such as [20] that used combinations of this 
reference for identifying the security objectives in 
their templates. 

Table 15: Security Guidelines 
Type Selection Quantity Paper ID 
Common Criteria 3 PS16, PS44, PS78 
Common Criteria & 
ECMA Protection 
Profile 

1 PS58 

Common Criteria & 
NIST 

1 PS17 

IEEE 830-1998 1 PS41 
ISO 27001 1 PS14 
ISO/IEC 27005 1 PS7 
NIST Special 
Publication 800-53 

1 PS1 

SRS 1 PS4 

 
3.3.4 RQ2.2 What are the existing work in 
security requirements template which including 
consistency checking? 

Based on Tale 16, [14], only utilized the 
consistency checking using anonymous functions, 
like lambda functions in C++ 11 or Java8. This 
approach returns a string resulting from the rule 
check or a more complex object, which could be 
executed automatically without the provision of a 
security template. In [1], checking conflict between 
requirements is manually done. While in [20], the 
researchers provided semi-automated security 
template without consistency management.  
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Table 16: Security Requirements Template vs. 
Consistency Checking 

 
M-Manual, SA- Semi-Automated, FA- Fully-Automated 

 
4. FINDINGS  

The findings have addressed the following four 
research questions of this study: 
QA 1.1 What are the security properties being 
considered for developing secure software? 
QA 1.2 What are the approaches used to validate 
security requirement? 
QA 2.1 What are security references used as 
guidance for secure development? 
QA 2.2 What are the existing work in security 
requirement template which including  
consistency checking? 
The following are the summary of the main findings 
from the SLR. These findings are considered as the 
challenges in consistency management for security 
requirements.  
 
4.1 The Most Security Properties Being 
Considered For Developing Secure Software 

The study discovered the important security 
properties being considered for developing secure 
software are Confidentiality, Integrity, Identification 
& Authentication and Availability. Based on the 
result, Confidentiality is the most highly considered 

for developing secure software and it is known as a 
set of rules that limits the access to the information. 
Additionally, is not made available or disclosed to 
unauthorized individuals, entities, or processes.The 
study discovered the important security properties 
being considered for developing secure software are 
Confidentiality, Integrity, Identification & 
Authentication and Availability. Based on the result, 
Confidentiality is the most highly considered for 
developing secure software and it is known as a set 
of rules that limits the access to the information. 
Additionally, is not made available or disclosed to 
unauthorized individuals, entities, or processes. 
 
4.2 The Most Commonly Used Approach To 
Validate Security Requirements 

The validation approach can be categorized into 
four approaches, which are validating user 
experiment, using manual checklist, expert 
validation and tool validation. The results show that 
the widely used validation methods are  user 
experiments and expert validations. 
 
4.3 The Most Commonly Used Security 
References  

There are several types of references used as 
guideline for security requirements, which are the 
NIST Special Publication 800-53, the SRS, ISO/IEC 
27005 and the combination of ISO 27001 and 
Common Criteria. 
 
4.4 The Existing Security Requirements 
Templates   

There are limited solutions that cater for writing 
security requirements. Although writ-ing templates 
has been proposed, the template has been drawn 
from a particular standard; hence covering limited 
security properties in healthcare domain that as been 
proposed by [14] and [1] in Table 16. The existing 
works also does not cater the consistency checking 
for security requirements. 

 
 
 

5. LIMITATIONS  
 
The weakness of this SLR is that it fails to ensure 

that the search facilities return a set of papers similar 
to a search process conducted independently. 
Therefore, there may be other solutions provided by 
the security requirement elicitations and validations 
methods due to the failure to capture some of the 
methods proposed.  
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In security requirements elicitation, there are 
limited solutions that cater for writing security 
requirements. The existing initiatives has been 
drawn from a particular standard; hence covering 
limited security properties that only applicable in 
limited domain. Limited research provides full end-
to-end writing template with consistency checking 
support, which means from the natural language 
requirement to models and then to the prototype. 
Whereas, in security requirements validation, the 
consistency checking is still lacking to support 
confirming consistency and validating requirements. 

 
6. CONCLUSIONS AND FUTURE WORKS 
 

Our research work contributes to minimise the 
research efforts on security requirements elicitation 
and validation for developing a secure software. The 
findings of this paper could help requirement 
engineers and client-stakeholders to analyze and 
identify the appropriate security requirement 
properties and to improve the quality of security 
requirements. In addition, there are advantages for 
requirement engineering researchers to find solution, 
awareness on the process and method and identify an 
approach to solve the challenges identified in 
security requirements elicitation and validation area. 

 
This paper described a SLR targeted at empirical 

studies of security requirements attributes, and for 
this purpose a total of 35 primary studies were 
selected. The study found four properties, namely i) 
confidentiality, ii) integrity, iii) identification & 
authentication and iv) availability, are essential for 
secure software development. However, the most 
important security requirements property is 
confidentiality, which is necessary for the use of 
secure software development such as the Internet 
banking, Flight booking and many others. The 
findings also highlighted that security requirements 
properties are the major concern in the study. There 
were various methods employed to elicit security 
requirements for software development, and the 
most commonly used methods of validating the 
security requirements are user experiments and 
experts. Most of the studies reported that a variety of 
approaches are the common method used for 
security requirements elicitation. This study 
concludes that analyzing security requirements 
elicitation is rarely employed in the software 
development. It is crucially needed at the early stage 
of development, considering that software products 
are highly exposed to vulnerabilities and privacy 
issue. 
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