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ABSTRACT  
 

The article is reviewing available approaches that make it possible to solve the problem of effectiveness 
among information security systems. Ensuring information security has become an important element in an 
enterprise sustainable development. At the same time, there is an arising question of a proper assessment for 
an information security level and its indicators. With an example of enterprises from the same sector, the 
research shows that effectiveness of an information security profile is mostly the same. This makes it possible 
to use universal tools when companies design and establish information protection. In the review of literature, 
there is a discussion of identification issues of information risks and threats and a proposed comprehensive 
evaluation technique. Elaborating the approach, there is a further definition of maturity levels in IT 
infrastructure of business processes. Findings make it possible to conclude that management levels in 
corporate information security in the same sector are the same. Minor differences are in place because of size 
effects and various investment costs that a company has to establish the information security system. The 
analysis of results shows heterogeneous effectiveness in information security profiles among companies 
when their implement investment projects focused on modernization.  
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1. INTRODUCTION 
 
The modern business style encourages 

companies to develop in an active way and make the 
most of information technologies. A rapid 
development, in turn, inevitably leads to uncertainty 
in business processes and an occurrence of new 
risks. Among them, information security risks have 
a special place. [1-2] Information security is one of 
the most important aspects in integrated security, 
both at a level of individual enterprises and 
organizations, and regional and national levels in 
general. [3] 

The rapid development in information 
technologies requires ongoing improvements in 
information protection systems and an analysis of 

their introduction cost effectiveness. [4] An 
evaluation of cost effectiveness for measures to be 
taken to ensure information security is an important 
problem, a solution to which should rest upon an 
integrated approach that takes into account specifics 
of a particular company or sector. [5-8] 

Information security provision is getting an 
important element in sustainable enterprise 
development. At the same time, there is an arising 
question of a proper assessment of a level of 
information security and its indicators. [9] In terms 
of uncertainty, inherent to the security sector, a task 
of a properly evaluated information protection 
profile is of special significance and mostly 
associated with building of an arithmetic model ([10-
12], etc.). A quantitative analysis and modelling are 
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those tools that make it possible to identify and 
evaluate objective risks. Together with qualitative 
approaches, in evaluations of information security 
profiles, it is also possible to take into account 
subjective manifestations of threats.  

In practice, solving becomes in most cases 
much difficult due to highly differentiated specifics 
of enterprises’ operations. This creates 
methodological problems when the decision must 
take into account the specifics of the industry or the 
field of activity of companies. Therefore, in this 
research, we will try to show that in the same sector 
enterprises might use universal tools when they 
design and build their information protection 
infrastructure. Effectiveness indicators of such tools 
will have no significant differences. This extended 
position is the main hypothesis. 

The aim of the research is to work out and 
approbate the methodology of comparative 
evaluation of the effectiveness of information 
security profiles of enterprises. 

 
2. LITERATURE REVIEW 

 
In today’s global economy, accelerated 

paces in the scientific and technical development is 
a growing tendency. At the same time, there are 
higher business risks and level of possible threats. A 
cumulative damage resulted from information 
incidents has a significant impact on company 
capitalization. [13-14] According to some estimates, 
it is commensurate with an annual growth of the 
gross domestic product. Interestingly enough, the 
problem of man-caused security arrangements is 
70% associated with the man-made factor. [15] 
Therefore, the issue of assessing the level of 
information security is relevant. 

In this case, confidential information as a 
factor of economic security provision, in the first 
place, is getting more important. This requires 
protection of actors in information relationships 
from a negative impact. At the same time, sources 
and guidelines almost do not exactly specify what 
information we are to protect. They simultaneously 
arrange a field of information events, subject to 
protection based on assessments of vulnerability and 
uniqueness of information knowledge that it is 
difficult to reproduce (in the meaning of the 
information resource). Therefore, it is possible to 
understand information security as an integral part of 
economic one. [16] It is because of this will be 
implemented this study. 

Despite a significant number of research 
papers [17] on these issues, it would be reasonable 

to point out to the missing conventional approach to 
an assessment of effectiveness that corporate 
information security profiles have. This confirms the 
need for our research. In the literature, there are 
descriptions of very different factors that make 
evaluation difficult. Complicacy in the economic 
analysis of information security, as a rule, depends 
on the following factors [18-21]: rapid development 
in information technology and a variety of methods 
used to measure information security; inability to 
predict in a reliable way all the possible scenarios of 
an unauthorized access; insufficient reliable 
estimations of information resource costs, as well as 
monetary estimation of infringement consequences 
in this sectors. 

Note that the methodology for an 
effectiveness assessment in investments in 
information security greatly differs from the 
methodology for investments in investment projects 
and has its inherent unique problems. [22] An 
assessment of alternative projects of information 
security provision and reasoning of the costs 
involved are usually based, on the one hand, on 
compliance with regulatory requirements, and on the 
other hand, a risk of disclosure.  That is why there is 
a problem arising of a quantitative assessment of 
financial reasoning for investments in establishment 
and/or development of the information security 
system. 

Risk differentiation by impact leads to 
selective segmented management of information 
security. Differentiation comes down to a decrease 
in values of high and medium risks to values typical 
for low risks. This makes it possible to accept such 
risks. [23] A managerial decision rests upon a 
forecast of future risk dynamics. The task of risk 
forecasting to ensure effectiveness in the 
information security system in risk life cycles is 
getting a priority and associated with an analysis of 
uncertainty. [24]  

When evaluating projects on information 
security provision, keep in mind that these projects 
do not practically result with a real income. Instead, 
they have an indirect effect preventing a loss of 
funds, which otherwise would be spent on recovery 
of damaged or lost information resources. Hence, the 
projects related to information security, significantly 
reduce a risk level, hence, a risk premium in 
investment forecasting. See common approaches to 
risk assessments in corporate information security in 
Figure 1. 
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Figure 1: Approaches to risk assessment in information security 
 
Professionals have proposed various 

models and techniques for a quantitative risk 
assessment based on fuzzy logic [25-27], linear 
programming [28], statistical analysis [29], Bayesian 
networks [30-32], neural networks [33], logic-
probability modelling [34], and simulation 
modelling. [35-36] Equally diverse are approaches 
to an assessment of effectiveness for an information 
security profile in an enterprise. 

Repin, Sakulina, and Pshekhotskaya 
propose to use the technique of Total Cost of 
Ownership (TCO) [37-39] as a basis in calculations. 
Miaoui and Boudriga suggest a use of the utility 
theory in calculations of optimal investments in 
security provision with considered typologies and 
dynamic aspects of vulnerabilities. [40] This vision 
has difficulties in practical implementation, because 
“usefulness” of the information security system does 
not have clear criteria and basis on subjective 
representation. There are several indicators that are 
often used to describe the utility (and in this case, to 
include the number of successful attacks or others), 
but they do not have a gradation for a strict 
understanding of the effectiveness of the information 
security profile. 

Another solution goes form a parameter of 
information entropy. Subject to priority dynamics, 
an information flow must have a binding to a system 
formation causing a need in entropy adjustment. A 
capability of entropy control exactly acts as an 
indicator of effectiveness. [41-43] We believe that 
entropy can be used productively for evaluation, but 
this will require the collection of additional data on 
the parameters of the safety profile. 

Obukhova and Goncharova share an 
alternative point of view with an approach based on 
a development of a composite indicator saying of an 
information system quality. Its meaning is a 
measurement of whether compared states are close. 

It uses the mathematical concept of distance in the 
environment of indicators. [44] This approach 
contains a mistake of subjective perception, because 
the distance between the id value of the indicator and 
the actual position is set initially by the observer. 

Kashchenko [45] provides reasoned 
arguments in favour of criterion that shows a 
correlation between a decrease degree in a total 
information security risk and a cost of a 
corresponding event. If an organization decides 
whether a particular project is feasible, a calculation 
of the net present value, profit and costs that the 
project will bring is also the simplest case. [46] 
Then, effectiveness assessment model for 
information security investments rests upon a 
comparison of the net present value of costs for the 
elimination of consequences from threats that have 
come true, both in terms of introduced information 
protection tools and without them. The quantitative 
measure of efficiency through the net present value 
indicator is considered in our approach, but as an 
integral part of the integrated assessment. 

Some researchers [47] tend to conclude that 
expert systems are the most cost-effective option for 
reasoning and economical evaluation of information 
security investments. This is because, first, it makes 
it possible to solve problems (that are difficult to be 
formalized) using the specially developed 
mathematical apparatus. Secondly, it makes it 
possible to increase effectiveness and operational 
efficiency of decisions taken owing to lessons learnt 
by experts in the field under consideration.  

Ambiguous solving to the problem of 
effectiveness assessment for the information security 
profile led to a need in a development of a 
comprehensive formal procedure based on both 
quantitative and qualitative criteria that provide an 
adequate level of enterprise security. 
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3. MATERIALS AND METHODS 
 
To provide protection for an enterprise 

information environment, we need a systematically 
implemented cycle of the following steps [48-49]: 
analysis of risks and threats to information security; 
planning and development of measures to ensure 
information security; operational implementation of 
scheduled actions. 

Analysing information risks, we consider 
all possible ways along which threats go from their 
source. Threat levels (Pi) required for calculations 
are found based on probable activation of a threat 
and levels of information vulnerability specific for 
infrastructure components along threat distribution 
paths: 

. 1i a z zP P Tw       (1) 

where aP  is a probability of threat materialization, 

. 1z zTw  is a vulnerability level that an information 

infrastructure component has. 
The quantitative model of risks speaks in 

terms of such concepts, as event/incident frequency 
(ARO), expected single damage per event/incident 
within a period (SLE), cumulative annual damage 
expected from information risks and threats (ALE). 
The calculation is as follows:  
ALE ARO SLE      (2) 

It is possible to find an expected single 
damage by multiplying a cost of information (AV) 
by the impact factor (EF). In the presented model, 
the impact factor refers to a size of a damage or a 
specific impact on a negative change in an asset 
value (0-1), that is, the part that the asset will lose 
because of an event or incident: 
SLE AV EF      (3) 

Upon an initial assessment of risks and 
threats to information security, rank the obtained 
values by importance to identify low, medium, and 
high levels of risk. A solution to this problem is 
possible using quantitative scaling as an approach to 
an indicator with non-uniform filling in groups [50-
51] or scaling with rigid boundaries. [52] 

 
Based on components within an 

information and communication environment, the 
evaluation system should include the following: 
integrated index Ia for the development management 
level of the information and communication 
environment, including the evaluation of workflow 
management (w1), management of development 
processes in information systems (w2), management 
of communications (w3), management of staff 
information development (w4); integrated index Ib 

for the management level in prevention and 
counteraction of information security threats 
including an assessment of planning and 
organization of information security activities (w5), 
document security monitoring (w6), arrangements to 
differentiate an access to information assets (w7), 
organizational tools of control over operations of 
operating personnel and users in the corporate 
information system (w8), trainings for employees in 
information security basics (w9), adherence to safety 
regulations (w10), establishment of protection and 
security modes (w11). 

In general, we will measure a level of 
information security (Iib) by the formula: 
Iib a Ia b Ib        (4) 
Where , Ia Ib  refer to integral indicators of the 

informatization management level and information 
security provision. a, b are priority vectors of 
integrated indicators of the informatization 
management level and information security 
provision. 

It is necessary to evaluate an integrated 
indicator of informatization operations management 
level according to the formula: 

1

n

i i
i

Ia w


   ,    (5) 

where iw are indicators that describe operations 

management level. i  are coefficients of indicator 

significance in the operations management level. 
We will calculate an integral indicator of an 

operations management level to prevent and 
counteract materializing of information security 
threats as follows:  

1

n

j j
i

Ib w


  ,    (6) 

where j are indicators that describe a level of 

operations management focused on information 
security threat occurrence counteraction and 

prevention; jw are coefficients of indicator 

significance for operations management level to 
prevent and counteract materializing of information 
security threats. 

Note that in order to obtain the information 
necessary for calculations of the indicators 
mentioned, the availability of the system is a 
prerequisite, i.e. the system that makes it possible to 
do monitoring over activities of an enterprise’s 
information service.  

In order to interpret the estimate, we use the 
Harrington scale including five intervals (Table 1). 
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The average numerical score by the Harrington scale 
is {0.90; 0.71; 0.5; 0.28; 0.10} 

 

Table 1: Values ranked by Harrington scale 

Qualitative characteristics Value 
Very high intensity of criterion 
property 

(1.00-0.80) 

High intensity of criterion property (0.79-0.64) 
Average intensity of criterion property (0.63-0.38) 
Low intensity of criterion property (0.37-0.20) 
Very low intensity of criterion 
property 

(0.19-0.00) 

 
We propose to interpret obtained results 

using the following scale. There is a critical level 
with a high probability of crucial losses of assets or 
a complete loss of a company's image in the market, 
which makes its further activity impossible. There is 
a low level with a high probability of large losses of 
assets and a significant damage to the company's 
image in the market. Next, there is an average level 
with an average probability of significant asset 
losses or a significant damage to a company's image. 
There is then a high level with possible moderate 
losses of assets or an insignificant influence on a 
company’s image. The last one is a very high level 
with a low probability of lost assets or a low 
influence on a company’s image. 

 
4. RESULTS 

 
In this research paper, we are going to state 

that enterprises from one sector might use universal 
tools when they design and establish information 
protection. Effectiveness indicators of the tools will 
not significantly differ. To do this, we completed 
calculations (as an example) for enterprises from 
Russian construction sector. Under the research, 
there were the following research objects: Trest 
Zhilstroy-2, LLC from Omsk (Company # 1), 
Spetsstroymontazh, LLC from Krasnodar (Company 
# 2), Zhilstroy, LLC from Moscow (Company # 3), 
IBK, LLC from Saint Petersburg (Company # 4), and 
International Group, LLC from Samara (Company # 
5). Selected enterprises operate in extremely 
challenging conditions, which negatively affect their 
performance and prevent further development. We 
compared information protection profiles of these 
companies using an analysis of external risks.  

At the first assessment stage for the 
management level of information security, it is 
necessary to find priority vectors for components (a, 
b) by ranking (Table 2).  

 

Table 2: Priority vectors of information security components 

Index  External risk evaluation Specific 
gravity 1  2  3  4  5  6  7 8  9  10  11  12  13  14  15  16  17  18  19  20  

a  1  2  1  2  1  1  1  1  1  1  1  1  2  2  1  2  1  1  1  1  0.42  
b  2  1  2  1  2  2  2  2  2  2  2  2  1  1  2  1  2  2  2  2  0.58  

                      

Next, let us rank indicators, provided that 
number of factors n=11, number of external threats 
m=20. We measure parameter significance by giving 
them a rank number. The factor with the least score 

has the first rank. If several factors are recognised 
equal, they get the same rank number. Based on 
survey data, researchers make a composite matrix of 
ranks presented in Table 3.  

 
Table 3: Ranked information security indexes 

Risk / 
Index 

'1 '2 '3 '4 '5 '6 '7 '8 '9 '10 '11 '12 '13 '14 '15 '16 '17 '18 '19 '20 

w 1  1  1  2  1  1  2  1  1  2  1  3  2  1  1  1  2  2  1  2  1  
w 2  4  4  3  4  4  4  4  4  4  4  2  4  4  4  4  4  4  4  4  4  
w 3  2  3  4  3  2  3  2  2  3  2  2  3  2  3  2  3  1  3  1  2  
w 4  3  2  1  2  3  3  3  3  3  3  1  3  3  2  3  3  3  2  2  3  
w 5  7  6  5  6  7  6  5  7  7  5  7  7  5  7  7  5  7 7  5  7  
w 6  1  2  1  2  1  1  1  1  1  1  1  1  1  1  1  1  1  1  1  1  
w 7  4  3  4  3  4  4  4  4  4  4  4  4  4  4  4  4  4  4  4  4  
w 8  3  4  3  4  3  3  3  3  3  3  3  3  3  3  3  3  3  3  3  3  
w 9  6 7 6  7  6  6  6  6  6  6  6  6  6  6  6  6  6  6  6  6  
w 10  5  5  7  5  5  5  7  5  5  7  5  5  7  5  5  7  5  5  7  5  
w 11  2  1  2  1  2  2  2  2  2  2  2  2  2  2  2  2  2  2  2  2  
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Then calculate risk share harmonization 
using the concordance coefficient:  

 2 31
12 i

S
W

m n n m T


  

 ,   (7) 

 31

12i l lT t t       (8) 

where m is a number of external information risks; n 

is a number of indexes; iT is a number of bonds 

(kinds of repeated elements) in evaluations of the i-

th risk; lt is a number of elements in the l-th bond for 

the i-th risk (number of repeated elements). 
Having measured concordance between 

information risks, as for ranks of indicators, we 
obtain concordance coefficient W = 0.91. This 
means high risk concordance. As a result, there are 
indicator significance coefficients as follows:

,

0,14;  0,38;  0,24;  0,24;  0,22;  

0,04;  0,14;  0,11;  0,22;  0,2;  0,07i j
 

  
 

. 

Let us assess the IS management level.  
The calculated concordance coefficient for 

companies is 0.71-0.77. This means high risk 
concordance. Having calculated indicators with 
significance factors considered (Annexes 1-5), we 
obtained the following estimates, shown in Fig. 1.  

 

 
Figure 1: Assessed levels of information security 

management in construction companies 
 
As it follows from the figure, average levels 

of information security are equal and it is typical for 
all the enterprises under consideration. There are 
high information risks observed in measures of 
control over workflow processes (w1) and 
arrangements of the protection mode (w11). 

Consider a modernization project for a 
protection system of enterprises for a period of T 

years and analyse changed effectiveness of 
investments in the information security system.  

Assign capital costs for a purchase of 
equipment and its installation to initial period t = 0 
and denote by C0. We will denote maintenance costs 
for year t by Ct and assign to an end of a 
corresponding year. Then we will found a total flow 
of investment costs using vector C = (C0, C1, ..., CT 
). Assign casual losses due to information incidents 
to the end of this year. Denote the flow of these 
losses in terms of the valid protection system by W 
= (0, W1, ..., WT), while without the protection 
system by L = (0, L1 , ..., LT ). Denote the flow of 
total costs, including investment costs and 
occasional losses from possible information 
incidents by vector E = (E0, E1 , ..., ET): 
E C W       (9) 

To estimate the cash flow, let us apply net 
present value, which will be a random variable with 
r as a time-constant interest rate: 

 
 0 1

T
t

t
t

E
NPV E

r




     (10) 

We assume annual casual losses as 
independent. Let us obtain the following formula for 
mathematical expectation and variance of the value: 

    
 0 1

T
t
t

t

M E
M NPV E

t




  ,   (11) 

    
 2

0 1

T
t

t
t

D E
D NPV E

t




    (12) 

The cited values make it possible to 
estimate an average net present value of total costs 
for protection systems and possible deviations from 

them. We will refer the amount of k kE VaR  , 

on which the maximum value of TCH costs depend 
with reliability 21 1 /kP k    , as k , cost of risk: 

     k kE VaR M NPV E k NPV E      (13) 

Table 4 includes calculations of six indexes 
for mentioned companies: net present value of losses 
in absence of protection NPV (L); net present value 
of total investment costs NPV (C); mathematical 
expectation of net present value of casual losses from 
information incidents M (NPV (W)); standard 
deviation of net present value of casual losses from 
information incidents σ (NPV (W)); effectiveness 
index three sigma E 3σ = VaR3σ , (NPV); index of 
conditionally saved funds S3σ = NPV(L) -E3σ. 
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Table 4: Economic indexes of companies’  
protection profiles 

Company 
NPV 

M  σ  E3σ S3σ L C 
# 1 30478.0 95 85 49 326 30152 
# 2 30478.0 44 184 79 466 30012 
# 3 30478.0 347 163 60 692 29786 
# 4 30478.0 333 299 173 1151 29326 
# 5 30478.0 55 548 233 1301 29177 

 
The analysis of results shows 

heterogeneous effectiveness of information security 
profiles that companies have when they run 
investment modernization projects. The most 
"expensive" security profile ensures a significant 
amount of conditionally saved funds. At the same 
time, significant investments in security profile 
making lead to a relatively higher overall risk index. 

Research results make it possible to 
conclude that levels of information security 
management in enterprises in the same sector are 
identical. Minor discrepancies result from size 
effects and various investment costs required for an 
establishment of the information security system. 

Comparison of the results obtained by the 
author's method of assessing the effectiveness of 
information security profiles allows us to conclude 
that the method has no shortcomings in approaches 
to reviewing the literature. Complex qualitative and 
quantitative evaluation removes the subjective error 
and allows an adequate audit of the systems. 

 
5. DISCUSSION 

 
The system that supports information 

security management in construction enterprises is a 
set of subsystems to control constituents of the 
business environment. Information security 
management assumes regular managerial decision 
making that involves a choice of certain alternatives 
and organizational and technical parameters of 
individual systems and their constituents. 

The risk management methodology implies 
a number of options for actions, in accordance with 
which employees might (A) accept an information 
security risk. This means that a user agrees to a risk 
and losses associated with it. In this case, everybody 
continues working as usual. They also might (B) 
make it lower in order to make a scheduled risk 
magnitude lower when taking certain measures. 
They might (C) transfer it to compensate for a 
potential damage by insurance or a risk 
transformation into another risk with a lower value 
of probable occurrence and possible damage.  

ISO/IEC 15504 [53] includes a model of 
maturity assessment, based on identified attributes of 

evaluated processes. Attributes are measurable 
characteristics for a process potential and methods of 
its evaluation. Maturity models rest upon the idea 
that a number of acquired competencies (knowledge, 
skills, and abilities) get their new quality. Thus, it is 
possible to distinguish the following maturity levels 
for the information infrastructure of business 
processes. [54-55] 

First, basic level. The information 
infrastructure of the basic maturity level has the 
following typical features: low degree of processing 
automation, minimal centralization of management, 
neglected standards and security policies. At this 
level, there are no analysis and assessment of 
information security risks. Employees do not assess 
the information security risks for projects, solutions 
and strategies that they develop. Managers are not 
aware of possible consequences for company’s 
activities related to making good on the threats of 
information security. 

Second, standardization level. At this level, 
employees apply administration standards and 
policies. They use customized security policies. 
They have also identified information assets with a 
completed list of vulnerabilities and a likelihood of 
threats benefiting from such vulnerabilities. 
Employees have measured a possible damage from 
threats if they become real and assessed their 
relevance levels. They have fixed a process of risk 
assessment in documents and its meaning becomes 
known to interested staff at trainings when they learn 
basic safety principles [56], evaluation and analysis 
of information security risks. 

Third, improved level. This level of 
maturity has such typical features, as minimal 
management costs, larger weight of processes and 
policies to support and expand business activities. 
Officers reduce protection to preventive measures, 
i.e. a response to any security threat is predictable 
and fast. The risk assessment methodology is very 
likely to ensure that employees would identify main 
risks, as they have already made results of activities 
in a process of risk assessment and analysis 
compliant with relevant policies, standards and/or 
procedures.  

Fourth, dynamic level. It makes it possible 
to get a full understanding of a value of an 
information infrastructure strategy. Such 
understanding contributes to efficient business 
operations. Managers have brought risk assessment 
activities in an organization to a level of best 
practices. The chosen risk assessment strategy goes 
through regular improvement events with a focus on 
recent achievements, valid international standards 
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and results of comparisons with corresponding 
levels that other companies have.  
 
6. CONCLUSION 

 
The study of basic approaches to an 

information security assessment made it possible to 
define directions for a methodological improvement 
of a quantitative and qualitative risk analysis in the 
system of information security management in 
construction enterprises. Main advantages of the 
proposed approach are assessment detailing and 
specification. It will make it possible with more 
reasons to choose measures to ensure information 
security in enterprises and define a maturity level of 
the information infrastructure in terms of external 
environment challenges.  

Findings make it possible to conclude that 
levels of information security management in 
enterprises are identical in the same industry. Minor 
discrepancies depend on size effects and various 
investment costs for establishment of the 
information security system. The analysis of 
findings shows heterogeneous effectiveness of 
information security profiles in companies 
implementing investment modernization projects. 
First, the most "expensive" security profile provides 
a significant amount of conditionally saved funds. 
Second, significant investment costs in safety profile 
making result in a relatively higher overall risk 
index. 
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ANNEX 
 

Table 1: Assessed levels of information security 
 for Company # 1 

I Index ,i jw  ,i j  , ,i j i jw   

la w 1 0,8200 0.14 0.11 
w 2 0.3680 0.38 0.14 
w 3 0.6600 0.24 0,15 
w 4 0.3060 0.24 0.07 

Іb w 5 0.4325 0.22 0.10 
w 6 0.4325 0.04 0.02 
w 7 0.4735 0.14 0.07 
w 8 0,6365 0.11 0.07 
w 9 0,2550 0.22 0.06 
w 10 0,6260 0.20 0.13 
w 11 0.8620 0.07 0.06 

Ia = 0.47, Ib = 0.49, Ііb = 0.48 

  
 
 

  

Table 2: Assessed levels of information security  
for Company # 2 

I Index ,i jw  ,i j  , ,i j i jw   

la w 1 0.8090  0.14  0.11  
w 2 0.3240  0.38  0.12  
w 3 0.6050  0.24  0.14  
w 4 0.2950  0.24  0.07  

Іb w 5 0,4010  0.22  0.09  
w 6 0.4860  0.04  0.02  
w 7 0.4020  0.14  0.06  
w 8 0,6260  0.11  0.07  
w 9 0.2280 0.22  0.05  
w 10 0,6260  0.20  0.13  
w 11 0,7175  0.07  0.05  

Ia = 0.44, Ib = 0.46, Іib = 0.45 

  
 
 

  

Table 3: Assessed levels of information security for 
Company # 3 

I Index ,i jw  ,i j  , ,i j i jw   

la w 1 0,7575  0.14  0.11  
w 2 0.3350  0.38  0.12  
w 3 0.4800 0.24  0.11  
w 4 0.2190  0.24  0.05  

Іb w 5 0.3900 0.22  0.08  
w 6 0.4120  0.04  0.02  
w 7 0.2850  0.14  0.04  
w 8 0.6050  0.11  0.07  
w 9 0.2100  0.22  0.05  
w 10 0.5945  0.20  0.12  
w 11 0.6380  0.07  0.04  

Ia = 0.39, Ib = 0.42, Ііb = 0.40 

  
 
 

 
 
 
 
 
 
 
 
 

 

Table 4: Assessed levels of information security  
for Company #4 

I Index ,i jw  ,i j  , ,i j i jw   

la w 1 0,7280  0.14  0.10  
w 2 0.3460  0.38  0.13  
w 3 0.4550  0.24  0.10  
w 4 0,1900  0.24  0.05  

Іb w 5 0,2480  0.22  0.06  
w 6 0.3900  0.04  0.02  
w 7 0,2500  0.14  0.03  
w 8 0.5735  0.11  0.06  
w 9 0,1830 0.22  0.04  
w 10 0.5420  0.20  0.11  
w 11 0.5855  0.07  0.04  

Ia = 0.38, Ib = 0.36, Ііb = 0.37 
     

 
Table 5: Assessed levels of information security 

 for Company # 5 

I Index ,i jw  ,i j  , ,i j i jw   

Iа w 1 0,8240  0.14  0.12  
w 2 0.3460  0.38  0.13  
w 3 0.5630  0.24  0.13  
w 4 0.2660  0.24  0.06  

Іb w 5 0,4010  0.22  0.09  
w 6 0.4860  0.04  0.02  
w 7 0.33390  0.14  0.05  
w 8 0,6260  0.11  0.07  
w 9 0.2280  0.22  0.05  
w 10 0,6260  0.20  0.13  
w 11 0,6260  0.07  0.04  

Ia = 0.44, Ib = 0.45, Ііb = 0.44 
     

 


