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ABSTRACT

The work is devoted to the development of the mathematical support of decision support systems (DSS) for
information and cybersecurity of information and communication transport systems (ICTS). There was
improved the algorithm on the basis of the Delphi method for carrying out a survey to assess the ICTS
security using the DSS. The algorithm is adapted for on-line mode for solving the problems of situations
development forecasting related to information security and to prevention of the destructive influence of
cyber attacks on ICTS. There was proposed a model for structuring of heterogeneous information obtained
by interviewing the experts and for forming a knowledge base of DSS.

One of the motivating reason for this research was the need to develop a fairly simple for algorithmic
implementation, but effective tool for the experts work online, assessing the information security of a
particular information object.

On the basis of the proposed model, there were developed and tested automated tools for depth ICTS
security analysis in the on-line mode using the generation of questionnaires for the research conducting by
Delphi method. There were presented the results of approbation of the developed tools for the practical
tasks of ICTS cyber security ensuring. It is shown that the proposed solutions allow to reduce financial and
time costs in the process of on-line expert evaluation organizing and contribute to its quality and
effectiveness.

Keywords: Information Security, Cybersecurity, Expert Evaluation, Decision Support System, Delphi
Method.

1. INTRODUCTION complex targeted cyberattacks you can, in

particular, use decision support systems (DSS) in

Analysis of complex control objects on transport,
in particular, integrated information security
systems (IISS), as well as cybersecurity subsystems
(CSS), has shown the need to create means for
depth analysis of the subject area related to the
security of information and communication
transport systems (ICTS).

According to the experience of IISS use in ICST,
it is possible to provide information and
cybersecurity (IS and CS) with the help of their
actively interaction with experts, for example,
within the framework of specialized situational
centers (SC), but without computer technology this
work is very laborious. In order to confront to the

ICTS security operational control (OC) tasks. For
this purpose during the process of implementation
of the procedure of the alternative scenarios
formation for the solution of the OC IS ICTS tasks,
it is necessary to apply expert evaluation, in
particular, the Delphi method (DM) used in many
DSS of IS and CS.

Therefore, the subject of the research devoted to
the development of models and software on the
basis of DM for DSS tasks of OC IS ICTS seems to
be relevant.
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2. ANALYSIS OF LITERARY DATA AND
PROBLEM STATEMENT

In connection with the increasing number of
complex targeted cyberattacks on critically
important computer systems (CICS) in recent years,
there is appeared a separate direction of the
researches devoted to the development of DSS [1],
[2] and expert systems (ES) [3], [4] in the field of
IS and CS.

According to the authors' opinion [5], [6],
without the interaction of experts and analysts of
the IS and relevant DSS and ES it is problematic to
describe not always formalized relations between
threats and vulnerabilities in the conceptual and
functional aspects of cybersecurity of CICS.

It is difficult to analyze and to support the
decision-making related to IS of CICS weakly
amenable for formalization and structuring the task
of CS with the appearance of new classes of attacks
[71.

In works [8], [9] it was shown that the
disadvantages of many DSS and ES in the field of
IS and CS are: the need for highly skilled experts at
the formation of a structured knowledge base (KB);
difficulties at mathematical ensuring adapting for
solving the prediction problems [8] using the expert
evaluation procedure (for example, on the basis of
DM and of acceptable interval estimates and
metrics); availability of reliable statistics on
incidents of IS and CS. However, the authors
confined themselves with a conceptual description
of the model, without giving a detailed description
of it.

In works [10], [11] it was shown that the main
direction of DM application of the IISS formation
tasks is the evaluation of medium-term and long-
term problems associated with the violation of CS
of CICS [11]. These works did not receive further
development in the form of applied software
products, and were limited only with theoretical
calculations. In works [12], [13] it was noted that
the main advantage of DM is the anonymity of the
survey, as well as the possibility of feedback from
experts. However, as it is shown in [14], [15], there
are no means of automation at the stage of
questionnaire generating. Despite the practical
experience of DM usage [16], [17] in various
subject areas, including the problems of
information protection (IP) [18], [19], there is
almost no mathematical formalization for existing
DSS of IS and the system approach to the process
of survey conducting in the on-line mode.

Taking into account the controversy in works
[20], [21], it seems obvious that it is necessary to

continue researches on practically implemented
solutions for DSS, especially at the stage of
confirmed estimates formation based on DM, as
well as on fuzzy interval estimates and metrics in
DSS of IS CICS. The performed analysis of the
previous studies also revealed the need for
formalization of the stage of confirmed reasoning
formation of the analysts on CS and for creation of
software tools in DSS of IS for information support
of the expert evaluation process (in particular, in
on-line mode), which determined the relevance of
the work.

3. PURPOSE AND OBJECTIVES
RESEARCH

OF THE

The purpose of the research is the development
of models and software for the DSS operational
control tasks of IS CICS, to which, in particular,
ICTS also belong to.

In order to achieve this purpose it is necessary to
solve the following tasks:

- to develop a formalization model of the
confirmed estimates formation stage during the
evaluating the IS and reaching a consensus of
experts' opinions in the process of DM
implementing based on fuzzy interval estimates and
metrics in the DSS;

- to develop software for the generation of
questionnaires used during the expert evaluation of
IS based on DM, and to test the software in real-
time tasks of OC IS ICTS.

4. MODEL OF THE CONFIRMED
ESTIMATES FORMATION DURING THE
EXPERT EVALUATION OF THE
CYBERSECURITY OF THE PROTECTION
OBJECT

The basis for the intellectual solution of the
problems of IP and CS with the help of DSS and ES
is the principle of reproducing the knowledge of
experienced experts and analysts of IS. The use of
heuristics allows to achieve a significant reduction
of alternatives at searching for a rational solution
for non-standard tasks related to the evaluation of
the existing and new anomalies, attacks and threats
in the CICS.

The process of confirmed expert estimates
formation and achieving consensus using the
Delphi method [13], [16], [17], [22], [23], taking
into account the results of [24], [25], [26], is
suggested to be supplemented with interval
estimates and IS metrics [27], [28], characteristic
for different classes of threats, anomalies and
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cyberattacks. At the same time, there were taken
into consideration the results obtained by the
formation of the corresponding DB of IS CICS
[24], [25], [29], [301].

The procedure for structuring the situation,
related to the task of solution support for the
ensuring of IS CICS, was considered in the
functional and structural context of the concept -
the knowledge field (KF) of cybersecurity [25].

In the developed DSS [24], [25], [26] there were
used cognitive maps (COGM) that reflect the
subjective interpretation of the regularities of the
CICS element functioning. To describe the COGM
there were also used the methods for identifying the
preferences of the expert (or the decision-maker -
DM), analyzing scenarios for situations
transforming related to the problems of the CS

As a result, there are generated a variety of
interval situation estimates:

AS o5 = {Asose|€=1,E0s}&z‘TS0se =

= {{AS;sew;AS;sew }|W=1,W }, (1)

where A4S, , — expert evaluation for w level [8],

[22], [23] the e expert, relatively to s indicator for o
object.

Interval estimates of the situation are also
correlated with the IS metrics [27], [28].

Let assume that for the obtained interval
estimates there are given the IS metrics
m =
8ose jw > 8ose jw
w
_ ! > (2)
- (AV) =1 mgoseiejw’

—_— - . +
where gosew - [g osew? gosew]‘

the works [23], [27], [28] show that at the
calculation of IS metrics with different
compositions of expert groups, the results can differ
substantially. Therefore, the importance of the e
expert opinion is estimated by the value:

op =

l—m[ASOSe ,AS] . COS@ N (3)

where C,s — expert's competence regarding the
analyzed IS metrics.

The average interval estimate was calculated by
the formulas:

. Egs

ES osw = (%E) : ezl Sosew &

(1)
E

The Integral expert estimate was calculated by
the formulas:

Eps .
1 AS osew ;

4)

ot
ES osw =
e=

= —+
ASOSW = argmin lPO) &ASOSW =

ASpsew

= arg min(‘{’l), 5)
—+
ASpsew
where

b d OZ‘ROSQW —ﬁgsew

— —+
, Yl= ‘ASosew —ES osew

The confidence interval of the first round of the
expert evaluation of the situation is determined by
the following dependence:

ZS‘OS@ (S Tos,thenZS‘gse = zgmin(n?ose)
ASose ’

where 7 — time of situation
evaluating the object.

The generated confidence interval allows to
determine the radius of the expert evaluation set by

transformation

the following formula: <

T . .

(Tos) is fixed during the first
confidence interval in the
is determined as follows:

obtained value R4
round, and the
subsequent rounds

ﬁose €T, , then an<RA(Tos )

The degree of discrepancy between the KF
elements— disy(t), taking into account the works
[17], [21], [22], is determined by the following
equation:

vi_;(t)—vl'}(t)
dis jj (1)="———, 0<vy; (1)<,

vi]f(t)wl-;(r) (6)
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+

vij (1), vij (1)

where — the addition of a

positive and negative feature ("F") of situation
change at  moments, respectively.

The parameter dis, (¢) characterizes the expert
trust during the addition of Vv, (t) for component
SI, = {Siij }, j=1L..,m.

. - . _
dis; (1) 1 (the case, when v, (¢) >> v, () or

situation For

vy () >> v;. (¢)) the expert trust in feature value
vj(t)—max. For dis,(t)~0 (the case, when
v; () = v; (1)) the value v;(t)—min.

The finally confirmed expert estimate 1is
determined by the following formula:

A

EST (HEST /A /2.
osw( ASOS) OS‘“{ ASOS) @)

The proposed solution makes it possible to refill
the KB and to correct it when new knowledge or
contradictions are revealed. During the research,
there was formalized the stage of the questionnaire
creation and was proposed a module for automated
synthesis of questionnaires. The last ones provide
for generation of questions, in particular, with the
division of the issue into text and the evaluation
scale.

ASos =

5. EXPERIMENT

In Fig. 1 schematically shows the structure of the
Situation Center (SC) for analyzing cyber security
tasks using on-line expert evaluation.
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Figure 1: Structure Of The Transport Cyber Security Situation Center Using On-Line Expert Evaluation

The internal portal can be used to organize the
work of small groups of experts directly in the SC,
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in particular, at the stage of compiling of
"corrected" questionnaires for all rounds of expert
evaluation of the situation.

Table 1 shows an example of a fragment from a
questionnaire for experts. The table shows the
parameters for the evaluation, the interval rationing,
the evaluation scale levels for typical threats IS and
CSICTS [4], [8], [19].

The proposed model is implemented for the SC
applications server. The researches were carried out
on the basis of several computer centers: 1) the
State Enterprise "Design and Technological Bureau
for Control Systems Automation of Railway
Transport in Ukraine"; 2) the computer center of
the State Enterprise "Pridneprovskaya Railway"
(Information  Security Department); 3) IT-
technologies Department of “Kazakhstan Temir
Zholy”.

Table 1: Fragment Of The Questionnaire For Experts

X3 — cases of
information loss
(documented
/undocumented)

x4 — the presence of
attack detecting system

x;5 — the amount of

applications/Percent of 0,6-0,8 | Are
critical applications High fixed
X6 — the existence of the

procedure of

independent audit of IS

ICTS

x;7 — the existence of

means of identification

and authentication of 0.8-1 Oceur
users Very cons-
x5 — the presence of an high tantly

active technical means
of information
protection (TMIP)

X9 — the presence of
passive TMIP

Normalizatio
n of the
interval to
[0,1]

Evaluation and

Parameters threats scales level

x; — the wvalue of
information  resources
for business processes
on transport

x; — the amount of the The
documented changes of events
SW in ICTS connec

x; — the level of copy 0-0,2 ted
protection , With

x4 — time between a l\;fvry CS and
vulnerability ~ detection IS, do
and its elimination in not
ICTS - occur

x5 — the amount of os
subsystems

with
automatic

antivirus | =V
W[ASOSJ
Xs — access control in

updates
segments of ICTS

x; — system SW update

xs — the presence of +
cryptographic protection os
for ICTS

X9 — average time for
elimination  of  the
consequences of the
attack

Occur
rarely

0,2-0,4
Low

X0 — the number of
employees who passed
trainings on  cyber
security

x;; — the possibility of
external interference in

the work of ICTS
software and hardware

0,4-0,6

Averag Pos-

x;; — the presence of A
sible

means of critically
important  information
reservation

The construction of a structured KB and the
application of the proposed model during the
implementing the initial information formalization
procedures allows to generate a file with the
resulting data for the KB. Generation of corrected
questionnaires using the frames [25] of structured
KB was tested in a new round of expert evaluation
based on DM.

After the launch of the DM tour in on-line mode
a table with fixed answers of experts is dynamically
formed for each question of the questionnaire. The
results of the calculation using the mathematical
DM apparatus are also dynamically formed after
filling the tables for each question.

Fig. 2 shows the results of a preliminary expert
evaluation of the security of the analyzed ICTS
(with deviations). The security parameter is adopted
in the range [0-1] to [24].

Analyzing the evaluation consistency and at the
formation of the final result of the expertise, for
each of the factors under consideration, at the initial
stage there was used the indicator - the expert's
confidence at the parameter evaluation [13], [17],
[22], [23].
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Figure 2: Point Expert Evaluation Of The Security Of
The Analyzed ICTS (With Deviations)

Fig. 3. shows the results of the confirmed expert
estimates formation and the achievement of
consensus using the Delphi method, interval
estimates and metrics (parameters, see Table 1),
characteristic for various classes of threats,
anomalies and cyberattacks. Researches were
carried out on the DSS platform "Decision Support
System of Management Protection of Information -
DMSSCIS", previously described in [25].
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Figure 3: The Formation Results With The Help Of
DSS Confirmed Expert Estimates And Achieving
Consensus Using The Delphi Method, Interval Estimates
And Metrics

As a result of the confirmed expert estimates
formation, in particular, after analyzing the
consequences of cyber attacks related to
WannaCry, Petya viruses, and measures to prevent
them in the future, most experts agreed that under
certain situation context the "Security level"
indicator [24] would increase by 25-27%. There
were tested automated tool and software for
generation of questionnaires and confirmed expert
estimates formation during the research of CICS for
several enterprises. The proposed solutions made it
possible to reduce financial and time costs for
expert evaluation by about 17-20%.

Figures 4 and 5 presents the results of evaluating
various parameters of information security and
cybersecurity of the computing centers of transport
enterprises. Red color shows the results obtained
during the survey of experts independently. Blue
color - using the software product "DMSSCIS". In
the testing of "DMSSCIS" there were involved 11
experts. There have been involved cyber security
analysts with work experience in the field of
information protection for at least 5 years. Without
the "DMSSCIS" system the experts filled out

questionnaires in writing. The questionnaires
contained questions with the evaluating the
protection  parameters of information and

communication systems (ICS) of the analysed
transport enterprises. In the control tests, the
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experts performed an evaluation of the ICS security
using DMSSCIS.

The standard values of the evaluated parameters
(p) are assumed to be equal to 1 [8, 25, 26, 31, 32].
If the evaluation of the parameter is 0 — there is no
protection.

0,87
0,82
0,77
0,72

DMSSCIS

0,67

Experts

0,62

0,57

0,52

Figure 4: Evaluation Results By Experts Independently
And With The Help Of The "DMSSCIS" Interface, The
Degree Of ICS Protection Of Transport Enterprises
In Ukraine And Kazakhstan

0,9
0,85
0,8
0,75
0,7
0,65
DMSSCSE
0,6

0,55 Experts

0,5
Figure 5: Results Of Evaluation The Transport
Enterprises Sites Security In Ukraine And Kazakhstan

Analysis of the data shown on Figures 4 and 5
made it possible to establish that the discrepancy
between the experts opinions, who used the
DMSSCIS system, was 14-19% less than for the
standard paper questionnaires of the ICS safety
metrics.

There was also performed the evaluation of the
degree of security [8, 25, 26] of the computation
centers of transport enterprises in Ukraine and
Kazakhstan, figure 6.

Without the use of the "DMSSCIS" system
experts were more optimistic about the degree of
ICS protection. Note that the further audit of
information security (IS) of ICS did not always
coincide with the expert evaluation. The evaluation
was more consistent with the variant using the
"DMSSCIS". The IS audit was carried out by
analysts with at least 10 years of work experience
in cybersecurity.

Figure 7 shows the histogram of time
comparison (in minutes) for self-assessment and
with the help of "DMSSCIS" evaluation of the
signs of unauthorized access to the information
system of the computer center of a transport
enterprise in Kiev (Ukraine).
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Figure 6: Evaluation By Experts Independently And With The Help Of "DMSSCIS" Of The Degree Of Security Of
Computing Centers Of Transport Enterprises In Ukraine And Kazakhstan
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Figure 7: Time Spent By Experts Independently And With The Help Of "DMSSCIS" For The Evaluation Of The Signs
Of Unauthorized Access To The Transport Company Information System
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Figure 8: Time For The Site Security Evaluation Of Transport Enterprises In Ukraine And Kazakhstan
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Figure 8 shows the experimental data on the time
spent by experts independently and with the help of
"DMSSCIS" for the evaluation the enterprise sites
security.

Therefore, it is established that the time spent by
experts on data processing using the "DMSSCIS"
system is 45-50% less than the variant with paper
experts' questionnaires.

A comparative analysis of similar solutions [2, 4,
6, 8, 25, 26] has shown that the "DMSSCIS" system
has the following advantages:

- it is possible to integrate the developed
software product with the existing information
security complexes;

- the efficiency of decision-making in the
evaluation tasks of the security degree and ICS
information security of transport enterprises has
been increased;

- flexible configuration of "DMSSCIS" is
possible taking into account the specificity of
protection of a particular enterprise ICS.

6. DISCUSSION

Researches confirmed the possibility of
integrating in CICS for ICTS the software DSS for
SC CS of transport. Test researches were conducted
for the tasks of OC IS at the stage of conducting a
survey of experts and analysts of IS in on-line
mode.

As a part of the practical implementation, the
next stage in the development of the proposed
models and software for DSS of IS ICTS is the
development of a mechanism for the construction
and implementation of IS control systems for large
ICTS. This, in particular, concerns the projected in
the Republic of Kazakhstan Unified State
Information Transport System (USITS) and the
corresponding SC for CS.

The described solutions complement existing
studies [24-26, 33-35], in the context of solving
tasks on managing protection of ICTS based on the
implementation into comprehensive IPS of DSS on
cybersecurity.

Taking into account the results of the conducted
researches, it can be noted that the complexity of
implementation include:

- the need for technical and economic expertise
of DSS of IS ICTS;

- insufficient amount of specialists needed to
implement this approach in the USITS framework.

The above reasons at the first stage of
implementation made it more difficult for experts to
obtain adequate assessments of the security of the
information objects selected for the assessment.

However, the proposed model, in our opinion, is
more effective than similar models described in
works [2, 6, 7].

Limitations of this work. The results presented
here are not intended to cover all of the issues
related to this topic. They simply reflect a set of
shared conclusions that our group agreed, during an
intense period of common research (March 2015 —
April 2018).

7. CONCLUSIONS

Based on the analysis of the practical tasks of
cybersecurity ensuring of information and
communication transport systems (ICST) there is
proposed a model for formalizing the stage of the
confirmed expert estimates formation. The model is
based on the Delphi method and is supplemented
by fuzzy interval estimates and information security
(IS) metrics in the developed decision support
system (DSS). The software-implemented DSS
contains a knowledge base (KB), as well as an
automated tool for generating questionnaires for
experts and analysts of IS. The obtained results
allowed performing the tests in the on-line platform
mode for the cybersecurity situational center on
transport in the Republic of Kazakhstan.

The developed software for DSS of IS ICTS
allows to fill and formalize the KB taking into
account the description of the situation context
arising during the implementation of various
classes of cyberattacks on CICS transport. The
proposed software made it possible to reduce the
financial and time costs of the expertise during the
process of 1ISS constructing and IS analyzing of the
operating ICTS.
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