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ABSTRACT

Database intrusion detection system is considered a mandatory security layer in recent database
applications. The detection of intrusions in database applications is mostly based on anomaly methods like
access patterns, association rule mining and mining data dependencies between data items. These
countermeasures achieve good results in traditional applications but new forms of attacks on computer
systems lead to the depreciation of intrusion detection systems due to the high rates of false positive alarms.
The goal of this paper is to improve the accuracy of intrusion detection system by reducing false alarms
using alert clustering mechanism and system hibernation capabilities. In this paper, a three-stage access
control framework is developed for detecting malicious users in database. This framework is embedded
with an alert clustering mechanism for reducing false alarms by correlating low-level alerts into one cluster.
A post security countermeasure is developed by merging system hibernation capabilities into the developed
application. The hibernation mechanism is used for maintaining the availability of data in case of intrusion
detection. The experimental results of the proposed algorithm achieve high detection rate with low false
positive and low false negative alarms when compared to recent researches in intrusion detection systems.

Keywords: Intrusion Detection System, Alert Clustering, Hibernation Mechanism

1. INTRODUCTION

The security system in recent organizations is
based on network and database security. Network
security is considered the outer layer for
preventing malicious access to the network.
Database security is considered the last line of
defense for protecting the confidentiality of
information stored in database. Computer security
is used for protecting networks and database from
attack activities such as violation of privacy, fraud,
deterioration of data and access to unauthorized
information. Given their essential role in detecting
intrusive activities, intrusion detection systems
(IDS) are considered the fundamental components
of computer system security. Therefore, the
precision of database intrusion detection systems
depends on their ability to detect real attacks on
the system and to send alarms to the database
administrator.

Attacks on database are based on external
attacks and internal attacks [1]. External attacks
are performed by malicious users who try to
disclose confidential information. Internal attacks
are performed by authorized users who misuse
their privileges intentionally or unintentionally.
Based on internal attacks, high false alarms are
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raised due to the inability of the intrusion detection
system to differentiate between real attacks and
unintentional misuse. A false alert is defined as a
signal triggered by an intrusion detection system
recording an attack although it is normal network
traffic. Due to the high false alarms triggered by
intrusion detection systems, the accuracy of the
overall security system decreases. The contribution
of this paper is as follows:

Developing an access control mechanism based
on an authentication code and secret key for
authorized users.

e Monitoring and tracking false alerts detected
by the access control mechanism.

e Developing an alert clustering algorithm to
verify the relationship between false alerts and
correlate low level alerts into one cluster.

e Building a hibernation mechanism for
protecting confidential data from disclosure by
converting suspicious users to an alternate
system until they were verified.

This paper is organized as follows: section 2
presents recent researches of intrusion detection
systems and hibernation methodologies. Section 3
presents an access control mechanism of the
proposed system. Section 4 presents the proposed
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authentication mechanism. Section 5 presents alert
clustering  algorithms  for managing and
minimizing false alerts. Section 6 explains the
hibernation mechanism. Section 7 presents
experimental results of the proposed application
and algorithms. Finally, the paper is concluded in
section 8.

2. RELATED WORK

The role of intrusion detection system and
system hibernation is very important to protect the
security of confidential information. Many types
of research present approaches that develop the
concept of intrusion detection system and system
hibernation based on data mining, clustering,
decision tree, classification, machine learning, and
chameleon agent.

Intrusion detection systems observe the
network package independently within the web
server and database systems [2]. In multi-tier
applications, the backend database server may be
threatened behind the firewall while the web server
is remotely accessed over the internet. This can
increase the intrusions that may disclose
confidential information from database. One of the
recent researches of intrusion detection systems is
presented in [3]. In this research, a set of artificial
intelligence machine learning methods is used to
decrease the number of false positive alarms in an
anomalous intrusion detection data. This method
combines data clustering using the simple k-means
algorithm, and self- organization maps to
effectively reduce false positive alarms. This
method is applied for intrusion detection over
networks not database. As presented in [4], a three
stage process to detect false alerts and outliers are
developed. In the first stage, a set of elementary
alerts is clustered to create a set of meta—alerts. In
the second stage, the outliers are removed from the
set of meta—alerts using a binary optimization
problem. Finally, a binary classification algorithm
is proposed to classify meta—alerts if it is false
alerts or real attacks. An intrusion detection system
based interaction on mobile agents and cluster
density algorithm is presented in [5]. In this
research, the IDS system is able to detect known
and unknown attacks and reduce the rate of false
positive and negatives by coupling two recent
technologies: mobile agents and a new data mining
algorithm called clust-density in one single
intrusion detection system named ids-am-clust.
The simulation results are obtained by
implementing the system for proving high level of
intrusion detection. As presented in [6], a
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predictive model for network intrusion detection is
developed based on data stream mining techniques
into which the data stream is processed with a
class prediction associated with it. An intrusion
detection system for wireless sensor networks is
presented in [7]. In this research a methodology
for anomaly detection is proposed based on binary
logistic regression. A recent research of intrusion
detection systems is presented in [8]. This research
deals with the problem of redundant data that may
lead to unreliable intrusion detection. Neural
network is used to test the redundancy of data and
its effect on the performance of intrusion
detection.

3. ACCESS CONTROL MECHANISM

Access control mechanism is considered as a
comprehensive preventative measure for keeping
the internal and external perimeters secure from
unauthorized access and malicious intrusions. As
presented in [7], four categories of attacks are used
to disclose confidential information from database.
First: denial of service. Second: remote to user
(R2U) which means unauthorized access from a
remote machine. Third: user to remote (U2R)
which means unauthorized access to root
privileges. Finally: probing which means an
attempt to access computer applications through a
probable weak point. As presented in [9], a
database intrusion detection system for enhancing
detection rate is proposed. In this approach, a user
profile matching between user activity and his/her
database profile is used. If an exact matching is
applied between the current user profile and the
valid profile, high false alarms will be raised. This
is due to the low level of the system tolerance to
any change in user activity. For reducing false
alarms, an f-triplet format is applied based on
altering of consecutive select commands and
allowing a subset of attribute access patterns to be
accessed in new transactions.

In this paper, an access control mechanism for
reducing false alarms of intrusion detection
systems is implemented. As presented in Figure 1,
during the login process, three-level authentication
is provided for controlling user access to database
applications. First: the user provides the system
with username, password, and email. Second: user
authentication code. Third: user secret key. If the
parameters of first, second, or third level are
authentic, the system proceeds to the next level
otherwise the system hibernates to a spoofing
session.
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Figure 1. Access Control Mechanism

Spoofing is a mechanism used as a defense for
confusing attackers. As presented in Figure 1, if
the authorized user fails in logging into the system
three times, the activity profile of the user is
checked by the administrator to allow or suspend
the request. The authorized session is permitted; if
the user is allowed to login into the system.
Otherwise, the spoofing process diverts the user to
an alternate session that passes false information to
the user without affecting the original database. In
order to authenticate user profile, an authentication
mechanism is applied for verifying user profile
and enumerates false alarms generated in the
system.

4. AUTHENTICATION MECHANISM
In this stage, an authentication mechanism is

developed based on three-layer security
parameters: user verification, authentication code,

and secret key certificate. These layers are
presented in the following sections.
4.1 User Verification

The user verification is based on 4 parameters:
username, password, email, and captcha for
human-machine verification. In this stage, the four
parameters must be authentic to allow the user to
proceed to the next layer. Otherwise, the
hibernation mechanism will be activated and an
alarm will be raised to the administrator.

4.2 Authentication Code

The authentication code is generated after
verifying access control parameters. Based on
these parameters, a new authentication code is
randomly generated each time the user logs in into
the system. As presented in Algorithm 1, before
generating a new authentication code; the system
must perform three nested pre-security stages for
verifying the specified user. First: the system
checks the IP address of the connected user
whether it is locked or not. If the IP is locked from
a previous process, the system blocks the user
connection to the system. Otherwise, the system
proceeds to the next stage. In the next stage, the
system verifies the username of the user. If it is
disabled by the database administrator, then this
user is a suspicious user. As a result, the system
blocks the connection. The last stage, the system
checks the number of alarms recorded to the
connected user. If the number of alarms is >= 3,
the system blocks the user connection. Otherwise,
the system generates a random authentication code
using MD5 authentication algorithm.

Algorithm 1: Authentication Code Generation \
1. Begin
2. Check IP address

3. IfIP =Lock Then

4, Block Connection

5. Else

6. If username = disable Then
7. Block Connection

8. Else

9. If Alert_count >=3 Then
10. Block Connection

11. Else

12. Generate auth_code

13. EndIf

14. End If

15.End If

16. End

2818
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4.3 Secret Key Certificate (SKC)

After verifying the authentication code, a
random private key is generated by the database
administrator (DBA) that will be merged with the
authentication code to generate the secret key
certificate ~ (SKC).  Firstly, the database
administrator (DBA) generates his own public and
private key PUpsa and PRopga respectively.

As presented in Figure 2, each user must send a
request to the DBA to obtain his own private key.
This request contains the timestamp of the request
(Tw), identification of the user (IDn), and the user
authentication code (Authun). The database
administrator (DBA) will replay on this request by
encrypting the previous parameters and generates
the private key (PRun). Even if two distinct users
sent requests on the same timestamp, the user
identification (IDa) and user authentication code
(Authyn) will remain different. As a result, each
user will obtain a distinct private key. The private
key cannot be counterfeited because it was
encrypted by the private key of database
administrator PRpsa.

The secret key certificate of the wuser is
generated by merging the authentication code and
private key as presented in formula 1.

CSK:PRUHAuthU (1)
Where Csk is the secret key certificate, PRy is

the private key, and Authy is the user
authentication.

Request [Tu1, IDu1, Authui]

>

Based on this mechanism, many features have

been achieved:

e Each user can obtain his secret key based on his
identification and authentication code.

e Each user can verify that the private key is
originated from the database administrator and is
not counterfeit.

e The database administrator has only the ability
to generate and update the private key.

5. FALSE ALARM REDUCTION

As presented in authentication mechanism,
several layers are implemented to authenticate
system users in order to reduce false positive and
false negative alarms. False positive alarms refer
to normal actions executed by normal users but are
detected by the system as abnormal activities.
False negative alarms refer to the number of
attacks that breach the system.

Many research papers focused several methods
for reducing false alarms. As presented in [10], a
framework for database intrusion detection is
proposed. This framework consists of two
modules: specifications and detection modules.
The first one identifies transactions and stores
them where the second module identifies
malicious transactions based on the pre-stored
transactions. As presented in [11], data mining is
being used for detecting intrusions in database. In
this research, different classification algorithms for
detecting malicious users are listed. One of the
recent researches that focused on reducing false
alarms is presented in [12]. In this research, an
intrusion detection mechanism based on the user
profile is presented. This mechanism is based on

Request [TUn, IDun, A'l.lthUn]

DBA
PRui= E(PRoea, [Tu, IDu1, Authuall)
Ui 2
=]
=]
=
=
=
Authy, "
=
- N
—
L]
Uz

PRun= E (PRoea, [Tun, IDUn, Authun])

[znqny ‘Znq ‘2n Jssenbay

Figure 2. Secret Key Certificate Transmission

e
2819

Un



Journal of Theoretical and Applied Information Technology
31% May 2018. Vol.96. No 10

B

© 2005 - ongoing JATIT & LLS ‘

Jnlll

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

using machine learning techniques for
clustering data. As presented in [13], two
approaches are being used to reduce false positive
alarms: detection techniques and alert processing
technique. Detection techniques are based on
detecting anomalous users during the execution of
transactions. This means that users have
successfully accessed the system and may abuse
their privileges in disclosing confidential
information. Alert processing techniques are based
on detecting users by analyzing previous alarms
that have been raised during their activities on the
system.

In order to achieve high detection rate with low
false positive and low false negative alarms, an
alert clustering algorithm is implemented by
correlating similar users that have the same
behavior in one cluster. As presented in [4], the
correlation process is based on increasing the
similarity degree between objects that exist in the
same cluster and decreasing it between clusters.

33. Suspend_Connection

34. Open Spoofing Session

35. Else

36. If Log count>=3 and Alert_count >0 Then
37. If Activity B =ON Then

38. Block Connection

39. IP = Lock

40. End If

41. Else

42. If Activity S = ON Then

43. Open Spoofing_Session // Admin Req
44, End If

45. Else

46. If Activity A = ON Then

47. Open Spoofing_Session // Admin Req
48. End If

49. End If

50. EndIf

51. EndIf

52.End

Algorithm 2: Alert Clustering

1. Set username, password, email
2. INPUT:

3. Log count=0

4. Alert count=0

5. Activity B=OFF

6. Activity S=OFF

7. Activity A = OFF

8. Begin

9. Check IP address

10. IfIP = Lock Then

11. Block Connection
12.End If

13. Else

14. Check Login Dictionary
15. If username = disable Then
16.  Block Connection
17.End If

18. Else

19. Check User State

20. Check Login Dictionary
21. If user = new Then

22. IfLog count>=3 Then
23. Raise_Alarm

24, Block Connection

25. Alert count+=1

26. EndIf

27. End If

28. Else

29. Ifuser =old Then

30. Check Alert Dictionary
31. IfLog count>=3 and Alert count=0 Then
32. Raise Alarm

2820

As presented in Algorithm 2, the system checks
the user profile if it is new or old. If the user is
new, all security procedures that have been
explained will be followed. Each time the user
fails in passing correct parameters, the system
increments the alert counter by 1 until the counter
reaches the maximum number of limit allowed
then the connection is blocked.

The system records all user attempts in the alert
dictionary for future checking. If the user is old,
the system checks the alert dictionary. If the log
counter >= 3 and no alerts exist, the system
suspends the connection and hibernates the
system. If the log counter >= 3 and the alert
counter > 0, the system blocks the connection and
the user IP will be locked.

As presented in Table 1, the database
administrator has the authorizations to block or
suspend any suspicious user based on his user
activity profile. If the user is authorized, the
database administrator can allow connection to
him/her as explained with user Ui. This can reduce
future alarms to be raised. For user Uz and Us, the
system increments alert counter by 1 because the
next alert status is turned ON.

All user information profiles with their alerts are
presented in Table 2. In this table, the IP address
of all users and alert date and time with alert
options are explained.

Table 1. Alert Dictionary

Table 2. User Alert Management
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Transactions

schema is developed to obtain all transactions Merge

User | User Status | Log Count | Alert Count | Alarm Alert Status Next Alert
Ui old 3 1 ON Allow Alarm OFF
Ua old 4 1 ON Block Alarm ON
Us old 3 0 ON Suspend Alarm ON
Us new 0 0 OFF Allow Alarm OFF
Us new 3 0 ON Block Alarm ON
Next Alarm Status
Uz old 1 ON Block Alarm ON
Us old 3 1 ON Suspend Alarm ON
Us new 3 1 ON Block Alarm ON
User 1P Address Alert Date Alert Alert Alert Alert Options
Name Time No Status
1 Frank 192.168.1.9 Alert: 3 times login | 05/01/2018 3:54 am 2 Suspended Block Suspended
2 Userl 192.168.8.112 | Alert: 3 times login | 18/10/2017 9:50 am 3 Allowed Block Suspended
3 User2 192.168.8.106 | Alert: 3 times login | 08/01/2018 | 12:12 pm 3 Allowed Block Suspended
4 Scottl 192.168.8.107 | Alert: 3 times login | 23/12/2017 | 10:22 am 3 Blocked Block Suspended
5 Allan2 192.168.8.123 | Alert: 3 times login | 15/08/2017 8:56 am 1 Allowed Block Suspended
6 | Adams2 | 192.168.8.115 | Alert: 3 times login | 06/01/2018 | 12:22 pm 3 Allowed Block Suspended
7 Johnl 192.168.8.137 | Alert: 3 times login | 16/11/2017 | 01: 24 pm 1 Allowed Block Suspended
6. HIBERNATION MECHANISM
The security system must be hibernated until !
the suspended transactions are approved or Original !
disapproved. As presented in [14], an alternate L 5’ Database i
i |

I
I

from normal users until the suspension process is ! Activation

finished. As presented in Figure 3, when the :

security system verifies a suspicious user, his ! Deactivation

transactions are suspended in the original database :

which resides in the database server. The !

transactions are verified whether to be saved into :

database or not. The time spent in the verification I

process will delay other transactions that are

executed by normal users. This will increase the

time complexity.

Alternate Original

Database

In order to keep an efficient, flexible, and solid
security system; data hibernation is executed by | Activation
transferring data from the original data source to
the alternate one. An important measure that is
required to be taken for data hibernation is to

design an alternate data source that is in

Deactivation

v
u
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

|
]
!
:
Database !
]
]
]
]
]
]
]

. . .. L - -
compliance with the original one. If the alternate Normal Users /% Suspicious User
data source is in compliance with the original one, S — Lo .
it is possible to transfer the data from original to | User Alert Verification |

alternate data source [15].

7. EXPERIMENTAL RESULTS

Figure 3. System Hibernation
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The database security engine was implemented
using Microsoft SQL server 2008 for storing
database transactions, alert dictionary, and alert
management options. The authentication code,
secret key certificate exchange and alert clustering
algorithm were implemented using Microsoft
Visual Studio C# 2015 for deploying the security
system components on a client-server application.
The experiments were conducted on an Intel(R)
Core (TM) i5 @2.40 GHz machine with 8 GB
RAM. The operating system was Microsoft
Windows 7.

As presented in Table 3, a set of 480 normal
events and 171 abnormal events were divided into
two groups and were tested using the proposed
authentication and alert clustering algorithms.

Table 3. Testing Data Distribution

The experimental results are compared to the

Data Normal Abnormal
Groups Events Events
Group 1 210 75
Group 2 270 96

results of four algorithms presented in [4] which
are: binary classification algorithm (BCA), self-
organizing map (SOM), decision support
classification (DSC) and cluster and nearest
neighbor (CANN).

As presented in Figure 4, the detection rate is
calculated by dividing the total number of detected
users (Ng) to the total number of users (N). This is
presented in formula 2.

Dy = 4 x 100% Q)

The security system produces a high detection rate
with 97.33% and 93.75% in group 1 and group 2
respectively, while the detection rate using binary
classification algorithm (BCA) presented in [4] is
97.2% and 91% respectively.

e
-~
i

w
-~
w
w

100 7 gre2.1 = o 93.75
90 - 84.9 2
80 - >0
70 | B BCA
60 - B SOM
50 DSC
10 B CANN
30 B Auth and Alert Clustering
20
10
0
Group 1 Group 2
Detection Rate

Figure 4. Detection Rate of Alert Algorithm

As presented in Figure 5, the false negative
alarms (FN) are calculated by dividing the number
of passed malicious users (Np) to the total number
of examined users (N). This is presented in
formula 3.

Fy= % x 100% 3)

The security system produces low false negative
alarms with 2.67% and 6.25% in group 1 and
group 2 respectively, while the false negative
alarms using binary classification algorithm
(BCA) presented in [4] is 2.8% and 9%

30 29.8
30 - 279
25
WECA
20 HSOM
15 DsC
mCANN
10 - .
W Auth and Alert Clustering
5 2.8
0
Group 1 ‘ Group 2
False Negative Alarm

respectively, while SOM, DSC, and CANN
techniques achieve high false negative alarm rates.

Figure 5. False Negative of Alert Algorithm
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As presented in Figure 6, false positive alarms
(FP) refer to the probability that normal actions
being alarmed as abnormal actions. This is
presented in formula 4.

Fp= X 100% )
In Figure 6, the authentication and alert clustering
algorithm achieves low false alarm rates with
4.76% and 4.81% in in group 1 and group 2
respectively, while the false positive alarms using
binary classification algorithm (BCA) is 6.5% and
5.8% respectively, while SOM, DSC, and CANN

techniques achieve high false positive alarm rates.

40 -

352 .
35 304
30 -
4.1 NBCA
25 - 21
n50M
20 -
mDpsc
15
B CANN
10165 476 o8 4.81  WAuthand Alert Cluste
5 .
0
Group 1 Group 2
False Positive Alarm

Figure 6. False Positive of Alert Algorithm

The correctness rate (CR) of the proposed
experimental study is presented in Figure 7. The
correctness rate refers to the probability of correct
detection and is calculated by subtracting the false
positive and false negative alarms from 1 as
explained in formula 5.

Cr= (1— Fp — Fy) x100% (5)

As presented in Figure 7, the correctness rate
achieves high correct detection with 92.57% and
88.94% in group 1 and group 2 respectively while
other algorithms achieve lower correct detection
rate.

ring
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Figure 7. Correctness Rate of Alert Algorithm

In order to ensure the security system
efficiency, it was tested again using 50, 100, 150,
and 200 transactions and the experimental results
were compared with the results presented in [16].
As presented in Figure 8, the detection rate of the
proposed algorithm recorded 96%, 97%, 98, and
97.5% respectively, while the intrusion detection
system presented in [16] recorded lower detection
rates.

Detection Rate

100 -

98 975

| 97
98 9%

96 -
94

92 DS [16]

90

90 | u Proposed Algorithm

88 -

Detection Percentage %

86

50 100 150 200

No of Transactions
Figure 8. Detection Rate

In Figure 9 and 10, the proposed algorithm
proves low false negative and low false positive
rates when applying the four data groups 50, 100,
150, and 200. The false negative alarms recorded
4, 3, 2, and 2.5% respectively while false positive
alarms recorded
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Figure 10. False Positive

As presented in Figure 11, the correctness rate

of the proposed algorithm recorded 88%, 91%,
93.33% and 93% on all data groups respectively.

Correctness Rate

91 9333 _ @

100 88 87,67
18

90 |
80 1
70 |
60 |
30 H1DS [16]
40
30 |
20
10 |

M Proposed Algorithm

Correctness Rate Persentage %
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No of Transactions

Figure 11. Correctness Rate

8. ALARM REDUCTION SCHEME KEY
FEATURES

Prior research works focused on reducing false
alarm by analyzing alarm rates using proposed
classification algorithms and machine learning
techniques for measuring accuracy as presented in
[4] and [16]. Various features have been deployed
in this paper to reduce false alarm rates as follows:
e An access control mechanism is presented for

applying user authorizations based on multi-

layer security parameters.

e An authentication code is generated for
verifying users accessing the system.

o A secret key certificate (SKC) is applied by

DBA based on user authentication code and

user private key.

These security countermeasures are deployed for
reducing a proportion of false alarms. In order to
reduce the greatest possible level of false alarms,
two additional features are added:

e An alert clustering mechanism is implemented
for analyzing similar alerts based on previous
user profile.

e A hibernation mechanism is deployed for
hibernating original database if suspicious user
is detected.

9. CONCLUSION

Traditional techniques of intrusion detection
systems cause high false positive and high false
negative alarms due to the inability to identify
unauthorized users from authorized users who may
misuse their privileges. Recent advances in
intrusion detection systems deal with applying new
methodologies and algorithms for reducing false
alarms in intrusion detection systems. In order to
achieve high detection rate with low false positive
and low false negative alarms, an authentication
mechanism with alert clustering algorithm is
proposed and implemented. A hibernation
mechanism is embedded in the security system to
divert suspicious users to an alternate system
instead of recording them as malicious users; until
they were verified. The system was tested with
two recent experimental studies to verify its
efficiency in reducing false alarms. The system
achieved high detection rate with low false alarms.
In future research, the proposed scheme will be
deployed on cloud infrastructure to check the
performance of the system based on user
privileges on cloud. An enhanced alert mechanism
will be proposed based on cloud services.
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