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ABSTRACT

Based on the wireless sensor networks many applications are developed where more usage at military,
medical fields. All this leads to exposure of the network against various threats from the outside. The
network security from external attacks considered as one of the most important studies of today. This study
examined the effects of security limits the wireless network WSN, typical attacks of certain species, and
provided security over the years for a wide range of emotions to detect attacks and to protect wireless

network.
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1. INTRODUCTION.

The widespread wuse of wireless
networks to see how the temperature monitoring
sensor, easy to use and control the battlefield of
enemies, and field etc., light. The network
consists of thousands of injuries and, creates
aliases environments and open, there are some
external network threats and attacks. [1]. Some
regulatory processes and algorithms in the field,
but not complete protection against network
attacks and intrusions. In sensor networks,
wireless security requirements for privacy into
account when designing the security system. We
can identify independent systems require sensors
and wireless links (WSN), to accept the use of
effects that occur in the system when exposed to
attacks from outside. All network effects, which
are as follows: Each incoming packet, the
fragmentation, neighbours, transmitter unit, RTS
threshold, a strong signal is received and process
costs.

1.1. Storage WSN

Editor is not a good environment wireless
network and wireless transmission without
property, and the information on an important
part of WSN. The security (authentication,
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integrity, confidentiality, flexibility and self-
organization) is very important WSN [2].

1. Recognition: A Review of WSN send
existing customers.

2. Data integrity to ensure that the same
information during transmission, some
of the key safety

3. The resolution is a powerful security
and destruction.

4. The exchange 1is an important
requirement for the safety of the
protocol design effective and efficient
routing of WSN. The change means that
believe that there is no communication
with the growth of the network increase.
add the network. [3]

5. Since the deployment of sensors and
wireless  networks in  different
environment and own forms of self-
organization. [4].

1.2. Limitations of WSN

Wireless networks are many
information and limitations [5] internal (storage,
processing and transmission of the network links,
etc.,) [6] Unlike other networks, security
algorithms are considered. These limits [7-8-9]:
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o The influence and network
transmission.

Random topology.

effect.

Distribution.

Fault Tolerance

The connection to the surrounding
environment.

e  Animals.

1.3. The Importance of information

See detection to detect consistently on the
network or series of events to monitor the attacks
and abnormal, damaging the cardiac damage
security work on the methods and protection
against attacks. [10] The cognitive process
cognitive systems building divided two types:

Anomaly detection: In this category, a system or
network, and general practice, primary care
database, the country store to see the difference.
The research in this area, based on [11] [12]
cluster, data extraction, vaccines [15] Multi-
media [13], neural networks, Support Vector
Machine (SVM) [14], the model hidden Markov
[16].Is included in the category of the immune
system a lawsuit against network attacks using
penetration measures like the current system:
Two-way detection. Types of systems, methods,
technology experts based static transfer analysis,
conceptual design, technology, etc.

1.4. Literature Survey

From [1], consider that routing security in WSN,
existing routing protocols have been proposed on
communication from one node to other and none
of them are concentrate on the security while
transferring the data in between the nodes. In
[16-20] proposed a new security goal for routing
in sensor networks. It helps to analyse the data
and how security is maintained while transferring
data in between the nodes in which includes
energy saving topology based algorithms in fig 1
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Fig:1 Security In WSN

Wireless sensor network is highly vulnerable to
attacks because it consists of various
resourceconstrained devices with their low
battery power, less memory, and associated low
energy. Sensor nodes communicate among
themselves via wireless links. However, there are
still a lot of unresolved issues in wireless sensor
networks of which security is one of the hottest
research issues. Sensor networks are deployed in
hostile environments. Environmental conditions
along with resource-constraints give rise to many
type of security threats or attacks. Securely
communication among sensor nodes is a
fundamental challenge for providing security
services in WSNs. This paper gives the security
of wireless sensor network and attack at different

layered architecture of WSN and their
prevention.

2. PROTECTION MECHANISM:
Fenders hanging deviate. cluster topology

network topology, see Figure 1.
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Figure 1.1: Clustering Of WSN Nodes
Explain some key points that it is:

e The protection device to the base
station.

e Add all the data classes concern directly
to the base station.

e FEach node in the cluster to send their
data only for the brush cluster.

e This function sets the base station, a
great source and capable of
communicating with each node of the
brush. It can protect the device for the
network:known  attack  (abnormal
behaviour of the obtained attacks are
known), for example:

e collision attacks, unfair competition,
exhaustion attacks, an optional sinkhole,
Sybil, wormholes and Hi Flood.

e advanced,unknown attacks (abnormal
behaviour before attacking the result is
not known): if the device works,
including self-learning phase, which
would explain later.

e Pager like the functioning of the brain,
the brain retrieves the data from the
body and detects abnormal behaviour
based on the information in the brain
and other details of purchase data. As
shown in Figure 2.
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Protection mechanism
elements:

is composed of four

2.1. Collection and Processing Of Data

The natural state of the network set up
the bank of the characteristics of the network
device data when operating in its natural state,
without any attack[21]. The database contains
information such as latency, packet delivery,
packet collisions caused average data studies in
the interval time arrival rate processes of RTS
packets caused e-Packet nearby Number Packet
Delivery and signal strength, etc. At this stage,
the average value for each property will be equal
to the above calculation, and for a certain period

®.

To create the end of this phase, you obtain the
following Table 1 and Table 2 and Table 3, and
at the end of this phase, the backup unit of the
data, if necessary[22-25].

Clu | Pack | Pack | Aver | RT | Pac | Pack
ster | et et age | S ket | et
hea | Deli | Colli | Tim | Pac | Dro | Deli
ds very |sion |[e of | ket |p very
IDs | Wait | Ratio | Send | Arri | Rat | ratio
ing ing val | io
Tim Pack | Rat
e et e
Inter
val
ID1
IDr
Table 1: Collection Of Data
Network Nodes Corri

MNodeO_ID>»

MNodel__ID

MNode2__ 11D

Table 2: Number Of Nodes

Network Nodes

Node(_ID

Nodel_ID

Node2_ID

Table 3: Packet Delivery Signal Strength.
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2.2. Analysis Of Attacks

In this phase, the processing device
algorithms for certain periods, each period is
divided examines the data stored in the database.
In this phase of the working fluid distributed
over the same time (T1, T2, ..., Tn), the same
period are approximately the elements according
to the first phase (in this work, n = 8). Whenever
by type (Ti) is assigned to the test. For example,
if the drop rate T3 package test device. Any
period (Ti) in the same period (T1, T2,
TM), the number m of the cluster system. (Note:
at this stage, such as T in the data collection
phase). This mechanism for the calculation of the
average of the properties of the corresponding
head value. When the self-protection system to
complete all processes of data devices begin the
test liquid header information flow and get the
head of the first team. As shown in 5

afe|ls].]|. | wm]
r |

Starting 1
detection c  T1 ™ T2 —~ T3
phase

Figure 5: Split Test time with including the
cluster heads & sensor nodes.

2.3. Attack

At this stage of self-defence system of the
following stages: Select a message to each node
in the area, message boards to control all nodes
in the region to different positions depending on
the type of attack.If the device detects an attack
Wormbhole sends the base station a message to all
nodes in the area, message boards all nodes in
the area to choose a different path for each

Packet D shipment like alarming administrator.

2.4. Self Defence System

At this stage, the abnormal transport
and protection information in advance alert the
immune transport network for the attack and said
data manager and the attacks of disks used in the
future, when the power of the attack is attacked,
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which causes this abnormal behaviour. Evaluate of the case Halo flooding, sinkholes and worm
the use of the device[26,27]: attacks[37-40].

* Analysis Report: The release rate (DR) is the

percentage of time that an attack is calculated 100
noticed, when the adjustment stop their similar T8 W
time in Equation 1:

11

-2
----- o J0
s n NIJ i Eaqn:1 -

DR.‘— G L N ¢ a0
3. Simulation Result E S0
We have the NS-2 simulator for food self E 40

[17] system. Simulation parameters are: Types of = 30
channels: wireless channel, radio-diffusion = 20

model: Distribution / Ray Two kinds of surface-
to-interface  PHY / PHY wireless / LAN
802 15 4 type of Mac: Mac / 802 15 4, queue
type interface queue / fall back / types PriQueue
LL link layer, pattern antenna, antenna / Omni
antenna, a plurality of nodes CH (cluster

Figure 7: Effect of Number Of Hello Flood Attack On
Detection Rate

headache): 8 heads, a base station node station, 100
the base station, the number of sensor elements,
sensor nodes 80. in this will ever weather a0 ' ﬁ
simulation with the emotions of many kinds of 20
collision attacks impact (attack a brute force ::E:
attack, wormholes attack run, hello fall Flood & 70
Sybil attack, sinkholes attack, stroke, and 2 50
selective removal. [18] L 'we did, to identify the L
simulation results for intrusion detection to level. s S50
6 [28-36]. = 10
g 20

Detection rate
Figure 8: Effect of Number Of Wormhole Attack On
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Figure 6: Detection Rate W.R.T. Attack Type 20

The results showed that the visual layout lower
price and an average of more than 90% of all
kinds of attacks work. The figures 7, 8 and 9
show the effect of the attacks on the publication

Figure 9: Number of Sinkhole Attack On Detection
Rate
As shown in Figures (7, 8, and 9), to increase the
number of attacks effect on the detection level,

e
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but, as indicated, the exposure level is 90%,
which demonstrates the effectiveness of the
device. Photos 10, 11 and 12 to show the impact
of the attacks revelations. If Hello assault
flooding, subsidence and worms[41-42ss].

4.

CONCLUSION

This article outlines external aggressions

protect WSN tool. This device can be of different
types of attacks that are not known, and to give
the unknown. The results showed that the system

80
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Figure 10: Time Token to Detect Wormhole Attack

120

100

works best. future research is to build a test and

concrete results.
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