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ABSTRACT 

 

In this proposed work, implemented a cryptographic system for symmetric encryption and hamming code 

for error detection and correction.  Symmetric key is using same duplicate data i.e. key data for both 

encryption and decryption. In this encryption and decryption process hamming code which is used to check 

the one bit error if any. Encrypting a message can be done by supplying a message along with the key while 

the process of decryption can be done by passing the key along with the resultant output in order to obtain 

the original message. For this process AES algorithm was adopted. The original 8-bit data is 1’s 

complemented and it will be swapped based on the select lines and swapped data is XOR’ed with the 

original data finally the encrypted data will be transmitted. Encrypted data is the combination of both 

swapped data and encrypted data i.e.16-bit data. To get original message data the Swapped data is XOR’ed 

with the encrypted data which is decrypted data. 
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1. INTRODUCTION 

 

From past few years, we are using different 

techniques to hide and protect the data from 

others. Cryptography is a technique used for 

hiding and securing the data. For securing the 

data we will combine the original data with third 

party i.e. duplicate data, so that user can only 

understand about it [1-2]. In cryptography there 

are many algorithms to secure the data for 

example, Asymmetric systems are RSA, 

elliptical curve cryptography, and Symmetric 

systems are Advanced Encryption Standard 

(AES) and Data Encryption Standard (DES) etc 

[3-4]. It is the combination of both encryption 

and decryption. In encryption original data is 

combined with the duplicate in order to hide the 

original data. Decryption is performed to get 

back the original data [5-8]. Cryptography is 

used for keeping the data confidentially. 

Applications of cryptography include ATM 

cards, Electronic commerce and Computer 

passwords. The main advantage of cryptography 

algorithm is to decrease the time delay of 

execution [9-12]. In military applications we are 

using cryptography to protect the confidential 

data from terrorists and al-Qaida’s [13-14]. 

 

This algorithm is developed using VERILOG 

HDL code for error detection throughout the 

process. This developed algorithm is having 

following modules XOR operation, 1’s 

complement and data swapping. Hamming code 

module is used to detect and correct one bit error. 

Key data is important for encryption and 

decryption of the data. Same key is used for data 

encryption and decryption which is known as 

symmetric key cryptography.  

 

2. SYSTEM ARCHITECTURE 

 

In this data encryption process, input data size is 

8-bit, by using XOR and swapping methods this 

8-bit data is converting into 16-bit. Finally, this 

16-bit data will be transmitted. At receiver end 

16-bit data will be decrypted in to 8-bit data by 

using XOR and swapping methods. This total 

architecture block diagram is shown in figure 1.  

 



Journal of Theoretical and Applied Information Technology 
15th May 2017. Vol.95. No 9 

 © 2005 – ongoing  JATIT & LLS   

 

ISSN: 1992-8645                                                       www.jatit.org                                                          E-ISSN: 1817-3195      

 
2039 

 

 
 

Figure 1: Data Encryption and Decryption process 

 

A. Encryption Process 

 

Security being the most important factor in cloud 

computing has to be dealt with great precautions. 

Also, the key generation technique used in this 

paper is unique in its own way. This has helped 

in avoiding any chances of repeated or redundant 

key [15]. The advances in wireless 

communication technology over the past era 

have provided better data and voice security. 

Analog voice scrambling can be inserted into 

narrowband voice channel as it does not increase 

the bandwidth [16-17].  
 

Symmetric encryption is also called as 

conventional or it is also defined as single key 

encryption. This is only type of encryption which 

is used before the existence of public key 

encryption. The symmetric key encryption 

consists of plain text, encryption algorithm, 

secret key, cipher text, decryption algorithm. 

Figure 2 shows the encryption process. In this 

process we are using 8-bit data as input, by using 

this input data we are getting two 8-bit data. One 

8-bit data is key, i.e. the  

Key is 1’s complement of 8-bit input data. 

Another 8-bit data is swapped data of input data. 

This is first encryption step, in second step XOR 

operation will be performed between 8-bit key 

and swapped data. In third step XORed 8-bit data 

and 8-bit key will be transmitted. Finally 8-bit 

data will be converted into 16-bit data. For this 

we are using three step encryption processes. 

Table 1 is showing the four modes of data 

swapping.  

 

B. Decryption Process 

 

Decryption process is a reverse of encryption. 

Decryption is the process of taking the encrypted 

data and converting back to the original message 

that can be understandable by the normal 

computer. Encryption is basically done to protect 

and secure the information and to retrieve the 

information back we use decryption. The output 

of encryption process is given as input to the 

decryption. Figure 3 shows the decryption 

process steps. In step one 16-bit data, it will 

separate into two parts key and swapped data. In 

step two between these two 8-bit data XOR 

operation will performed. In third step swapping 

will be performed to get final 8-bit original data.  

 

The various components of a basic 

cryptosystem are as follows − 

• Plaintext. It is the data to be protected during 

broadcast. 

• Encryption Algorithm. It is a mathematical 

cryptographic algorithm that takes plaintext 

and an encryption key as input and produces 

a ciphertext. 

• Ciphertext. It is the scrambled version of the 

plaintext produced by the encryption 

algorithm using a specific the encryption 

key.  

• Decryption Algorithm, It is a mathematical 

process, cryptographic algorithm that takes a 

ciphertext and a decryption key as input, and 

outputs a plaintext. The decryption algorithm 

essentially reverses the encryption algorithm. 

• Encryption Key. It is a value that is known to 

the sender. The sender inputs the encryption 
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key into the encryption algorithm along with 

the plaintext in order to compute the 

ciphertext. 

• Decryption Key. It is a value that is known 

to the receiver. The decryption key is related 

to the encryption key, but is not always 

identical to it. The receiver inputs the 

decryption key into the decryption algorithm 

along with the ciphertext in order to compute 

the plaintext [18-19]. 

 

 

 

 
 

Figure 2: Encryption Process 

 

 

 
 

Table 1: Data Swapping 
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Figure 3: Decryption Process 

 

 

3. WORKING PRINCIPLE 

 

Advanced encryption standard(AES) for the 

encryption process in which the encryption is 

done by using 4 different transformations - initial 

round, 9 main rounds and the final round. In the 

initial round we will first do add round key. Then 

in the 9 main rounds, first we will take the sub-

byte from the data. Then we will shift the rows 

and then we will mix columns. And then we will 

again do add round key and this continues until 

the data is encrypted totally. Then in the final 

round, we again do add round key. But this 

results in the slow performance of the encryption 

process. And from this it has been proven to be a 

weak cipher, therefore should not be trusted to 

protect the sensitive data and due to key size, it 

will enhance encryption and decryption for 

efficient communication. So to overcome these 

drawbacks we use the below mentioned method 

for the Encryption and Decryption process. 

 

In this method, first we will take the input data. 

Then we will do 1's complement of the input data 

and we will swap the data that is complemented 

based on select lines. Then we will do XOR 

operation for the input data and the swapped 

data. This gives the Encrypted data. Then the 

encrypted data is divided into Swapped data and 

Key data. Now the swapped data and the Key 

data are XOR’ed which gives the Decrypted 

data. The decrypted data is the original input 

data that we gave. 

 

The encrypted data is replaced with the 16-bit 

data. Hamming code is applied for S-box and it 

is used to detect the errors. But the disadvantage 

of using Hamming code is that it is used for 

detection of only one error. Because of this 

drawback we have check the data every time for 

the detection of error in each bit. But by using 

the Hamming code we can increase the 

performance of the encrypted data. In the 

Hamming code, we have to find the number of 

check bits which will help us to find the error in 

the encrypted data. Then we have to identify the 

error and get rid of the error by using the check 

bits which will give the information whether the 

encrypted data is having any error or not.  

 

This clearly explained by using an example 

where original 8-bit data is taken as A0A1 A2 A3 

A4A5 A6A7.This is represented as ‘D’. Now 1’s 

complement of 8-bit data A'0A'1 A'2 A'3 A'4A'5 

A'6A'7 which is represented as complemented 

data. Based on the select lines S1S0 the 

complemented data is swapped and we get a 

swapped data SD. The swapped data is XOR’ed 

with the original data; we get a XOR’ed data i.e. 

X. XORed is combined with the key data and we 

get an encrypted data i.e. E. 

 

The encrypted data i.e. E is separated into key 

data (K) and swapped data(X). Key data and 

swapped data is XOR’ed to get and decrypted 

data i.e. D original data.  

 

Table 2 and table are showing that the steps 

involved in the encryption and decryption.  
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Table 2: Data Encryption Steps 

 
 

Table 3: Data Decryption Steps 

 
 

 

4. FPGA IMPLEMENTATION AND 

SIMULATION RESULTS  

 

A field-programmable gate array (FPGA) is a 

semiconductor device that can be programmed 

after manufacture to perform a specific 

application design, typically specified as a digital 

logic system. Taxonomy of FPGAs commonly 

starts with the program storage technology. 

Figure 4 and figure 5 are showing the RTL 

schematic view of encryption and decryption 

systems.  

 

 
Table 4: Fpga Synthesis Report 
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Figure 4: RTL Schematic View Of Encryption System 

 

 

 
 

Figure 5: RTL Schematic View Of Decryption System 

 

 
 

Figure 6: Simulation Results Of Data Encryption Process 

 

 

 
 

Figure 7: Simulation Results Of Data Decryption Process 

 

Table 4 show the FPGA synthesis report. 

Encryption timing analysis: Maximum 

combinational path delay: 1.611ns. Total REAL 

time to Xst completion: 28.00 secs. Total CPU 

time to Xst completion: 28.16 secs. Decryption 

timing analysis: Maximum combinational path 
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delay: 0.757ns. Total REAL time to Xst 

completion: 22.00 secs. Total CPU time to Xst 

completion: 21.76 secs.  

 

Figure 6 and figure 7 shows the simulation 

results of data encryption and decryption 

process. Where ‘s’ is swap mode data it is a two 

bit vector, by setting these two data bits we can 

get four different type of modes. ‘di’ is input 

data it is 8-bit. ‘de’ is 16-bit encrypted hamming 

code data. ‘z’ is 8-bit decrypted data.  

 

In this process hamming code module is used 

advantage is it can detect and correct one bit data 

error. But drawback is it cannot correct more 

than one error bits. 

 

5. CONCLUSIONS 

 

From our work we have concluded that FPGA 

implementation of cryptographic systems for 

symmetric systems can be implemented using 

Xilinx. Our algorithm is quite easier to design 

having less complexity and deals with swapping 

numbers. Time taken for encrypting and 

decrypting the message is less and the process is 

very efficient because simple methods are 

employed. Use of symmetric key insures 

verification and privacy. Algorithm absolutely 

satisfies the necessities of a high-quality 

encryption algorithm for providing secure 

communication. This proposed algorithm 

converts the 8-bit original data into 16-bit 

encrypted – hamming coded data and 16-bit 

encrypted – hamming coded data into 8-bit 

original data. This same method can be used for 

more number of input data bits.  
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