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ABSTRACT 

 

Cloud computing is a relatively new research domain and currently, emphasizes a lot over the whole daily 

tasks of life. It's significant ownership and utilization is supposed to enhance furthermore, making it an 

essential ingredient for the future. In this research, data security of cloud computing is aimed to find out 

exactly how these kinds of problems are resolved. The objective of this particular research is to avoid data 

contact from an unauthorized user, to recommend a sort of distributed scheme to offer safety of the 

information in the cloud. We believe as per experimental results that it could be accomplished by utilizing 

homomorphism encryption along RSA algorithm. Promising results are achieved that are comparable to the 

state of art. 
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1. INTRODUCTION  

 

The knowledge along with data that located on the 

cloud is essential for people with lethal intention 

consequently security is significant within cloud 

environment [1-5]. A considerable way of 

measuring credibly protected data and particular 

information on computer systems, and this basic 

data is presently being put away and replaced by 

cloud. So realizing this security procedure that the 

cloud services provider and suppliers use is 

essential [6-12]. The key thing that really must be 

handled is the effort to maintain security that the 

cloud supplier freshly has set up. These efforts to 

establish security which cloud vendor supply alter 

from supplier to supplier and around various types 

of clouds. Generally, there are the following vital 

security measures connected vulnerabilities in the 

cloud computing system.  

 

1.1 Data Privacy and Reliability 

 Within a cloud environment, a similar data 

center could well comprise info owned by distinct 

clients within the similar computer. In these cases, 

info owned by distinct clients is necessary to 

always be out of the way, which even more lifts the 

issue of dependability. While process platforms of 

CSP (Cloud Services Providers) usually are 

propagated amid distinct clients. For example, 

harmful software package or infections could well 

sink into services and additional affect end user 

environment [13-15]. 

 

1.2 Data Integrity 

 Data ethics is an important issue focused in the 

most cloud processing environment as it is a high 

concern of each inner as well as exterior assaults. 

Deficiency of confidence concerning CSP as well 

as cloud end user could also improve the difficulty 

of files ethics. In contrast to classic repository 

techniques, all its tenant’s facts are actually stashed 

about common files core [16-20].  

 

1.3 Authentication and Authorization 

 World wide web GUIs have grown to be 

probably the most sophisticated technologies 

providing cloud solutions for clients and 

administrators as well. Nonetheless, there is a 

shortage of standard aspects of security regarding 

what's on the actual front-end GUI [32-35]. 
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2. BACKGROUND  

 

        Security is frequently a zone of sympathy 

toward both cloud merchants and buyers. 

Consequently, it seems to be an earnest need in the 

IT business [20]. As per the overview led by 

International Data Corporation (IDC), Microsoft 

[21] and NIST [22], security in a cloud computing 

model was of essential sympathy toward changed 

IT administrators  [23]. Scientists from MIT accept 

that "Data innovation's next fabulous test will 

secure the cloud" [24]. National Institute of 

Standards and Technology (NIST) [22] likewise 

focuses "security difficulties of cloud computing 

presents are impressive". Kui et al. [25] talk about 

various types of security difficulties for open cloud 

stages including information protection, 

trustworthiness, Multi-Tenancy Security and 

Privacy and Access control. ENISA [26] likewise 

concentrates on different security challenges that 

cloud computing is confronting. Albeit different 

security issues still, exist for cloud computing 

stages, distinctive non-benefit and government 

financed association has put a considerable measure 

of their endeavors to give some security rules. 

Fundamentally, NIST [22, 27] and CSA [23] 

propose security rules to be taken after for 

distributed computing situations.  

Considering every one of these certainties, the 

objective of this examination paper is to plan non-

specific and secure structural planning that could 

amplify the security benefits in any cloud 

computing stage. Distinctive sort of registering 

stages exist today, out of which some are exclusive 

and some are open source. Because of the exclusive 

business of cloud stages, the extent of this report is 

constrained to open source (OpenStack) stage. 

Proposed security expansions are particular and 

sufficiently granular to be embraced by any cloud 

stage. 

Divya et al [27] the actual proposed design enable 

end users to audit the cloud storage devices having 

incredibly light in weight verbal exchanges along 

with calculation price tag. The actual auditing effect 

not only guarantees solid cloud storage devices 

correctness assurance, and also simultaneously 

defines rapidly data malfunction localization, i.e. 

the recognition of misbehaving server [28]. For the 

cloud data are generally powerful within character, 

the proposed design, even more, helps risk-free 

along with successful powerful procedures about 

outsourced data, such as block change, deletion, 

along with append.  

Gayathri et al., [28] discover the problems along 

with likely safety problems connected with primary 

extension with thoroughly powerful data messages 

by before works and demonstrate the way to 

assemble a stylish proof program with the seamless 

integration these a couple salient attributes inside 

our standard protocol layout. Specifically, to 

accomplish successful data mechanics, improve 

existing evidence of storage space designs by 

manipulating the traditional Merkle Hash Tree 

construction pertaining to stop marking 

authentication. 

Suganya and Damodharan [29]  proposed a 

methodology to check the cloud storage using the 

really light-weight connection and computation 

costs too. It supplies durable cloud storage 

reliability and also provides for more fault position 

data, that is to say, the proof of identity connected 

with the misbehaving server. Proposed layout 

facilitates extended secure and also useful energetic 

activities, as well as stops change, deletion and also 

add on.  

Kumar et al., [31] proposed the versatile distributed 

storage devices honesty auditing system, employing 

homomorphic small along with distributed erasure-

coded facts. The actually planned pattern enables 

people in order to examine your cloud storage 

devices having quite lightweight verbal exchanges 

along with working out the cost. The actually 

planned plan is usually very effective along with 

robust versus Byzantine failing, detrimental facts 

change invasion, and in many cases server 

colluding attacks. 

 

3. PROPOSED METHODOLOGY 

 

       The actual RSA public key cryptosystem had 

been devised in [30]. The actual RSA cryptosystem 

based upon the particular extraordinary change 

between large primes along with the issues 

regarding invoice discounting the item regarding a 

couple of large prime quantities (the integer 
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factorization problem). This particular section 

offers a short overview of the particular RSA 

formula pertaining to encrypting and decrypting 

announcements. 

Utilizing entirely homomorphic encryption, we are 

able to guarantee files protected for cloud 

processing [30]. The real key notion is actually that 

the file is actually encrypted by means of 

homomorphic encryption and stored in Cloud 

server, via this specific we are able to obtain the big 

profit: manage your cipher word right in server and 

guarantee your data’s protection simply because 

someone else who does not necessarily understand 

the true secret are unable to decrypt that. We 

employ homomorphic symmetric encryption to 

develop the results protected system. 

In this algorithm, six prime numbers are used 

instead of two so that it becomes very difficult to 

factor n. It increases the security of the system as 

well increases the computation difficulty. To 

decrease the complication we improved the time 

taken by the modulo process. Encryption, as well as 

decryption both in RSA, involves raising an integer 

to another integer mod n. actually, when the 

exponentiation taken of integer numbers before 

modulo operation the size of the intermediate 

results in very big bit integer. Pattern outlines 

symmetric homomorphic encrypt to enhance data 

safety measures. Very first, an individual login and 

the server allocate new key-generation seeds in 

order to the user; next user generate the trick 

essential on purchaser employing this seeds, 

therefore the server don’t realize the trick essential 

by any means. This action could be duplicated next 

this permits an individual to obtain a similar secret 

essential anytime. Second of all an individual can 

use this specific essential in order to encrypt info 

that your user would like to broadcast and help save 

this inside the cloud server. Though transmitting in 

addition different cryptography engineering such as 

a digital trademark could place on assure the 

particular strength and non-repudiation. Now, an 

individual could mail ask in order to cloud server 

(also encrypted), as well as the server, do the 

particular functioning also without realizing this 

article of the functioning. Using this type of 

scheme, not just the particular located info but 

additionally, the particular transmitted info is 

usually encrypted, thus all of us don’t bother about 

the data is usually eavesdropped or thieved. It also 

offers safe data audit assistance because the third 

audit party could cope with the particular encrypted 

data right. Along with the encryption, all of us 

make use of is usually balance thus we could 

compute this having a smaller amount MIPS which 

are usually very necessary for tiny consumers. 

 

  

Figure 1: Proposed research layout 
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3.1 Block Diagram of Proposed Algorithm 

In this algorithm first, we have to generate six 

distinct prime numbers p, q, r, s, t and u. The 

product of these numbers is n which a component 

of the public key is. We then produce the 

encryption key e for transforming plain text to 

cipher text which must be relatively prime number 

to z = (p – 1) * (q – 1) * (r – 1) * (s – 1) * (t – 1) * 

(u – 1).  

After this, we create the decryption key d for 

converting cipher text to plain text such that d * e 

mod z = 1. So the public key is (n, e) and the 

private key is (n, d) as shown in fig 1. Then for any 

certain plain text, cipher text can be computed and 

vice versa as follows: 

Cipher Text: C= power (m, e) mod n. 

Plain Text: m= power (C, e) mod n. 

 

3.2 Flow Chart of Proposed Algorithm 

 

The flowchart of the proposed algorithm is 

exhibited in Figure 2. 

 

 
Figure 2: Proposed Research Layout 

 

4. RESULTS ANALYSIS AND DISCUSSION 

 

4.1 Effect of Key Size variation on proposed 

algorithm 

The table 1 displayed below illustrates that if 

the length of the key bit is 1 then we will recover 

the key surely after the 10 efforts. If the length of 

the key is increased to 5 then 100000 efforts are 

required which takes a lot of time retrieve the key. 

This means that security keeps on growing as the 

key size rises but the complexity of the system is 

also increased. So there is a necessity to uphold 

adjustments between key length and difficulty of 

the system. 

 

Table 1: Bit length effect of key  on security 

 
 

The curve in graph 1 demonstrates that if the 

number of bits of key length grows then the 

security of system increases. The system is safe for 

10
5
 attempts in case of 5 bit, during this time data is 

reached at the destination and at the next time 

communication, the key is changed. If the time is 

less and not deliver the full satisfaction of security, 

then use the 20-bit key length. Depending upon the 

desired key length, it is increased. 

 

 

 

Figure 3. Bit Length Effect Of Key On Security 
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Comparison between proposed algorithm and other 

approaches has been done on the base of 

throughput for the different file size. 

 

4.1.1 Performance Assessment Limits  

    A performance assessment criterion is a time 

taken by the algorithm to do the encryption and 

decryption of the input text file that is encryption 

computation time and decryption computation time. 

 

4.1.2 Encryption Computation Period 

       The encryption computation period is the time 

which is used by the algorithms to produce the 

cipher text from the plain text. The encryption time 

can be taken to calculate the encryption data of the 

algorithms shown in table 2 respectively.  

 

Table 2: Encryption Computing Time On Files 

 
 

For the file of 59 Kb in size, the encryption 

completing time for above-mentioned algorithms 

are 60, 56, 54, 29, 41, 60 and 30MSec respectively. 

For the file size of 899Kb, the encryption 

completing time are 369, 258, 299, 240, 162, 268 

and 160MSec respectively. As it has been revealed 

that proposed algorithm consume less time for all 

types of file sizes. With the assistance of the table 2 

graph2 has been drawn and it demonstrates that 

how the encryption completing time depends on the 

file size.  

 

 
Figure 4: Encryption Computing Time On Files 

 

From the above-computed values of data, it is clear 

the proposed algorithm provides optimized results 

in comparison to other encryption algorithm and 

shown in graph 3 

 
Figure 5: Output Comparison Of Various Encryption 

Approaches 

 

4.1.3 Time taken during Decryption: 

          Time taken during decryption is the time 

taken by the algorithm to convert plain text to 

cipher text. Time taken during decryption can be 

used to calculate the decryption of data by the 

algorithms shown in Table 3. 

 

Table 3: Decryption Computing Time On Files 
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For the file of 59Kb in the size decryption 

computing time for RSA, AES, TDES, DES, RC6, 

RC2 and proposed algorithm are 60, 63, 53, 50, 35, 

65 and 32MSec. respectively. For a file size of 

899Kb, the decryption computing time is 173, 171, 

171, 152, 150, 183 and 145 respectively. Sine it has 

been revealed the proposed algorithm takes less 

time for all types of file sizes. Graph 4 has been 

drawn its shows that how the decryption computing 

time depends on the file size. Finally, comparison 

of proposed method with numerous algorithms has 

been done. 

 

 
Figure 6: Comparison Of Decryption Execution Time 

 

From the above computing values of data; it is clear 

the proposed algorithm delivers enhanced results in 

assessment to other decryption algorithms and 

shown in graph 5. 

 

 
Figure 7: Output Comparison Of Various Decryption 

Approaches 

 

4.2 Case Study 

       Simulation results have been provided above. 

Following example shows the transmission and 

reception with any length of the string. To 

implement proposed algorithm we have to focus on 

three parts which are: 

 

4.2.1 Key Generation 

         Generate six prime numbers p, q, r, s, t and u. 

First, we have to take the input of six large prime 

numbers and then we compute the value of d and l 

which were used to generate public and private 

keys respectively. 

Choose p = 3, q = 5, r = 7, s = 9, t = 11, u = 13 

Calculate n = p * q * r * s * t * u= 135135 

Calculate z = (p – 1) * (q – 1) * (r – 1) * (s – 1) * (t 

– 1) * (u – 1).  = 46080 

Choose a number relatively prime to z called it e. 

Let e = 17 

Find d such that e * d = 1 mod z. 

 d = 13553 

Public Key is (d, n) => (13553, 135135) 

Private Key is (e, n) => (17, 135135) 

 

4.2.2 Encryption Process 

          By the support of public key, we are able to 

encrypt the value of the plain text. By entering the 

value of plain text we get the ciphertext. 

M = 77 

U = 85 

T = 73 

I = 73 

Space = 32 

U = 85 

R = 82 

Space = 32 

R = 82 

A = 65 

S = 83 

O = 79 

O = 79 

L = 76 

Compute the cipher text c = m
e
 mod n 

Cipher text of the message is: 

M = 120197 

U = 100150 

T = 10584 

I = 14698 

Space = 131042 

U = 100150 

R = 18847 

Space = 131042 

R = 18847 

A = 66560 
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S = 134824 

O = 134824 

O = 134824 

L = 32416 

 

4.2.3 Decryption Process 

          By the assistance of the private key, the 

ciphertext can be transformed to plain text. 

Compute m = c
d
 mod n by using the private key. 

Decrypted value of the ciphertext is:  

120197 = M 

100150 = U 

10584 = T 

14698 = I  

131042 = Space 

100150 = U  

18847 = R 

131042 = Space 

18847 = R 

66560 = A 

134824 = S 

134824 = O 

134824 = O 

32416 = L 

The decoded message is: 

MUTI UR RASOOL 

Outcome: 

When the ciphertext is decrypted by the assistance 

of private key same plane text has been observed. 

This shows that the correctness of proposed 

algorithm is good. 

 

5. CONCLUSION AND FUTURE WORK 

 

        The purpose of the cryptography is to avoid 

data from hackers. Study of several encryption 

algorithms has been effectively done. The strength 

of the proposed algorithm depends on the key 

length. The length of the key is directly 

proportional to safety and vice versa to 

performance. As the length of key grows the 

security of the algorithm is increased too but 

indirectly the performance degrades and; length of 

the key has been optimized. After critically 

examining RSA; it is found that some flaws are in it 

and to overcome these defects a new algorithm has 

been designed, implemented and evaluated. The 

proposed algorithm has been associated with other 

approaches, and it is found that output of proposed 

algorithm is better than other encryption 

approaches. The work could be extended to reduce 

the difficulty of proposed algorithm. 
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