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ABSTRACT

Information technology (IT) organizations are faced with various risks such as strategic, operational and
technical risks. These risks should be identified, measured and mitigated. Risk mitigation gives an
opportunity to IT practitioners and management to compute risks and develop suitable strategies to treat the
risk. Risk mitigation in organizations provides a disciplinary environment for decision making to measure
and treat potential risk continuously. Existing model and frameworks provides inadequate support to
practitioners in making risk decision pertaining risk mitigation. This is due to the fact that existing models
or frameworks lacks the capabilities to support practitioners. In order to address this challenge, this research
identifies the processes and components of risk mitigation in organization’s and proposes a framework of
risk decision for mitigating both technical and operational risk using software agents and knowledge
mapping as techniques. Qualitative research was adopted using interview to collect data. A pilot study was
carried out to validate the instrument. The case study was later carried out to verify the risk mitigation
process and components. Lastly the framework was evaluated using iterative triangulation.
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1. INTRODUCTION mitigation can be said to be an important process to

assist practitioners attaining the changes of

In information technology (IT) organizations, risk
management is defines, measures, and controls
uncertain events for reducing many losses as
possible, and to optimize IT infrastructure. Thus, IT
practitioners must learn to treat the possible
undesirable effects of risk against the possible
advantages of its related opportunity [1]. Risk
management involves approaches to uncover
potential risks, to predict losses, and to take proper
action to prevent and control risk [2]. Risk
mitigation is defined as the process of identifying
risk and selects suitable solutions to reduce risk
according to the objectives of the practitioners
(experts, IT managers, staffs, decision makers) [3].
Risk mitigation includes monitoring, tracking and
evaluating risk process effectiveness throughout the
utilization of IT infrastructures. With effective
mitigation of risk, the return of IT project can be
optimized to prolong business strategies and goal
[4].

The mitigation includes the stepwise execution
of the risk method that provides a mechanism for
practitioners to handle risk effectively [3]. Risk

business, future investment and information system
[5]- Risk mitigation is also a sequence of phase’s
aims at identifying, addressing, and reducing risk
before turn into either threat or effective IT
operation in organizations [6].

Decision making is an important task for any
organizations for assuring they can be sustained and
survived in the long term. Therefore each
organization must be capable of making good
decisions. Poor decision making by IT practitioners
in risk mitigation is due to practitioners’
unwillingness to rely on others for making
decisions, not taking ownership of decisions,
conflicting priorities and unstable staff availability
of decision [7]. Decision making in risk mitigation
involves for recognizing, generating alternative
solutions, choosing among alternatives, and
implementing the chosen alternative of risks [8]. In
risk mitigation, decision making is important to
align the organization policy and procedure
structure. In addition, it is reliant on the quality of
decisions that informs its operation. If decisions are
right, it translates to positive organizational
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outcomes, but if wrong decisions are made it may
ruin the organization. A suitable decision making
process can support organizations for increasing the
effectiveness, incorporating understanding,
communication and effective management [9]. Risk
mitigation aids IT managers to know the mutual
relationships among the enablers of risks mitigation
and provides a suitable metric to quantify these
risks [3]. The purpose of this paper is to present a
framework proposed for risk decision mitigation in
IT organizations to assist IT practitioners in making
decision and mitigating risk.

The structures of the paper are as follows: Section
1 is the introduction to this research. Section 2
presents the related works to this research topic
which is the risk mitigation. Section 3 is about the
methodology applied to conduct this research.
Next, section 4 presents the formulation of the
proposed framework and section 5 provides the
results of the data collection and analysis. Finally,
section 6 is the discussion and conclusion.

2. RESEARCH BACKGROUND

This section briefly explores the research
problem, the importance of risk decisions, related
works and lastly an overview of knowledge
mapping and multi software agents.

The main problem emerging in the field of risk
mitigation in IT organization is mainly due to
existing approaches not being able to provide
adequate support to practitioners in mitigating risk.
The secondary study from the literature revealed
that increasing complexity of IT processes and the
continuous growth of risk in IT organization shows
that critical decisions on mitigating operational and
technical risk in IT infrastructures must be made as
early as possible, once the risk is identified
[10][11]. Mitigating technical and operational risks
is a limitation and the main obstacle to secure a
successful IT project implementation. The
identified problem of mitigating risk in IT
organization includes lack of risk decision in risk
mitigation and inadequate support and lack of
capabilities to support practitioners.

Decisions are performed to mitigating risk in
IT organizations. Practitioners make decisions to
solve operational and technical risk. However,
existing approaches can’t provide assistance for
practitioners to make risk decisions on treating
identified risk [12]. Therefore, risk mitigation is not
properly carried out, since the risk decisions are
basically ignored by practitioners. Currently,
mitigating risk in IT organizations is failed due to
inadequate support from the lessons learnt; best

practices and expertise to mitigate risk [13][10].
Risk mitigation practitioners can derive benefits
through the sharing and reuse of historical data,
extracted from past projects which are lacking in
existing risk  mitigation approaches [14].
Furthermore, existing approaches are lacking
capabilities to support practitioners in mitigating
the risk and reuse the knowledge to identify and
mitigate the risks [15].

Information has become an essential resource for
decision making process in order to emphasize
organizational abilities to manage opportunities and
risks [16]. A decision is the act of reaching a
conclusion or making up one’s mind [17]. Strategic
decisions affect key factors which control the
success of an organization’s strategy. In contrast
with tactical decisions, that affects the day-to-day
execution of steps required to attain these goals.

The effectiveness of IT organizations is
dependent on the quality of decisions. The right
decisions are translated in positive organizational
outcomes, but poor decisions resulting from
insufficient or inaccurate information, such
organization could be ruined. Therefore, the risk
decision is a major determining factor of mitigating
risk in IT organization. Decision making has
become an essential resource for managing
organizations [16] and the defined risk decision
process prevents to cause IT projects to overdue
schedule, over budget and poor quality [9]. A good
decision helps staffs, group or organization to
become more effective and the opposite is its
reverse. Every organization grows as a result of
decisions made by its members. Decision making
involved four phases: intelligence, design, choice
and implementation [18]. Effective decision
making is the most important and challenging task
of a senior IT managerial responsibilities.

Risk decision aids practitioners for estimating the
impacts of risks and subsequently develops suitable
strategies to them. Besides that, risks mitigation
helps IT managers and practitioners to have a
robust comprehensive risks mitigation policy. Also,
risks mitigation involves making the decision on
how to treat the risk. Since IT organization is faced
with risks such as operational, technical and
strategic risk. These risks should be mitigated.
However, risk mitigation is complicated,
particularly in IT projects, leading to difficulty in
choosing and executing mitigation actions. An
effective risk mitigation plan can identify risks,
thus providing useful decision support for IT
managers [19]. Five activities involve in risk
mitigation such as risk identification, assessing risk,
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plan and implementing solutions, conducting with the risk reduction activities in improving the

failure mode and effect
continuous improvement [20].

analysis and lastly

A qualitative method-based risk mitigation
method was proposed using suitable safeguards
such as prevention, reduction, monitor, detection,
or correction and recovery to mitigate risk with risk
analysis results. The model comprises of the result
of the analysis, the safeguard methods, safeguard
techniques, safeguard decision and safeguard
implementation [21]. A model to evaluate and
mitigate information systems (IS) development risk
using balance score card was developed [22]. The
model mitigate IS risks based on risk mitigation
strategies put forward to transform the risk into
strategic execution. The researchers claim the
model has the advantage of integrating strategy and
mitigating risk effectively using a balanced score
card (BSC) as to reduce IS development risks and
improving  development performance  while
guaranteeing the realization of the target.

A model for IT and software risk mitigation
plan to reduce the risks consequences and their
occurrence probabilities was proposed by [23]. The
model determines the mutual impacts of the risk
mitigation activities and implements a risk
mitigation plan. The researcher used case study to
verify the performance of the model. The model is
based on the verified and extracted data from
information systems. This model process involves
creating risk mitigation plan according to obtained
information from the previous project and historical
data, a mitigation plan should is designed. [24]
designed a risk mitigation model in the small and
medium enterprise (SME). The model purpose is to
define a comprehensive structure of internal and
external risks that exist in open innovation. The
model competent to prevent the proper functioning
of SMEs, and provide results on the factors that
help mitigate the risks that occur in SMEs by using
external knowledge to accelerate organizational and
technological learning of a firm.

A model for risk mitigation in software
management using the stepwise execution
methodology which is consisted of an easy
flowchart to express the working of each mitigation
strategy against any risk is introduced. Then, the
researchers proposed to index the risk factors by
calculating the impact and likelihood of each risk
factor [25]. Mitigation of software risk
management process model and risk mitigation
decision proposed to create new opportunities in
taking consideration on the impacts of such hidden
risks. The model uses a synthesized approach
which identifies risks and opportunities together

risk mitigation decisions [12].
Knowledge Mapping and Multi-Software Agents

Knowledge is information in which data are
extracted and stored them into databases so that it
becomes suitable for input to a knowledge
processor of some kind. Knowledge mapping in
risk mitigation context is in its beginning and has
the potential to address both functional and
technical risks faced in IT projects that aims to
improve the efficiency and effectiveness utilization
of the organization’s knowledge. Knowledge map
is a picture of what exists in an organization or a
network, and then providing some sort of list or
picture that shows where to find it [26]. Therefore,
it can be used as a technique to mitigate risk in IT
organizations.

An agent is a soft-ware that acts or brings
about a certain result; it is one who is empowered
to act for another [13]. The agent is known as a
software entity, which is autonomous to achieve its
design objectives, considered as a part of an overall
objective, through the axiom of communication and
coordination with other agents [27]. The software
system is a component that can interact
autonomously as a substitute for its user with its
environment and other agents to achieve the
predefined goal [28].

There are some routines in software agents
such as create, organize, store and use tacit
knowledge embedded in individuals and practices.
Software agents create and store explicit knowledge
as declarative memory through mapping a process
by which explicit knowledge is created from
information and stored in repositories for repetitive
and routine querying [29]. These agents capture
tacit knowledge and convert it into explicit
knowledge stored as best practices. Organizations
need to allocate and rely on software agents (e.g.,
embedded algorithms that perform autonomous
functions on behalf of the user) that perform core
knowledge mapping activities. In knowledge
mapping software agents increase process
transparency by facilitating knowledge sharing and
transfers, relieving the user of understanding
inherent translation and conversion complexities.

3. RESEARCH METHODOLGY

This section discusses the methodology that
has been considered in this research in sequence to
address the research problem. The section describes
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the 5 phases which cover the research phase,
activities and outputs. The research phases are:
literature review, preliminary study, model
development, model evaluation, and findings and
compilation.

Phases Activities Output/Delivery

& SLR
Phase 1 > | Literature Review - Systematic e
: i Risk Mitigation Process
Literature review B
Risk Mitigation Components|
Carryout Pilot Study

P - Carryout Case Studh
— 5 Preliminary Study ] i J

Analyse Interview Transcripts
~| Propose Model

- Validate Case Study

Descriptive Analysis
of Interview
Transcripts

Case Study Validity

Final Risk
Mitigation Model

Phase 3

- Revise Risk Mitigation
Process and
Components

- Verify Risk Decision Process

Using Iterative Triangulation Evaluation Result

d Conclusion Conclusion /Future works

Phase 5

Fig. 1 Research Methodology

Figure 1 shows the research methodology. The
explanation of this figure covers various activities,
objectives, methods and outputs for each research
phase in this paper. The phases, activities and
output carried out in this paper are explained below.

a. Phase 1: Literature Review

Phase 1 encompasses the reviewing of journals,
conference proceeding, books literatures on risk
mitigation practices and process. This phase is
important since it lays the foundation for the
research background and framework development.

b. Phase 2: The Preliminary Study

This phase comprises data collection, case study
selection, sampling method, pilot study, the case
study by interview and data analysis using Nvivo.
This phase is carried out to confirm the risk
mitigation components and process derived from
the literature. A pilot study is conducted to check if
the informants understand the questions in the
instrument. It allows the researcher to determine the
adequacy of instructions to the informants.

c. Phase 3: Proposed Framework

This phase includes the development of the risk
decision mitigation framework. The framework will
assist in risk decision in mitigating operational and
technical risk in IT organizations using multi-

software agents
techniques.

and knowledge mapping as

d. Phase 4: Model Evaluation

Phase 4 involves the evaluation of the developed
framework using the Iterative triangulation method.
In this phase, the data from the case studies were
compared and triangulated to the findings from the
literature. Also, a risk mitigation document from
one of the organizations used for the case study was
analyzed and related to the risk decision process in
the proposed framework.

e. Phase 5: Findings Compilation

Phase 5 involves the conclusion of this research
paper by highlighting the contributions of the paper
and stating future works.

4. PROPOSED FRAMEWORK

Based on the finding from the literature and the
confirmation of these findings via the case studies,
the risk mitigation framework comprises risk
identification, risk decision, risk treatment, risk
monitoring and risk report. The risk mitigation
report is a new process added based on the
suggestions of the informants from the case studies.

The process involves converting the data from the

knowledge base and generates the risk mitigation

report to PDF file format for the practitioners and
decision makers. The risk generated report retrieved
operational and technical risk data from the
knowledge base for the practitioners to analyze. It
comprises user manual, risk magnitude estimation
and risk advice/documentation on risk mitigation.

The framework for risk decision for mitigating
risk in IT organizations is shown in Figure 2. The
framework comprises the risk mitigation process,
risk mitigation components, software agents and
knowledge mapping.

The risk mitigation decision framework is
proposed to:

a. Assists in decision making relating to risk
mitigation in IT organization. The framework
will treat and monitor risk in IT organizations.
Result from this research is a novel process for
identifying, treating and monitoring operational
and technical risk in IT organization through
which information is retrieved and passed via
knowledgebase in order to assist in decision
making process for mitigation risk in IT
process.

b. Supports risk mitigation by measuring the
probability of risky events and the losses. Also,
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the framework assists in computing the risks so
that the practitioners can understand the
contribution of risks.

c. Supports for monitoring and communicating of
risk among practitioners to verify whether their
efforts to mitigate these risks are yielding the
desired results or not. This would help the
decision makers and practitioners to estimate
the impacts of various risks a consequently
choose solutions to treat the risk.

- Risk Identification
Operational and

Technical Risk \
Companents i

Peaple - Software Agents.
Risk Decision

Analyss Agent
Measurement Agant
Exaluation Agent

Krowledge Conversion Agent
Krowledge Collecticn Agent
Report Agent

Moritoring Agent

Technology

Prosedure | i

Practices

! | Measure Risk Impact
H & Probability

Method

Knowedge
Mapping

Management |

le !

Technique |

Risk Treatment

§ v
Risk Monitering

Risk Mitigation
Report

Fig 2. A Risk Mitigation Decision Framework for an IT
Organization

The framework is mainly based on the risk
decision which includes risk impact and probability
measurement, best practice suggestion, risk data
storage and reusing of risk data. The risk decision is
the area of concentration in this research based on
the research problem mentioned in section 2. The
risk decisions will assist in answering the research
problems in this research. The framework provides
support for practitioners through the risk mitigation
report. Using the components, software agents and
knowledge mapping, decision making can be
carried out by practitioners’ in mitigating risk in IT
organization. The framework supports risk decision
and aids knowledge retrieving, storing, sharing and
updating process of risk mitigation. The framework
has the capabilities to support practitioners in
mitigating risks in IT organization by capturing and
reusing the lessons learnt from previous risk
mitigation, case studies and best practices, to utilize
and share the previous as well as existing
knowledge and experience within practitioners.

The components are the same as the operational
and technical risk; they combine with the software
agents and knowledge mapping for carrying out
risk decisions for mitigating risk in IT organization.

The components people, techniques, methods,
management, technology and procedure are used
for the risk decision in mitigating risk using the
mapping of knowledge and multi-software agents
which are the analysis agents, risk measurement
agent, evaluation agent, knowledge collection
agent, knowledge conversion agents, monitoring
agent and report agent. Thus, risk decision is the
main process in the risk mitigation model where the
decision is carried out based on various alternatives
or solutions on how to treat the risk. The risk
mitigation ~ component  people, technology,
technique, management, procedure and methods
influences risk decision, thus risk decision relies on
the other components. Where a risk decision is the
existing approach used in IT organization for
making the decision for mitigating the risk [30].

A. Risk Decision

The risk decisions are the main problems in
mitigating risk based on the research problem stated
in this paper, thus the risk decision sub-processes
are discussed below.

1. Risk Impact and Probability Measurement

Risk impact and probability measurement are the
systematic process to understand the nature of the
risk/risks (by finding, recognizing and describing
risks) and to deduce the level of risk (by assigning
values to impact and their probability). Risk impact
and probability measurement provide the basis for
risk decisions about risk treatment. During the risk
decision phase, practitioners have to consider each
identified risk and make a judgment about the
probability and impact of that risk. Normally,
practitioners depend on their judgment and
experience of past projects and their problems.
Once the risks have been measured and ranked,
practitioners can make decisions on which of these
risks are most significant. Risk decisions depend on
a combination of the probability of the risk arising
and the impact of that risk. In general, the most
serious risks should always be considered, as
should all serious risks that have more than a
moderate probability of occurrence.

ii. Best Practice Suggestion

Best practices are based on past risk mitigation
cases gotten by capturing information and
identifying critical success and failure factors in
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risk decisions. A knowledgebase of risk operational
and technical risk identified was populated with a
summary of both internally and externally used
case studies. A description of the risks comprising
risk event drivers, mitigation strategies
implemented, risk impact and probability constitute
the database of case studies. Therefore,
practitioners will be able to locate past risk
mitigation  activities via a  collaborative
environment or a risk mitigation system.

iii. Risk Data Storage

The knowledge base is information captured from
practitioners’ know-how, lessons learnt, case
studies, best practices and risk mitigation standards.
The knowledge is capable of facilitating the use of
past successes and failures, captured to mitigate
risks in IT governance. The knowledge stored the
lessons learnt of case-based studies on experiences.
The risk decision can be enhanced through
considering successes and failures of previously
finished risk mitigation. Indeed, a success factor
can be resulting from historical lessons learnt;
otherwise previous mistakes can be repeated
leading to failures. Moreover, the lessons learnt
also help identify the location of critical risk items
which are identified based on success factors from
lessons learnt.

iv. Reusing of risk data

The reuse of risk data provides a possibility for
transferring excellence from several sources into
the risk mitigation process. It also assists to
populate the database with respect to identification
of operational and technical risk and mitigation
strategies. Additionally, data can be reused from
different aspects of IT governance depending on the
specific role in the team, background, experience
and personality. Reusing of risk data is designed to
generate lessons learnt and build onto the
knowledge on completion of each risk decision.

The risk decision process in Section 5.1 above
assists to address and solve the research problem in
this paper.

B. Multi-Agents for Risk Decision Mitigation

The risk decision mitigation framework has been
developed using software agents and knowledge
mapping as seen in Figure 4. Seven software agents
are incorporated to assist in risk decisions in
mitigating operational and technical risk in IT

organization. These agents will be used to develop
the risk mitigation system (RMS) tool. Table 4
briefly describes the roles of the multi-software
agents in the developed framework;

C. Knowledge Mapping for Risk Decision
Mitigation

Mapping process involves storing data into the
knowledge base and for its database maintenance.
Knowledge Mapping is used in this process to store
risk mitigation strategies in knowledge base. It may
update existing knowledge which is outdated and
not in use and also can remove the knowledge that
is determined by experts. The use of knowledge
map, agents can retrieve relevant knowledge for
decision makers more effectively, because the
knowledge map shows the relationship between
knowledge and their usage. A knowledge map
provides indexes the real knowledge that
illustrations where to find resources and knowledge
[31]. Knowledge map transforms tacit knowledge
into explicit knowledge that can be displayed in
texts, categories, and graphics. The knowledge
mapping is applied the mind mapping to build a
knowledge map that can be easily understood by
staff and management in the organizations.

5. FRAMEWORK EVALUATION

The evaluation of the framework involves verifying
the risk decision process using iterative
triangulation, by verifying the risk decision process
based on a set of questions. This phase also
involves using the risk mitigation document in
Appendix from the first organization in the case
studies.

Overview of Iterative Triangulation

The risk decision process was verified using the
Iterative Triangulation method. The risk decision
process in the risk mitigation model comprises of
four processes, namely; measure risk impact &
probability, suggest best practices, stores risk data
and reuse risk data. The verification indicates that
the risk decision process is able to solve the
research problems, which is to address the lack of
risk decision in risk mitigation and to provide
adequate support to practitioners in mitigating risk
in IT organization. Thus, in order to solve the
research problem, a framework of risk mitigation is
proposed which assist practitioners in risk decisions
and provides support in mitigating risk in IT
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organization, there is need to provide answers to
two questions:

e  What is the right qualitative acceptance level to
describe these processes?

e Based on the qualitative acceptance level, can a
formula be proposed to indicate the level of
risk decision in mitigating risk in IT
organization?

The solution to the problem can be found by using
a method based on Iterative Triangulation Method
[32] [33]. This method employs systematic iteration
between literature review, case studies and intuition
in order to develop a new theory or technique. This
method involves four phases as described below in
Figure 3 which are: groundwork (review literature
in order to select cases), induction (analyze cases in
order to shape conjectures), iteration (refine theory)
and conclude (evaluate theory and suggest future
research direction).

Groundwork Induction Analyse Case Studies

SN

Refine Risk Decision

Review Literature

Iteration
Process

Evaluate Risk
Decision Process

Conclude

Fig 3. Iterative Triangulation Method
Phase 1- Groundwork

Groundwork phase involves the review literature
in order to select the case study. This phase is
carried out where the existing literature of risk
mitigation was reviewed in details to identify the
current process of risk decision in mitigating risk in
IT Governance.

Phase 2 — Induction

Next, the induction phase conducted to analyze
cases in order to shape conjectures. This phase
involves selecting the case study, analysis of the
case study and shapes conjure. In order to identify
the risk decision process, the same organization
was used by carrying out a follow-up interview to
compare findings from both case studies, where this

study involves 2 different organizations that
practice risk mitigation in their projects, with a total
of 7 informants. The first 4 informants are from
case study 1, where the informants are currently the
Head of Division Planning and Governance, ICT
Security Officer, Head of Policy and Governance
and Head of Project in Data Centre in the
organization as stated in Section 4.2. The remaining
3 informants are from case study 2 where they are
currently the Head of ICT Services and Governance
in the institution, Head of ICT Development and
ICT Director of the organization.

The case study was analyzed in order to verify
the risk decision process. Below are the findings
from case study 1 and case study 2, the findings
below validates the risk decision process in the risk
mitigation model. The data from the follow up
interview from the 7 informants from the 2 case
studies is stated below. It can be seen that the
findings is aligned with the risk decision process
which includes; measures risk impact and
probability, suggest best practices, stores risk data
and reuse risk data. Thus, it can be seen that the
data from the 2 case studies are triangulated since
both findings are similar as shown below;

Findings from Case Study 1

Below are the findings from case study 1 is based
on the risk decision process;

a. Measures Risk Impact and Probability

Presently the organization has a ISMS, that is also
used by the committee to classify the risk based on
high, medium and low as stated above. The
organization mitigates risk by evaluating the risk
based on risk rating (high, medium and low) using
MyRAM  application, the informants also
mentioned that the decision is based on the
evaluation of the risk (high, medium or low), after
which the decision makers propose the risk
mitigation control based on the identified risk
impact. They proceed to calculate the risk, then
they analyze the risk control and presents the report
from MyRAM application, which is later presented
to the management.

b. Suggest Best Practices

The decision making uses historical information to
show the past and predict the future.

c. Stores Risk Data
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Thus the organization only prints the risk
documents and stores the risk assessment and
mitigation report as hard copy.

d. Reuse Risk Data

The risk assessment team uses knowledge source,
documents in hard copy format but not software,
since all the past risk assessment and mitigation are
stored in a file cabinet in the organization.

Findings from Case Study 2

Below are the findings from case study 2 based on
the risk decision process;

a. Measures Risk Impact and Probability

However, the organization don’t use any risk
formulated to calculate and mitigate the risk, the
committee key in the risk manually and calculates
the risk manually, thus the informant agrees that an
advance system will help to calculate the risk based
on the risk rating color. Thus the informants
proposed that a system that uses color and
calculates the risk impact and probability is
recommended.

b.  Suggest Best Practices

Presently in making a decision, the committee
always checks back and makes use of the historical
data to make decision in deciding on how to treat
the identified risk.

c. Stores Risk Data

The informants agreed that there is a need for a
knowledge source in risk decision making, but
currently the institution don’t have any knowledge
source that can support the committee members in
making decisions in treating identified risk. Thus,
the informants stated that it’s better to have a
knowledge source that can support the committee in
making risk decisions.

d. Reuse Risk Data

Presently in the current system used by the
institution, the committee only key in the risk, a
more advanced technology can provide support by
ranking the risk. The current technology used by
the institution cannot rank the risk. However, the
committee makes risk decisions based on past
experience, knowledge, based on the risk scenario.

Shape Conjure

The risk decision process has been verified using
the analysis of the case study, the next step is to
proceed and indicate the level of acceptance of each
risk decision process in mitigating risk in IT
organization. This can be obtained by using an
instrument that gives the same statements to each
process. The informants can then indicate to what
extent they agree or disagree with each statement
listed in the instrument. The informants were
interviewed based on the questions below;

1. The Measuring of risk impact and risk
probability is important in making decisions in
mitigating risk in your organisation?

2. Can best practice suggestion support the
practitioners in making risk decisions in
mitigating risk?

3. Should risk decision data be stored in an
enterprise knowledge base?

4. Should practitioners reuse previously stored
risk data in making decisions in mitigating
risk?

Based on the feedback from the informants, the
level of acceptance for the risk decision process can
be determined. The responses helped to ascertain
the gap for these statements by reviewing the
answers given by informants. Thus, if the
informants agree that the risk decision process in
the model is similar or same to the risk decision
process adopted in their organization, we can
conclude that the level of acceptance of each risk
decision process in mitigating risk in IT
Governance is acceptable. But if all the informants
disagree with any of the risk decision processes,
then the level of acceptance of that risk decision
process in mitigating risk in IT Governance cannot
be accepted and is removed from the risk decision
process. The level of acceptance of each risk
decision process in mitigating risk in IT
Governance can be measured by aggregating the
acceptance for all statements related to each
process. Thus, the level of acceptance of each risk
decision process can be calculated as follows:

Level of Acceptance for each process =

E (level of acceptance for each statement)

n * Mj
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Where E is the summation, n is the number of
process and Mj is the maximum acceptance for
each statement. By using the same argument, the
total acceptance between the informants for each
risk decision process can thus be calculated as
follows:

Total Level of Acceptance =

E (level of acceptance for each risk decision
process)

Number of risk decision process

Phase 3 - Iteration

The purpose of this phase is to refine the risk
decision process that has been developed, verified
in phase 2 of the iterative triangulation. Thus, the
idea can be improved; either by limiting the number
of processes involved in risk decision or by
reviewing the risk mitigation documents provided
by the informants on how they mitigate risk in their
organization. Analysis of the risk mitigation
document helps to verify the existing risk decision
process. Phase 4 it can be seen that the risk
decision process in the risk mitigation model in
Figure 4 is same with the process in the risk
mitigation document from the organization in
section 6.3. Therefore, the risk decision process is
refined.

Phase 4 - Conclude

The evaluation process consists of applying this
technique to a case study. The selected case study is
the application of the developed framework. Based
on the interviews conducted with the informants,
the informants agreed that the risk decision process
can support practitioners in mitigating risk in their
organization, also the risk decision process can also
assist practitioners in making decision relating to
identified risk. The risk decision process provides
supports in risk decisions via knowledge base. The
informants were shown the framework and were
explained on how to use the framework in carry out
risk mitigation. The informants were finally asked
to give their opinion on the framework’s ability to
assist in providing support to practitioners in
making decision in mitigation operational and
technical risk that occurs in IT organization. They
agreed that the risk decision process implemented
by the framework is able to support practitioners in

mitigating risk and reducing the risk impact based
on the risk report generated by the framework.

D. Risk Mitigation Document for Framework
Evaluation
The risk mitigation document is shown in

Appendix. The document comprises several sub-
processes. These processes are adopted by risk
assessment and mitigation team in risk decisions
and mitigating risk in their organization. The first
phase of the risk mitigation document is the risk
mitigation purpose which states the purpose of
implementing the risk mitigation. This phase is
drafted by the risk assessment and mitigation team
members. The next phase is to state the scope of the
risk to be mitigated. In this phase, the risk
assessment and mitigation team member’s state
which part of the organizations’ system is to be
mitigated. Thus, the risk assessment and mitigation
team members try to narrow down the risk
mitigation. Another phase is the reference
documents, in which the risk assessment and
mitigation team members retrieve approved risk
mitigation documents from ISO such as ISO/IEC
27001:2003 which contains the information
technology-security techniques, information
security management system requirements and
ISO/IEC  27005:2008 which comprises risk
assessment guidelines for information security
management and the last document utilized by the
organization is the MyRAM application.

Another phase is the definition, which involves
assigning explanation to all the facilities,
infrastructures and terms to be used for mitigating
risk. Then the risk assessment and mitigation team
proceed to describe and set up risk team, by
selecting suitable people for the risk mitigation
process. The selected team proceeds to adopt risk
assessment methodologies for ICT assets. In the
organization the selected risk mitigation team
members usually adopt the Malaysian Public Sector
ICT Risk Assessment Methodology since 2005.
Next, the risk mitigation team sets asset boundaries,
by identifying the hardware, software, supporting
services/accessibility, data & information flow in
the systems’ and people involved in the identified
risk that is to be mitigated. After this phase the risk
mitigation team proceeds to identify assets based on
the confidentiality, integrity and availability of the
asset, evaluate assets based on low, medium and
high scale, assessing threats that can result to risk,
assess the risk vulnerabilities, identify control
measures of the identified risk, analyze the risk
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impact, analyze the risk possibilities, calculate the
identified risk, propose risk treatments solution
based on risk measurement level by making risk
decision on the risk that is to be mitigated.

6. DISCUSSION AND CONCLUSION

IT organizations are handled with strategic,
operational and technical risks. These risks should
be mitigated. However, risk mitigation has
problems with IT projects and difficulty in
choosing and executing mitigation actions among
project leader. Risk mitigation emphasizes taking
action early in a project to prevent the occurrence
of undesired events or to reduce the consequences
of their occurrence. Mitigating these risks is a key
factor and a major requirement in securing
successful projects. Risk Mitigation provides a
mechanism for practitioners to make risk decisions
by providing a stepwise execution of risk process
and components. The mitigation of risks aids
managers to understand the mutual relationships
among the enablers of risk mitigation and provides
a suitable metric to quantify these risks. In risk
mitigation; risk decisions are performed in order to
mitigate the identified risks.

Existing risk mitigation models and frameworks
lack the capacity to support risk decisions in
mitigating risk. These dependencies make the
technical problem of mitigating existing risks
difficult. Existing risk mitigation model lacks the
need for adequate data which is very important in
mitigating risk and there is the difficulty of
mitigating risk generally in IT organization,
therefore the risk decision mitigation framework is
proposed. A preliminary study was carried out;
starting with the pilot study which was done
utilizing the qualitative instrument (interview) to
validate the instrument and data and generalize the
data of risk decision in risk mitigation based on IT
Governance. The pilot study was carried out using
2 organizations, where 5 informants were
interviewed and the data were analyzed and
reported based on people management, process

management, technology management, quality
management and other comments from the
informants.

The risk mitigation process; risk identification,
risk decision, risk treatment and risk monitoring
and the risk decision components; people
technology, technique, methods, procedures,
management and quality of working environment
obtained from the literature was verified using a
qualitative study, via samples obtained from 2 case
studies involving 7 informants. In the case study,

open-ended interview was used to collect data.
Descriptive and narrative analyze were used to
analyze the interview transcript from the 2 case
studies. Based on the informants’ suggestion a new
process was included to the existing risk mitigation
process. The new process is “Risk Report”. The
informant added that there was the need for a
process that will enable the risk mitigation team to
generate monitoring report based on the identified
risk. The quality of working environment was
removed as one of the risk mitigation components
based on the findings from the case study.

The proposed framework assists practitioners’ in
risk decisions and provides support in mitigating
risk in IT Governance. The researcher identified the
risk decision process, namely; measure risk impact
and probability, suggest best practices, stores risk
data and reuse risk data. The risk decision process
was gotten by searching, reviewing, extracting and
synthesizing each literature’s on risk mitigation.
The risk mitigation model comprises the risk
mitigation process and the risk decision process
which are influenced by the technical and
operational risk components and metrics. The
framework 1is also supported by knowledge
mapping and software agents which assist in
providing support to practitioners in making risk
decisions. Lastly, the iterative triangulation process
was used to evaluate the framework. Iterative
triangulation helps to refine the risk decision
process that has been developed based on case
study using follow-up interview and the review of
risk document from the case studies. This study has
limitation which was involved and analyzed 2 case
studies and it need to add more case studies for
participation. Besides that, future work is aimed at
implementing the risk mitigation system based on
multi-software agents and knowledge mapping in
the framework.
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