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ABSTRACT 

Quantum cryptography is one of the major applications of quantum information theories. However, the 

Quantum key distribution (QKD) introduced by Bennett and Brassard in 1984 which is known as BB84 

protocol, is used to obtain a secure random cryptographic secret key between the expediting Alice and the 

designating Bob and to detect the presence of eavesdroppers on the quantum channel. This channel is not 

always perfect; it often undergoes a quantum depolarizing channel   which is a model for noise in quantum 

systems. In this work we study the depolarizing effect with an anisotropic probabilities of Bit-Flip, Phase-

Flip and Bit-Phase-Flip in the presence of an eavesdropper for the two methods of attacks, cloning attack 

and intercept and resend attack, also we  prove that the phase flip probability act strongly  on the exchanged 

information safety. 

Keywords: Noise, Depolarizing channel, Eavesdropper, Attack, Phase flip probability 

 

1. INTRODUCTION  

 

There exist various protocols of (QKD) [1, 2]. We 

were interested here by known original protocol 

under the name of BB84 [3]. The protocol will 

allow Alice and Bob to share a series of random 

bits. They have one-way quantum channel no 

sedentary of Alice towards Bob and authenticated 

bidirectional traditional channel. Other protocols 

use much attenuated states laser, while taking a 

discrete measurement. We quote for example 

protocols DPS (Differential Phase Shift) [4], where 

information is coded on the successive phases of 

the impulses, but also protocols with  a frequency 

coding [5, 6,7], and protocols with temporal coding 

[8, 9]. A protocol in which information is coded 

over the time of detection of the photons of is 

developed elsewhere within Thalès Research & 

Technology France [10]. The (QKD) was already 

established in practice. The first prototype, 

developed in 1989 by Bennett and Brassard, [11]. 

An eavesdropper Eve can know nothing about the 

key secretes of Alice and Bob. Indeed, several 

evidence of safety was presented for this protocol, 

but each one has disadvantages. [12] [13] [14]. It is 

very important to announce that the quantum 

channel has properties basically different from the 

classical channel owing to the principle of 

superposition of quantum mechanics and non-

cloning theorem [15].In a previous work, we have 

investigated the quantum key distribution with 

several intercept and resend attacks [16] and with 

several cloning attacks [17], also we have studied 

the case of quantum key distribution with several 

attacks via a depolarizing channel [18-19] and  

partially non-orthogonal basis states[20]. 

It is important to remember that in a classical 

computation, just the transformation bit flip 10 ↔  

which can impact the transmission, however in a 

quantum computation; the existence of 

superposition states brings also the possibility of 

other basic errors for a single qubit. They are the 

phase flip and the bit-phase flip. The first changes 

the phase of the state, and the latter combines phase 

and bit flips. In this paper we shoes to study the 

effect of noisy quantum channels specially the 

depolarizing channel, the effect of bit flip, phase 

flip and the combined bit and phase flip in the 

presence of one eavesdropper in the case of 

intercept and resend attack and cloning attack. The 

model of noisy quantum channel which is 

mathematically considered as an operator
pT . The 

qubit remains intact with the probability p-1   , 

while errors are acting on the qubit with 

probability p . The errors can be one of three types 
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or all types, the bit flip with the probability
xp , 

the phase flip with the probability 
zp  and the 

combined bit-phase flip with the probability yp . 

We suppose that: 10   βαψ +=             (1) 

Applying the  no depolarizing channel: 

               10   1 βαψψ +=→ − p
        (2) 

Applying the bit flip:   

             01   βαψσψ +=→ x

p x     (3) 

Applying the phase flip: 
     10    βαψσψ +−= → z

p z

(4)
 

Applying the combined bit-phase flip:  

               01    βαψσψ +−=→ y

p y       (5) 

Where
xσ , yσ , zσ are the Pauli matrices 

and .  

We consider 
zyx pp pp ++=        (6)                                                                                                          

( )

zzzyyy

xxxp

pp

ppT

σψψσσψψσ

σψψσψψψ

+

++−= )1(   

      (7) 

( ) 11001 0 )p(p)pp( T yxyxp ++−−=                                       

(8) 

( ) 00)(11)1(  1 yxyxp ppppT ++−−=

                                    (9) 

In the absence of eavesdroppers the information 

safety depends only from the depolarizing channel, 

and only the channel effect which generates errors; 

in this case the quantum error is
yxerr ppQ +== δ  , 

moreover it’s proved that the binary Shannon 

entropy makes it possible to find the impact on the 

information safety [ 21,22,23]. 

The presence of Eavesdropper is a factor which 

constitutes source of errors.  

For studying the security of information exchanged 

between tow honest parties Alice and Bob we 

introduce the notion of mutual information and in 

this way we calculate the mutual information 

between Alice and Bob and the mutual information 

between Alice and the eavesdropper.  

))0/1(()0/1(

))0/0(()0/0(1),(

2

2

ABAB

ABAB

PLogP

PLogPBAI ++=
                             

(10)       

 
))0/1(()0/1(

))0/0(()0/0(1),(

2

2

AEAE

AEAE

PLogP

PLogPEAI ++=                              

(11) 

Another important parameter to study security of a 

quantum cryptography protocol is secure 

information (or secret information) given by this 

equation:    

  )(),(),( δHEAIBAIIS −−=                      (12) 

We compute also the Error probability errP given 

by the expression (13) in the case of intercept and 

resend attack, and expression (14) in the case of 

cloning attack. 

                           

∑ ≠=
−=

BA xx

BAABBAABerr xxPxxPP
,

00
),(),(
ωω

        (13)                        

∑ ≠=
−=

BA xx

BAABBAABerr xxPxxPP
,

00
),(),(
θθ

         (14) 

We will also deduce the quantum error 
errerr PQ =  

for which )(),(),( δHEAIBAI += . 

Our study consists in checking the effect of all 

parameters of  the depolarizing channel in for 

quantum key distribution  in the presence of 

eavesdropper. 

The paper is organized as follows. The protocol is 

detailed in section 2. Section 3 is devoted to the 

results and discussion, while section 4 is reserved 

for the conclusion. 

2. MODEL 

In the case of cloning attack, Alice sends a 

photon in a quantum state. Eve will create a clone 

of each transmitted photon and returns a photon 

(presumed identical) to Bob. Let us notice that Eve 

did not make yet of measurement and did not 

choose base. Then, Alice and Bob communicate 

their bases and keep only those which they have in 

common. Eve, having listened to that, can thus each 

time choose good base to measure her photons 

However I, the case of intercept and recend attack; 

Alice sends a sequence of photons to Bob while 

choosing randomly to send 1 or 0. Bob chooses 

randomly to measure the received photon. Between 

them, is an Eavesdropper, Eve, who intercept 

certain photons with a probability ω , 

measurement their polarization by choosing a base 
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randomly and returns them to Bob in the state of 

polarization which it measured. At the place of the 

photons which Eve does not measure, she puts 

randomly 0 or 1 in her sequence of bits. Then, 

Alice and Bob exchange in a classical way the 

bases which they used, and then they remove from 

their sequence of bits the states for which they used 

different bases. In the remaining bits, they take a 

small sample of bits and count the error count 

which they have, although they chose the same base 

to measure the photon. From this error count, they 

can determine the maximum quantity of 

information which Eve has. 

On the quantum channel, noise can disturb the 

transmission of the photons; these noises can be 

placed between Alice and Eve with a probability 

q  or between Eve and Bob with a 

probability q-1 .  

 

2.1 The Mutual information between Alice and 

Bob: ),( BAI  

 
Figure. 1: Analysis Model (Alice – Bob) 

 

With 2/))cos(1( θ+=AP  in the case of cloning attack  

and )0/0(ABP  will be in the form (15) 

( ) 2/))cos(1(

2/))cos(1)(1()1/1()0/0(

θ

θ

−+

++−−==

yx

yxABAB

pp

ppPP

                          (15) 

Also, in the case of intercept and resend attack  

4/1 ω−=AP  and )0/0(ABP  will take the form (16) 

( )

( )
4

4
11)1/1()0/0(

ω

ω

yx

yxABAB

pp

ppPP

+

+






 −−−== (16) 

 )0/0(1)0/1()1/0( ABABAB PPP −==                 (17) 

2.2 The Mutual information between Alice 

and E : ),( EAI  

 
Figure. 2: Analysis model in the presence of eavesdropper 

 (Alice – Eve) 

With ( ) 2/)sin(1 θ+=EP  for the cloning attack and )0/0(AEP is 

written as (18). 

      

( )
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θ
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   (18) 

Also, in the case of intercept and resend attack 

4/2/1 ω−=EP  and 

( )
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



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
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                                   (19) 

    )0/0(1)0/1()1/0( AEAEAE PPP −==            (20) 

3. RESULT AND DISCUSSION 

 
The first remark is that the phase flip 

probability 
zp  is not present in the formula: 

there is no phase flip but this parameter acts 

implicitly on information safety seen that the 

depolarizing parameter is the sum of probabilities 

related to the three components of the channel 

noise 1≤++= zyx ppp p , moreover the 

phase flip is always present in the channel effect in 

spite of presence eavesdropper.  
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The phase diagram established in the space 

parameter ),( θp represented in Fig.3 shows 

the transition line between secured and unsecured 

area in the presence of eavesdropper for different 

values of the phase flip probabilities compared to 

case of isotropic probabilities of bit flip, phase flip 

and combined phase and bit flip. The most 

important result deduced from this diagram is that 

the secured Area increase by increasing the phase 

flip probabilities.  

Also the figure.4 shows the quantum error as a 

function of the depolarizing parameter p for 

different values of the phase flip probabilities. It is 

clear that the variations of phase flip probabilities 

influence strongly on quantum error. 

A few examples of the secret information 

sI between honest parties as a function of the 

depolarizing parameter p are giving in Figure.5, 

it can be seen that the phase flip probability act on 

the  secret information 
sI  and more the phase flip 

probability increases more information circulated  

on the channel is secured . 

 
Figure. 3: Phase Diagram In The ),( θp Showing The 

Transition Between Secured And Unsecured Information 

For Different Values Of The Phase Flip Probabilities. 

 

 
Figure. 4: The Behavior Of The Quantum 

Error As A Function Of The Depolarizing 

Parameter p For Different Values Of The Phase Flip 

Probabilities 
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. 

Figure. 5: Examples Of The Secret Information 

sI
Between Honest Parties As A Function Of The 

Depolarizing Parameter p  (A) For The Phase Flip 

Probabilities Of
6

5 p
p z =

,(B) For The Phase Flip 

Probabilities Of
3

p
p z = And  (C) For The Phase Flip 

Probabilities Of 
9

p
pz =

 

 

By analogy, and noting that the formulas 

of mutual information in the case of cloning attack 

and intercept and resend attack do not differ too 

much; It can be concluded that even for intercept 

and resend attack the phase flip probability acts in 

an identical way on the security of the information. 

 

4. CONCLUSION 

We studied the quantum key distribution with 

cloning and intercept and resend attacks via an 

anisotropic depolarizing channel and showed that 

information safety depends strongly on the phase 

flip probability in spite of the type of the attack. 

Also the security of the information conveyed on 

the channel increases by increasing the phase flip 

probability. 
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