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ABSTRACT

Substantial research attention has been paid to the Internet of Things (hereafter abbreviated to IoT) since
the dawn of the new millennium. IoT is very much perceived as being a major component of the Internet of
the future. The composition of the Internet of the future will be billions of intelligent things that
communicate through a variety of connected devices and it will become a means of enabling the realization
of new capabilities of the ‘things’ that are connected. This paper presents a review of the related research
relating to IoT. Further, issues associated with IoT particularly standardisation, security and privacy are
also discussed. The discussion provides valuable information for future research in IoT.
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1. INTRODUCTION

Internet of Things (IoT) is seen as the ‘Next Big
Thing’ after the Internet by the worldwide
information industry, both in technological and
economic terms. The IoT perception is that of an
intelligent network that connects all things to the
Internet and allows information exchange, as well
as communication, through sensing devices while
complying with standard protocols.

According to Stankovic [1], the IoT succeeds in
attaining the aims of intelligent identification,
location, tracking, monitoring and management of
things. Pretz [2] considered IoT to be a things-
connected network, in which the things are
connected wirelessly through smart sensors.
Furthermore, he predicates that IoT does not
require human intervention to interact. By its
inherent ability of permitting human and human, to
human and things, or between things and things,
IoT both expands and extends Internet-based
network communications. The IoT hypothesis
means many objects that surround us can be hooked
up to networks in one form or another. In this
context, a plethora of applications will have Radio-
Frequency Identification (RFID), sensor and other
smart technologies embedded into them.

In certain fields, applications that take

advantage of IoT technology have already been
developed: These include healthcare, transportation
and the automotive industries, as well as home
management ([3];[4];[2]). In addition, the cloud-
based Internet has been seen as new developments
in the integration of objects with sensors ([5];
[4];[2]).

Although there has been rapid advancement in
the developments of IoT products, but the issues
regarding IoT still exist and thus requiring
appropriate solution and improvement. These
include infrastructure, protocols and standards as
well as the issues associated with IoT over privacy,
security and protection. This review will look at the
latest research in IoT development thus far and
attempt to identify topics for future research into
IoT.

This paper develops an insight of the value of
knowledge as well as issues regarding IoT explored
from different articles which previous authors
didn’t explore till recent year 2016. Previous
review paper discussed on the major IoT
application in industries, IoT research trends and
some IoT challenges.
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2. DEFINITION OF IOT

Several definitions of IoT have been proposed
by researchers since the term and concept of IoT
was first instigated by Kevin Ashton in 1999. Back
then in hundreds of presentations he gave to
corporate leaders, he proffered the idea that the IoT
is connected uniquely to identifiable and
interoperable objects by the use of RFID
technology. But an exact definition of IoT remains
in the formative stage, and is subject to perceptions
([5]; [4]; [2]).

The IoT European Research Cluster [6] and
others ([7]; [8]; [9]) gave a general definition of the
IoT as a “dynamic global network infrastructure
with self-configuring capabilities based on
standards and interoperable communication
protocols; physical and virtual ‘things’ in an IoT
have identities and attributes and are capable of
using intelligent interfaces and being integrated as
an information network”. In essence, according to
the European Telecommunications Standards
Institute [10], the IoT can be considered as a
superset of connecting devices that are uniquely
identifiable by existing near-field communication
(NFC) techniques.

Disregarding disagreements on the definition of
IoT, discussions have been widespread, and quick
development of consequent technologies by diverse
bodies has occurred ([11]; [5]; [12]; [13]; [2]):
some of the best examples are techniques used for
intelligent sensing and wireless communication that
have become part of IoT, giving rise to new
challenges and research vistas ([14]; [15]).

While the definition of IoT may vary
according to technologies used in implementation,
the basic tenet of IoT demands that objects within
the IoT can be uniquely identified when virtually
represented. Built into IoT is that all things are able
to exchange data and where necessary, process the
data collated in relation to pre-defined standard.

3. LITERATURE REVIEW

The Internet of Things (IoT) [16] contends that the
goal of linking together “everything” that carries a
bare minimum of both computational power and
storage capability is a new perspective, whereby
things connected in such a way can cooperate at
any time regardless of location or form. Such
collaboration will occur with applications designed
to cover a variety of fields, for example in social
and personal arenas, the monitoring of services and

utilities, transport and business enterprises ([17];
[18]).
Estimates made in 2013 indicated that the number
of IoT devices in existence exceeds 30 billion,
which make more than 200 billion intermittent
connections between them [19]. By the year 2020,
it is anticipated that over 700 billion Euros of
revenue will be created from such connections [20].
Due to the rise in popularity of mobile
communications that utilize wireless sensor
networks (WSNs) and RFID technologies, plus an
abundance of small hardware where storage and
operational computing requirements are reduced to
a minimum, there has been a corresponding
increase in connectivity of such IoT gadgets [21].
These factors, when combined with efforts to
standardize communication protocols like Machine-
to-Machine (M2M), MQ Telemetry Transport
(MQTT) v. 3.1, Extensible Messaging and Presence
Protocol (XMPP) and others Saint-Andre, Smith,
Tronon means that the worldwide vision of the IoT
per se is now facilitated for the majority of industry
and the markets they serve. Where reliability
becomes a critical issue in such global uses, these
may demand a minimum degree of system
specification accuracy combined with a high level
of reassurance in respect of properties that are non-
functional like privacy, protection and security
[22]. In this regard, formal analysis techniques must
be used to guarantee as much unambiguity as
achievable: the specifications derived will lead to
applications that are strong and dependable.

The pervasive computing technologies of today
mean that daily activities of many of us are tracked
by smartphones in use: increasingly, more everyday
things in use are connected to the Internet [23].
This generates a sea change in interactions, lifestyle
and the way people work. In turn, this has given
rise to ‘smarter’ cities being possible. However,
complexity of the urban environment as well as the
people living in it means that the design,
development and implementation of computing
projects and innovations is particularly challenging.

In the field of mechatronics, the latest
developments in the IoT have compelled those
working with mechatronics to reconsider the
manner in which mechatronic systems and
components are contrived, designed and made.
Issues like machine ethics, user interaction, and
also those concerning security of data and the
individuals using mechatronic smart objects need to
be considered because the structure of an IoT based
system is defined by context. The inherent
challenges presented by the IoT are driving forward
new approaches to design and education in
mechatronics [24].
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A line type dismantling system for end-of-life
vehicles (ELV) dismantling plants was proposed by
Hwa-Cho Yi and Jung ([25]; [26]). The
implementation used remote real-time monitoring
using IoT technology. Identification data of the
ELV such as the vehicle identification number
(VIN) stored on a server enables identification of
the ELV by match of a RFID tag on the car being
loaded. Workstations are able to identify the
vehicle via a RFID reader, request the ELV’s
weight through Zigbee communication and receive
a dismantling worksheet generated from the server.
The result of the dismantling is displayed on the PC
screen and also stored on the server. Authorized
users can enquire what status each workstation is at
and view the work history via Internet and/or the
work history of each ELV directly from the server.
It is suggested that this research could be the
foundation for more complex monitoring systems
that include downstream recyclers like shredding
and anti-slip regulation (ASR) treatment.

Over the last ten years, RFID-based
identification has seen wide use in the fields of
logistics, retail management, pharmaceuticals and
health care [27]. Due to the advances made since
2010 in intelligent sensors, sensor network
technology and low energy wireless
communication, an increasing number of ‘things’
can be networked as IoT ([28]; [29]; [30]; [31];
[32]; [33]).

Technical standards relative to specification
of data exchange, processing and intra-network
communication should be designed for IoT to
provide high quality services to end-users and
applications alike [34]. Factors affecting the
success of IoT include standardization on a global
scale that will deliver inter-operability,
compatibility, dependability and operational
effectiveness. Objects in an IoT have to possess the
ability of autonomous communication and
exchange of data ([35]; [36]; [37]). Once millions,
or even billions, of things can be seamlessly and
effectively integrated, IoT becomes capable of
widespread application over innumerable areas
([38]; [4]; [39]; [40]).

Both developed and developing nations have
recognized the importance of IoT and its future
potential. Many have formulated proposals for
national strategies to investigate enabling
technologies for IoT. As a few examples, in the
UK, the government launched a £5 million project
on IoT technology and innovation ([41]; [42]). The
IoT European Research Cluster (IERC) has
sponsored a number of cooperative projects in
fundamental research pertaining to IoT:

applications and end-users supply specific
requirements to push forward the theoretical studies
in these projects. One of these is the project of
Internet of Things Architecture (IoT-A), aimed at
developing a reference model and architecture of
IoT to satisfy specific needs of the applications.
Simultaneously, the European Telecommunications
Standards Institute (ETSI) has the responsibility of
developing policies related to IoT ([43]; [44]; [29]).

Moving westwards, in the US the Information
Technology & Innovation Foundation (ITIF)
advocated that new information and communication
technologies (ICT) can be an effectual means to
improve traditional and information technology
infrastructure that will have a greater positive
impact on productivity and innovation. The
concentrated areas of ICT developments in the US
are energy, broadband technologies, rural utility
services, and health information technology ([45];
[46]).

In the Far East, Japan proposed “u-Japan x
ICT” and “i-Japan strategies” in 2008 and 2009 -
these projects aimed at deploying IoT in all areas of
daily life. South Korea ran RFID/USN and “New
IT Strategy” programs to advance IoT
infrastructure development. In China, the
government officially launched the “Sensing
China” project in June 2010; the goal of this project
was to develop the technologies so that objects in
an environment have identity tags which are able to
broadcast information, and such information could
be accessed through the Internet. People can be
tracked within the IoT and any conditional
variables monitored so that the performance of the
networked systems can be optimized to reduce
waste and costs.

4. ISSUES RELATED TO IOT

Many cross-layer protocols exist for Wireless
Networks ([10]; [6]), Wireless Mesh Networks
(WMNs) [41] or Ad Hoc Networks (AHNs) [47].
Nevertheless, they cannot be applied to the IoT
because of several reasons. First of all, the diversity
of the IoT, caused by things having largely different
hardware configurations, Quality of Service (QoS)
requirements, functionalities, and objectives. By
contrast, nodes in a Wireless Sensor Network
(WSN) usually have similar hardware
specifications, comparable communication
requirements, and shared aims. Second, the Internet
is involved in the IoT, from which IoT inherits a
centralized and hierarchical architecture.
Contrastingly, WSNs, WMNs and AHNs have
comparatively flat network architectures: nodes in
them communicate in a multi-hop fashion without
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Internet involvement.
Despite significant research efforts in the

development of IoT, there remain several major
outstanding issues in terms of technical challenges.
An example is the design of a service-oriented
architecture (SoA) for IoT which is still considered
as a big challenge, whereby service-based things
may suffer in terms of their performance, including
cost. Added to this, the automated service
composition based on the requirements of
applications is still unresolved. From a network
standpoint, IoT is a complicated diverse network
that includes connections between various types of
networks through differing communication
technologies. Devices and methodologies to
counter problems with things management is an
outstanding challenge. Also from the viewpoint of
service, the lack of commonly accepted service
descriptions makes service conflicts in different
implementation environments. Furthermore, a
powerful service discovery and searching engine
should be very helpful to advance IoT technology.
Since IoT operates in an ICT environment, all
connected things could adversely affect it. The
challenge of integrating IoT with current ICT
systems is therefore an outstanding issue.

The absence of agreed standards is an
argumentative factor for a decrease in the
competitiveness of IoT products ([48]; [49]; [43];
[44]; [50]; [51]; [52]; [53]; [54]). Over the last ten
years, a number of technical standards have been
developed by various organizations; these
constitute a more and more important role to the
success of IoT [55]. Standards for middleware and
interfaces are considered to be extremely important.
Research efforts include: (1) designing policies and
distributed architecture; (2) ensuring privacy and
protection of users; (3) realizing the
trustworthiness, acceptability, and security of
networks; (4) developing standards; (5) exploring
new enabling technologies such as micro-electronic
mechanical system (MEMS) devices and ubiquitous
localization ([51];[52][53]). Standards in IoT have
attracted a great deal of attention in many countries.
Internationally, the ITU, Electronic Product Code
global (EPCglobal), International Electrotechnical
Commission (IEC), International Organization for
Standardization (ISO), and IEEE have provided a
set of standards to identify, capture, and share data
using RFID technologies. ([48]; [49]; [43]; [44];
[50]; [51]; [52]; [53]).

The standardization of IoT takes the efficacy
and readiness of specifications into account ([47];
[56]; [57]). Although many organizations are
working on primary standards for IoT, global
collaboration between standards bodies is essential

to deal with the lack of consistency among
standards bodies and the standards; the World
Standards Cooperation (WSC) needs to be able to
manage the relationships between the international
standards bodies and regional standards bodies
[58]. Worthy of note is the importance of standards
for the technological development of IoT. On the
one hand, standards help developers and users
define the best technical rules for applications and
services in IoT. On the other hand, standardization
of technologies in IoT is considered to be important
and urgent: this can and will accelerate the spread
of IoT technology [59].

Standardization is vitally important in the
development of IoT. Its goals include lowering the
entry barriers to new service providers and users;
improvement of interoperability; and to enable
products or services to compete for better outcomes
at a higher level ([60]; [61]; [62]; [63]; [64]).
Standardization of IoT is difficult due to its rapid
growth. Particular problems experienced in IoT
standardization include interoperability, radio
access level, semantic interoperability, plus security
and privacy issues [65]. Open standards of IoT,
such as those of security, communication and
identification, may prove to be several key enablers
for expansion of IoT technologies [66].

Two other very important issues have arisen
in IoT: those of security and privacy. IoT
connectivity depends upon the ability of smart tags
or sensors to both sense the environment they are in
and to exchange data between devices. The
information drawn from such elements like RFID
tags, intelligent sensors, Bluetooth Low Energy
(BLE) that are integrated into devices within this
‘sensing layer’ demands technologies that must be
effective in providing security and protection of
privacy of these data over a wide range of activities,
be they personal or business in nature. ([67]; [68];
[69]; [70]). IoT applications could be disturbed by
persistent threats of RFID tag attacks or even data
leakage [71]. There are a number of security
schemes and protocols for authentication proposed
to counteract threats to security [72], an example of
which is the “block tag” method to guard against
unauthorized tracing [35]. When considering
exchange of data, low cost symmetric key
cryptography algorithms, for example Advanced
Encryption Standard (AES) and Tiny Encryption
Algorithm (TEA) have been expounded as
protection. From the security point of view, low
cost RFID tags have implemented elliptic curve
cryptography using asymmetric key algorithm for
authentication purposes. It is also possible to
integrate security protocols already developed for
WSNs as a fundamental part of IoT. Further studies
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are required into a) adoption of existing Internet
standards for interoperable protocols in IoT, and b)
assuring security of compassable services.

In IoT, it is of particular importance to label
and give an address to each and every object (thing)
that is connected. But connections between things
could possibly give rise to security issues that have
never arisen before [73]. Thus strong security
measures are essential to preclude both attacks and
malfunctions. [74]. Established networks like the
Internet utilize security protocols and privacy
settings are generally the means of protecting
communication and individual privacy, but sadly it
is a fact that these techniques fall short of the
requirements of IoT [75]. Such mechanisms need
improvement before they can be applied to IoT
[76].

In addition, frameworks for legal and
technical issues are required. With the complexity,
dynamic nature and many uncertainties involved in
IoT, protection of millions of things that are diverse
and intelligent in nature represents a daunting task
[77]. This very diversity has a significant effect on
security of networks that could suffer threats.
Things themselves might also be subject to a
multitude of dangers like leakage of data or threats
from external networks. The demand on security
technologies to offer robust protection for all
system components at all stages is high: from
sensing layer to interface layer, in ID through
provision of services, and from RFID tags to IT
infrastructure [78]. Furthermore, information must
be secured from the moment of collection to the
end of its life cycle, or cradle to grave. Privacy of
information ranks as one of the most sensitive areas
for IoT [79]. In personal services, the requirement
of ease of data accessibility poses the challenge of
protecting the information [80]. In designing
privacy protection methods, certain factors have to
be considered: as one example, user authentication
concurrently involves development of access
control and trust management ([81]; [82]; [5]).

Public acceptance of new IoT technology
and services depends largely on how trustworthy
the information is and how well private data is
protected. Despite a number of development
projects aimed at security and protection of privacy,
a dependable solution for these issues is still
outstanding in respect of data confidentiality,
privacy and trust [83]. From a technical
perspective, the following concerns need
addressing: defining security and privacy from
social, cultural and legal standpoints: trust
mechanism: security of communications: privacy of
user data and communications; and last but not
least, security of applications and services.

5. CONCLUSIONS

Nowadays Internet of Things has received much
attention from many researchers and developers
who have been working on how to integrate it on
the large number of proposed technologies. This
paper reviewed the current related research and
development on IoT. Although there has been an
increase usage of IoT in healthcare, social networks
and industrial application, issues such as
standardization, security and privacy have become
among the main concerns in the field of IoT.

Public awareness on the three major IoT issues
is showing a sign of anxiety which need to be
solved right away. This is related to the public
trustworthy in order to be persistence in accepting
IoT. However, this is actually a promising
opportunity to those researchers and developers in
IoT field to keep experimenting for the better
methods of solution to the related IoT issues.

FUTURE RESEARCH

IoT is definitely an emerging and appealing
technology that requiring lots of improvement from
day to day in term of developing the effectiveness
of the system application. Therefore, an update
review on the changes in the development and
usage of IoT together with the related issues
provide a valuable platform for future research in
IoT.
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