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ABSTRACT

With the increased use of Database-as-a-Service (DAAS), several issues also come in parallel, especially in
translating and executing queries to and from the database securely and efficiently. These issues are in
response towards potential attacks such as attempting to copy or eavesdrop the database via queries.
Existing security mechanisms include securing the queries by using encryption. However, encrypting the
queries significantly affects the efficiency of query processing because of the security overhead from the
encrypting and decrypting processes. This study aims to address this problem by proposing a divide-and-
conquer strategy in which partial encryptions is used on the queries. This is performed by classifying the
data into sensitive and non-sensitive categories using a classification approach, so that only the sensitive
data will be encrypted. The classification used in this study is based on the data classification policy from
the Columbia University. Firstly, a manual annotation is conducted to label the data fields into sensitive and
non-sensitive categories. Next, rules are generated in order to classify the queried data. If a query contains
sensitive data, the encryption will specifically be applied to the sensitive data, whereas the non-sensitive
data will remain unencrypted. Experiments have been conducted using real-time data from Baghdad
University that is related to students’ information consisting 35 tables and 362 fields. The evaluation is
based on the comparison of security overhead of the fully encryption (without classification) and partial
encryption (with the classification) using Advance Encryption Standard (AES). Results shown that the
classification method has significantly reduced the time used to process the query. This implies that the
partial encryption based on classifying the data into sensitive and non-sensitive categories has improves the
efficiency of query processing.
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1. INTRODUCTION

With the arising of Database-as-a-Service
(DAAS), several issue have been brought to
attention such as securing query, translating query
and executing query efficiently. These issues have
been presented as a response toward potential
attacks. According to [1], potential attacks could be
represented by any attempt to copy or eavesdrop the
database via queries. The challenging issue lies in
the difficulty to detect or prevent such attempts due
to the nature of cloud infrastructures which only
provides access and management rather than
protection [2].

In order to provide a secure query, the query
itself has to be encrypted. Encryption has a
significant impact on the failure execution for the
query on the server. This is because the server

cannot interpret encrypted queries. One approach to
solve this problem is to use a Fully Homomorphic
Encryption scheme such as one proposed by Gentry
[3]. These schemes allow computation of any
arbitrary function over encrypted data without the
need to decrypt it. In this approach the client
encrypts his data using a Fully Homomorphic
Encryption scheme before storing it at the server.
When the client wants to execute the query, it is
transformed into an equivalent query over the
encrypted data. This allows server to process any
valid SQL queries on encrypted data and return the
result set (still encrypted) to the client. The client
decrypts this encrypted result set to get the final
answer. However, this approach offloads all the
database processing work to the server. The
problem with this approach is that operations on
current Fully Homomorphic Encryption schemes
are orders of magnitude (10° times) slower than the
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operations on plain text data [4]. This makes this
scheme impractical for use in current systems.

Another approach to solve this problem is to use
service providers only as encrypted data storage. In
this approach the client encrypts all the data before
storing it at server. Whenever the client has to
execute a query, the required part of the database is
transferred to the client machine, and then
decrypted to recreate plain text database. The query
is executed on this plain text database using
traditional query processing to get the result set.
This approach has severe performance issues
because for each query, huge network traffic (to
transfer required relations) is generated. This
approach also negates many benefits of DAAS
model since client now has to maintain his own
database servers.

An interesting question would be: “what is the
appropriate way to secure the query processing in
cloud without losing efficiency?”. As a response to
this question, researchers tend to use machine
learning technique in order to classify the
confidentiality of the data before migrating such
data to the cloud provider. For instance For
instance, Graepel et al. [5] proposed a linear
classification method to classify whether the data is
confidential or not to be encrypted. Such method is
useful where the encryption will take place only on
the confidential data.

However, there is still room for improvement
regarding to the performance of the classification
task. In fact, there are many classification methods
that have different performance [6]. In such
manner, identifying an appropriate classification
method for categorizing the level of confidentiality
for the data is a challenging task. Hence, this paper
aims to propose an effective classification method
for identifying the confidential data. As a result of
the classification, the confidential data will be
encrypted to be migrated in the cloud.

The paper has been organized as follows: Section
2 highlights the related work, Section 3 illustrates in
detail the proposed method and its components,
Section 4 discusses the results obtained by the
proposed method, and finally Section 5 provides the
final conclusion.

2. RELATED WORK

There are several cloud-based storage systems
available, such as Dynamo [7], PNUTS [8], and
Bigtable [9]. These systems have very high
scalability, although it can only support very limited
query languages. The restricted queries do not allow

join queries and there are restrictions on how to
specify the query conditions. In contrast, the
Biglntegrator [9] pushes as much query processing
as possible to the data sources and compensates the
lacking query capability of a data source by doing
post-query processing with its own query engine.
Some cloud-based storage systems such as Cloudy
[10] provides rather complete SQL capabilities. It
offers key-value, SQL, and XQuery interfaces to
manipulate its cloud data. Microsoft SQL Azure
[11] offers full SQL language support for its cloud-
based relational database. Unlike Cloudy and SQL
Azure, the purpose of Biglntegrator is to allow
joining of data from a restricted cloud-based data
store such as Bigtable with relational databases, by
generating execution plans that combine queries
sent to the data sources. Unlike classical work on
mediator/wrapper techniques over conventional
databases such as [12], BigIntegrator provides data
integration between cloud-based data repositories
and relational DBMSs. Furthermore, a novel query
plug-in mechanism based on absorbers and
finalizers is developed to provide easy extensions
for new kinds of data sources providing restricted
query languages.

In particular, Wang et al. [13] have proposed a
secure and efficient ranked keywords search on
cloud data. Their assumption lies on the difficulty
of searching over cloud data due to the encryption.
In fact, there are several searchable encryption
techniques enable users to securely search over
encrypted data using keywords. However, such
techniques only support Boolean search. This can
directly affect the efficiency of searching.
Therefore, the authors have concentrated on
overcoming such problem by proposing a ranked
search. They wused the traditional statistical
measures that have been used in information
retrieval and text mining such as Term Frequency —
Inverse Document Frequency (TF-IDF) and Mutual
Information (MI). These statistical measures aim at
ranking the data, based on relevancy.

Furthermore, Ren et al. [14] have concentrated
on how to provide a confidential, private, efficient
and low in-house processing cost query processing
approach. In fact, they have proposed a Random
Space Perturbation (RASP) approach using K-
nearest neighbor (KNN) method. Their proposed
method aims at providing random noise injection,
dimensionality expansion and random projection to
ensure optimum confidentiality. In addition, their
proposed method preserves the topology of
multidimensional range in secure transformation
which enables indexing the queries. This indexing
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will directly enhance the efficiency of processing
the query. Furthermore, the proposed method has
the ability to reduce the in-house processing
workload. This is due to the low perturbation cost
and high precision query results would be gained.

In order to propose an efficient retrieval method
from cloud data, Graepel et al. [5] have proposed a
machine learning technique for classifying
conditional data before migrating it to the cloud
provider. Their assumption lies on the high cost of
encrypting the data and the impact of such
encryption on the efficiency of the query
processing. Therefore, there is an essential demand
to accommodate a classification procedure in order
to categorize the level of privacy for each record in
the data.

Similarly, Zardari et al. [15] have presented a
classification method for categorizing cloud data
that are vulnerable to threats such as hacking. Such
classification of the data can enhance efficiency of
the cloud model where such classification will
provide the user the required information (i.e.
classified) based on the availability of this data or
specific authentication adjusted by the database
manager. Basically, the authors have encrypted the
sensitive data and then divided the data into
multiple classes. Meanwhile, the non-sensitive data
will be classified without encryption.

3. PROPOSED METHOD

The architecture of the proposed method consists
of three main components as shown in Fig. 1, which
are the client side, the server side and the
classification rules. The first component is the client
side where the user initiates a query that may
contain sensitive data such as:

‘Select * from Student where Student.Name =
“Adam””.

Although not all the words in the query are
sensitive, however the name ‘Adam’ tend to be
sensitive data. Hence, the query will undergo a
classification process that aims to classify the
sensitive and non-sensitive data.

The second component which is the classification
rules aims to accommodate a processing task in
order to determine which part of the query is
sensitive. Several types of data security are
provided by encryption, depending on the
sensitivity of the data. Basically, if the query
contains high sensitive data, a stronger encryption
will be applied on the data. Otherwise, if the data
contains less sensitive data, a weaker encryption
will be applied on the data. On the other hand, if the

data does not contain any private data, no
encryption would take a place. The classification
process will be further detailed in the next section.

The third component which is the server side,
aims to receive the query. In this manner, if the
query contains encrypted information, a decryption
task is carried out in order to interpret the query.
Once the query has been interpreted, the query will
be executed and the retrieved data will be sent to
the client side. A classification process first takes
place in order to identify whether the retrieved data
contains private data or not.

3.1. Data Collection and Standard for Data

Classification

One of the challenging task behind cloud
database lies on figuring out a real-time data that
could be used for the research’s purposes. This is
due to the difficulty of publishing private data
whether from corporations or organizations. In this
study, a database for students in University of
Baghdad has been used in order to simulate the
query operations. This database consists of 35
tables and 362 corresponding fields. The data is
associated with student information such as
biography, academic details, payment details and
courses details.

There are many standards and policies available
classifying data based on its sensitivity. ISO
provides information classification guideline in ISO
17799 [16], which classify information as Top
Secret, Highly Confidential, Proprietary, Internal
Use Only, and Public Documents. Standard used in
the US government [17] are Top Secret, Secret, and
Confidential.  Australia and New Zealand
governments have an additional criterion known as
Restricted [17, 18].

However, this study used a standard produced by
Columbia University [19] for classifying data, as
this policy is the closest match to our data sample
related to the university environment. According to
this policy, there are four classes of sensitivity for
the data which can be illustrated as follows:

i. Sensitive Data: any information protected by
federal, state or local laws and regulations. This
would include information about an individual that
(@) can be used to distinguish or trace an
individual’s identity, such as name, date and place
of birth, mother’s maiden name or biometric
records, (b) is linked or linkable to an individual,
such as medical, educational, financial and
employment  information, = which if lost,
compromised or disclosed without authorization,
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could result in harm to that individual and (c) is
protected by federal, state or local laws and
regulation or industry standards. We consider this
type of data to be highly sensitive. Therefore,
highest data security should be applied at this data.

ii. Confidential Data: any information that is
contractually protected as confidential by law or by
contract and any other information that is
considered by the University appropriate for
confidential treatment. This would include student
information such as a student’s name, address,
degrees and awards, subject to certain requirements.
In addition, it may include the human resource
information such salary and employee benefits
information. We consider this type of data to be
sensitive. Therefore, high data security should be
applied at this data.

/_

_\

Query

Send encrypted

iii. Internal Data: any information that is
proprietary or produced only for use by members of
the University community who have a legitimate
purpose to access such data. This would include
tactic operations such as reports and technical
document. We consider this type of data to be low
sensitive. Therefore, low data security should be
applied at this data.

Based on the above classes, a manual annotation
task has been performed in order to label all the
fields in the database with their actual classes. This
annotated data will be used in the classification
method. Table 1 shows a sample of this annotated
data

-
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Figure.1. Architecture of the proposed method

Table 1. Sample of annotated data

Table Field Class

pass_ word  Usernm Sensitive
pass_word  Pass Sensitive
pass_word  Priority Sensitive
category cat_id Internal
category cat_name Internal
category Acadmic_year Internal
Religion Rid Internal
Religion rel name Public

The annotated data will undergo partial

encryption task in which only the sensitive
information will be encrypted, and the non-sensitive
information will be ignored

3.2. Classification

This phase aims to identify the classification
method to categorize the data into sensitive and
non-sensitive. We use a rule-based classification
method for this purpose. This kind of classification
method relies on a predefined list of rules [20]. As
mentioned earlier, the rules have been generated
based on the data classification policy produced by
the Columbia University [19]. Fig. 2 shows a
sample of generated rules.
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If Table.Name == ‘Biography’ &&
Field.Name == ‘Name’ - sensitive
If Table.Name == ‘Contact’ &&
Field.Name == ‘mobile’ = sensitive
If Table.Name == ‘Grades’ &&
Field.Name == ‘GPA’ - sensitive
If Table.Name == ‘Student’ &&
Field.Name == ‘faculty’ > non-sensitive
If Table.Name == ‘Student’ &&
Field.Name == ‘Id’ - non-sensitive
If Table.Name == ‘Student’ &&
Field.Name == ‘status’ = non-sensitive

Figure 2. Sample of generated rules

3.3. Encryption

In this phase, a partial encryption is applied on
the sensitive information using the Advanced
Encryption Standard (AES), which was introduced
by [21]. AES is a cipher mechanism with different
key lengths including 128, 192 and 256 bits [22].
The key size used for an AES cipher specifies the
number of repetitions of transformation rounds that
convert the input, called the plaintext, into the final
output, called the cipher-text. The numbers of
cycles of repetition are as follows:

. 10 cycles repetitions for 128-bit keys.
. 12 cycles repetitions for 192-bit keys.
. 14 cycles repetitions for 256-bit keys.

In this research, we will use all types of AES key
lengths to secure Sensitive, Confidential, and
Internal types of data.

4. RESULTS
4.1.1 Experiment Setting
Table 2. Query set details

Attributes Quantity
Add 50
Select 50
Delete 50

This section aims to identify the parameters that
will be used in the experiments. The dataset is
stored in MySQL, using Java JDK 8.1. In addition,
an extension called ‘Java Cryptography Extension
(JCE) Unlimited Strength Jurisdiction Policy’ is
used in order to enable the encryption process. For
the experiments, a set of queries is prepared. This
set includes multiple types of queries including

‘Add’, ‘Delete’ and ‘Select’. Table 2 shows the
details of these queries.

4.1.2 Encryption

For encryption, we use AES algorithms with its
three different sizes of key for encryption, to
differentiate between Sensitive, Confidential, and
Internal data types using 256-bit, 192-bit, and 128-
bit respectively.

Let query Q which is an ‘4dd’ query that consists
of several attributes including id ‘Sid’ first name
‘Fname’, last name ‘Lname’, Date of Birth ‘DOB’,
and mother tongue ‘mother_tounge’. This query can
be expressed as in Fig. 3.

INSERT INTO "uni’ . addstudent’

(*Sid", "Fname’, "Lname’, “Dob’
, mother tongue’) VALES (‘456’,
‘Adam’, ‘Smith’, ’12-6-80',

Figure 3. Sample Add query

This query will undergo a classification process in
order to determine which part is sensitive and
which part is non-sensitive.

4.1.3 Classification

Table 3 depicts the process of classifying the
attributes using the proposed classification-based
approach.

Table 3. Query attribute classification

Attribute | Value Class | Encrypted records

Sid 456 P 456

Fname Adam S E982CE5AA9AESS
432AA521A03

Lname Smith S B7117A99F291A3
D16ABFABE43

Dob 12-6-80 I C34EWSD

Mother- English C DA73CAF7F233B3

tongue 15A3FB70A2B826
F036

e
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As shown in Table 3, four classes have been
given for the attributes stated as; Public (P), Internal
(I), Sensitive (S) and Confidential (C). The first
class appears to be ‘non-sensitive’ attribute, while
the latter three classes considered being ‘sensitive’
attributes. In this regard, only the sensitive
attributes will be encrypted. Hence, the query in
Fig. 3 will be migrated to the server cloud provider
as in Fig. 4.
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INSERT INTO "uni’ . addstudent’
('sid’, ‘Fname’, "Lname’, "Dob  ,
‘mother tongue’) VALES (‘'456',
‘E982CE5AA9AE85432AA521A037,
‘B7117A99F291A3D16ABFABE43’,
‘C34EWSD',
‘DA73CAF7F233B315A3FB70A2B826F036")

Figure 4.Encrypted Add query

4.1.4 Decryption

In fact, this feature relies on the previous two
features where identifying the type of affix with the
word length will facilitate the process of
determining its tense. The query will be stored in
the database as in Fig. 4 (i.e. encrypted query). In
this manner, if the user chooses to select a query, a
decryption process should take place.

Let query Q which is an ‘Select’ query that
inquire about multiple attributes including id ‘Sid’,
first name ‘Frname’, last name ‘Lname’ and Date of
Birth ‘DOB’ with specific condition. This query can
be expressed as in Fig. 5.

SELECT °"Sid’, "Lname,
, mother tongue’
FROM “uni’ . addstudent’

“Dob”

Figure 5. Sample Select query

In this case, the select query in Fig. 5 contains
sensitive data (i.e. ‘Adam’).

SELECT °"Sid’, "Lname,
, mother tongue’
FROM ‘uni' . 'addstudent’

WHERE ‘Fname’ =
‘E982CE5AA9AE8543269358BBAA521A03

"Dob”

Figure 6. Encrypted Select query

Therefore, an encryption will be applied in order
to hide the sensitive data, which is shown in Fig. 6.

Table 4. Retrieved record

Encrypted record (server-side)

Sid | Lname Dob Mother_tongue

456 | B7117A99F2 | C34EW | DA73CAF7F23
91A39BB4D9 | SD 3B315A3FB70
3D16 A2

Decryption (client-side)

Sid | Lname Dob Mother_tongue

456 | Smith 12-6-80 | English

As shown in Fig. 6, the encrypted query will be
migrated into the server in the cloud. Since the data
stored in the database is encrypted, thus a
decryption process will be applied at the client side
in order to interpret the retrieved record. Table 4
depicts an example of both encrypted and decrypted
retrieved record.

4.1.5 Evaluation

In order to evaluate the proposed classification-
based approach, three experiments will be
performed. Firstly, the query set will be executed
using full encryption (i.e. encrypting all the data),
secondly, the query set will be executed using
partial encryption (i.e. using the proposed
classification-based), and lastly, the query set will
be executed straight away without any encryption.
Then, the evaluation will be performed based on the
execution time. Every query will be analyzed in
terms of the time and the encryption overhead will
be calculated.

The efficiency of the proposed method can be
observed in which the time consumed to process a
fully encrypted query is compared against the time
consumed to process a partial encrypted query (i.e.
produced by the proposed method). Both types of
queries will also be compared with the basic
unencrypted query, so that we will get the actual
overhead of both fully and partial encryptions
method.

4.1.6 Results

The results of applying the approaches of
encryption including full encryption (i.e. without
classifying sensitive data), partial encryption (i.e.
using the proposed classification method), and no
encryption is discussed in this section. Fig. 8(a) to
8(c) shows such results for 4dd, Select and Delete
queries. As shown in Fig. 7 (a), the application of
partial encryption using the proposed classification-
based approach has outperformed the application of
full encryption for the fifty ‘Add’ queries. As an
average, the full encryption has consumed 2.97
seconds compared to 1.49 seconds consumed by
partial encryption.

Also, in Fig. 7 (b), the application of partial
encryption using the proposed classification-based
approach has outperformed the application of full
encryption for the fifty ‘Select’ queries. As an
average, the full encryption has consumed 2.04
seconds compared to 0.79 seconds consumed by
partial encryption.

For the Delete queries (Fig 7 (c)), the application
of partial encryption wusing the proposed
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classification-based approach has outperformed the
application of full encryption for the fifty ‘Delete’ 'DELETE' QUERIES
queries. As an average, the full encryption has
consumed 2.21 seconds compared to 0.64 seconds —e— Full Encryption Partial Encryption
consumed by partial encryption. a5 plain

Such outperformance for the partial encryption S

implies the significance enhancement accomplished § 4
by the proposed method, in terms of processing “ n
time. This means that the proposed method can E 2 w
provide secure query processing in cloud without E 0

losing the efficiency criteria. 14 71013161922252831343740434649

'ADD' QUERIES

(c)
—&— Full Encryption Partial Encryption Figure 7(a) 10 (c). Experimental results
TPIain ) ) )
For all three settings, the execution of queries
@ without encryptions has given the fastest execution
=z times. Table 5 describes the execution time of the
§ three queries set on the Full, Partial, and Plain
2 4 (without encryption) in average. In addition, the
w WW percentage of encryption overhead is also calculated
E 2 for full and partial encryption like the following:
0 Overhead = ((encryption - plain)/plain )* 100
14 71013161922252831343740434649 The security overheads for each encryption scheme
are obtained by calculating the additional time
(a) consumed by each scheme, as compared with the

‘Plain’ setting.
Table 5. Execution Time for Add, Select, and Delete

'SELECT' QUERIES

Average execution
Full B . bartial E . Queries time (in seconds) Encryption
u ncr on artial encr on
¢ P P Add | Select | Delete | ©Verhead
== Plain ()
Full 2.97 2.04 2.21 65%
5 encryption
a4 Partial 1.49 0.79 0.64 18%
% encryption
o3
A
> Plain 1.30 0.73 0.45 -
w 2 o
2
= . .
! As shown in Table 5, we can see that in general,
0 the proposed partial encryption has significant

1 4 71013161922252831343740434649 difference, when compared to the full encryption.
For the overall time taken to finish the execution,
we found out that the Add queries have taken the
longest time to complete. This is because, the Add

(b) process requires inserting new records which
consumes more time, compared to displaying
existing record as in the Select query, or deleting
existing record as in the Delete query. Basically, the
proposed classification method has successfully

e
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reduced the overall encryption overhead, three
times lower compared to the full encryption
method.

In general, the results have demonstrated a
significant enhancement achieved by the proposed
partial encryption. Apparently, the divide-and-
conquer approach of classifying the sensitive data
has improved the execution time of the queries.
Comparing the results of the proposed method with
other related work such as Zardari et al. [15] and
Graepel et al. [5], the performance of the proposed
method tend to be competitive in terms of
efficiency.

5. CONCLUSION

This paper proposed a classification-based approach
that aims to classify the sensitive data and perform
encryptions before sending the data to the server.
One of the limitations behind this study lies in the
process of generating the rules. In this case,
exploiting machine learning techniques, which
depend on statistical model rather than predefined
rules will be a great opportunity for future
researches. One of the limitations behind this study
lies on the process of generating the rules. In this
case, exploiting machine learning techniques which
depend on statistical model rather than predefined
rules, would be a great opportunity for future
researches.
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