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ABSTRACT

Analysis of information security threats and the trends in the development of computer technology allows
to make an unambiguous conclusion about the increasing role of stochastic methods of information
protection. The most promising method of protection, namely the method of introducing the
unpredictability in the work of the funds and the objects protection is universal. It can be used in
conjunction with any other method of protection automatically raising their quality. A special case of
stochastic methods are cryptographic methods of information protection. The trend of recent years has been
the advent of algorithms based on the use of 2D and 3D stochastic transformations. This article proposes a
new algorithm of 3D stochastic data transformation, which is basically aimed for information security
solutions. The algorithm is characterized by the high degree of parallelism at the level of elementary
operations.

Keywords: Cryptographic Primitives, 3D Transformation, Cube Architecture, Iterative Stochastic
Transformation, MixState Transformation.

1. INTRODUCTION

Information security threats analysis and analysis
of trends in IT development allows making an
unambiguous conclusion about the constantly
increasing role of stochastic methods of
information security. Methods are called stochastic
if they are directly or indirectly based on the
pseudo-random number generators (PRNG) [1-3].
As an example of a general stochastic method of
information security (IS), a method of introducing
uncertainty to the means and objects of information
security implementation can be mentioned. The
uncertainty can be inserted even in the result of the
information protection algorithm [4-8].

Every problem of IS can be successfully solved
by means of PRNG. Thus, in some cases,
stochastic methods are the only possible
mechanism to ensure information security from an
active intruder. A special case of the stochastic
methods are cryptographic methods of information

security.
The term "stochastic" in the context of IS for the
first time, apparently, was used by S.A.

Osmolovsky when developing codes for detecting
and correcting errors occurring during data

transmission through communication channels [9-
10]. The proposed stochastic codes have unique
properties, we highlight two: ability to ensure the
prescribed probability of correct information
reception and ability (in addition to providing noise
immunity) to solve the other two equally important
tasks of IS: to ensure privacy and integrity of the
transmitted information.

A stochastic 3D transformation algorithm
DOZEN of Cube architecture aimed for
implementation wusing hybrid (Heterogeneous)
supercomputing technologies is proposed in [11-
13]. The 3D transformations are characterized by
the high degree of parallelism at the level of
elementary operations. Building cryptographic
primitives of pseudo-random numbers generation,
hash, block and stream encryption is the field of
application of nonlinear multiple stochastic
transformations  [11], [14-15]. The new
transformation of the DOZEN family is discussed.

The article discusses the DOZEN + 3D
transformation, essentially the 3D version of
Kuznyechik algorithm [16]. There is a lack of the
algorithm is its inefficient software implementation.
The proposed solution to the problem is a new
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algorithm of the DOZEN family, called RDOZEN
+.

2. ADVANCED ENCRYPTION STANDARD

In 1997, the U.S. National Institute of Standards
and Technology announced the launch of a program
for the adoption of the new standard of
cryptographic protection to replace the existing
1974 DES (data encryption standard) algorithm —
the most popular cryptographic algorithms in the
world at that time. DES is outdated in many
respects: the key length, ease of implementation on
modern processors, speed, ect., except for the most
important one — resistance. Over 25 years of
intensive analysis of the resistance there were found
no methods to break it that were significantly
different from the performance of exhaustive search
in the keyword space. In October 2000, the contest
was won by the Belgian algorithm Rijndael [17] as
having the best combination of durability,
performance, effectiveness of implementation,
flexibility. Its low memory requirements makes it
ideal for embedded systems. The cipher authors are
Joan Daemen and Vincent Rijmen.

The interim results of changes carried out in the
framework of the algorithm, called states. The
states, i.e. all input data blocks, all intermediate
results of the transformations, all the output data
blocks, as well as round keys can be represented in
the form of a square array of 4x4 bytes.

The direct E AES-128 conversion consists of the
addition of the initial round key (9 rounds) the final
round. In the final round, there is no column mixing
operation. The purpose of this decision is to
minimize the differences in direct and inverse
transformation, respectively, E and D. The round
keys are generated from the original key using
KeyExpansion procedure.

The new architecture which is built using the E
conversion is called Square. Two rounds of
transformation ensure complete diffusion and
confusion of information. Even slight changes in
the non-linear function input leads to unpredictable
changes in the output (in average, half of the bits
changes).

The square architecture opened new and
interesting area of symmetric encryption
algorithms. In 2002 after adaption of the AES, the
mass emergence of 2D and 3D cryptographic
algorithms took place.
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3. PAGE LAYOUT DOZEN+
TRANSFORMATION

Consider the 3D DOZEN+ transformation
essentially a modified version of the 3D
Kuznyechik algorithm [16].

The DOZEN+ transformation sequence for a
block M of data, 512 bits size (4 x 4 x 4 x §),
having the structure shown in Fig. 1a, where a, , .,
x=0,1,2,3,y=0,1,2,3,z=0,1, 2, 3, are
bites, is as follows:

e add (XOR) round key Kj to the data block;

o the first round (MixLayersX transformation):

divide the resulting data block into Layers
Sr0, Sy1, Sx2, Sz along the x-axis (Fig. 1b);
conduct a two-dimensional stochastic
transformation (MixLayer) of layers Sy,
Si1, Sy, Sy3 by performing sixteen (number
of bytes) SubBytes operations, MixState
operation and AddRoundSubKey operation
for each layer S,;;

o the second round (MixLayersY
transformation): divide the resulting data
block into Layers Sy, Sy1, Sy2, Sy3 along the
y-axis; conduct a two-dimensional stochastic
transformation (MixLayer) of layers S, Sy,
Sy2, Sy3 by performing sixteen (number of
bytes) SubBytes operations, MixState
operation and AddRoundSubKey operation
for each layer S,;;

e third round (MixLayersZ transformation):
divide the resulting data block into Layers
S0, S21, Sz, S23 along the z-axis; conduct a
two-dimensional stochastic transformation
(MixLayerr) of layers S.q, S.1, S., S;3 by
performing sixteen (number of bytes)
SubBytes operations, MixState operation and
AddRoundSubKey operation for each layer
Sz';

The ;ound keys Ky, Ki, K;, K; are generated
from initial key K wusing the KeyExpansion
procedure.

Thus, the sequence of the 3D nonlinear
multilayer transformation DOZEN+ has the form
shown in Fig.2a and is defined as follows:

S =M, C = DOZEN+(M) = MixLayersZ(K,
MixLayers Y(K, MixLayersX(K,,(S @ Ky))));
MixLayersX(K,, S) =
= MixLayer(K 3, Si3) || MixLayer(K 2, So) ||
MixLayer(K,,, S) || MixLayer(Kyo, Sxo);
MixLayersY(K,, S) =
= MixLayer(Ky, S,3) || MixLayer(Ky, S,0) ||
MixLayer(Ks, S,1) || MixLayer(K, Sy0);
MixLayersZ(K;, S) =
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= MixLayer(Ks, S) || MixLayer(Ks, S2) ||
MixLayer(Ks1, S.1) || MixLayer (Kso, Sy);
MixLayer(Kj;, S,,j) =
= AddRoundSubKey(K;, (MixState(SubBytes (S,,)))) =
MixState(SubBytes (S,;)) ® Kj;;
|M|=1S|=|K|=512,]8,| = | Ky| = 128;i= 0,
1,2,3; j=0,1,2,3; m=ux,y,z
K=K || Ko || Kit || Kio, S = S || Sea | Sut | Seo= Sy ||
SyZ || Syl || SVO: Sz3 || SzZ || Szl || SZO;

where M is data input block, S is the state of the
algorithm; K; are round keys, SubBytes is the byte-
substitution transformation of the layer state S,
Mix-State is the shuffle transformation of the layer
state  S,;; MixLayersX is the layer-based
transformation along the x-axis; Sy, Sy, Sy, Sy are
the layers of the state along the x-axis; MixLayersY
is the layer-based transformation along the y-axis;
813, 8y2, Sy1, Syo are the layers of the state along the
y-axis;  MixLayersZ is  the layer-based
transformation along the z-axis; S, S., S.1, S, are
the layers of the state along the z-axis.
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Figure 1: 3D data stochastic transformation algorithms:
a — the format of the data block (state) and round keys K,
b — state division into layers along the x-axis.

Let Q be the state of the layer: | Q| =128, O =

(Qis ... O1), O; € GF(28), i=1, ..., 16. Nonlinear
transformation ~ SubBytes (layer state Dbyte
substitution) is defined as follows:
SubBytes(Q) = SubBytes(Qi¢|| -.. || O1) =
SubByte(Qio) || ... || SubByte(Qy),
where SubByte(Q;) 1is bite Qi substitution

transformation. Linear stochastic transformation
MixState (mixing layer state) on the basis of PRNG
operating in GF(2*) and designed according to the
concept of Galois, is determined by the following
expressions:

MixState(Q) =
=R'(Q)=R"(Qus| ... || 01) = (01601 || Q16+
asQi | ... | Q2+ a:0)'°= 01",

where all operations are conducted in the field
GF(2%), a; € GF(2%are the coefficients of the
characteristic polynomial ¢(x) = ayex'® + ajsx +
ax'+ ...+ ax*+ a;x — 1, which is primitive over
the field GF(2*), T is the square matrix of the order
16 x 16, like:

0 1 o0 0 o0
0o 0 1 0 o0
0 0 O 0 0
0 0 O 0
0 0 O 0 1
Qe s iy a 4

The equation of the basic linear transformation R
(multiplication of the state of the layer Q by T) is
like:

{Qj =Q;n+a;0,j=1,..,15,

Oi6 = 4169, -
4. DOZEN+ TRANSFORMATION

The RDOZEN+ transformation sequence for a
block M of data, 512 bits size (4 x 4 x 4 x 8),
having the structure shown in Fig. 1a, is as follows:

¢ add (XOR) round key K, to the state (S =

M)

o the first round (MixLayersX transformation):
divide the state into Layers S,o, Sx1, Sx2, Si3
along the x-axis (Fig. 1,b); conduct a two-
dimensional stochastic transformation
(MixLayer) of layers S.o, Si1, Sx, S by
performing sixteen (number of bytes)
SubByte operations, MixState operation
and AddRoundSubKey operation for each
layer S,;;
preparations for the second round:
repositioning of state bytes by executing the
RandPermBytes transformation and forming
thereby a new "pseudocube", i.e. the new
data block, 512 bits size (4 x 4 x 4 x 8§)
having the structure shown in Fig. 1, but with
a different division into columns, rows and
layers;
the second round (entirely similar to the
first);
preparations for the third round — forming
a new "pseudocube" with a different
division into columns, rows and layers;

>
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o the third round (entirely similar to the first
and the second);

The round keys K,, K, K, K; and shuffling
keys k| u k, are generated from initial key K using
the KeyExpansion procedure.

Thus, the sequence of the 3D nonlinear
multilayer transformation RDOZEN+ has the form
shown in Fig. 2b and is defined as follows:

S =M, C=RDOZEN+(M) =
=MLX(K3, RPBytes(k,, (MLX(K,, RPBytes(k,
(MLX(K1,(S © Ko))))));
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MixLayersX(K;, S) =
= MixLayer(Kss, Sa) || MixLayer(Ko, S,o) |
MixLayer(K;, Sy1) || MixLayer(K;o, Sxo);
MixLayer(Ky;, Sy) =
= ARSKey(K,;, (MixState(SubBytes(S,))))) =
MixState(SubBytes(Sy)) ®© Kjj;
where MLX is a MixLayersX transformation,
ARSKey is a AddRoundSubKey transformation,
RPBytes is a RandPermBytes transformation.
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Figure 2: 3D data stochastic transformation algorithms: a — the sequence of transformations in DOZEN+ algorithm, b
— the sequence of transformations in RDOZEN+ algorithm.

Consider the example of a high-speed
implementation of a byte-swap operation (Fig.
3), similar to that used in stream cipher RC4
[12], [18]. Let k; be the i-th byte of the
transformation key k, S; be the i-th state byte
(interim calculation result before performing the
PermBytes operation), then the sequence of shuffle
can be described as follows:

Initialize the variable j: j = 0;

Foreachi= 0,1, ..., 63

calculate j = (j + S; + k;) mod 64;

state bytes rearrangement: S; <> ;.

“
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Figure 3: Scheme of the state S bytes rearrangement

A

k; — Key byte
S;— State byte
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4. CONCLUSION REFRENCES:

The high degree of parallelism at the level of
elementary transformations is characteristic for the
proposed algorithm RDOZEN+ due to the
possibility of parallel execution of MixLayer
operations. Thus, the use of CUDA technology [19-
20] allows to significantly simplify the process of
software development. In the transformation
RDOZEN + via eliminating transitions from
MixLayer transformation performed along the axis
x to MixLayer transformation performed along the
axis y, and then to MixLayer transformation
performed along the axis z, performance of the
algorithm in its software implementation improves,
since instead of layers shuffling transformations
sequentially along the axes x, y, z layers
transformation of the same type is performed three
times along the axis x, an operation of forming a
new state by repositioning its bytes is performed in
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transformation MixState RDOZEN + built on the
basis of the PRNG functioning on the Galois
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Testing RDOZEN + algorithm by the NIST
technique [21-22] showed the statistical security of
1t.
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