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ABSTRACT

The adoption of Electronic Medical Records (EMR) in healthcare organizations has numerous benefits to
physicians, patients, and healthcare services. However, unresolved security and privacy concerns pertaining
to patient information cause relatively low adoption of EMR by health institutions. Safeguarding large
amount of sensitive health data at different locations and forms proves to be a major challenge of EMR. In
this paper, a Systematic Literature Review (SLR) is presented to
(1) identify the security and privacy concerns in the adoption of EMR by health organizations and (2) to
analyze the existing solutions in addressing the identified concerns. A total of 393 papers were found in this
regard. After careful study and the removal of duplicate papers and screening of studies, 15 papers which
met the inclusion criteria were selected for the review. This review will help researchers to be aware of the
privacy and security concerns of EMR and the existing solutions. The review revealed that the security and
privacy issues related to EMR are inadequately addressed. This study indicates that the technical and
financial supports are insufficient to overcome the security issues of EMR, and thus, the success factors and
security culture should be investigated. Developing countries meet many challenges in adopting EMR,
especially due to the lack of security policy and background infrastructure. Hence, novel solutions such as
best practice guidelines with respect to security and privacy are necessary to aid successfully adoption

EMR.
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1. INTRODUCTION

In the last decade, Information Technology
has played a prominent role in the field of
healthcare. The continuous development in the
communications technology in the healthcare sector
has led to a new concept called e-health, which
refers to any electronic exchange of health-related
data collected or analyzed through an electronic
connectivity for improving efficiency and
effectiveness of healthcare delivery [1, 2]. This new
generation of healthcare sector provides electronic
utilities and tools to stakeholders and clinicians in
executing their duties electronically, instead of
using papers and related traditional utilities.

One of the most important records in the
concept of e-health is Electronic Medical Record
(EMR). EMR is a digital version of a paper chart
that contains all of a patient's medical history
maintained by a health organization and is used by
providers for diagnosis and treatment. EMR
contains patient data such as the patient history,
diagnosis, treatments, radiology, laboratory and

ward booking [3]. All of these pieces of
information are kept electronically in physical
storage devices in the hospital databases or in any
other extra storage available such as the clouding
storage, or web services. One of the main issues
related to EMR is patients’ privacy and information
security from hacking, abuse, or misuse that will

absolutely affect the integrity, quality and
availability of EMR data [4]. In fact, EMR is
critical and sensitive for healthcare service

environments since it involves a large volume of
patient information that is stored in the storage
devices.

On one hand, the adoption of health
technologies in healthcare services such as EMR
has the potential to improve the coordination of
care, healthcare quality, patient engagement, and
many other areas of healthcare [5]. On the other
hand, we cannot ignore the challenges, especially
the issues related to the privacy and the information
security of the stored data in EMR that prevents the
system from being fairly used and adopted by
healthcare services [6]. Hence, the widespread
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usage of EMR is still at an early stage and adoption
in developing countries [4, 6]. Understanding the
security as well as the privacy issues is the key
challenge with regard to the adoption of EMR. In
general, healthcare services are keen to leverage
EMR but with the reservation in the privacy of the
patient information and information security.

In EMR, patients are expected to share
their personal health data among physicians and
sometimes between different healthcare services.
However, they may decline on revealing important
information as the disclosure of some information
may result in social stigma and discrimination [7].
In addition, as mentioned, the adoption of EMR in
healthcare services deals with a large amount of

patient information and the health services
information security has become critical for
concerned stakeholders. Security policy and

privacy issues are crucial for the EMR domain to
keep its availability, integrity and it also helps to
promote the quality of services. One of the most
crucial barriers of EMR adoption is the concerns
surrounding the privacy concept and security. It is
important to understand how EMR is protected and
what factors lead to the enhancement of a
successful

e-health system.

In this paper, we identify the security and
privacy concerns in the adoption of EMR by
healthcare organizations and services, and analyze
existing solutions in addressing the identified
concerns.

This paper adopts the Systematic
Literature Review (SLR) approach and is organised
as follows. The first section describes the method
we used in conducting the SLR. The subsequent
section reports the results obtained based on the
synthesis of the existing evidence. The next section
discusses the key findings and implications of the
review. The conclusion section is inclusive of both
summary and future work.

2. METHODS

The SLR approach has been used in this
paper to perform the research systematically and to
reduce uncertainties and biases. We applied the
basic SLR method as described by [8]. For this
study, published papers were searched from four
relevant databases IEEE Xplore, ACM digital
library, Science Direct and Scopus and others
databases (such as Google Scholar and Google
search engine). The search was carried out between
June 2015 and August 2015 using the following
key words: [(security OR Security Policy OR
Information Security OR Privacy OR Privacy issue

OR security policy and Privacy issue OR protect
OR Security challenges) AND (EMR OR electronic
medical record OR E-health OR E-health Records)
AND (Adoption OR barriers OR factors OR
successes)].

The inclusion criteria for this search were:
(1) any proposed security framework model for
EMR or security policy of EMR or the security
information system theories which are related to
EMR, (2) any studies that present and analyze the
security and privacy challenges of the adoption of
EMR, (3) any articles which present the
experimental adoption of EMR in developed and
developing countries, (4) any articles which present
the success factors of the security policy to protect
EMR, and (5) any articles that focus on the problem
gap regarding the security policy and privacy issues
of EMR. The exclusion criteria were: (1) papers
focusing on Electronic Health Records (EHR), (2)
articles that focus on e-health in general, (3) articles
not written in English, and (4) articles not
specifically focusing on the security policy and
privacy of EMR.

By applying the search in different
databases, 393 papers were selected by looking at
the titles: 92 papers were derived from IEEE
Xplore, 114 papers were derived from the ACM
digital library, 50 papers were derived from Scopus,
97 papers were derived from Science Direct journal
and another 40 papers were derived from other
resources. From these, 15 papers were found to be
duplicates and they were removed accordingly. Of
the remaining 378 papers, 220 were excluded
because they did not meet the selection criteria,
based on the content of their titles and abstracts.
Examining the remaining 158 papers by looking
first at the introduction, subsequently the headings
and finally the conclusion for e-health cloud or/and
web services applications or/and papers lacking
fresh empirical data, resulted in 77 papers being left
after the elimination process. From the list, papers
which did not discuss effective security framework
model and/or information security theory or/and
factors which influence the security model of EMR
and review papers were eliminated too. After
exhaustive elimination, 15 papers were selected for
the review. Figure-1 below shows the SLR flow
diagram.

3. RESULTS

The study includes fifteen articles that
have considered a relation to the title of this paper,
and important information that was extracted from
the reviewed papers (i.e. methodology and the
significant finding of the article) is summarized in
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Table-1. From the table, it is noted that there were
ten studies which focused on the security policy
and privacy issues to protect EMR information
from misuse, abuse, and keep EMR available, and
confidential for physicians and staff. Of the ten
studies, two studies provide the security framework
model to secure EMR, three studies focused on the
barriers and challenges to accept EMR in healthcare
services, and two studies focused on the success
factors which enhance the security of EMR.

The first objective of the review was to
identify the security and privacy concerns in the
adoption of EMR by healthcare organizations and
services. Based on the findings of the review,
healthcare organizations in the world are in the
process of implementing and adopting EMR in their
hospitals and health services. One of the most
crucial challenges of adopting EMR is maintaining
patient record information security. This is due to
the fact that a large amount of information is related
to patients as a result of the adoption of EMR.
Physicians are to make medical decisions to treat
individual patients based on patients’ health
records. Patients have concerns stemming from the
disclosure of their information as EMR can be
accessed by unauthorized persons. Therefore, the
security policy and privacy issues of EMR are
crucial to ensure that EMR record is accepted in
healthcare services. Based on the findings, we
define and focus on the problem gap related to the
security policy and privacy issues of accepting
EMR. The main issue of EMR is shown to protect
EMR from unauthorized users in order to achieve
the security requirements. The use of EMR allows
accessibility to patient records from different
locations and this increases the concern of
information security, probably violating the
patients’ privacy. The privacy and confidentiality
are two important issues for the patient information,
i.e. any breaches of privacy and confidentially can
result into major challenges to the health services.
The existing solutions depend on the current
infrastructure and the technical issue of the
healthcare organization in specific countries such as
developed countries, but on the other side it is
necessary to find suitable solutions in developing
the country, which meets a lot of challenges in the
adoption of EMR and the lack of technology basics.

The second objective of the review was to
analyze the existing solutions in addressing the
concerns that have been identified. Based on the
findings, there are multiple security concerns as
presented on the first objective. The studies argued
and provided security policies or techniques and
security frameworks as a solution to protect EMR

from hacking, misuse, and abuse. The existing
solutions depend on the existing infrastructure and
the technical issue of the healthcare organization in
specific countries such as developed countries, but
on the other side it is necessary to find some
suitable solutions compatible with the requirements
in developing countries and the lack of technology
basics. Obviously, it is clear from the findings that
developing countries have currently proceeded with
the adoption of EMR without any serious
consideration for the security policy to protect
EMR. These countries have lack of security
awareness, and security culture. They also suffer
from the lack of technical and infrastructure
backgrounds, as well as lack the enactment of
ethics laws and rules to protect EMR and enhance
the issue of privacy.

4. DISCUSSION

The adoption of EMR leads to large
amount of sensitive patient information (e.g.
medical history, allergies, and current treatments)
accessible to physicians, authorized users as well as
opportunists. The transmission of health data via
the EHR between different branches of the same
healthcare organization (or a different healthcare
organization) could expose the records to
opportunists (e.g. hackers) [25]. EMR allows
accessibility to patient records from different
locations, and this increases the security of
information, probably violating the patient’s
privacy. Patients are encouraged to share their
information between physicians and different
healthcare services, and this actually means that the
privacy of patient information is also violated [7].

Based on our review the existing security
and privacy solutions are insufficient to maintain
the patient privacy in EMR and to secure EMR
from unauthorized user. The existing solutions
enhance the security but it is not enough to keep the
privacy and security of EMR together. Most of
proposed solutions in this study indicated the
physical technical and security factors as a solution
to protect EMR and indicated the barriers meet the
implementation process of EMR. Other studies
argued the challenges of EMR implantation process
in developing countries. The technical and financial
supports as a security solution are not sufficient to
overcome the security issues of EMR. In order to
provide efficient security and privacy for EMR, we
need to indicate and propose a security framework
that promotes security policy as a technique to
protect the patients’ information, and provides
strategies or plans to keep the patient privacy under
the healthcare organizations. The proposed solution
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is to integrate between the privacy issue, security
policy and the factors which effect on them. Still
there are many keys constrains and challenges in
adoption of EMR, including privacy and security
issues.

The continuous use of EMR has a
significant impact on healthcare organizations and
e-health globally. We noted that there are
contradictory claims from physicians on the use of
EMR. Some physicians claim that the adoption of
EMR will achieve the efficiency of healthcare
services provided by a health institution, while
others claim that the adoption of EMR will expose
the patient privacy that will lead into the breach of
data security. Regardless of the claims, it is
apparent that most healthcare organizations lead to
a consensus to adopt EMR in addressing the
pressing needs to maintain an accessible medical
record of patients. The advantages of leveraging
EMR override the disadvantages greatly. Therefore,
it is essential to revise the existing security policies
and patient privacy strategies in protecting EMR in
healthcare organizations and the physicians should
be adapted and learned.

The security policy has some great and
effective advantages with regard to the availability
and integrity of EMR to authorized users. Providing
the security improve and promotion quality of the
organization services, keep availability of data,
keep integrity of data and protect the data itself
from misuse, abuse, and from unauthorized
modification as presented by [22-24].

Based on our review of existing studies
related to EMR, we argued that developing
countries lack necessary infrastructure, IT support,
and security culture to implement EMR
successfully as presented by [21, 17] and they
argued that is one of the most striking barriers is the
security and privacy of EMR. In a broad sense, we
note that developing countries (e.g. Palestine) adopt
EMR without any consideration of how to maintain
data security and protect patient privacy, especially,
in the absence of the laws. Therefore, our review
signifies that there is lack of studies that provide the
necessary guideline in the implementation of EMR,
especially, in the areas of data security and patient
privacy in developing countries.

The findings of included studies as
discussed above are summarized below:

e Adoption of EMR leads to a large amount of

health information which shared between
physicians and different healthcare
organizations.

e The use of EMR allows accessibility to patient
records from different locations and this

increases the concern of information security,
probably violating the patients’ privacy.

e The existing security and privacy solutions are
insufficient to maintain the patient privacy in
EMR and to secure EMR from unauthorized
access.

e The existing solutions could technically
enhance the security aspect of EMR but they
are not effective to address both the privacy
and security of EMR completely.

e Developing countries are lack of necessary
infrastructure, IT support, and security culture
to implement EMR effectively.

5. CONCLUSION AND FUTURE WORK

Although there are more advantages over
disadvantages of adopting EMR in a healthcare
institution, the adoption rate is relatively low and is
often associated with inadequate addressing of
security and patient privacy concerns. We have
reviewed 15 recent studies to identify the security
and privacy concerns in the adoption of EMR by
health organizations and to analyze existing
solutions in addressing the identified concerns. The
study emphasized the importance of having a
security policy and privacy issue to protect EMR in
healthcare services, especially in developing
countries.

The findings of this SLR will be useful to
healthcare stakeholders (of developing countries
like Palestine) in obtaining an overview about the
barriers pertaining to the security policy and
privacy concerns from the adoption of EMR, and
for informers to develop novel security solutions
(e.g. security and privacy framework) to address the
issues. The study indicates that the technical and
financial support is not sufficient to overcome the
security issues of EMR. As suggested in this study,
to overcome the challenges in accepting EMR, the
physicians should be adapted and learned.
Healthcare organizations should push the success
factors as a positive influence in adopting safe
EMR and proposing for some practical security
framework solutions in order to promote the
security policy and privacy issue in EMR.

Based on our review, the researchers
should provide some in-depth techniques and
different solutions to protect EMR from any
concerns, and that said, the security is very
important to protect EMR information and keep the
privacy of patients.

e ——
109




Journal of Theoretical and Applied Information Technology
31% August 2016. Vol.90. No.2

© 2005 - 2016 JATIT & LLS. All rights reserved

E-ISSN: 1817-3195

ISSN: 1992-8645 Www.jatit.org
IEEE ACM Scopus Science Others
(92) (114) (50) Direct (40)

1

Total studies identified
(based on titles)
N =393

Unduplicated studies
N =378

Articles reviewed (skimmed)
N=158

Full article review
N=77

Unduplicated studies
N=15

Figure-1. SLR Flow Diagram.
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Table-1. Analysis of the included studies.

No Title Methodology Significant Findings

1. Security of electronic medical Survey This paper provides some basic tools and
information and patient techniques used to maintain medical
privacy: What you need to information security and patient privacy
know [4] that  includes  physical safeguards,

technical safeguards, and administrative
safeguards.

2. Self-Protecting Electronic Survey Design and implementation of self-
Medical Records Using protecting electronic medical records
Attribute-Based Encryption [9] (EMRs) using attribute-based encryption

are presented in this survey.

3. Barriers to the acceptance of Survey The barriers concerning the
electronic medical Records by implementation of EMR have been
physicians from systematic identified. This survey conclude that the
review to taxonomy and process of EMR implementation should be
interventions [10] treated as a change project. The authors

classified the barriers to eight categories,
and they are: A) Financial, B) Technical,
C) Time, D) Psychological, E) Social, F)
Legal, G) Organizational, and H) Change
Process.

4. Overcoming challenges to use Case study This article discusses the factors which are
the Electronic Medical Records recognized to be the challenges in the
System (EMRs) in Jordan implementations of EMR in Jordanian
Hospitals [11] hospitals.

5. Securing electronic medical Survey The importance of the privacy of EMR
records transmissions over and the patients’ rights were discussed in
unsecured communications: An this paper. In addition, cryptography
overview for better medical algorithms and security requirements have
governance [12] been discussed.

6. Electronic Records Handbook | Survey This article provides the backgrounds and
[13] the details of E-Record which

representative with EMR, EHR, also it
discussed the E-Record regulations, and
the very familiar E-record.

7. Electronic Medical Records : Survey Security culture as a success factor

Success Requires an
Information Security Culture
[14]

solution for EMR security to be in place
with a holistic back-to-basics safety
approach of the entire data lifecycle.
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8. A Proposed Layered Security A novel architecture model for EMR, and
Architecture to Framework provides the architecture to maintain the
Maintain Privacy Issues in Model privacy of patients, finally the author
Electronic proposed the factors layer to help maintain
Medical Records [15] the data privacy in the EMR system.

9. Factors Affecting Electronic Questionnaire This paper investigated the factors
Medical Record Acceptance by affecting EMR acceptance by specialists in
Specialist Physicians [16] Iran. The questionnaires posed questions

based on eight main categories of barriers
namely: financial, technical, time,
psychological, social, legal,
organizational, and change process. The
most important barrier factors of EMR in
this study were technical barriers such as
the limitation of the system 96 (72.2%)
and the interconnectivity/standardization
96 (72.2%) and the social factor of
uncertainty about vendor 97 (72.9%),
mentioned by the majority of physicians.

10. Electronic Patient Record Mixed Method | Security and privacy are the most
Security Policy in Saudi Arabia challenging in adopting of EMR in Saudi
National Health Services [17] Arabia, the key findings show that the

Saudi Arabia EPR adoption process is
currently proceeding without serious
consideration for security policy to protect
the Electronic Patient Record and a lack of
awareness amongst the hospital staff.

11. Evaluating E-health Services Questionnaire The main challenge in accepting EMR in
and Patients Requirements in Jordan.

Jordanian hospitals [18]

12. Security Challenges and Survey This paper explored and analyzed the
Success Factors of the current state of e-health systems security
Electronic Healthcare system and privacy of patient records to protect
[6] electronic patient records.

13. Barriers to the Adoption of Mixed Method | The main barriers of adopting EMR in

Health Information Technology
in Arab Countries' Hospitals:
Practitioners' Perspectives [15]

Arabic countries have been discussed such
as lack of financial resources and high
cost; poor management and bureaucracy;
poor staff IT competency; lack of qualified
IT personnel and lack of awareness of the
Health IT value.
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14.

A Criticism of the Current
Security, Privacy and
Accountability Issues in
Electronic Health Records [19]

Survey

The main challenges of EMR, EHR
implementations such as security, privacy
and the accountability were discussed, also
they provide a possible solution subject to
these challenges likes patient awareness as
a factor of managing e-health records, the
Encryption mechanism for protecting the
record, also they provide a challenge of
not providing patients’ right and how the
system can pinpoint the person who
broadcasts medical records for
accountability responsibility.

15.

Security and Privacy Issues in
Healthcare Information System
[20]

Survey

This paper discussed the difference
between the security and privacy issues in
the healthcare information system. The
author suggested for the
pseudonymization-based technique to be
more suitable for the healthcare
information system.
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