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ABSTRACT 

Records in corporation infrastructure is greater complex and face a troubles with threat in employer 

property increasing workload performance in real time packages. therefore evaluation of the process 

identity, and mitigation of records protection in agency applications may obtain promising concept in facts 

security. Traditionally Quantitative statistics protection analysis method proposed for business enterprise 

packages in real time facts safety. Specific technique identifies the chance-vulnerability pair liable for a 

threat and computes a chance element similar to every protection property for each asset. Because of this an 

assault on one asset can be propagated through the network and threaten an organization’s maximum 

valuable belongings. Linguistic terms are used by the experts to represent assets values, dependencies and 

frequency and asset degradation associated with feasible threats. Computations are based totally on the 

trapezoidal fuzzy numbers associated with these linguistic terms. 

Key words: Information Systems, Risk Analysis, Fuzzy Information Analysis, Enterprise Information 

Security. 

1. INTRODUCTION 

The rate and scale of statistics systems is 

increasing day by day. pc networks have emerge 

as ever pervasive and have made lifestyles easy 

and fast, however along side that it gives upward 

push to numerous threats to facts systems. A 

system containing data assets, whilst associated 

with the out of doors world, is exposed and is 

liable to assaults that might purpose lack of 

crucial records and sources. assaults to 

belongings are as a result of threats which have 

the capability to take advantage of the 

vulnerabilities associated with an asset. In great, 

assets serve the enterprise desires of an employer 

and any damage to these property in any shape 

reasons hazard and is of remarkable problem to 

that commercial enterprise enterprise. This 

requires a scientific technique to evaluate facts 

safety dangers and expand an appropriate safety 

method. officially, danger may be described 

because the functionality harm delivered on if a 

particular chance exploits a particular 

vulnerability to reason harm to an asset. hazard 

assessment is defined because the machine of 

identifying protection risks and determining their 

magnitude and impact on an organization [9, 10]. 

Threat analysis ought to be completed prior to 

any software, gadget, challenge, or way going 

into production. 

 

Figure 1: Risk Analysis With Proceedings Of Real 

Time Organization. 

As shown in above figure 1 danger verbal 

exchange achieves stakeholder assessment in 

business enterprise. A quantitative threat 

evaluation technique, that identifies risks related 

to an asset, has been proposed. The concept is to 

divide a tough and speedy of belongings into 

three particular chance zones specially 



Journal of Theoretical and Applied Information Technology 
 15

th
 July 2016. Vol.89. No.1 

 © 2005 - 2016 JATIT & LLS. All rights reserved.    

 

ISSN: 1992-8645                                                       www.jatit.org                                                          E-ISSN: 1817-3195      

 
237 

 

immoderate, medium and espresso danger 

location. For high-threat property, management 

can also set up excessive fee infrastructure to 

guard an asset. For medium-chance property, 

manage may additionally moreover use low price 

tools or study safety guidelines, guidelines and 

processes to defend the asset. control may 

additionally decide now not to invest a few 

element for property at low-threat. The proposed 

methodology will assist businesses to align 

themselves with facts safety pleasant practices 

and requirements. Technological tendencies and 

the time-venerated internet get admission to has 

induced an growth in device vulnerabilities. 

consequently, ISs want to be analysed so that it 

will risk minimization by using way of well-

planned movements to guard information, 

techniques and offerings from feasible threats. 

Threats range from act of terrorism, enterprise 

espionage, and so forth., or maybe a easy 

accidental human error with the useful resource 

of an operator. 

The asset dependencies are normally 

represented in phrases of possibilities, signalling 

how in all likelihood the failure of an asset is to 

affect another. often only a few factors (terminal 

assets), generally statistics or services, account 

for the whole price of an organization’s 

belongings. The cost of these assets is transferred 

to different assets thru the installed dependency 

relations. therefore, non-terminal property have 

no intrinsic values; they collect their value from 

terminal belongings. In this paper, we attention 

on the second degree, evaluation. assets are the 

IS or associated sources, necessaryfor an 

employer’s accurate operation and for carrying 

out the desires set by way of way of its manager. 

belongings may be facts, programs, software, 

facilities, hardware, services.. In this paper we 

advocate a fuzzy chance analysis in IS as a 

option to those deficiencies. 

2. RELATED WORK 

Some big data safety hazard evaluation 

methodologies are as follows [5]: 

(a) OCTAVE approach [1] which defines the 

crucial additives of a context-driven facts 

protection threat assessment. This technique lets 

in an agency to make statistics-safety alternatives 

based totally mostly on dangers to 

confidentiality, integrity, and availability of 

important facts generation assets. the usage of a 

3-phase approach, OCTAVE examines 

organizational and generation troubles to 

accumulate a complete picture of the statistics 

safety desires of an organization. A crew is 

established inside an employer to perform threat 

analysis. The organization identifies the assets 

which is probably vital for the organisation. 

Interasset dependencies are also taken into 

consideration. The technique is nonlinear and 

additionally iterative in nature. because of its 

iterative nature, there are numerous remarks 

loops in this technique. 

(b) “Ten Step procedure” [7] defines ten exactly 

described sports for risk assessment. the stairs 

encompass development of Scope declaration, 

Assembling a competent crew, identification of 

Threats, Prioritization of Threats, Prioritization 

of Loss effect, Calculation of danger thing, 

identification of Safeguards, value- gain 

assessment, rating of Safeguards in priority 

Order, and practise of hazard assessment file. 

but, this system does not bear in thoughts 

vulnerabilities explicitly.  

Table 1: Risk Analysis Events With Different Tools 

 

desk 1 provides a comparative summary of the 

hazard assessment methodologies and equipment 

described above. None of these methodologies 

cater to the needs of statistics security 

requirements and first-class practices. 

furthermore, every technique is desirable to the 

wishes of apecific enterprise or fashion of 

business enterprise. 

(c) Facilitated chance evaluation and evaluation 

way (FRAAP) is a qualitative threat evaluation 

method that tries to discover dangers in terms of 

their consequences on enterprise strategies or 

project of the business organization. It does no 

longer try to attain unique numbers for danger 

hazard or loss estimates. It focuses on identifying 

Risk 

Assessment 
Methods and 

Tools 

Elements Considered 

for Risk Assessment 

Follows 

Quantitative 
Methodology? 

(Y/N) 

OCTAVE Security Parameters  Partial 

Ten step 

Process 

Threats N 

FRAAP Threats  N 

COBRA Secuirty Threats  Y 
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chance-inclined areas and suitable controls to 

mitigate them. An expert acts because the 

facilitator for the duration of the entire 

technique. considering, FRAAP relies intently on 

inputs from an professional, it suffers the 

dangers that most qualitative methodologies 

have – lack of consistency in hazard values.  

3. QUANTITATIVE ANALYSIS 

BASED RISK IDENTIFICATION 

Quantitative evaluation approach computes a 

danger difficulty fee for each asset. 

Hazard Difficulty: danger factor [RF] related to 

an asset is described as a function of asset price 

and its protection situation. This parameter 

identifies the threat concerned with an asset and, 

relying on this rate, an asset is decided to be at 

high, medium or low hazard.. 

( ) †( , )RiskFactor RF AV SC=  

Where in, AV is asset rate and SC is 

safety situation (defined later) of an asset. Asset 

rate: Asset charge [AV] of an asset is defined as 

a characteristic of protection, commercial 

organisation and legal and contractual 

requirements (described in section 3) related to 

an asset. it's miles a graded parameter and its 

value is obtained on a scale of one to five.. 

( , , )AssetValue SR BR LR=�  

where, SR is protection requirement, 

BR is commercial enterprise requirement and LR 

is criminal requirement. those 3 parameters are 

calculated as follows: 

 

SR = (C + I + A + Au + Nr)/5, if Au  0, Nr 0;

(C + I + A + Au)/4, if Au 0, Nr = 0;

(C + I + A + Nr)/4, if Au = 0, Nr  0;

(C + I + A)/3; if Au = 0, Nr = 0.

 

BR = Li  

LR = Lr 

Asset price [AV] is calculated as AV = 

� �*SR+ * � � � � �LR+ *BR,  + +  =1, if LR  

� � � �zero; *SR + *BR,  +  =1, if LR = zero. 

(four) 

proper right here,  ,  , and   are relative 

weights which can be assigned to safety, 

industrial business enterprise, and crook 

requirements, respectively. it may be mentioned 

that man or woman components of SR were 

assigned equal weights (tested in Eq. 1). 

However, if needed, these components may be 

assigned relative weights primarily based totally 

on priorities of an business enterprise. as an 

instance, a army employer may also choose out 

to attach extra significance to confidentiality 

requirements in comparison to the opportunity 

security parameters; consequently, weights may 

be custom designed as a end result.  

Thinking about that protection 

requirement is the maximum important 

determinant for computing safety hazard, higher 

weight need to be assigned to it. Enterprise 

requirement and legal and contractual 

requirement for an asset depend upon the form of 

business enterprise, its assets and the way they 

are used. consequently, the weights for 

calculating asset cost AV may be adjusted 

depending on the unique requirements of an 

employer.. 

4. FUZZY BASED RISK ASSESSMENT 

 MAGERIT defines the rate of an 

asset due to the fact the losses that would be 

sustained if the respective asset is not any longer 

available. Those may be losses of cash, user self 

assurance, the organizational prestige. Assets are 

generally evaluated considering the following 5 

components 

• Confidentiality. How an lousy lot 

damage would it no longer purpose if the asset is 

disclosed to someone it have to now not be? that 

may be a everyday facts inspection.  

• Integrity. How lots harm would it not 

not purpose if the asset is broken or corrupt? that 

could be a normal information inspection. 

statistics may be manipulated, be completely or 

partially false, or even missing. 

• Authenticity. How lots damage 

wouldn't it cause if we do not precisely recognize 

who has completed what? this is a fashionable 

services (consumer authentication) and statistics 

(authenticity of the individual gaining access to 

information to put in writing or read) inspection. 
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• Traceability. How plenty harm would 

it not reason if it is not stated for whom the 

company is being provided?, i.e. who does what 

and whilst? How an lousy lot damage would it 

motive if it isn't identified who accessed what 

statistics and what they did with them? 

• Availability. How an awful lot harm 

would it not cause if the asset is not to be had or 

cannot be used? this is a everyday offerings 

inspection. handiest the terminal assets have an 

associated price for the above additives. the 

opposite belongings acquire price from terminal 

belongings on the idea of dependency 

relationships. We once more use the set of 

linguistic phrases that represent trapezoidal fuzzy 

numbers to represent uncertainty whilst 

valuating the terminal assets.  

Allow us to denote property through evj 

= (evj(1) ,evj(2) ,evj(three) ,evj(4) ,evj(five) ), 

wherein evj(i) is a linguistic time period assigned 

via way of an professional for the ith price 

component in asset Aj . If we denote by manner 

of TAS the terminal asset set, then the fee of 

asset Aj with admire to terminal.  

Subsequent, we test threats and estimate 

signs of the effect on and danger to belongings. 

A chance is an event that may trigger an incident 

in our enterprise, inflicting damage or intangible 

fabric loss to the belongings, and an assault is 

any planned motion geared toward violating the 

IS protection mechanisms. MAGERIT shows  

threat evaluation measures: degradation, the 

harm that the hazard can motive to the asset, and 

frequency, how regularly the chance 

materializes. we can once more use fuzzy 

linguistic terms in place of possibilities and 

opportunities to represent degradation and 

frequency. A risk is a vector −→ecu = (eD, ef ) 

whose additives are degradation and frequency. 

Threat assessment aids in growing a 

protection approach and gives the idea for setting 

up a rate-powerful protection software program 

that minimizes the effects of danger. Preparation 

of the risk evaluation document marks the 

completion of the chance analysis technique or 

cycle. After the record is forwarded to this 

device supervisor and regularly occurring, the 

planning approach vital to establish the technical 

and procedural defensive security functions 

diagnosed within the record want to begin. The a 

hit implementation of a safety program depends 

on manipulate involvement. This involvement 

includes planning for the protection of facts 

belongings. The planning manner identifies 

dreams, establishes priorities, implements 

targets, obtains resources, and secures 

determination to the safety plan, which includes 

a contingency plan for data belongings offerings 

resumption. 

5. RISK ANALSYS WITH FUZZY 

EXPERIMENATAL EVALUATION  

Similarity function is required to partner 

the following trapezoidal fuzzy variety with an 

element in the linguistic time period set. This 

function can also be used at any step of the 

method to derive the linguistic phrases 

associated with the respective trapezoidal fuzzy 

numbers output to represent dependencies, 

accrued values... severa authors have proposed 

terrific similarity capabilities, which can be 

based at the centroid of a fuzzy wide variety and 

the space among the additives of the bushy 

numbers, see (Lee, 1999; Chen and Chen 2001, 

2007). Finally, a extra latest similarity function 

became proposed in (Xu et al., 2010) and in 

assessment with the concept mentioned in (Chen 

and Chen, 2007). We use the feature proposed in 

Vicente, Mateos and Jim´enez (2012), which 

considers every other parameter which include 

the ratio a few of the commonplace place and the 

joint area under the club skills of trapezoidal 

fuzzy numbers. Moreover, we use the gap l¥ 

among centroids when you consider that using 

distances with non-rectangular spheres is 

inconsistent with the intuitive belief of 

similarity. 

An implementation plan and a agenda 

for instituting the proposed shielding protection 

measures need to be advanced. furthermore, 

methods to put into effect the goals have to be 

identified. The plan should assign security duties 

to control; to information protection feature 

personnel; and to the proprietors, customers, and 

custodians of statistics. The fulfillment of the 

safety software relies upon on the right venture 

of security obligations. The risk assessment 

manner need to be completed with enough 

regularity to make certain that the technique to 

threat management is a realistic response to the 

modern-day risks related to its facts belongings. 

Consequently, the safety plan may also require 

reassessment and meantime updates must large 

changes in protection troubles stand up.  
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where w1+w2+w3 = 1, (XeA,YeA) and 

(XeB,YeB) are the centroids of eA and eB, 

respectively, i.e. 
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l¥((x1,y1), (x2,y2)) = max y1−y2 . 

observe that w1, w2 and w3 represent the 

relative significance of the 3 elements considered 

within the similarity feature. Analysts will assign 

the values that satisfactory suits their own model. 

6. CONCLUSION 

We have evolved a fuzzy threat evaluation model 

for data systems that conforms to international 

requirements, specially the MAGERIT method. 

The version is an development in this and 

different existing methodologies as it includes 

uncertainty approximately the assessments with 

the resource of linguistic terms, that have 

associated trapezoidal fuzzy numbers. The 

proposed method makes computations on the 

premise of trapezoidal fuzzy numbers to build up 

dependencies amongst property and asset 

valuations and to determine impacts and risk 

from the threat degradation and frequency, 

respectively. Furthermore, similarity skills may 

be used at any step in the method to derive a 

linguistic time period for the trapezoidal fuzzy 

range output.  
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