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ABSTRACT

In this review study, one of the most important technological trend, i.e. big data, is explained together with
some of the main terminology relative to the field emerging from it. Some of the challenges and
opportunities that it brings along are described and a list of new research sub-fields is also suggested as
well as recommendations for the universities to embrace the new technologies and incorporate them in their
curriculum in an effort to properly train the experts of the new big data era.
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1. INTRODUCTION

No change has ever come without doubts as
to its feasibility and value. Questioning a new
idea and its application is not only something
everyone should expect but, moreover, useful and
reasonable to do as a way to, quickly, pass the
period of hype and reach that of its effective use.
This is likewise with the concept of Big Data
one of the hottest fields of Information Systems
and Technology that have emerged the past
decade.

Everyone in the IT/IS field is talking about
it and most of the professionals in the business
fields seem to know everything about it, even if
they really don’t. It is, as it seems, the easy
answer on what topic should a university or
organization select as the main theme of its
planned conference or at least it is one of the
main topics, of course with a good reason.
Literally thousands of papers have been published
in top journals of IEEE, ACM, Elsevier, Wiley,
Taylor & Francis, Emerald, Springer not to
mention the other tens of thousands of papers
published in other publications. When one goes
through them (rather some of them) the feeling
is they form the scene of a very big

discussion on what it is and why (not if) it is
so important.

It involves, seemingly, everyone in the
developed or developing world and it, also
seems, to affect all of us one way or another. The
business people treat it as being the secret
to get the competitive advantage against their
competitors. The societies are trying to understand
how they can benefit from it and at the same time
seek for ways to shield and protect their
values against its negative consequences. The
universities in the developed countries have already
a department dedicated to the field, whether with
this name or very similar like Data Science, and
those in the developing countries either follow or
make plans to follow that trend even if they don’t
know what the requirements are for such a move
or even when they don’t have the faculty
members ~ with the expertise to cover it in a
satisfactory way.

Big data is sanctified by many as being a must
when trying to solve complex contemporary
Information Systems or Information Technology
problems. Finding the proper way to manipulate
it has become similar to the quest for the Holy
Grail. At the same time it raises so many issues
to all types of businesses and the various societies
that several demonize it or, at the very least, they
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tend to undermine it as being an old idea
offered in a new wrapping.

Despite being a relatively new field, about
10

years old, it has already achieved to shake the
business and ICT community and the developed
and/or developing societies worldwide as a large
magnitude earthquake threatening to reshape all
aspects of their understanding, behavior and
activity.

2. AIM AND OBJECTIVES

The aim of this review is to inform about
the most important terms and issues closely
related to Big Data as they appear to be accepted by
the international business and IT/IS community.
More specifically its objectives are to:

e Explain, in a way as simple as possible,
the main terminology associated with the field,

e Seek the origins of the field, ie. what
were (are) the main reasons that dictated its
emergence as a necessity,

*  Understand the challenges and
the opportunities that appear from its use and
application,

e Brief about some of the many new sub-
fields formed as relevant, directly or not, to
Big Data.

Published papers in top journals in the IT/IS
field are used to explore the subject in this review
paper and inform the reader of the lessons and
experiences gained from almost 10 years of
developments in this new field.

3. RELEVANT TERMINOLOGY

It is difficult to find a unanimous verdict of the
definition of Big Data. There are, most likely, two
reasons for that. One is that most researchers
and professionals define it by explaining its main
characteristics  instead of directly explaining
its nature. The second is that the number and
the nature of these characteristics is not finally
established and decided since new characteristics
are added during these past 10 years that the
application and research on the field have rapidly
grown. Generally, according to Chen et al,
“one could define big data and big data analytics as
technologies (e.g. database and data mining
tools) and techniques (e.g. analytical methods) that
a company can employ to analyze large
scale, complex data for wvarious applications
intended to augment firm performance in various
dimension. With that definition, high-tech data

storage, management,
visual technologies
analytics” [1].

analysis capability, and
are all part of big data

Hence, Big Data is often defined as data that has
the following characteristics usually referred to
as the 6 V’s (by the way, just a couple of years
ago they were just 3) [2]:

e Volume: mind-bungling magnitude of data
in the exascale, usually reported in terabytes
and petabytes or even more stored per day
(1) that all need to be processed fast if not

instantly,

e Variety: excessive heterogeneity in a
dataset, seldom  structured (i.e. in a
tabular  form) although preferred, usually
either semi- structured or completely
unstructured,

e Velocity: very high rate at which data

are generated and difficult to manage as to
the speed that it should be analyzed and acted
upon in order to be of some serious value,

* Veracity: difficult to control
unreliability, according to IBM, as a big
part of this data comes from sources, like
the Social Media, which are uncertain in
nature and/or characterized by human
subjective judgment,

e Variability: intense  variability (some,
like SAS, call it complexity) of the data flow
rates, with frequent peaks and troughs
coming from an unprecedented and, often,
unpredicted number of sources all of which
needs to be cleansed and, possibly, transformed
in a format useful for further analysis to take
place,

e Value: according to Oracle, data received
in the original form usually has a low value (if
at all), which, though, increases as its volume
increases.

Each of the aforementioned characteristics of
big data could be enough to produce, and
indeed does, new research fields and offer solutions
and opportunities to various disciplines across a
variety of scientific areas including, but not limited
to, psychology, sociology, anthropology, computer
science, mathematics, physics, economics, and
marketing [3].

The main issue is that it causes the need to
use far more advanced techniques and
technologies to address data analysis needs that
come from the past. The following is a short list
of such needs as explain by Seltzer [4] but is, by
far, not exhaustive at all:
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Data Warehousing: since every
customer transaction is recorded in detail the
businesses have the opportunity to
analyze their demographics and behavior
and improve their marketing strategies,

* Directory services: “the prevalence
of multivalued attributes makes a relational
representation quite inefficient”,

e Web search: effective indexing that leads
to advanced and effective Internet search
engines is at the core of the success of
companies like Google serving the need of
their customer to find in real-time what they
are looking for,

e Mobile device caching: making a small
size, limited RAM, relatively small
processing power CPU able to process the
data required through the mobile devices is, by
itself, a challenge,

e XML management: online transactions
are increasingly being conducted by
exchanging XML-encoded documents; since
the size and volume of this documents increases
rapidly, perhaps exponentially, the processes
followed must be also dramatically improved,

e Stream processing: data is not produced at
the same source where it is also processed
and the old technologies, e.g. relational
databases, are not well-equipped in handling
all these data with the characteristics listed
previously; new technologies are needed for
that purpose.

There is a flood of new applications
produced (or planned) to address all these
emerging needs. They affect different fields in
different ways like the following list explains [1]:

e eCommerce and Market
intelligence: “recommender systems, social
media monitoring and analysis, crowd-

sourcing systems, social and virtual games”,

* eGovernment and politics 2.0:
“ubiquitous government services, equal access
and public services, citizen engagement and

participation, political campaign and e-
polling”,
e Science & technology: new ways of

getting actual data, new systems for analysis
and interpretation, improved procedures to
discover knowledge,

e Smart health and wellbeing: “human and
plant genomics, healthcare decision support,
patient community analysis,

e Security and public safety: “crime
analysis, computational criminology, terrorism,
open- source intelligence, cyber security.

It goes without saying that such dramatic
paradigm shifts in the various disciplines could not
come without challenges and disputes on various
particular aspects of its applications but, also,
offer new opportunities with the potential of
great benefits to whole societies worldwide.

4. CHALLENGES ASSOCIATED WITH
BIG DATA

There are several challenges that are, one
way or another, associated with the advent of
the Big Data and its increasing importance and use.
One of them is the technology that is needed to
effectively process these data. This is one of the
major issues related to the processing of Big
Data, i.e. whether traditional, well-established and
certain legacy relational database management
systems can offer, perhaps with some fine-tuning
for the occasion and based on Big Data needs, the
solutions that are appropriate and required or,
instead, if new technologies are more up to this
task. In other words, the question is whether
SQL-based, RDBMSs are effective in this cases
or the new Map-Reduce, proposed and rapidly
accepted by all- the-more professionals, and its
new architecture is “the new blood” in the
developments of the new technology [5].

There are strong arguments in favor and against
each side with renowned scholars and professionals
worldwide to their support. Generally the
argument in favor of the established RDBMS
systems has it that these systems have the
advantage as to performance and can easily, with
only some adoptation of their configuration,
manage to effectively process all these data. On
the contrary, the argument continues, Map-Reduce
related technology have not proved yet to be
more effective as the benchmarking has shown in
several cases and, indeed, they are not new
technologies but only old ideas in new wrappings
[6, 71.

The counter-argument is that the traditional
RDBMSs are very difficult to configure for
many of the Big Data processing needs, they carry
big overheads and the costs are overwelming when
compared with the actual needs of the
companies. On the other hand, Map-Reduce
technologies are much more effective, light and
easy to install and implement, less costly and
require far less technical expertise from the
programmers/analysts [5].
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The second challenge to be addressed by many
businesses is not if there is value in Big Data
but what this wvalue is for each of the
companies interested in taking advantage of it.
Put it simply, the question is not if there is
value in Big Data, which is already accepted
as a fact by the international business and

academic community, but if it is worth for a
particular company, with interest in getting
involved, to address the several challenges

associated with it. Not all the companies have the
size and financial means to compete in this arena
since they will have to tackle 10 serious technical
challenges explained in detail in [8, 9, 10] by
Geist and the U.S. Department of Energy and
listed below:
* Energy-efficient circuit, power, and
cooling technologies are necessary to run big-

data infrastructure, and their energy
consumption is measured in hundreds of
megawatts,

e High-performance interconnect technologies
in the exascale big-data computing paradigm
cost more to move data around the network

as needed than it costs to perform even
complex calculations,
e Advanced memory technologies are

necessary to improve capacity in an effort
to  minimize data movement and energy
consumption,

e Scalable system software that is power
and failure aware is of critical importance as
it is generally accepted that the more a
business approaches the exascale level the
more frequent the failures are and the bigger
will be the need for systemic resilience,

e Data management software that can handle
the volume, velocity, and diversity of data
will play, no doubt, an important role in (trying
to) avoid I/O bottlenecks that will limit the
system utility and applicability,

e Programming models to express
massive parallelism, data locality, and
resilience are a must since in exascale level
computing systems will have billion-way
parallelism and frequent faults,

* Reformulation of problems
refactoring solution algorithms

and
may be

necessary so as to save many thousands of

person-years of work on big-data related tasks
in the company,

* Ensuring correctness in the face of
faults, reproducibility, and  algorithm
verification  will be the only way to face

frequent and permanent faults,

e  Mathematical optimization and
uncertainty quantification  for  discovery,
design, and decision are the core of the big-
data problems since uncertainty is one of its
key characteristics,

e  Software engineering and supporting
structures are  valuable in enabling the
researchers increase their productivity aiming
to address the all-the-more growing needs
for computation related solutions.

Another challenge, that many professionals
and academics, either consiously or not, seem to
often neglect is the issue of privacy and anonymity
that is closely associated with the advent of big
data and, if not properly addressed, will cause
difficulties for the societies to cope with. As
Skopek suggests “... under the condition of
privacy, we have knowledge of a person’s identity,
but not of an associated personal fact, whereas
under the condition of anonymity, we have
knowledge of a personal fact, but not of the
associated person’s identity. In this sense, privacy
and anonymity are flip sides of each other. And for
this reason, they can often function in opposite
ways: whereas privacy often hides facts about
someone whose identity is known by removing
information and other goods associated with the
person from public circulation, anonymity often
hides the identity of someone about whom facts
are known for the purpose of putting such
goods into public circulation” [11, 12].

In light of the aforementioned statement
and given the huge volumes of data, some of which
personal and private, it is necessary to address
a key issue. Quite frequently the policies related
to informed consent from the user/consumer on
the one hand and the company’s intense interest in
addressing  personal  customer needs and
particular behaviors on the other, have led to a
clash of two of the most important contemporary
concepts, namely that of personal privacy and the
one on business marketing strategy. This clash
has, in turn, led to what is called the
“transparency paradox” that suggests simplicity
and fidelity cannot both be achieved at the same
time. And, guess what, when comparing the need
to ensure an individual’s personal privacy and
anonymity with the needs of the businesses (in
light of the big data) and the societies as a whole, it
looks so far, the privacy and anonymity “loses the
trade-off with big data” [13].

This is not an issue to take lightly. If the societies
and the governments worldwide don’t take it
seriously and neglect to find ways to cope with then
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Orwellian dark scenarios
the, not so far, future.

might just realize in

5. OPPORTUNITIES
RESEARCH FIELDS

AND NEW

Despite the possible problems that any business,
government, or other entity is, most likely, to
face when involved with big data the verdict is
all the more unanimous: there are benefits for
those that will be able to cope with these obstacles
and utilize big data. However, it is not trivial to
identify these benefits since they are expected
to differ from sector to sector [14].

The primary objective behind the use of big
data in industrial applications is to achieve a
fault-free and cost efficient running of the
process, while realizing the desired performance
levels, especially with respect to quality. McKinsey
suggests that manufacturers could make up to a
50% decrease in product development and
assembly costs, and up to a 7% reduction in
working capital through the use of big data [15].

In sales, big data can add value and shed light

in
areas “such as product and market development,
operational efficiency, market  demand
predictions, decision making, and customer
experience and loyalty” according to  the
Information Systems Audit and Control

Association [16].

Generally, a study carried out by IBM [17]
revealed the following five main objectives that the
professionals but also consumers would expect
to benefit from big data:

. Customer-centric outcomes:
49%

. Operational optimization:
18%

. Risk/financial management
15%

. New business model

14%

. Employee collaboration

4%

The concept looks so promising that even
the governments of highly developed countries like
the U.S., Japan, China, Germany and others
have engaged in funding large projects related
anyhow with it [18]. In the case of Germany, in
particular, the authorities and the decision makers
are so confident of the critical role that Big Data
will play in giving a competitive advantage in
the local industry against that in the rest of the
world that they decided to implement the strategic
initiative named “Industrie 4.0” that will lead

them, first before any other industry in the
world, to the so- called “fourth industrial
revolution” [19].

There is a large number of fields and
applications associated with Big Data but,
generally, they are divided into 4 different

groups based, mainly, on the actual phase of the big
data pipeline, namely, data generation, data
acquisition, data storage, and data analytics [20].
Even in each of the particular groups, though, there
are numerous possibilites for research and
specialization. For instance, in the case of data
analytics the category can be further divided into
text analytics, video analytics, audio analytics,
social media analytics, predictive analytics and
others (possibly). Likewise in the case of data
generation, since there is a huge variety of sources
from which data may originate including social
media and online transactions [2].

The above realities point to another fact that,
sooner or later, societies will, also, have to
face. Since big data is reshaping all aspects of
everyday life there will be very soon a great
need for specialists in the various sub-fields.
Indeed, a 2012 study predicted that by 2018, the
U.S. will need

close to 200,000 people with deep data analytics
specialization and an additional 1.5 million data-
savvy managers with the know-how to analyze big
data to make effective decisions [21]. This need
was expressed quite clearly by Hal Varian,
Chief Economist at Google and Emeritus Professor
at the University of California, Berkeley: “... so
what’s getting ubiquitous and cheap? Data. And
what is complementary to data? Analysis. So my
recommendation is to take lots of courses about
how to manipulate and analyze data: databases,
machine learning, econometrics, statistics,
visualization, and so on” [22].

Chen et al [1] provided a list of emerging
research areas implying the specialists that will
be required by the industry (various sectors) and
the academia not just in the future but even
starting today. Some of the most trendy (a quick
look at the conference themes of the past few
years easily points to them) are:

. Web mining and network
mining,

MapReduce/Hadoop,

. Column-based DBMS and parallel
DBMS,

. Information

extraction,
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. Opinion

mining,

. Sentiment/affect
analysis,

Visualization,

. Multimedia and mobile
IR,

. Cloud
computing,

. Social
analytics,

. Web
visualization,

. Social
marketing,

. Web
privacy/security,

. Virtual
communities,

. Trust and
reputation,

. Mobile
services,

. Personalization
modeling.

services and cloud

Media

web

and behavioral

Add to the above the areas of virtualization, grid
computing, green computing, quantum
computing and the reader will get a pretty good
idea of where the IT/IS technology will move
towards in the next years.

6. DISCUSSION - CONCLUSIONS

Nearly two centuries ago, the English
chemist Humphrey Davy wrote: “Nothing tends
so much to the advancement of knowledge as the
application of a new instrument. The native
intellectual powers of men in different times are
not so much the causes of the different success
of their labors, as the peculiar nature of the
means and artificial resources in their possession”
[8].

Big Data came to stay for good. It involves, it
issafe to say, all of us one way or another and
it affects all aspects of everyday life. Those who
believe it is an old concept in a new wrapping are,
quite likely, correct. However, this new wrapping is
absolutely transparent allowing us to see two
completely different realities. One, look in the past
of technology, and Information and
Communication Technology in particular, and see
our many, as it seems, weaknesses and imaturities.
Two, have a glimpse of the future and allow us the
time to proceed with policies, planning and actions

that will lead us to this new era that has emerged
and, though still uncharted area, prepare the tools to
walk through it in a way as safe as possible for our
societies.

The ICT is, in many ways that are out of the
scope of this paper, responsible for many of the
digital divides worldwide but, when societies are
properly educated, it is at the same time the main
instrument to bridge these digital divides.
Education of the societies, actually higher
education, is the vehicle towards preparing the
peoples in the new era that is upon us. Universities
have a pivotal role to play in this. It is only required
for their authorities to be open minded and quickly
realize the new needs.
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