Journal of Theoretical and Applied Information Technology
20" June 2016. Vol.88. No.2

© 2005 - 2016 JATIT & LLS. All rights reserved

S

R

SATIT

E-ISSN: 1817-3195

ISSN: 1992-8645 Www.jatit.org

DESINING BIMATRIX GAME THOERY BASED NASH
EQUILIBRIUM FOR INFORMATION SECURITY BASED ON
RISK ANALYSIS IN CLOUD

'V.VISWANATHAN, *Dr.S.P.SHANTHARAJAH, *Dr.P.NAVANEETHAM
'Research Scholar, Department of Computer Science, Bharathiyar University, Tamilnadu, India

*Professor, Dept. of Computer Applications, Sona College of Technology, Salem, Tamilnadu, India.

3 Professor, Department of Computer Applications, Velalar College of Engineering and Technology, Erode,
Tamilnadu India.

E-mail: 'viswanathan73@gmail.com, *spshantharaj@gmail.com, *pn_tham@yahoo.com

ABSTRACT

With the mushroom growth of Cloud Service Providers (CSPs) offering services of similar functionality,
makes a challenge for cloud users to choose an appropriate service provider from cloud marketplace. This
unique paradigm brings about new risk related issues in Cloud Computing (CC) environment. This is
because it is indispensable from a customer’s aspect to establish trust with a CSP with high risk of
outsourced data to be misused. Though trustworthiness and competence to estimate risk of interaction and
risk for customer’s privacy were addressed in many research works, the way through which the risk of
outsourced data/ file can be minimized in the presence of malicious service providers pose challenging
issues. The challenging issue of handling risk in cloud environment is addressed in this work through Risk
Evaluation using Nash Equilibrium-based Bi-Matrix Decision (RE-NEBMD) model. RE-NEBMD model
studies the problem of ensuring security where the possible risk of outsourced data is brought to an absolute
minimum in Cloud Computing in the presence of malicious CSPs. Nash Equilibrium-based Trust
Evaluation model performs trust evaluation model on CSPs for outsourced data based on strategy and
utility function. Next, risk evaluation is measured using Bi-Matrix Decision model on the evaluated trust
and risk is measured accordingly. Extensive analytical and experimental results are presented which show
minimized cost during risk analysis, computation overhead and improving true positive rate or detected
threats of our proposed model.

Keywords: Cloud Service Providers, Cloud Computing, Nash Equilibrium, Bi-Matrix, Decision Model.

1. INTRODUCTION Outsourcing computations has received greater

attention with the advent of cloud computing. In [4],

Cloud computing facilitates better resource
utilization by multiplexing the same physical
resource among different cloud service providers.
With different cloud service providers offering
resources, it becomes tedious task for the cloud
customer to decide upon CSP during data
outsourcing.

A framework to facilitate selection of cloud
service provider [1] through trustworthiness and
estimating risk of interaction ensuring security was
introduced. For example time series pattern for
privacy protection on cloud using noise obfuscation
was provided in [2]. However, auditability and
storage security was much concerned which was
addressed in [3] by allowing a third party auditor to
verify data integrity on dynamic data stored in cloud.

a unifying trust framework was designed based on
subkeys ensuring a secure solution. Another method
to solve data integrity issues in cloud computing
environment was addressed in [5] by applying an
auditing process performed through third party
auditor for multiple wusers simultaneously and
efficiently.

In recent years, personal health record
(PHR) has come up as a patient-centric methodology
of health information exchange. In [6], an attribute-
based encryption technique was introduced to enable
dynamic modification of access policies ensuring
security and scalability. To ensure cost effectiveness
during privacy preserving, it is highly required to
decide upon the factors like which dataset to be
encrypted and which not. In [7], a privacy leakage
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upper bound constraint model was introduced to
reduce the privacy preservation cost. A new insight
into hybrid cloud model was introduced in [8]. A
cloud computing architecture that analyzes the
occupational risk involved was analyzed in [9].

In this paper, we propose a novel model to
identify the trustworthiness of cloud service provider
in order to design a risk analysis model in cloud
computing environment. A trust evaluation model
based on Nash Equilibrium is modeled with the aid of
cloud security labs to analyze the trustworthiness of
cloud service provider. As quantifying strategy and
utility function of cloud service providers efficiently
is challenging, we exploit a Nash Equilibrium-based
Trust Evaluation algorithm to confine computation
overhead. Based on such a constraint, we model the
problem of minimizing the cost involved during risk
analysis by introducing a Bi-Matrix decision model.
Finally, we arrive at the risk and impact to identify
and measure the risk involved during data
outsourcing. Experimental results demonstrate that
computation overhead and cost involved during risk
analysis can be significantly reduced with our model
over existing ones.

The rest of the paper is organized as follows.
Section 2 presents a brief literature survey on other
trust models used in cloud computing environment.
Section 3 gives brief description to proposed RE-
NEBMD model and its different modules. Validation
and analysis of results based on experimental settings 3
by our model have been done in Section 4. Finally, a
conclusion is drawn in Section 5.

2. RELATED WORKS

Recently, much of growing interest has been
pursued in the context of security and risk in cloud
environment. Empirical analysis of cloud data center
was presented in [10] using HBase and Cassandra to
reduce the risk of data loss. Risk and safety of
outsourced data was analyzed in [11] for complex
network systems. From the view point of industrial
security, sensor based system for computing and
communication was presented in [12] for providing
data sharing.

A fundamental step for the success in health
care revolves around in in-depth understanding and
the ensuring security and privacy in cloud computing
environment. In [13], a security model with respect to
health sector in cloud computing environment was
presented in order to ensure information security
process. A cloud computing adoption decision tool
was designed in [14] to gather required information
and provide user with valuable information to ensure
security.

As already mentioned above the feature of
the cloud computing environment make the business
environment to immigrate to the cloud computing
environment. However, the risk and security related
cannot be overlooked. In [15], risk assessment
methods were analyzed. Data coloring and software
watermarking techniques was introduced in [16]
provided means for multi-way authentication to the
cloud users. With the objective of improving the
performance of audit services, a method based on
probabilistic query and periodic verification was
introduced in [17]. In [18] multi attribute
trustworthiness model for cloud service evaluation
was presented using a novel service selection
approach.

Linked to this, a mobile cloud computing
survey was presented in [19] states that while the
researchers and practitioners in the computer science
community are making rapid strides in realizing
cloud computing advantages in technological terms,
an equally important discussion need to start from a
business perspective with the risk associated. Thus,
our research aims at contributing risk analysis in that
perspective and, accordingly, the proposed model
which is described in the next section follows this
risk analysis model, based on the trust evaluation of
cloud service provider through its main strategies of
competitive improvement, via strategy and utility
function.

RISK EVALUATION USING NASH
EQUILIBRIUM-BASED BI-MATRIX
DECISION

In this section, we describe our novel risk
analysis model based on a security designed for
cloud-based information security systems using trust
evaluation and risk estimation. The main goal of our
work is to design a risk analysis model in the
presence of malicious cloud service providers. The
key idea is to divide the model into cloud customer
entity, cloud service provider entity and cloud
security lab entity according to different cloud
customer requirements. Figure 1 shows a three step
process to perform risk analysis. They are (i)
registering of cloud customer, cloud service provider
and cloud security lab component in their
corresponding registry, (ii) a trust evaluation model
and (iii) risk evaluation model.

3.1 Security Model

In this work we consider the cloud service
providers to be semi honest with the cloud customer
having a risk of their outsourced data to be placed in
the cloud service providers. As they are semi honest,
the outsourced data of the cloud consumer is said to
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be at risk. The problem is defined as follows. Given
cloud customers ‘CC;= CC,CC,,.,CC° and cloud
service providers ‘CSF; = CSP, C5Py, ..., CSE the goal
is to include a cloud security lab ‘C5L’ that evaluates
the trustworthiness of cloud service providers and
measures the risk involved during data outsourcing
on behalf of the cloud customer.

AAN N

Cloud Service
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L | >
[ Cloud security lab ]

v

| Trust evaluation I’
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Cloud Customers
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Evaluate strategy
with respect to
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Next, the RE-NEBMD model performs risk analysis
by measuring likelihood and impact through
normalized matrix. The detailed explanation of RE-
NEBMD model is described below.

3.2 Nash Equilibrium-based Trust Evaluation
Model

Delegating data control to CSPs, invariantly
results in the increase in the risk of data/file being
compromised during data outsourcing as the data
becomes highly accessible to an augmented number
of parties. The proposed work constructs a trust
evaluation model that minimizes the risk of
outsourced data with the aid of three entities namely,
Cloud Customer (CC), Cloud Service Provider (CSP)
and Cloud Security Labs (CSL). The inclusion of the
CSL provides higher rate of integrity to risk analysis
making the results more homogenous for the CC.
Figure 1 shows the relationship between three entities
CC, CSP and CSL, a risk analysis model. Initially
each entities register with their corresponding
components.

Cloud

Security Nash
Lab Equilibrium-
(CSL) based Trust

Risk evaluation } o

Measure cost
based on
Normalized matrix

v

Evaluate risk based
on likelihood and
impact

A
Data outsourced by CC to CSP

Figure 1 General Architecture For Risk Analysis In
Cloud Environment

As shown in the figure, when a cloud
customer has to outsource their data, there involves a
possibility of risk. So in the proposed RE-NEBMD
model, before sending the data, the cloud customer
evaluates the trustworthiness of each cloud service

AV’.

provider using strategy and threshold value

Cloud
Service
Provider
(CSF)

Cloud
Customer
(Z5)

Cloud Service
Provider
Component

CC.

-

CSF,

Cloud Customer
Component

Figure 2 Relationships between CC, CSP and CSL

As shown in the figure, the cloud customers
are registered with their cloud customer component
and cloud service providers are registered with their
cloud service provider component. The Cloud
Security Labs (CSL) is an entity to ensure
information security. On the other hand, the Cloud
Customer (i.e. CC) is an entity that provides
information in the cloud environment. Finally, the
Cloud Service Provider (CSP) is an entity that
provides services as requested by the CC. The
proposed work with the aid of three entities uses a
Bi-Matrix Game Theory model with the objective of
performing a game between the CC and CSP through
Bi-Matrix form. The Bi-Matrix Game Theory model
in turn achieves security level agreement between the
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CC and CSP by applying Nash Equilibrium
algorithm, minimizing the risk of outsourced data in

cloud environment.
c[s_f-"]a Tl

Let us consider cloud

with
«cc, = Cc,,CC,,..,CCo

customers #’, set of cloud
service providers available to cloud customer be

3 - b cS's
CSF = CSP.CSP,, ...C5E> where ‘“I’represents the

B

L
strategy for cloud customer i,
See= 5.5 05y

Furthermore,

represents the strategy for

EN L

‘c' = B s s - ]
S1rsgemrsn

cloud customers whereas ‘=c=

represents the strategy for cloud service providers

which belong to the strategy “5* and is formulated
using Cloud Service Lab and is as given below.

CSL_}SCC’SESP eE5 (1)

On the other hand the utility function is

e

represented as ‘Y’ with “¥cc’ as utility function for

cloud customer and ‘%csp’ as utility function for
cloud service provider respectively and is formulated
as given below. The utility function is obtained by
the Cloud Security Labs (CSL) and is formulated as
given below.

CS5L — U Ueop eEF (2)

From (1) and (2), with the arrived strategy
and utility function for each cloud customer and
clouds service provider, a service level between the
cloud customer and clouds service provided is arrived

at. A threshold value ‘¥ is taken as the base to
measure the trustworthiness of the cloud service
provider over others. Let us further assume that the
values used to measure the trust are “’.

V=Livery kighV 0.5 medium )V = 0258:low  The

mathematical function derived using the trust value is
as given below

Wi €n,CSL=S5: S, (CSP,CSP,,..,C5P) = v,

)

Vi €n,CSL #5: 5., (CSP,CSP,,...,CSB,) < v,

(4)

Vi €n,CSL #5: 5., (CSP,CSP,,...,CSB,) < v,

)

Based on the resultant obtained through (3),
(4) or (5), the trustworthiness of cloud service
provider is obtained through which risk analysis is
measured. Followed by this efficient data outsourcing

is performed in a secure manner between the CC and
CSP. Thus, a game between a cloud customer and a
cloud service provider makes the proposed model
achieve Nash equilibrium with measures on the basis
of the threshold value in cloud environment. Figure 3
shows the algorithm for Nash Equilibrium-based
Trust Evaluation.

Input: Cloud Customers ‘CC = CCLCCG. .. .00
Cloud Service Provider ‘CSP; = CSPy,CSP,,...,CSE

Cloud Service Lab ‘C5L°  Cloud Customer
S £c’, Cloud Service Provider strategy
] cE£p’, Utility function f {}’, Threshold Value

T s
V= T, Ty e

strategy ¢

STy

, set
“B(CSP,),DB(CSP,),UC (CSP,) to be 0°

Output: minimized computation overhead
1: Begin

CCp

2: For each Cloud Customers

3:Obtain strategy (by ) ll'r') for cloud customer
and cloud service provider using (1)

4:Obtain utility function (by C2L) for cloud
customer and cloud service provider using (2)
5:If Sce (C5Py,CSPy, ., C5P,) = Vithen

CS5P,

6: Belief over entity * i

R I N F o AL F I A
7. Dilor = Oilof; )T

8: End if

(=]

9: If Sec (CSPy,CSP,,...,CSF,) = v; then

10:Disbelief over entity «CSP;

11: DE{CSP)— DB{CSE)+ 1

12:End if

13:1f Scc (CSPy,CSP,,....CSP,) = 1 then
«C5P;

14:Uncertainty over entity

15: UC [CS'PE) - Uc [CSPI-) +1

16: End if

17: End for

18: End

Figure 3 Nash Equilibrium-based Trust Evaluation
algorithm

As shown in the figure, for each cloud
customer, the Nash Equilibrium-based Trust
Evaluation algorithm evaluates the trustworthiness of
the cloud service providers using strategy and utility
function. Based on these obtained values, belief,
disbelief and uncertainty of cloud service provider
are measured to evaluate trustworthiness. Once the
trustworthiness is measured, risk analysis during data
outsourcing is performed which is discussed in the
following section.
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3.3 Risk Evaluation using Bi-Matrix Decision
Model

Based on the trust values obtained using
Nash Equilibrium-based Trust Evaluation algorithm,
the next step is to design Bi-Matrix Decision model
to measure risk analysis. Bi-Matrix Decision model
helps us to achieve a secured risk minimized
agreement between the cloud customer and the cloud
service provider through Nash equilibrium.

In the proposed method using Bi-Matrix
Decision model while a cloud customer’s perception
forms one dimension, cloud service provider forms
another dimension and the two significantly inspire
integrity towards estimation of trust. Since, the Bi-
Matrix Decision model is formed with mixed
strategies, equal chance of both cloud customer and
the cloud service provider is entitled through proper
trust management activity.

Let ‘4 = CC,,CC,,...,CC,’ be the set of
all ‘r’ feasible alternatives or cloud consumers, let
‘B= C5P,C5P,,..,C5B be the set of all ‘¥’
feasible attributes or cloud service providers and let
‘OS5l Assume that

W= Wy, Wy, ..., W, represents the attribute
weight vector used by the cloud service lab in making
the decision or ensures information security during
data outsourcing in cloud environment. Let the
individual decision matrix given by the cloud service
lab be represented in the form of normalized decision
matrix. Then, the normalized decision matrix is
obtained as follows.

be the decision makers.

na(D; ) - (D)

_— W i = ? 1 = ?

T m[n(Dﬂf[J.-j’um i=12.madj=12..n
LM - mir(DV; )

max( DM, ) - min(D¥; )

Norm; {(CSL) =
Mwhere i=L2omandj=12..1

(6)

From (6), ‘DME'-}" represents the decision

. Naorm, -, . . .
matrix and * &’ is the normalized matrix used

by the cloud user in evaluating the cloud service
provider before performing data outsourcing aiming

at reducing the cost */* involved during risk analysis.
With this the risk of data to be outsourced by the
cloud customer with the cloud service provider is
reduced significantly. Therefore, the risk based on
Bi-Matrix Decision model is measured and is as
given below.

Risk (R} = Likelihood (L) = Impact (I (7)

Let us assign the values of likelihood for
measuring risk as
Foara: L fTrarty

TFgeegy EXL L
CFW BT W ALl A ¥ 4l

High (H) = 05 — 0.74-

Meodizm (A
TETETTTTTTE AT TS

— N7
ad o

» 025 049

and
g

«Low (L) = 0 —0.2% pegpectively. The Impact
is evaluated as shown below.
Impact (I) = B (CSF,) + DB (CSR) + U(CSA) (3)
From (8) the impact is obtained by the
summation of belief, disbelief and uncertainty over
cloud service provider. Greater the impact, lower
the rate of risk and vice versa. Hence, related
conclusions can provide a clear picture to support
the risk analysis based on the values of likelihood

and impact.

4. EXPERIMENTAL SETTINGS

We  conduct extensive  simulation
experiments to evaluate Risk Evaluation using
Nash Equilibrium-based Bi-Matrix Decision (RE-
NEBMD) model and compare its performance with
Selection of Cloud Service Providers (SCSP) [1]
and Time Series Pattern for Privacy Protection
(TSP-PP) [2] in cloud using Cloudsim. Our testbed
is a server with two quad core 2.33-2.66 GHz Xeon
processors (8 cores total), 7 GB RAM, and 1690
GB local disk storage with Java JRE 7.0 and J2EE
7.0 SDK being installed.

The proposed model uses Amazon, a well-
known and widely recognized cloud service
provider and simulates the dynamic benchmarking
approach on Amazon using on-demand cloud
services [21]. For experiments to be conducted
using CloudSim and implemented in JAVA, the
model wuses Standard Small EC2 instance
(ml.small) and High CPU EC2 instances
(cl.medium and cl. xlarge) to construct cloud
computing environment. To measure the efficacy of
the proposed model, we evaluated Risk Evaluation
using Nash Equilibrium-based Bi-Matrix Decision
with the impact of three metrics namely, cost
during risk analysis, computation overhead, true
positive rate or detected threats, cloud service
providers.

The cloud computing environment for RE-
NEBMD model identifies the cloud service
providers, cloud customers for data sharing. As a
result, the data sharing is significantly carried out in
cloud computing environment using Nash
Equilibrium-based Trust Evaluation algorithm. The
performance of RE-NEBMD model is measured
with respect to number of cloud users, number of
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cloud service providers, cost involved during risk
analysis, computation overhead and true positive
rate.

In the experiment cloud environment, the
RE-NEBMD model is evaluated in the process as
follows. In Section 4.1, the efficiency of the model
is evaluated wusing the parameters cost,
computational overhead and true positive rate. In
order to conduct experiments, the algorithm is
implemented and run on the ml.small EC2 instance
as it is the basic type of EC2 CPU instances and
measure the efficiency of computation overhead. In
Section 4.2, the benchmarking approach is
evaluated on cl.medium EC2 instances to show the
practicability of our model in cloud environment. In
Section 4.3, the utilization of the benchmarking
approach is validated by evaluating the efficiency
of workload on cl. xlarge.

4.1 Scenario 1:
Analysis

In this section we focus on analyzing the
cost involved during risk analysis with the state-of-
the-art works. The cost involved during risk analysis
is the product of time taken to obtain the likelihood
levels and the time taken to evaluate the impact for
measuring risk. It is formulated as given below.

Cost involved during Risk

O A
LA

— P o
= \ims

[CAT
WS T

i

©)
From (9), the cost during risk analysis

«CRA> i3 measured using likelihood value for

obtaining cloud service provider <T'ime (L) * CSPp
and time to measure the impact of cloud service

provider <Tme (I)= CSPy respectively. To better
understand the effectiveness of the proposed RE-
NEBMD model, extensive experimental results are
reported in table 1. The RE-NEBMD model is
compared against the existing SCSP [1] method and
TSP-PP [2]. Cloudsim simulator is used to measure
and experiment the factors by analyzing the
percentage of result with the help of table and graph
values.

Table 1: Tabulation For Cost During Risk Analysis

No. of Cost involved during risk analysis (ms)

cloud

service RE-NEBMD SCSP TSP-PP

providers

3 0.220 0.236 0.252
[ 0314 0.429 0.449
9 0.428 0.534 0.554
12 0.517 0.622 0.642
15 0.634 0.741 0.761
18 0.789 0.893 0.903

[ 21 ] 0.821 | 0932 | 0952 |
Results are presented for different number of
cloud service providers considering the cost involved
during risk analysis in cloud environment. The results
reported here confirm that with the increase in the
number of cloud service providers, the cost involved
during risk analysis also gets increased. Finally, it
attains saturation when the number of cloud service

providers ranges from 18 — 21.

= 1

é",\ 0.8

gé 06 B RE-NEEMD
L 2 04 BECEP

9 E !

E = 02 TER-TP

g o0 ’

306 9 121518121

No. of cloud service providers

Figure 4 Measure Of Cost Involved During Risk Analysis

Figure 4 illustrate the cost involved during
risk analysis based on the number of cloud service
providers considered for experimental purpose. Our
proposed Risk Evaluation using Nash Equilibrium-
based Bi-Matrix Decision (RE-NEBMD) model
performs relatively well when compared to two other
methods SCSP [1] and TSP-PP [2]. This is because
using RE-NEBMD model, a Bi-Matrix Decision
model is applied using between the cloud customer
and the cloud service provider through Nash
equilibrium that perform efficient data outsourcing
on the cloud environment. This in turn identifies the
cloud service providers efficiently for data
outsourcing reducing the cost involved by 18 %
compared to SCSP. Furthermore, the formulation of
assessment value for risk using normalized decision
matrix for each cloud customer reduces the cost
during risk analysis significantly by 23 % compared
to TSP-PP.

4.2 Scenario 2: Computation Overhead

The computation overhead or the time taken
for deciding the CSP to be trustworthy or
untrustworthy is decided based on the parameters,
belief “FLC3E disbelief ‘PF(C5F and uncertainty
‘U(C5E) involved in measuring the cloud service
provider.

CO=TimeB(LIF) + Time DB{CSE) + Time U(C57) (10)

From (10), the computation overhead is
measured in terms of milliseconds (ms). Higher the
computation overhead higher is the time taken for
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deciding the trustworthiness of a cloud service
provider. Therefore, if the time taken is high,
obviously, the cloud customer moves to the next
provider and soon. As listed in table 2, RE-NEBMD
model measures the computation overhead in
deciding the CSP to be trustworthy or not on cloud
environment which is measured in terms of
millisecond (ms). The computational overhead using
our model RE-NEBMD model offer comparable
consumption values than the state-of-the-art methods.

Table 2 Tabulation for computation overhead

4.3 Scenario 3: Improving true positive rate or
detected threats
True positive rate or threats to be detected is
the proportion of positive cases that were correctly
identified as calculated using the equation given
below.

Threaty;

TPR =
Threaty + Threat;-yr

(11)
From (11), the true positive rate TPR
the ratio of threat correctly identified as threat

No. of cloud Computation overhead (ms) Th ¢
service providers | RE-NEBMD SCSP Tsp-pp | L ATEQLeyp 46 the summation of the threat correctly
3 0.98 1.40 2.18 identified as threat and threat incorrectly identified as
6 1.45 2.66 3.46 Th t
9 3.05 4.26 5.06 not threat ¢ MT€QLIeNT In table 3 we show the
12 4.82 5.93 6.73 analysis of true positive rate with respect to number
15 5.98 6.99 7.79 of cloud customers who provided their data to the
18 7.05 8.23 903 cloud service provider through cloud service lab
21 9.23 10.38 11.18 . p g
ranging.
. . Table 3 Tabulation for true positive rate
Thg targeting results of ' computation— -t TPR (%)
overhead using RE-NEBMD model with two state-| customer RE-NEBMD SCSP TSP-PP
of-the-art methods [1], [2] in figure 5 given below is 10 85.73 76.32 65.14
presented for visual comparison based on the number 20 89.21 80.11 69.18
of cloud service providers in cloud environment. 30 9135 84.15 7521
40 87.26 81.12 72.16
50 90.48 84.32 7542
° 12 60 8821 82.14 73.23
£ 10 =RE NEBMD 70 93.35 87.23 7831
g 2 | m3CEP
5 ’u;n* 4 TSP-FP
£E& & 100
E ] & = RE-NEBMD
% @ 50 u3CEP
g 3 6 912151821 Ea S
No. of cloud service providers pc.: he 8]
-5
= 10203040506070
Figure 5 Measure of computation overhead =
. . No. of cloud customer
As shown in the figure 5, our method differs

from the SCSP [1] and TSP-PP [2] in that we have
incorporated Nash Equilibrium Trust Evaluation
model by evaluating strategy and utility function.
With the application of Nash Equilibrium Trust
Evaluation model, a service level between the cloud
customer and clouds service provided is arrived at
based on the threshold value. With this the
computation  overhead for  measuring the
trustworthiness of CSP using the proposed RE-
NEBMD model is reduced by 33 % compared to
SCSP. In addition, using the mathematical function
by the cloud security lab for each cloud customer,
based on the threshold wvalue, the computation
overhead using the proposed RE-NEBMD model is
reduced by 46 % compared to TSP-PP.

Figure 6 Measure of true positive rate

Figure 6 presents the wvariation of true
positive rate of threats being detected using RE-
NEBMD model, SCSP and TSP-PP over different
number of cloud customers in the cloud environment.
All the results provided in figure 6 confirm that the
proposed ~ RE-NEBMD  model  significantly
outperforms the other two methods, SCSP [1] and
TSP-PP [2]. For example, when 10 cloud customers
sent their data, from an actual threat of 8, 8 threats
were detected by applying RE-NEBMD model, 7
threats using SCSP and 6 threats using TSP-PP
respectively. The better performance of RE-NEBMD
model is achieved due to the fact that with the
application of Nash Equilibrium-based Trust
Evaluation algorithm in RE-NEBMD model, it
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converges to evaluate trustworthiness in an efficient
manner by applying belief, disbelief and uncertainty
of cloud service provider separately. This in turn
improves the true positive rate by 8 % compared to
SCSP and 18 % compared to TSP-PP.

5. CONCLUSION

In this paper, we study an instance of the
secure risk analysis model in cloud computing
environment, where the cloud customer and cloud
service providers are mutually distrusting. We
employ cloud service lab with trust and risk
evaluation model to provide verifiable and risk
minimized data outsourcing. We prove the trust
evaluation and risk analysis of data being outsourced
by constructing Nash Equilibrium-based Trust
Evaluation and Bi-Matrix Decision model on the
evaluated trust and the risk is analyzed accordingly.
We compared the performance with many different
system parameters, and evaluated the performance in
terms of different metrics. The results show that RE-
NEBMD model offers better performance with an
improvement of true positive rate of possibly threats
being detected by 13 % and reduces the
computational overhead by 40 % compared to SCSP
and TSP-PP respectively.
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