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ABSTRACT

Due to intensive development of digital business, malicious software and other cyber threats are becoming
more common. To increase the level of security necessary special remedies that can be effective when new
types of threats and allow fuzzy conditions to detect cyberattacks targeting multiple resources of
information systems. Different attacking effects on related resources give rise to different sets of parametric
anomalies in a heterogeneous environment. Known tuple model of the formation of a set of core
components that allow to detect cyberattacks. For its effective application requires a formal approach to the
formation of fuzzy (linguistic) standards. To this end a method is developed that focuses on the tasks of
identifying cyberattacks on computer systems, which is based on mathematical models and methods of
fuzzy logic and is implemented through six basic stages: the formation of subsets of identifiers linguistic
assessments, forming the base matrix of frequencies, the formation of the derivative matrix of frequencies,
the formation of fuzzy terms, the formation of the reference fuzzy numbers, visualization of linguistic
standards. The method allows to improve the process of formalization of linguistic standards receive
options to improve the efficiency of construction of the corresponding intrusion detection systems.
Keywords: Artificial Neural Network (ANN), Static Var Compensator (SVC), Autonomous Hybrid Power
System (AHPS)
1. INTRODUCTION information systems. For this purpose, special
means of combating that is able to remain effective

1.1 Relevance

The formation of many markets and industries
today it is difficult to imagine without information
technologies. Due to the development of digital
business and the Internet, malicious software and
other cyber threats are becoming more prevalent
and pervasive. In this regard, the necessary means
to detect cyberattacks on various resources of

when new types of threats, characterized by
unknown or vaguely defined criteria. It should be
noted that such remedies can in fact remain
functional formalized in fuzzy environment [1].
Apply required methods and models of information
security based on fuzzy sets for building detection
of anomalies generated by the corresponding
offensive environment [2], is the basis for
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successful response to cyberattacks. Important in
detecting anomalies, generated by cyberattacks, is
the formation of fuzzy standards [2]. On this basis,
the development of methods that improve the
process of formalization of receiving linguistic
standards of the parameters for the intrusion
detection systems, there is actual scientific task.

1.2 Analysis Of Existing Research

A number of famous, quite effective
developments used to solve these problems, detect
cyberattacks, such as: the tuple model to form the
basic component for the detection of cyberattacks
[2], fuzzy approaches to intrusion detection [3]-[4]
and detecting anomalies [5]; the corresponding
fuzzy model [1], [6]-[7], methods [8]-[10] and
intrusion detection system [11]-[13]; the sets of
fuzzy rules [3]-[4], [8], [14]-[22], as well as other
developments that are used for solving problems in
fuzzy  environment [23].  These  studies
demonstrated  efficiency of application of
mathematical apparatus of fuzzy sets, and its use to
formalize the approach to identifying cyberattacks
would improve the process of creating appropriate
systems of detection of intrusions. It should be
noted that many of the attacking effects on the
resources of the information systems generate a lot
of anomalies among the heterogeneous variables in
a parametric environment [2].

For effective application of known models [2],
[24] the formal implementation of the process of
formation of fuzzy (linguistic) standards that will
allow in a given linguistic variable identifies the
search term [10]. On this term by using the
corresponding sets of rules to determine the level of
abnormal condition created by the impact of the
corresponding class of cyberattacks.

1.3 Main Objective Of Research

Based on the analysis of existing research and
the relevance of the task the aim of this work is to
develop an improved (generalized) method of
formation of linguistic standards (MFLS) for
intrusion detection systems, operating in formalized
fuzzy environment.

With such a method (when solving the tasks of
identifying cyberattacks) can be formalized
receiving process standards of the parameters for a
given group of linguistic variables used to identify
certain types of attacks on specific parametric
heterogeneous environment in a specified time
period.

2. MAIN PART OF RESEARCH

For construction of a subset of linguistic
standards Tfj (see (13) in [2]), displaying the
characteristic judgement of the expert concerning
the anomalous state of the parameter F, we will

develop an appropriate method that allows to
formalize the process of obtaining standards of the
parameters for the specified groups of linguistic
variables for a specific environment. Improved
method for the formation of linguistic standards
(MFLS) is focused on solving the tasks of
identifying cyberattacks on computer systems is a
further development of the method of linguistic
terms using statistical data [23] and is based on six
stages.

Stage 1 — formation of subsets of identifiers
linguistic assessments. The creation of the subset

LE, is based on the set of all possible identifiers

(ID) of linguistic evaluations (judgments) expert
LE submitted as

LE :{OLE, =

{LE, LE,,.. LE }, (I=1c), (1)
that

characterize the parameters P,

and display wused expert judgment to

[2], [24] when
observed in a m-dimensional parametric
heterogeneous environment [2], and the ¢ -
number of such ID.

For example, when ¢ =10 according to (1) the
set LE can be represented as follows:

10
LE={| JLE }={LE,, LE,, ..., LE, }~
=1

{LE,, LE,, LE,, LE,, LE,, LE,, LE,
LE,, LE,, LE, }={"VS", "S", "A", "B",
"VB", "Y", "M", "O", "L", "H"}, (2)

LE,=LE,="VS", LE,=LE;="S",

LE,=LE,="A", LE,=LE,="B", LE.= LE,,

="VB", LE,=LE,="Y", LE,=LE, = "M",

LE,=LE,="0", LE,=LE,="L" and LE,,=

LE,="H" ID, respectively, are of such linguistic

where

assessments (judgments) of expert as «VERY
SMALL» (when [ =1), «SSMALL» (when [=2),
«AVERAGE» (when [ =3), «BIG» (when [ =4),
«VERY BIG» (when [=35), «YOUTH» (when
[=6), «\MEDIUM» (when [/ =7), «OLD» (when
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[=8), «LOW» (when [ =9 ) and «HIGH» (when
1=10).

Next, we form the subset ID of expert judgments

{OLEi}:{LEI, LE,,...LE}, 3

i=1

where LE, ¢ LE, (i =],_n) defined as:

LE; = {U LE,}= {LE; ,LE,

=1

in this case LE; (j=1,m,) ID is a subset of the

.. LE, }.(4)

expert's judgments regarding the values of the
parameters F), (see (8) B [2]) in m -dimensional
parametric heterogeneous environment. Taking into

consideration (4) we will write formula (3) in the
following form:

{ULE }= {U{ULE.J B={LE,, LE,, ..

i=1 j=1

lml}, {LE,,, LE,,, ..., LEZmZ}’ e
{LE,,., LE,, ..., LEnm“ 1. ©)
Thus, taking into account LEij c LE, , about j

-th parameter the expert can apply a set from 7,

statements (linguistic estimates), displayed by a
subset

LE {U l/k} Z{LEyI’LEJZ’

where LE,, (kzrrj) — k -th identifier of a

linguistic assessment of the expert concerning a
state j -the parameter when i -th cyberattacks in a

LLE, },(6)

l_]r

certain environment, but ro— number of identifiers
in LEU..

Further, the expression (5) with (6) takes the
following form:

{ULE )= {U{ULE.J N=

i=1 j=1

{U{U{UL =

i=1 j=1 k=1

{{{LEIU 4 LE LE]Ir/ } > {LEIZI 4 LE]ZZ >

s
WLE, }....{LE,, . LE W LE,,
LE

> {{LEZII’ LE 222>

2125+

° LE22rz}7 AR

Im;1°

LEZ]rI } > {LEZZI >
{LEZmZI’ LEZm_72’

Im;2° **

>

LE,,, }}, .o {{LE,,, LE,,, ., LE,, },
{LE,, . LE,,. .., LE, }...,
{LE,, ,, LE,, ., .. LE, }}}. (1)

For example, when n=3 (ie., to cyberattacks
ID CA,=CA;,=SN — «Scanning of ports (SN)»,

CA,=CA,s=DS - «Denial of service (DS)» and
CA,=CA4,,=SP - «Spoofing (SP)»),
m=m;=2, m,=3, =5, r,=r,=3 the

expression (7) can be defined as:

{ULE }= {U{ULE.,}}—

i=1 j=1

{U{U{Ul it =

=1 j=1 k=1
{{{LE),, LE,,, LE;, LE,,, LE,; },
{LE), , LE,,, LE); }},
LE,,, LE,;, LE,,, LE,;}, { LE,),
o LE,),, LE,; },
{LE,,, LE,,,, LE,; }},
{{LE,,, LE,,, LE,,,, LE,,  LE,;},
{LE,,, LE,,,, LE,; }}=

{{{LESNNVCI ’ LESNNVCZ ’ LE LE

SNNVC3 > SNNVC4 >

LESNNVC5 } s {LESNVCAI > LESNVCAZ 4 LESNVCA3 }} s
{{L DSNCC1> LEDSNCCZ’ LE LE

DSNCC3 > DSNCC4 >

LEDSNCC5} ’ {LEDSSPRI > LEDSSPRZ > LEDSSPR_?} >
{LEDSDBRI > LE LEDSDBR3 }} ’

DSDBR2 >
LE

{{LESPNCCI > LESPNCCZ > SPNCC3 >

LESPNCC4 ’ LESPNCCj} ’
{LESPNPSAI’ LESPNPSAZ’ LESPNPSA3 }}} =
{{{"VS", "S", "A", "B", "VB"},
("Y', "M, 10"

{{"VS", "S", "4", "B", "VB"},
("L AN T {UST AT B
{{"VS", "S", "4", "B", "VB"},
(1", A", "B,

LE,, = LEgyc, ="VS"

SNNVC1
_ngQn
LE SNNVC2 S

s LE) ;= LEgyyc;="4",
LEgyye,="B", LE);;=LEgyyc;= "VB" and

LE121:LESNVCA1 "Y', LE;,= LEgyc,="M",

{{LE,,,

where: LE,,=

LE

14~
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LE,,; :LESNVCA3 ="0" - 1D,
such linguistic experts that show the status of
settings P, = Py =NVC «Numbers of Virtual
Povyes =VCA  «Virtual

Channel Age» in 2 -dimensional parametrical sub-
environment [2];

respectively, are

channels» and P,=

LE,,;= LE pgvee, ="VS" LE,,,=LE jgyccr =
"S", LE,;= LEDSNCC3 "A", LE,,,= LE)xcc,
="B", LE, ;= LE o5 ="VB" LE,, =

LE s5pp,="L" LEZZZZLEDSSPRZZ "A", LE,);=

LEspp;="H" and  LE,;;= LE;g 5, ="S"
LE232:LEDSDBR2="A ", LE233:LEDSDBR3 "B" —

respectively the ID of linguistic experts, showing
Py = Fosnee =NCC

«Number of concurrent connections to the server»,

the status of parameters

P,, =P, cpr =SPR «Speed of processing requests
=DBR «The

delay between requests from the single user» in 3 -
dimensional parametrical sub-environment;

from the clients» and P,;= P,o 00

LE,, ,=LEg ., ="VS", LE, ,=LEy.c,="S"
’ LE313 = LESPNCC3 ="4" s LE314 = LESPNCC4 ngr

s LE;s=LEgyccs="VB" and LE;, = LE e, =
"S", LE;,,= LESPNPSAZ ="4", LE;);;= LESPNPSA3

="B" — 1D, respectively, are such expert judgments
that show the status of settings FB;,=
Fipyee = NCC and Py, = Fopnpsy = NPSA

«Number of packages with the same sender and
receiver address» in 2 -dimensional parametrical
sub-environment.

It should be noted that the expert Express his
opinions on the state of the observed actual values
of various parameters in a particular environment,
but it can use the same statements from the set of
LE, displayed appropriate language identifiers.
For example, ID linguistic evaluation expert "V:S"

for parameters B,=P,.,,=NVC (LE,, =
LEgyye, = "VS") and Py=Bygec =NCC (

LE,, =

equivalents of certain values of these quantities
and, in fact, some characterize their relative
condition, display the appropriate experts.

Stage 2 — formation of the basic matrix of
frequencies. To obtain such matrix is filled in with

LE occ;="VS") are merely linguistic

the set of identifiers of the intervals N and a subset
of these identifiers N;, which are displayed as

{UNi}:{Nl, N,. ...,

where N, €N, (i

N}, ®

=1,n) we will define as

Ni:{CJNij} = {Nil » Nizs

=1

in this case N (j=1,m;) — the ID subset of

SN )

intervals, for determining which linguistic expert
carries out the evaluation regarding the values of

the parameters Py (see (8) in [2]) in m-
dimensional parametric heterogeneous

environment. Taking into account (9) we will write
down formula (8) in the following form:

{UN )= {U{UN.,}} {{N,, Ny, o, N 3

i=1 j=1

Ny Ny Ny 3
{Nui> Nop oo N 3 (10)
Further, taking into account N;; < N;, about

-th parameter expert for forming the borders of
their assessments may use the set of 7, intervals,

the displayed subset

N; {U g A= Nyrs Nyos ooy Ny 2L (1)

where N, (kzl,rj)

used for the formation of frequencies of occurrence
of experts on the current state j-th parameter

— identifier of k -th interval

relative i-th cyberattacks in a certain environment,
but 7; — the number of IDs fixed intervals on which

the assessment.
Then the expression (10) with (11) takes the
following form:

{UN} {U{UN.,}} {U{U{U Ny =

i=1 j=1 =1 j=1 k=1

{H{Ny Ny s e N][r,}9 { N Nijyo oo
N12r7} SN Imy1° N/nqza e N]ln,rm1 M
{{ Nyjrs Nopps oo NZ]r,}7 { Ny Nogys oo

Nosy s oo A Nos Nopzsooos No
{{Nuys Nopos n[r,} { Ny Nopysoos

Nyt s .-»{NnmnpNnmnza s N A (12)

e —
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Based on the elements of the subsets LE; and

N;; formed table

(table 1), the content of which is based on the
current fixation evidence (judgments, evaluations),

synthesis of assessments

expert, where f, (s,qzﬁ ) — elements of

ijsq
empirical data showing the number (frequency) of
the same utterances (the use of linguistic

assessments of the subset LE;)

characterizing the state of the j-th parameter on

the interval ID N, Z [N N"“] (qzﬁ),

ijq ijq " ijq

expert,

where N;Z” and N;* respectively the lower and

upper bound ¢ -th interval.
Table 1
Generalized table of assessments LEij

N..

b

N,

ij2

ﬁjm

fij 22

fz"sz

J(;"/'rj 2

Further on the basis of generalized evidence on
the clements of the subset LE; (see table 1)

formed the basic matrix of frequencies

ft"j]Z

fij22

F;j :Hﬁ fz"sz
¢!
3)

ft"jr,-Z

225

For example, if you want to build a matrix EJ

(s,q =Trj ), which will be the basis for building
standards T,
ID CA,=CA,,=SN, CA,=CA,;=DS and CA4,
=CA,,=SP),
r, =r; = 3 the expression (12) can be defined as:

UNI=UUNB= (U U, 1=

i=1 j=1 =l j=I k=I
{{{ N> Nips Nyss Nopgs Nygs /s
{Nppj» Nipys Niss /1
{{ Nairs Nopps Ny Nopyo Noygs
{Nosys Nogyy Nogs f o { Nospo Nospu Nogs /)
{{N;,;» Nyjyy Nyjsyo Nypyy Nyjs by
{ Nsi» Nazys Ny }1} =
{t{ Nowver> Nswwvez > Nowwes» Nswrces »

NSNNVC5}7 {NSNVCAI > NSNVCAZ > NSNVCA3 }} >

{{NDSNCCI 4 NDSNCC2 4 NDSNCC3 > NDSNCC4 >

when n=3 (i.e. cyberattacks with

m=my;=2, m,=3, r=>35,

NDSNCC5} > {NDSSPRI > NDSSPR2 4 NDSSPR3} >
{NDSDBRI > NDSDBR2 > NDSDBR3 }} ’
{{NSPNCCI > NSPNCCZ > NSPNCC3 >

NSPNCC4 > NSPNCC5 } s

{NSPNPSAJ 4 NSPNPSA2 > NSPNPSA3 }}} . (14)

For example, according to (14) when n=1, (
i=3 ie., to cyberattacks with ID CA;= CAg,=
SP), j=2,r;=3 nma { Ny, Nyp, Ny} oon

the basis of the generalized tables (see table 1)
build the current table of assessments (table 2) on

the elements of the subset LE, = LE;, =

LE (r,=3, k=13), where LE,, =

SPNPSAK

LE pe, ="S", LE;,,,= LEg e, ="A",
LE;,; = LEgps,; = "B"  and Nl_jk =N,, =
Npypsa»  but N, = N,,, = Nopppsas &

[ Nppsar: Nogpsu | <=>[0; 10], Ny, = Ny, =

y

Noonpso Z [ Nppsir s Nipapsao | <= [l
100], ]Vijj = N353 = Nprpsss = [ Nepnpsass
NI ] <=> [101; 1000].

Table 2
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The current table estimates for LE,,

LE,, = N3, =Npnpsa
LE Ny Nl Ny
§ 3 1 0
A 1 4 2
n B' O 2 3

Then, when s,q =1,3 according to expression

(13) using the data of table 2, we generate the
matrix of frequencies, i.e.

Fiy = Fypyps = fing

SPNPSA
f‘32 13

f‘3212

= “fSPNPSAsq =

Jor Soms =

‘f_?232 f:?233

Stage 3 — formation of the derivative matrix of
frequencies. To implement this step, you create a

vector of sums (V) the appropriate columns of

the frequency matrix of (13), i.e.

VS _HVS’/‘IH Hvs

VS oo VS

i i i i
2 it 2 iz 2 S 2 i
s=1 s=1 s=1 s=1

U'Z’fw G.g=1r,),

q=1s

UI’ ljZ""’

(15)

where f;

jsg — are the elements of the matrix E/
Further by the member of VSij defined a maximum

value according to the formula

Vs m

Vvsw : (16)

which is used to form the derivative matrix of
frequencies

=1

<=>

=(vsmy /vs,, )Hflm

=(vsm, /vs,, )F, =

fij12

fij 22

fijs 2

(17

Consider the formation of F, on a concrete

ij
example. To do this, when i=3, j=2 we will
create a vector of sums VS, =VS;, the appropriate

columns of the frequency matrix of (13) using
expression (15), i.e.

VS;, = Hvsszqu = HV5321’VS322’V%23 “ =

Umeq <=> VSgpnpss = HVS SPNPSAqH

q=1 s=1

“VS senpsar VS senpsaz VS SPNPSA3H =

3 3
U z f SPNPSAsq

q=1s=1
Then from VS;, =VSgpps, by the formula (16) we

will define a maximum element
3

vsm;, =>:/IVS32q = VS5, V VS35, VS35 =

=4.7.5]. @=13).

4NvT7V 5= vsmgpe, =7,
and the derivative matrix of frequencies

F :Hfﬂsq = (vsm, /vs32‘!)“f325"

we will get according to the expression (17)

'

= Fopnpsa

Fopnpsa = (VSMigpype, /VS SPNPSAq) SPNPSA =
5,3 1 0
1,8 4 28
0 2 4,2

The
construction of subsets of the fuzzy terms T, is

Stage 4 — formation of fuzzy terms.

based on the set of all possible terms T, showing
the specific status of the corresponding parameters

from P,
environment [2], i.e.

in m; -dimensional parametrical sub-

{UTi}:{T15T27"'5 Tn}7 (18)
i=1
where T, ¢ T, (i=1,n),and
T :{UTij}:{Til’ T, .. Timi}’ (19)

=1
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thus Ty (j=1m,) is a fuzzy subset of terms

relative to the values of the parameters is a fuzzy
subset of terms relative to the values of the

parameters P,j (see (8) in [2]). Taking into account

(19) formula (18) we will write in the following
form:

{UT )= {U{UT,J =

i=1 j=1
{{ 11° 125" } { 21° 22""’ T2m2}’
AT, Ty T 3 (j=1m,) . (20)

Thus, taking into account T; ¢ T, and (20), a

subset of the fuzzy terms defined as:

{U U?} {Tlﬂ’ ~i20 ~Tijr,-}’ (21)

where T, (s=1r,) —are fuzzy terms, and 7, —

the number of members in Tij .

Further, the expression (20) with (21) takes the
following form:

{UT} e -r0eOelUr, 1 -

i=1 j=1 i=l j=1 s=I

{{{T}U’ ~112 > 0 11r } {7}21’ ~1225

12r2} { Limy 1o 1m,2’ tre 1m1r,71 }} {{NTZH’
7’212""’ er} {7'221’ ~2225 " ,\];22[7}""’
{ ~2myl° 2m 23 00 ];mzrm} }}’ tet {{\,7;111’ ,\];112’

{nm]’

~n1r,/ > { n2l» ~n22’ o

o Ty B 22)

Next, it needs to generate the values displayed in

o ~n2r / > .

5 0o
~> nm, 2

the component T,

ijs 2

what for the following

transformations are used. On F; matrix elements

according to expression (23) the vector of maxima
is under construction

M, =Hfmz-qu=

Hfml.ﬂ,fml.jz,...,fmijq,...,fml.jrj =

j

ijs27° \/f;sq’ 4 \/f;jsr

ijsl?

, (5.9 = Ir) (23)

ijsq

Based on FM, we generate the matrix of

membership functions

Ml/ = H/ui/'sq =

Hijiz

Hij

/uijs2

/’lijr/ 2

(24)
each element of which is given by the expression

K, :fm ffm,  (s,qg=1r;). Using (24), we
define the fuzzy sets of terms (numbers) T ys on

the basis of the expression

{U/’lzlgq / xy;q} {ll'lljv] / xl/&]’

~m

tsz /xljSZ’ /’Iijsr/- /xijsr/.}’ (q :]Jr‘)’ (25)
where

Xijsq M:;HX/N:;M (61 :1,7”«).

Note that the fuzzy number (FN) T, (s = 1r r)

~ s
accordingly interpreting linguistic utterances of

(26)

experts LE, (k =Trj ), the display elements of
the subset LE; ¢ LE (see (7)).
Show the process of formation Tij of a specific

example, when n =3 (i.e. for cyberattacks ID C4,
=CAgy=SN, CA,= CA,;=DS and CA,=CA,

=SP), m=my= 2, m,=3, r=3,
r, =1; =3 the expression (22) can be defined as:
{UT =T - {U{U{U Ty b =
i=1 j=1 =1 j=1 s=I
{0 Do Diss Tiss Tyis /s
(Lo Ty Tios /s
({0 Douzs Dopso Doys Tos fs
(D Toys Tos ) { Dy, Tosos Toss )t
({01 Tozs Tipso Togs Tis it

e —
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{,2321’ ~T322’ ~Tsz3 M=
(VS Sus 4> B VBiy /s
(X2 Miys O b}

(VS Sors 4o Boys VByy f
{Ly, Ay Hy }o {805, Ay Bis /s
(VS5 Ssrs dsrs By VB f s
{,§32 > ,432’ ~B32 }}}:

{{{NZTS‘NNVCI H ,\]:S‘NNVCZ ’ ISNNVC3 4 ,.ZTS‘NNVC4 4
,\TSNNVC5}’ {,\TSNVCAI ’ ISNVCAZ’ ISNVCA_? }} H
{{IDSNCC] H IDSNCCZ > IDSNCC3 4 IDSNCC4 4
IDSNCCj'}’ {IDSSPRI H NT’DSSPRZ 4 IDSSPR_?}’
{IDSDBR] > IDSDBRZ 4 IDSDBR_? }} H
{{ISPNCC! H ,\]:S‘PNCCZ ’ ISPNCC3 4 ,.ZTS‘PNCC4 4
,.Z:S‘PNCCj'} H {ISPNPSAI H ISPNPSAZ’ NJ—:S‘PNPSA3 }}} =
{{{KSSNNVC H ,.§SNNVC ’ ASNNVC 4 NBSNNVC 4
I,./\,BSNNVC } > {,\},,SNVCA > MSNVCA 4 ,.QSNVCA }} H
{{KSDSNCC H EDSNCC > ADSNCC 4 ,@DSNCC 4
ILBDSNCC } H {LDSSPR H ADSSPR 4 IN{DSSPR} H {NS DSDBR >
ADSDBR ’ NBDSDBR } } H
{{ZSSPNCC H ,§SPNCC ’ ,.éSPNCC 4
,@SPNCC ’ KBSPNCC}’
{,.LS'SPNPSA ’ ASPNPSA ’ ,.§ SPNPSA } } } . (27)
According to (27) when i =3, j=2, r; =3 for

{1y, Thyo Thpsf wewillform Ty, c T i
3
Tsz:{U,Zazs}:{Im s Do, ,\],;23}:
s=1

{ Lsonpsars Lopnpsaz > Lspnpsas 4=
{;932’ 1~432’ ,@32}5 (s=13),

where I321 = ISPNPSAJ = ,§32 )

02 = Tspnpsar =
A;, and T;0= Toppsss = B;, respectively are FN
S5, A;, and B;,, interpreting statements of the

expert that are displayed by LEg, ., ="S",

LESPNPSA2: "A" and LE CPNPSA3 —ngn
Further on the basis of expression (23) construct

the vector of maxima on the respective lines F}, =

’

Fopnpsy €.

M

SPNPSA = “f Mspnpsas

H SMspnpsars SMspnpsazs JMspapsas H =
I5.3; 4; 4.2|.
Based on Mg, ¢, by the expression (24) we

will form a matrix of membership functions
M gppps, thus obtaining:

M sprpss = ||/uSPNPSA sq

1 02 0
0,5 1 07
0 05 1 )

where  Uspnpsisg = Sspapsasg SMspnpsas - On - the

basis of the calculated according to the expression
Y Hgpypsasy (5.9 =],_3) and to the expression
(26) Xgpypsy,, We Will define sets of fuzzy terms
T iprpsy by the formula (25), i.e.
T = Moy / Xsag0 sz / Xsoas Misgs / X35
<=> Tpnpsas =1 Hspnpsast / Xspapsast»

Hspnpsass ! Xspnpsasss Msppsass ! Xsenpsass 4 o

(s=1,3),
where according to the expression (26) X gpypgy.,=
Ngn}f])\;PSAq /Ng‘nl—f'l]\);PSAr/. ) (q=13) or

3
{UxSPNPSAA‘q} = {0’ 0]: 0)]:- ]} .

q=1

Thus, these members of the subset T, (numeric
form) are respectively display the members of the
subset LE,, (7) (linguistic form) and are presented
in the following form:

T,,=T S,,={1/0,01; 0,2/0,1; 0/1},

A 5207 Lspypsar —

Ti0o= Topwpsar= 452 =
{0,5/0,01; 1/0,1; 0,7/1},
T05= Topnpsas = B5, =1 0/0,01; 0,5/0,1; 0/1} .
Stage S — formation of reference FN. To
implement this step we use the fuzzy subset
(linguistic) reference standards Tfj (see (13) in
[2]), each of which displays a characteristic
judgment of the expert (see step 1) regarding the
anomalous state of the parameter PU .

Formation of fuzzy standards is based on the
conversion of the corresponding FN (25) of the
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subset T; € T and is implemented through three

steps.
Step 1. The transformation of the fuzzy terms

(25) so that for all T, ;s 1t was fair for the order

relation, i.e. Vi, : x; <X, (q=Lr,—1).

Step 2. Each T,

lﬂ'

min

is absorption ingredient 0/x;;

and O0/x;" accordingly, a number of other
components according to the expressions
M-I r
min _ max __
Xy = q\:{ Xy, and X /:\ X, » where U,
npu U] npu U2
gef
vxt/sq KXijsm - Mg = 0, U vxusq
Xjor - My, =0 and x,,, and M - respectively

mode Z and its ordinal number.

ijs

Further, given these transformations and the
expressions (25), we define a set of intermediate
terms in the form

=7
I;S:{fuijé‘ﬁ /xijSﬂ’ U lutM /xysq’
q=p+1
/uijsr/—y-%—] /xijsr/.—y+]} = {/uijsﬂ /xijsﬁ’
Hiper ! Xypers woor Hjor—y / Xy
/uijsr-—;/+1 /xijsr —y+1}ﬂ (28)
where Hyp ! X5 =07 %, =00 and
Jp— /xw =0 /xijs,, L =0, but

f and y — the number of absorbed 0/ x,

ijsq
accordingly, the left and right of x, .

Thus, are formed of a subset of the standards
NTijs - {U 'uijsq / xijsq } =
q=1

e e e e e
{luijsl / xijs] ’ luijlx‘Z / x;'/'AQ [ /’lijsrlsfl / X

e

iisr, 1
M/ X > (A=1,10), (29)

where  pp /xp =y Xy Mo / X =

Hijspi /x;'/lx‘ﬂ+1""’ ye‘srj;z XW -1 = Moy /

xijxr/—;/ > /’lys‘r IjS‘r = /uys‘r —y+1 /xt'jsr/—y+1 ’ rjs

(s =1,r;) —the number of components in T

Step 3. If the implementation of the second step

for the expression (28) 3 T, :{0/x " le @ or 3

~~ s

T {0 3" jeD (e p, 20, 1 or o1 0),
for such further terms the formation of a subset

T? by extension T

T . through the introduction of

additional and

Hijsp-i / Xijsp-1

then again the FN

H ijsrj=y+2 / xijsrl—;/+2
components are indexed from g =1.

With this in mind, the sets of intermediate terms
will be as follows

L=l Hyspi / Xyop-io Hysp / Xispreee

5

&

/’lys‘q tjs‘q’ o /uijsr/-—y+] /xijsq—;/-%—]’

q=p+1
#ijsr-f}/+2 /xi]'sr'lf}/+2}= {luijxﬂ—l /xijsﬂ—l’

/X , X,
/’l ijsr;—y+1 ijsrj—y+1’

/‘xijsr/-—y+2}’

l/Sﬁ iisB’

/’l ijsri—y+2

where and

xijsﬁ ’ xijsr/f}/JrZ = xijsr/f;ﬂr]

= :u ;'/'A‘rj—;/+2 = 0 :
Thus, the components of the subset of standards

'xijsﬂ—I =

Hijsp-1

NT? in the expression (29) will be determined as

ijs
/szSI zjsﬁ 1 /x
/X

e e _
iis2 = Misp /xtJSﬂ s M ijsry—1 /xijsr,rl -

ljS] ijsp—1"

zsz

e e _

l[lijsrjf;#] /xijsrlf;ﬂl ’ l[lijsrjj ijsr - /’lijsrlf;/JrZ

‘x{fsr/—;/+2 .

Consider the process of formation of the
reference FN on a concrete example, i.e. according
to the expression (13) in [2] with i=3, j=2,

v, =3 s {T,,, T, Ty} we will form T,

c T ie
{UNm F=LT5 . Ty Ty =
{ SPNPSAI » T S(PNPSAZ > SPNPSA3}

{85, 455 By, /s (S—] 3),

where members of the subset Ty, — S5,, 4;,,
B, are reference FN.

Step 1. Convert fuzzy terms S;,, A4;, and B;,

so that was true for all NT 1, the order relation, i.e.

(q=12). If the

components of these terms to use specific values

~32°

vx32xq S X325 < X3a5q41
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obtained in the example of stage 4, such an attitude

will be true. For example, for §32 this

Xipp1< X3215< X353 = 0,01<0,1<1.

Step 2. For §,,, 4;,, B;, condition U, and

U, not performed and therefore the operation of

the absorption is not carried out. With this in mind
and the expression (28) define a set of intermediate
terms in the form:

I321

=T

Lspnpsar = §32 -
{ oy / Xaprr s Msary / Xagro s Msgss / Xspz } =
{1/0,01; 0,2/0,1; 0/1},
Iézz = = 432 =
{ Moy / Xspop s Msony / Xanng s Mgy / X3p03 } =
{0,5/0,01; 1/0,1; 0,7/1},
T, A 3237 =Ty B32

~SPNPSA3

{ sosr / Xsosr s Msags / Xspsp 0 Mynss / Xypgs } =
[0/0,01;0,5/0,1; 1/1}.
Step 3. For the second step in the expression (28)

ISPNPSA 2

for a set of intermediate terms S;Z and A;Z 3
T32] {0/x3m’"}e® and 3 T322 {0/x3"”"}e %)
(Tee. s, =1#0 and u;,,, =0,5#0), and for
Ay, and By, 3T, {0/ ) je@ and 3T,

{0/x 7y }e@ and (re. f3,,=0,7#0 and

U 5555=1#0), the formation of subsets T7,,

T3zz and T323 feasible due to expansion T321,

Z 45, and Z 3,3 (cm. (28)) through the introduction
0/0,01,

of additional g5, /X, =

Hszp-1 /x322/i'—1 = 0/001, u 3227, —y+2 /
X5220pe2™ =0/1 and H 3250 ez /
X551 —ye2™ 0/ 1 respectively, then FN is the

reindex component from the first.
With this in mind, a set of intermediate terms for

S, will be as follows

7

L 321 :NTSPNPSA] :§32 ={ tso11 / X301

Ko/ X301 s Haois / Xapizs Magrg / Xsgrg 4=

{0/0,01; 1/0,01;0,2/0,1; 0/1},

230

where 4;,,, ,=0. Same way the intermediate

baths for 4;, and B;, where Hirp 1 =
Hioopyi2= M2z —yi2= =0.

Thus, the components of the subset of standards
Z; ; according to expression (29) will be
determined as My / X55,=0/0,01,
Msap / Xippy = 100,01, py5 / X355 = 0,2/0,1,

Mp14 / X55,=0/1 and similarly for T7,, and
Tias-

Further, according to expressions (29) for S, S

4;, and 33 , may form a reference value, i.e.:
e _ e _ e _ e e
1321 - ,\,TSPNPSAI - *Ngsz - {ﬂj'zu / X211

Kz / X005 Moz / Xs3150 Msara / Xsorg } =
{0/0,01; 1/0,01, 0,2/0,1; 0/1},

T3622 = T;PNPSAZ = éjz -

{ Hsaor / Xsa01s Moz / X53200 Msnos / X333,
Hsrog / Xsongs Msnas / Xsp5 } =

{0/0,01; 0,5/0,01; 1/0,1, 0,7/1; 0/1},

T3L23 = TSePNPSA3 ;z ={ sy / X301,

Hsso / Xsp3as sz / Xsg330 Misg / Xsozg =

{0/0,01; 0,5/0,1; 1/1; 0/1},
where for example: 45,5, / X355 = Hypz / X35

e e _ e e _
Mo / Xsp30 = Hsss / X30325 Hiss / X33 =

e e _
Myrss / Xsp3and  Liysy / X5, = Mz, / X33
From the example it is obvious that 7, =7, =4,
r=>5.
Stage 6 — visualization of linguistic standards.

Implementation of this phase is based on building a
geometric image of all reference FN (29) belonging

to the subset le (see (13) in [2]). The locus of

points in the plane is defined by a polyline
connecting the points representing the components

of FN T l,“f_ in ascending order of their supports

(media) x;, Visualization of one standard

ijsq *
reference term (29) is presented in the broken line
form —®— on figure 1.

For example, to visualize only a subset of the
standards Tj,=Tgpnpssa FN will use the reference

generated in step 5 (see example):
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S5,={0/0,01; 1/0,01,; 0,2/0,1; 0/1},
A4;,={0/0,01; 0,5/0,01; 1/0,1; 0,7/1; 0/1},

@;2 ={0/0,01; 0,5/0,1,; 1/1; 0/1} .

Based on them by joining the points that appear
relevant parts of the reference FN ;9362’ é;z , @;2
five broken lines are under construction —€—,
—a— —O—, T, ——, which is graphically
interpreted in figure 2.

. M
/’lijsrjs
e
luq'jsr/-;]
e
/Llij"vq+1 . ‘\
e N\
/ui/'sq \D
e
:uijs2
e
/ui/'sl
0
e e e e e e X
0 xijs] xijSZ xijsq xijsq+1 xijsrj\.—l xijsr/x
e
—
st

Figure 1. The Linguistic Standard Bass T;q

Figure 2. The Linguistic Standards Of The Subset
Te

SPNPSA

3. CONCLUSIONS

The proposed improved MFLS for intrusion
detection systems, which through the use of sets of
identifiers of linguistic assessments and of the
identifiers of intervals, basic and derivative matrix
frequency display of the judgments of experts
regarding cyberattacks characterizing the current
state of the settings and processes of formation at
given intervals of frequencies of occurrence of

expert assessments and subsets in fuzzy terms,
allows to formalize the procedure of obtaining
reference values of the parameters specified groups
of linguistic variables, characterizing in various
conditions of the anomalous specific parametric
heterogeneous environment.

The proposed MFLS is part of the basic tuple
model [2], [24], as well as the theoretical
Foundation for building systems intrusion detection
on fuzzy logic. The proposed MPLA is part of the
basic tuple model [2], [24], as well as the
theoretical Foundation for building systems
intrusion detection on fuzzy logic.
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