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ABSTRACT 

 

Information security algorithms are widely used in the recent times to protect data and messages over 

internet. Elliptic Curve Cryptography (ECC) is one of the most efficient techniques that are used for this 

issue, because it is difficult for the adversary to solve the elliptic curve discrete logarithm problem to know 

the secret key that is used in encryption and decryption processes. A new efficient method has been 

proposed in this paper to improve the Menezes-Vanstone Elliptic Curve Cryptography (MVECC). This 

modification reduces the running time needed for encryption and decryption processes compared with the 

original method and another two methods. In the modified method, only addition and subtraction 

operations are used, and no inversion or multiplication operations because it consumes a long time 

comparing with addition and subtraction, and this makes the proposed algorithm faster in computations and 

running time than the original and other methods. Moreover, the modified method uses the hexadecimal 

ASCII value to encode each character in the message before encryption, which makes the algorithm more 

secure and complicated to resist the adversaries. 

 

Keywords: Elliptic Curve Cryptography, Menezes-Vanstone Elliptic Curve Cryptosystem, Encryption, 

Decryption, Hexadecimal ASCII. 

 

1. INTRODUCTION 

 

   Cryptography is one of the mathematical 

techniques that ensure secure communications 

within a non-secure channel. Public key 

cryptography (asymmetric cryptography) is one of 

the famous techniques used recently. The private 

key of the sender is different from the private key 

of the receiver. The two parties need first to 

generate the private and public keys for each party 

and then agree upon elliptic curve domain 

parameters. Plaintext is the message that will be 

sent and after encryption it called ciphertext. The 

receiver needs to decipher the ciphertext by his 

private key to read the message [1]. Both sender 

and receiver are exchanging their public keys, 

which are not secret by using Elliptic Curve Diffie 

Hellman technique (1976) [2]. Therefore, each 

entity has a private key which is secret, and a public 

key which is not secret and shares among internet. 

Elliptic curve cryptography (ECC) is one of the 

effective public key cryptography techniques. It 

used for the first time by Miller [3] and Koblitz [4]; 

Miller proposed analogues of the Diffie-Hellman 

key exchange protocol and Koblitz proposed 

analogues of ElGamal. It depends on the hardness 

of the Elliptic Curve Discrete Logarithm Problem 

(ECDLP), which cannot be solved by the adversary. 

The level of difficulty in solving the DLP can be 

increased by selecting a base point G whose order 

is very large (the order of G is the smallest positive 

integer n such that nG=O) [5][24]. ECC provides a 

smaller key size with a little amount of memory and 

low power [6][7] compared to others systems like 

RSA, where a key size of 160 bits in ECC is 

equivalent to that accorded by 1024 bits in RSA. 

ECC has some advantages that make it widely used 

these days such as small storage capacity, faster 

computations and reduction of the power 

consumption [8]. ElGamal in 1985 was the first one 

who proposed public key encryption technique that 

based on the discrete logarithm problem. The 

security of ElGamal is based on the difficulty of 

computing discrete logarithms [9]. Lenstra in 1987 

gave an important role for the elliptic curves in 

integer factorization [10]. Menezes Vanstone 
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Elliptic Curve Cryptosystem (MVECC) was one of 

the famous techniques that used ECC and gave 

security for the data [11]. We used this technique in 

our paper and updated it to make it more efficient 

and secure and simplified the mathematical 

calculations by replacing the inverse operation by 

addition and multiplication. 

 

   Several studies have been presented by many 

researchers. For instance, Williams Stallings in 

2011 introduced study about ECC in his book [12]. 

Ali Makki (2012) proposed three techniques based 

on the elliptic curve. He reduced the calculation 

time compared with the original method by using 

multiplication operation instead of inverse 

operation [13]. Hongqiang in 2013 proposed an 

approach to generate a random number � and sped 

up computing the scalar multiplication in the 

encryption and decryption processes [14]. Najlae 

Al-Saffar in 2013 proposed three methods to 

encrypt and decrypt a message using the Menezes-

Vanstone Elliptic Curve Cryptosystem (MVECC) 

[15]. An implementation of ElGamal ECC for 

encryption and decryption a message was also 

proposed by Debabrat Boruah in 2014 [16]. Meltem 

Kurt and Tarik Yerlikaya in 2013 presented a 

modified cryptosystem using hexadecimal to 

encrypt data. Their study depended on Menezes 

Vanstone ECC algorithm by adding additional 

features [17]. Qasem Abu Al-Haija' et al computed 

the standard ECC point doubling over GF (p) 

without using inverse operations by converting the 

inversion to multiplication operation [18]. Ahmed 

Tariq and Nasreen Kadhim proposed a new method 

for the MVECC. They made the system more 

security and more confusion than the original 

algorithm, and used the inverse operation only once 

[19]. 

 

   In this study, a new method uses Menezes-

Vanstone Elliptic Curve Cryptography (MVECC) 

for encryption and decryption of the plaintext has 

been proposed by using only addition and 

subtraction operations without using inverse and 

multiplication operations, which makes the 

computations easier and faster. Hexadecimal ASCII 

value is used to represent each character in the 

message before encryption. The small amount of 

memory needed, less computations, small key size 

and bandwidth saving are some advantages for 

using ECC that make it more usable than other 

techniques because it leads to higher speeds and 

power efficiency which makes it suitable for some 

applications like e-commerce and mobile banking 

systems [13]. 

 

   This paper is organized as follows. Section 2 

presents a mathematical introduction to elliptic 

curve function over prime field. Section 3 describes 

the original algorithm Menezes-Vanstone Elliptic 

Curve Cryptography. Section 4 explains the 

modified cryptosystem for Menezes-Vanstone in 

both encryption and decryption. Section 5 explains 

an example for the proposed method. The 

comparison between the proposed method and 

Menezes-Vanstone method (MVECC), Ali Makki 

method, and Al-Saffar method is discussed in 

Section 6. Finally, Section 7, shows the conclusion 

and displays the advantages of the proposed 

method. 

 

2. INTRODUCTION TO ELLIPTIC CURVE 

 

Definition 2.1 An elliptic curve � over a prime 

field �� is defined by   

         �: �� ≡ 	
 � �	 � 
	����	��                    (1) 

where �, 
 ∈ �� , � � 2, 3,	and satisfy the condition 

4�
 � 27
� ≢ 0	����	��. The elliptic curve group 

�����	is the set of all points �	, �� that satisfy the 

elliptic curve Equation (1) beside a special point O 

at infinity [1][20].  

 

2.2 Elliptic Curve Operations 

2.2.1 Point Addition 

   Suppose  ! �	", �"� and # ! �	�, ���, where 

 � #, are two points lie on an elliptic curve � 

defined in Equation (1). The sum  � # results a 

third point $ which is also lies on �. To add two 

points on � there are some cases on the coordinates 

of the points   and #. These cases are given as 

follows [17] 

• If  � # � % with 	" � 	�, then sum of   

and # in this case is defined by 

  � # ! $ ! �	
, �
�                           (2) 

         where 

               & ! �'()	'*�
�+()	+*�

                                            (3) 

              	
 ≡ �&� , 	" , 	��	����	��               (4) 

             �
 ≡ �&�	" , 	
� , �"�	����	��          (5)                     

• If 	" ! 	� but �" � �� then   � # ! %. 
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2.2.2 Point Doubling  

   Let  ! �	", �"� be a point lies on �. Adding the 

point   to itself is called doubling point on an 

elliptic curve �  [21][22]. In other words  

              �  ! 2 ! $ ! �	
, �
�                   (6) 

where 

                  & ! 
	+*(	-	.
�	'*

                                        (7) 

                	
 ≡ �&� , 2	"�	����	��                  (8) 

                �
 ≡ �&�	" , 	
� , �"�	����	��      (9)                     

 

2.2.3 Scalar Multiplication  

   Suppose � is an integer and  ! �	", �"� is a 

point lies on �. The scalar multiplication can be 

defined by 

               � !  �  �⋯�  01111211113
4)56789

			                     (10) 

In other words, adding a point   to itself � times 

[21]. 

   A scalar multiplication �  can be computed using 

the point doubling and point addition laws. For 

example, the scalar multiplication 9  can be 

calculated by the following expression:  

9 ! 2�2�2 �� �  . 

2.2.4 Inverse Operation 

   Let  ! �	, ��, then the negative of the point   is 

# ! , ! �	, ,��  where  � # ! % [23]. 

 

Definition 2.3 The order of an elliptic curve is 

defined as the number of points of the curve and 

denoted by #� [1][23]. 

Definition 2.4 Let   be an element of the elliptic 

curve group �����, then   is a generator point if 

�<�� � ! #�	 [1][23]. 

 

3. MENEZES-VANSTONE ELLIPTIC 

CURVE CRYPTOSYSTEM (MVECC) 

 

   MVECC is a cryptosystem that has no analogue 

for discrete logarithm problem; this means that it 

does not depend on discrete logarithm problem like 

ElGamal cryptosystems. Therefore, sender does not 

need to embed the plaintext on the EC but only 

mask it. In ElGamal elliptic curve the sender needs 

to map each character in the plaintext to a point on 

the elliptic curve before the encryption, where in 

MVECC no needs for mapping but only replacing 

each character with an ordered pair that is not 

required to be a point on � and this makes MVECC 

more efficient than ElGamal technique [19]. 

   When the sender (user A) wants to send a 

message = ! ��", ��� to user B, they need first to 

agree upon the elliptic curve ����� and the base 

point >. Each party chooses a private key randomly 

from the interval ?1, AB; � for user A and C for user 

B, and computes his public key by multiplying his 

private key by the base point � D ! �. > and 

 F ! C. >�. User A computes the secret key K by 

multiplying his private key � by user B public key 

 F 

G ! C.  D ! �.  F ! �. C. > ! ��", ��� 
Then ciphers the message by calculating 

H" ! �" ∗ �"		���	� 

H� ! �� ∗ ��		���	� 

And sends { D, �H", 	H��} to user B. 

When user B wants to decrypt the ciphertext 

�H", 	H�� he needs first to multiply his private key C 

by user A public key  D and computes the secret 

key  G ! C.  D ! C. �. > ! ��", ���, then computes 

the following  

�" ! H" ∗ �")"		���	� 

�� ! H� ∗ ��)"		���	� 

to get the original message = ! ��", ���  [15]. 

Any adversary can only see  D and  F and cannot 

find the message = without solving the ECDLP 

which is very difficult without knowing the private 

keys d and e. So, MVECC is an efficient and secure 

technique. 

 

4. THE MODIFIED CRYPTOSYSTEM 

 

   The modification of Menezes-Vanstone Elliptic 

Curve Cryptosystem (MMVECC) has been 

introduced in this section. This modification 

speeding up the calculations and making the system 

more efficient than the original technique and all 

the previous proposed methods, where it is never 

needed to calculate the inverse operation in both 

encryption and decryption operations. In addition, it 

makes the message more complicated for the 

adversary because we use the hexadecimal ASCII 

value for each character in the message instead of 

the decimal value. Suppose user A and user B 

wishing to communicate and exchange messages 

using MMVECC over insecure channel. Firstly, 

they should agree on the elliptic curve function � 
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and sharing the domain parameters J�, 
, �, >K, 
where �, 
 are the coefficients of the elliptic 

function and � is a large prime number and > is the 

generator point. When user A (the sender) wants to 

send a message = to user B (the receiver), each 

parties need to choose randomly a private key from 

the interval ?1, � , 1B, AD for user A and AF for 

user B. The public key for each user can be 

generated as follows 

 D ! AD. > 

 F ! AF. > 

   Each user computes the secret key G ! �	, �� by 

multiplying his private key by the public key of the 

other user 

G ! AD.  F ! AF .  D ! AD. AF. > ! �	, �� 
   One of the contribution in this paper depends on 

using the hexadecimal ASCII value instead of the 

decimal value and this makes the system more 

conflict. Suppose user A wants to send a message 

= to user B. Firstly, he converts each character in 

the message = into hexadecimal ASCII value of 

two digits �L"L��"M, then separates the value into 

two values �L", L��"M and converts each value of L" 

and L� to decimal values �" and �� respectively 

[25]. Then he computes the ciphertext message 

�H", H�� as follows  

H" ! ��" � 	 � ��		���	� 

                    H� ! ��� � H"�		���	� 

and send the point �H", H�� to user B. 

Now, when user B receives the ciphertext message 

�H", H��, he starts the decryption process by doing 

the following calculations  

�" ! �H" , 	 , ��		���	� 

                    �� ! �H� , H"�		���	� 

then converts the decimal values �" and �� to 

hexadecimal values L" and L� respectively, and 

writes them as �L"L��"M, then finds the match 

character from the hexadecimal ASCII table to get 

the original character. Repeat the previous 

procedure for each character in the message =. 

 

The Proposed Algorithm ( MMVECC ) 

Step 1: Key Generation 

User A 

1. Choose the private key AD ∈ ?1, � , 1B 
2. Compute the public key  D ! AD. >  

User B 

1. Choose the private key AF ∈ ?1, � , 1B  

2. Compute the public key  F ! AF . > 

The secret key will be G ! AD.  F ! AF .  D !
AD. AF . > ! �	, �� 
 

Step 2: Encryption (user A) 

1. Convert each character of the message = 

to hexadecimal ASCII value of two digits 

�L"L��"M. 

2. Rewrite the value �L"L��"M as �L", L��"M 

then convert it to two decimal values 

��", ���"N. 

3. Compute the secret key G ! AD.  F !
�	, ��.  //	AD the private key of user A and 

 F the public key of user B 

4. Compute  H" ! ��" � 	 � ��		���	�.    

5. Compute  H� ! ��� � H"�		���	�.     

6. Send  �H", H�� to user B. 

 

Step 3: Decryption (user B) 

1. Compute the secret key  G ! AF .  D. 

2. Compute  �" ! �H" , 	 , ��		���	�.  

3. Compute  �� ! �H� , H"�	���	�.  

4. Convert ��", ���"N to hexadecimal 

�L", L��"M and rewrite it as �L"L��"M. 

5. Find the match character for 

�L"L��"M	from the hexadecimal ASCII 

table. 

 

5.   IMPLEMENTATION EXAMPLE 

 

   Suppose that user A wants to send a message to 

user B and they agreed to use the elliptic curve 

function 

�:		�� ≡ 	
 � 	 � 3	����	31� 
where O ! 1, P ! 3, � ! 31; which satisfies the 

condition 4O
 � 27P� = 4(1)
3
+27(3)

2
 = 4+243 = 

247 mod 31 = 30 � 0, then the points of the elliptic 

curve �
"�1, 3� are shown in Table 1. 
 

Table 1: points on the elliptic curve 

 �:	�� ≡ 	
 � 	 � 3	����	31� 
(1, 6) (6, 15) (15, 13) (21, 4) (26, 11) 

(1, 25) (6, 16) (15, 18) (21, 27) (26, 20) 

(3, 8) (9, 11) (17, 2) (22, 3) (27, 11) 

(3, 23) (9, 20) (17, 29) (22, 28) (27, 20) 

(4, 3) (12, 10) (18, 5) (23, 14) (28, 2) 

(4, 28) (12, 21) (18, 26) (23, 17) (28, 29) 

(5, 3) (14, 8) (20, 5) (24, 5) (30, 1) 

(5, 28) (14, 23) (20, 26) (24, 26) (30, 30) 
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   The order of the elliptic curve �
"�1, 3� is 41, 

which is prime number, so we can choose any point 

from Table1 as base point or generator, let us 

choose > ! �1, 6� [26]. So, the domain parameters 

are JO, P, �, >K ! J1, 3, 31, �1, 6�K. Suppose user A 

wants to send the message “Computer” to user B, 

he should first convert each character of the 

message “Computer” to the hexadecimal value 

from the ASCII table, then separates each value 

into two values and converts them to decimal 

values 

C � (43)16  �  (4, 3)16  �  (4, 3)10  

o � (6F)16  �  (6, F)16  �  (6, 15)10  

m � (6D)16  �  (6, D)16  �  (6, 13)10  

p � (70)16  �  (7, 0)16  �  (7, 0)10  

u � (75)16  �  (7, 5)16  �  (7, 5)10  

t � (74)16  �  (7, 4)16  �  (7, 4)10  

e � (65)16  �  (6, 5)16  �  (6, 5)10  

r � (72)16  �  (7, 2)16  �  (7, 2)10  

 

    Now, apply the proposed algorithm (MMVECC) 

on the first character “C”. Firstly, user A should 

convert the character “C” to (43)16 hexadecimal 

value from the ASCII table, then separate the 

hexadecimal value 43 into two values (4, 3)16 and 

convert them to decimal values (4, 3)10, then follow 

the following steps 

Step 1: Key Generation 

User A 

1. Choose the private key AD ! 13 ∈ ?1, 30B. 
2. Compute the public key  D ! AD. > !

13�1, 6� ! �3, 23�. 
 

User B 

1. Choose the private key AF ! 17 ∈ ?1, 30B. 
2. Compute the public key  F ! AF . > !

17�1, 6� ! �24, 5�. 
User A and user B will exchange their public keys 

 D and  F.  
 

Step 2: Encryption (user A) 

1. “C”  �  (43)16 

2. (43)16 � (4, 3)16  � (4, 3)10		! ��", ���"N 

3. G ! AD.  F ! 13�24, 5� ! �20, 5� !
�	, �� 

4. H" ! �" � 	 � � ! �4 � 20 �
5�	���	31 ! 29	���	31 ! 29 

5. H� ! �� � H" ! �3 � 29�	���	31 !
32	���	31 ! 1 

6. Send �29, 1� to user B. 
 

Step 3: Decryption (user B) 

1. G ! AF .  D ! 17�3, 23� ! �20, 5� !
�	, �� 

2. �" ! �H" , 	 , ��	���	� !
�29 , 20 , 5�	���	31 ! 4		���	31 ! 4 

3. �� ! �H� , H"�	���	� ! �1 ,
29�	���	31 ! ,28		���	31 ! 3 

4. Convert �4, 3�"N to hexadecimal �4, 3�"M 

and rewrite it as �43�"M. 

5. Find the match character for �43�"M from 

the hexadecimal ASCII table which is 

“C”. 

The same processes for the other characters 

“omputer” should be repeated. 

 

6. RESULTS and DISCUSSIONS 

 

   In this section, a comparison between the 

proposed method in this paper (MMVECC), 

Menezes-Vanstone method (MVECC), Ali Makki 

method, and Al-Saffar method is done on the 

mathematical operations and running time. Let us 

denote the addition operation by Add, the 

subtraction operation by Sub, the multiplication 

operation by Mult, and the inverse operation by Inv. 

Table 2 summarizes the mathematical operations 

that is needed for each method in encryption and 

decryption. 

 

Table 2: The required operations for each method 

           

The method Encryption Decryption 

 MVECC  2 Mult 2Mult + 2 Inv  

 Al-Saffar method 
2 Mult + 2 Add 

 2 Mult + 1 Inv + 

 2 Sub 

 Ali Makki method 3 Mult + 3 Add  2 Mult + 2 Sub  

 The proposed    

 method (MVECC) 
3 Add 3 Sub 

 

   It shows that no multiplication or inverse 

operations are needed in the proposed method, only 

addition and subtraction. Whereas, in all other 

methods multiplication operation is needed, and 

inverse operation is needed in MVECC and Al-

Saffar method. This makes the proposed method 
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easier in calculations and more efficient in 

encryption and decryption time than all other 

methods. 

   Table 3 summarizes the total running time in 

seconds that is needed for encryption and 

decryption in the proposed method (MMVECC) 

and the other three methods.  It shows the total time 

in seconds for each method in encryption and 

decryption processes on messages from different 

sizes. It is clear that the time needed for the 

proposed method is less than the time needed for 

each of the other methods, and this leads to the fact 

that the proposed method is easier in the 

mathematical calculations and more efficient than 

the original method (MVECC) and the other two 

methods. We have programmed the four methods 

on Core i5 computer with CPU 2.53 GHz and RAM 

4 GB by using MATLAB R2013a (8.1.0.604) 32-

bit software to compute the encryption and 

decryption time on messages with different sizes. 

   Figure 1 represents the total time in seconds for 

encryption and decryption processes on messages 

from different sizes. The graph shows that the 

proposed method (MMVECC) time is less than the 

time required for the other methods, and when the 

size of the message increases the difference in the 

time is also increases. 

 

7. CONCLUSIONS 

 

   Information security is one of the most important 

issues in the recent times. ECC is one of the most 

efficient public key cryptosystems that is secured 

against adversaries because it is difficult for them 

to solve the elliptic curve discrete logarithm 

problem to find the secret key. Its strengthened 

security comes from the small key size that is used 

in it with the same security level compared to the 

other cryptosystems like RSA. ECC is one of the 

most effective techniques that is useful to be used 

in portable devices, chip cards, smart cards, and 

mobile devices because it has a fast computations 

and works on small memory and low power 

consumption. 

   In this paper, a new efficient method has been 

proposed to improve the Menezes-Vanstone Elliptic 

Curve Cryptography. The main contribution is to 

reduce the running time needed for encryption and 

decryption processes as shown in Table 3. In the 

proposed method, no inverse or multiplication 

operations are used because it consumed time in 

calculation, only addition and subtraction 

operations are used as shown in Table 2, which 

make the computations faster and reduce the 

running time. Using the hexadecimal ASCII value 

to encode each character before encryption as 

shown in the previous example is another 

contribution in this work, which makes 

computations also easier and faster and the 

proposed method more secure from the adversaries. 
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Table 3: Encryption And Decryption Time In Seconds On Different Messages 

Message size 

(characters) 
MVECC method Al-Saffar method 

Ali Makki 

method 

The proposed 

method 

(MMVECC) 

1000 0.0859 0.0728 0.0559 0.0388 

5000 0.3036 0.2724 0.2110 0.1675 

10000 0.6061 0.5206 0.3955 0.3407 

20000 1.2205 0.9931 0.7673 0.6861 

40000 2.3337 2.1500 1.7186 1.4125 

80000 5.2036 4.2681 3.3731 2.7628 

 

 

Figure 1: Encryption And Decryption Time In Seconds For Different Messages 
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