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ABSTRACT 

Objective of the research: Risk management in the IT world is quite a complex, multi faced activity, with a 

lot of relations with other complex activities (Rainer et al, 1991; Bahli and Rivard, 2005). The purpose of 

the study is to find out the major factors impacting medical data security in the Indian organizations. 

Current state of Research Area: Information security awareness is considered very vital because of the fact 

that security techniques as well as procedures are vulnerable to misuse and non-usage by the end users (see 

Ceraolo, 1996; and Straub, 1990). Medical data too is a crucial element of the overall information system 

of an organization. Any breach in the security of medical data may have detrimental effects on the 

organizations. Straub and Welke (1998) have argued that security breaches are far more regular and 

destructive than it is usually though to be. This is mainly because of the fact that the managers are generally 

not concerned with issues related to information security and unaware of the nature of risk. Thus there 

exists an immediate need to secure medical data and ensure its reliability and availability at the right time 

and to the right person. 

Methodology: For the quantitative study a survey has been conducted with the help of a close ended 

questionnaire. The responses were collected from employees of companies operating in the Healthcare, 

Telecom industry, and IT industry in India. The questionnaire was circulated in the physical mode. 

Convenience sampling was deployed in order to select the respondents. The validity of the constructs was 

assessed by means of factor analysis. Descriptive as well as inferential statistics like t-test, ANOVA have 

been used for obtaining the desired results. 

Conclusion : The study also highlighted that there are multiple constructs that should be considered while 

measuring the overall information security within an organization. These constructs or factors should be 

evaluated both individually as well as collectively in order to make the information secure and reliable.  

Limitations: One of the biggest limitations of the current study is that it is confined to only three sectors 

namely Healthcare, Telecom & IT. Further we have studied only one country i.e. India.  

Scope for further Research: medical data management practices in advanced as well as in emerging 

economies differ a lot. Such differences can be studied to provide a comprehensive framework of medical 

data management. 

Keywords: Medical Data, Risk Analysis, Factor Analysis, Information Security. 

 

 

1. INTRODUCTION: 

Risk management in the IT world is quite a 

complex, multi faced activity, with a lot of 

relations with other complex activities (Rainer et 

al, 1991; Bahli and Rivard, 2005). Information 

security awareness is considered very vital 

because of the fact that security techniques as 

well as procedures are vulnerable to misuse and 

non-usage by the end users (see Ceraolo, 1996; 

and Straub, 1990). Medical data too is a crucial 

element of the overall information system of an 

organization. There is currently a very large shift 

in interest from paper-based medical records to 

electronic based records. These efforts are 

implemented by various organizations around the 

world. This has given rise to the concept of 

electronic health records (EHR) which is gaining 

immense attention in the current business era 

(Fernández-Alemán et al., 2013). Recent studies 

point out that an integrated medical record can 

provide various benefits including cost reduction, 

quality improvement in providing care, 

promotion of evidence-based healthcare and 
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mobility (see Greenhalgh et al., 2010; Allard et 

al., 2010).  

Ownership of the medical data is also now a 

serious concern (Sunyaev et al, 2010). Whether 

data ownership stays with the company or with 

the employee (due to its sensitivity) is also a 

debated question (see Denton, 2001; McGee, 

2008; Swartz, 2008). One of the most important 

aspects related to privacy in handling medical 

data is the application of various standards and 

regulations. Different countries and regions have 

different regulations pertaining to the security as 

well as the privacy of medical data. The major 

regulations related to medical data include 

HIPPA in the US, Data Protection Directive 

95/46/EC in the European Union, the Privacy 

Code applicable in New Zealand, and certain 

other. These regulations generally provide 

guidelines related to the anonymity as well as the 

accessibility of the medical data. In the US, the 

healthcare data is protected by the Health 

Insurance Portability and Accountability Act
1
 

(HIPAA) of 1996. HIPAA ensures that Protected 

Health Information (PHI) is secured whose 

failure can result in significant damage and 

penalties.  Any breach in the security of medical 

data may have detrimental effects on the 

organizations. Straub and Welke (1998) have 

argued that security breaches are far more 

regular and destructive than it is usually thought 

to be. This is mainly because of the fact that the 

managers are generally not concerned with issues 

related to information security and unaware of 

the nature of risk. Thus there exists an immediate 

need to secure medical data and ensure its 

reliability and availability at the right time and to 

the right person. 

2. THEORETICAL CONTEXT 

In this section we systematically review various 

studies that describe the challenges confronting 

the security of medical records held by 

employers and how employers go about 

managing these issues. This section also reviews 

                                                           
1
 The HIPA Act was passed by the US Congress 

in the year 1996. It is also generally known as 

the Kennedy–Kassebaum Act. The Title I of the 

act is related to protecting the insurance coverage 

of workers as well as their families in case of job 

loss. The Title II of the act requires the 

establishment of various standards related to 

electronic transactions in healthcare information. 

the major themes related to security concerns of 

employees’ medical records and classifies the 

themes into six broad categories.      

Dhillon and Backhouse (2001) have done a 

comprehensive literature review related to 

information security. Based on their review and 

deriving comparisons from a social and 

philosophical framework, the authors have 

classified security research into four different 

paradigms. These include interpretive, radical 

humanist, functionalist and radical structuralist. 

The authors have also advocated that in order to 

understand information security issues a socio-

organizational theory should be used. This is 

because most of the information security 

technologies are maintained, designed and used 

by human beings in the organizations.   

Stallings and Brown (2008) have defined 

information security as security provided to an 

information system for the purpose of attaining 

the objectives of protecting the confidentiality, 

availability as well as the integrity of information 

system. Goodhue and Straub (1991) have 

conducted a qualitative survey in order to 

develop a model consisting of managerial 

perceptions regarding various risks involved in 

information security. 

2.2 Information Security And Regulatory 

Compliance  

One of the most important aspects related to 

privacy in handling medical data is the 

application of various standards and regulations. 

Different countries and regions have different 

regulations pertaining to the security as well as 

the privacy of medical data. The major 

regulations related to medical data include 

HIPPA in the US, Data Protection Directive 

95/46/EC in the European Union, the Privacy 

Code applicable in New Zealand, and certain 

other. These regulations generally provide 

guidelines related to the anonymity as well as the 

accessibility of the medical data. There have 

been various studies done related to the role of 

these regulations in maintaining the security of 

medical data (see Neubauer and Heurix, 2011; 

Kwon and Johnson, 2013; Kahn and Sheshadri 

2008; Elger et al., 2010; Reis et al., 2008; 

Hembroff et al., 2010).   

Kwon and Johnson (2013) have tried to study 

how information security performance and 

compliances impact one another. They have also 
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tried to find out how security resources 

contribute to data protection as well as regulatory 

compliance. The authors have collected data 

from a survey conducted on 243 hospitals. The 

respondents to the survey included executives 

from the IT department, security officers, privacy 

officers, and compliance officers. The authors 

have applied Simultaneous Equations Modeling 

(SEM) technique for their research. The authors 

found that the impact of security resources differ 

for data breaches and perceived compliance. The 

authors also found that security operational 

maturity plays a vital role in the outcomes. These 

results imply that for operationally mature 

organizations it is more likely that they get 

motivated by actual security performance rather 

than by meeting the compliances. On the other 

hand the immature organizations are likely to get 

motivated by meeting the compliances issues. 

Hu et al. (2007) have made an attempt to 

comprehend how the external and internal 

influences impact the organizational actions 

towards the improvement of information systems 

security. The authors have presented a case study 

of an MNC and have analyzed the same from a 

neo-institutional theory’s perspective. The 

authors found a significant presence of coercive 

and isomorphic processes. The authors also 

found that two forces, related to the internal 

environment, resist the initiatives of security 

improvements. According to the authors these 

two forces are work mobility’s 

institutionalization and expected efficiency 

outcome’s institutionalization. The authors also 

found out, with the help of the case, that though 

the regulatory forces act as powerful drivers for 

change there are other factors also which play a 

major role in influencing the organizational 

information security change. 

Steinbart et al. (2012) have tried to investigate 

the interrelationships between information 

system security and internal audit functions. The 

authors have made use of semi-structured 

interviews taken from internal auditors as well as 

IT professionals. Based on the outcomes of these 

interviews, the authors have developed a model 

to explain the factors that influence the 

interrelationship between the functions of 

information security and internal audit. The 

authors found that the benefits of independent 

feedback about information security from 

internal auditors depend upon their level of 

understanding of IT functions.   

Guo and Yuan (2012) have put forward and 

empirically tested a model in order to find out 

the impact of multilevel sanctions on preventing 

the workplace violations related to information 

security. The authors found that the two types of 

sanctions namely personal and workgroup 

sanctions significantly deter the employees from 

violating information security norms. The 

authors also found that the impact of 

organizational sanctions becomes insignificant 

when the impact of these two sanctions is taken 

into account. 

Cox, Connolly and Currall (2001) have 

suggested that a web-based tutorial accompanied 

with a checklist can help in increasing the 

compliance to various policies in an academic 

environment. Many studies have also highlighted 

the ways in which organizational information 

security policies can be modified so as to 

improve the end user compliance (see Bulgurcu 

et al., 2010; Spears and Barki, 2010; D'Arcy et 

al., 2009).   

2.2 Information Security Resources And 

Operational Maturity  

Another major concern surrounding the security 

of medical data pertains to the operational 

maturity of the organization. If the information 

systems are operationally mature then the 

organization can preserve the integrity as well as 

the reliability of any information including 

employees’ medical data. This also requires that 

the organization possess the necessary resources 

in order to implement the desired level of control 

mechanism. Various studies have been done in 

this area (see Doherty et al., 2009; Choe and 

Yoo, 2008; Lemaire et al., 2006; Sucurovic, 

2010; Ruotsalainen, 2004).  

Azaieza and Bierb (2007) have defined 

information system reliability as computers 

systems, consisting of hardware and software, 

which can perform their intended tasks without 

any interruptions. Farzandipour et al. (2010) 

have argued that the current advances in 

Information Technologies are posing newer 

threats to medical data stored in an electronic 

form. Haas et al. (2011) have argued that any 

electronic health record should have three 

primary security goals including confidentiality, 

integrity and availability (CIA).  

Cremonini and Nizovtsev (2010) have made use 

of game theory setting in order to explain the 
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interaction between attackers who want to gain 

access into the information systems and the 

defenders who want to prevent such an access. 

Their analysis showed that well-protected 

information systems can make use of signals to 

show their high level of protection. The authors 

have argued that this signaling can function as a 

deterrent tool for the attackers. The authors have 

argued that this is due to the fact that attackers 

want to derive financial benefits out of attacks on 

information security. This is possible in the cases 

where information security protections are weak. 

Sammer (2010) has provided some guidelines to 

HR managers of various organizations related to 

the availability and utility of health care data of 

the employees. They have argued that insurers as 

well as other vendors of health care services have 

started making more data available. The HR 

executives should become more familiar with 

such type of data and should know clearly what 

they are looking for in this data. The author has 

further argued that a proper analysis of such data 

can help an organization in cutting the total 

health care expenses. The author has further 

claimed that the learnings form this data 

handling can enable the HR executives to apply 

the same techniques to other information as well.   

There has been an increasing level of interest in 

research which focuses on the impact of 

computers in supporting co-ordination, 

communication and effective decision making 

(see Kraemer and King 1988; Sproull and 

Kiesler 1986). Solms (1999) in an article has 

contended that information systems should make 

use of technically secure computers base which 

should be evaluated by certain quality norms. 

The author has also argued that this particular 

base should function in a secure environment. 

Wade and Hulland (2004) have argued that the 

current literature on IT neither provides a clear 

definition nor a clear conceptualization of 

various resources of information technology. 

Stanton et al. (2005) have argued that due to 

increased level of threats to information security 

systems both from external and internal sources, 

the significance of information security has 

become even more important.  

Lichtenstein (1996) has identified a wide variety 

of issues that can be integrated in an acceptable 

use policy. The author has further categorized 

these issues into managerial, legal, operational, 

administrative, human and technical issues. 

Malvey et al. (2013) have tried to study the 

prevalence of the employee information sharing 

in various hospitals. They have also tried to 

analyze various factors that might impact the 

executives’ willingness to share information 

related to employees. The authors found out that 

a there exists a culture of silence among various 

hospitals. This is because hospital executives 

generally tend to overestimate the probability of 

being used by their previous employees. The 

authors also found out that a few hospital 

executives may share negative information about 

their former employees but they generally do it 

off the record. 

Tiwana and Konsynski (2009) have addressed 

the theoretically neglected relationship between 

information technology (IT) architecture in 

various organizations and their IT governance 

structure. They have studied the role of IT and its 

governance in determining the IT alignment. The 

authors have theoretically developed an idea that 

organizations’ IT architecture modularity can 

helps them in sustaining IT alignment. This can 

be achieved by increasing the IT agility, and by 

decentralization of IT governance. The authors 

also argue that IT architecture complements the 

IT governance structure. The authors have also 

empirically testes their hypothesized mediated-

moderation effects by using a data set consisting 

of 223 organizations. The empirical findings 

support the ideas developed by the authors. 

2.3 Information Security Policies (Acceptable 

Use Policy)And Employee's Awareness  

There is also a concern related to the internal 

policy and training of employees in order to 

enable them to properly handle the medical data. 

Several authors have raised these issues in their 

work (see Jafari et al., 2010; Schwager, and 

Anderson, 2008; Bouhaddou et al., 2012; Culnan 

et al., 2008).  

Doherty et al. (2009) have argued that 

information security policy plays a leading role 

in promoting effective practices related to 

information security. Desman (2001) has 

provided a four stage procedure which can help 

in increasing the users’ compliance to 

information security norms of the organization. 

These stages are (1) finding out the existing 

situation, (2) developing a baseline program, (3) 

communication of the program to the employees, 

and (4) evaluating and implementing the 

program. 
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Siau et al. (2002) have done a content analysis of 

acceptable use policy related to the internet 

usage in terms of various abuses covered in 

policy documents. The authors found that the 

most common issues related to acceptable use 

policy of internet included abuse of emails, 

unauthorized access, and violation of copyrights. 

Stephen and Petropoulakis (2007) have noted 

that an increasing number of employers are 

forced to discipline their employees due to the 

breach of organizational security policies by 

them. Foltz, Schwager, and Anderson (2008) 

have argued that for most of the organizations, 

the best way to control and monitor the behavior 

of their employees is by introducing an 

appropriate usage policy. Nolan (2005) has 

defined such usage policies as a set of guidelines 

and rules framed by the top management of IT 

department. These guidelines mention explicitly 

the manner in which companies’ IT resources 

can be used by the employees. Attaran (2000) 

has contended that information system’s 

acceptable use policy should clearly distinguish 

between the appropriate and inappropriate 

behaviors regarding the usage of organizational 

information resources. 

Scott (1997) has highlighted the fact that 

acceptable use policy should play a critical role 

in minimizing the threats arising out of 

litigations faced by organizations. This can be 

accomplished by clearly explaining to employees 

the behaviors that are unacceptable and may lead 

to costly law suits for the organization. Doherty 

et al. (2011) have reviewed the acceptable use 

policy of various top ranking universities across 

the world. They found that the major role of any 

acceptable use policy currently appears as a tool 

to protect unacceptable behavior rather that 

acting as a proactive device in encouraging 

desirable behavior. The authors also found that 

currently there appears to be no coherent 

approach for dealing security related issues 

across various higher education institutes. 

Culnan et al. (2008) have argued that IT 

executives should help to secure the home 

computers of employees who opt for work from 

home option. This is because computers which 

are used at home are prone to increased level of 

threat to information security.  

Various authors have suggested that any 

information security program should consist of a 

combination of various material including 

handouts, books, brochures, courses, newsletters, 

images, lectures, examples, videos, and 

reminders (see Murray, 1991; Peltier, 2000; 

Rudolph et al., 2002). Hadland (1998) has 

suggested that information security trainings 

should involve physical representation. The 

author has also suggested distribution of leaflets 

as a supporting material. Kajava and Siponen 

(1997) have proposed a procedure in order to 

maximize users’ compliance to security norms 

especially in a university setting. Wood (2002) 

has strongly recommended a security education 

campaign in order to induce employees to follow 

information security norms. Lafleur (1992) has 

suggested that information security programs 

should contain two important components. These 

are (1) a promotional component which may 

include advertising and other material to remind 

the employees, and (2) a networking component 

which should help in achieving proper behavior 

from employees. Whitman et al. (2001) have 

contended that companies create information 

security policies in order to provide their 

employees with necessary guidelines describing 

the manner in which they can ensure security of 

information while they make use of information 

systems in their daily work lives. 

Information security is viewed not just as a 

technical issue but also as a behavioral issue. 

There have been various studies conducted 

which have tried to identify the information 

security related behavior of the end users (see 

Siponen and Vance, 2010; Workman, Bommer, 

and Straub, 2008; Johnston and Warkentin, 

2010; LaRose, Rifon and Enbody, 2008). Gowen 

et al. (2006) have tried to study the importance of 

strategic Human Resource Management (HRM) 

in controlling healthcare errors. The authors have 

also tried to find out the role of HRM in reducing 

health care errors, building better management 

processes and practices, and developing 

competitive advantage. The authors have used 

questionnaire to collect data. The sample size 

consists of directors of 587 hospitals of the US. 

The authors have made use of factor analysis as 

well as regression analysis. The authors found 

that there is a significant relationship between 

Strategic HRM and reduction in health care 

errors. The authors also found that there is a 

relationship between Strategic HRM and 

building better management processes and 

practices. 

Muse et al. (2012) have investigated the 

relationship between the perceived value of 
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traditional benefits as well as non-tradition 

benefits with the employee-employer 

relationship. They have also tried to find out how 

this relationship is linked to the job performance 

as well as turnover intentions. The authors have 

collected data from a random sample consisting 

of employees and their supervisors working at a 

healthcare organization. The sample size was of 

457 respondents. The authors found out that non-

traditional benefits are positively related to 

perceived organizational support. On the other 

hand the authors did not find the similar 

relationships between traditional health and 

financial benefits and perceived organizational 

support. The authors also found out that marital 

status acts as a moderator between the 

perceptions of non traditional benefits and 

organizational support. 

Hedström et al. (2011) have argued that 

traditionally the information security 

management has been a control driven 

compliance model which assumed that behavior 

has to be controlled and regulated. The authors 

have proposed an alternate model in which 

multiple forms of rationality are assumed to be 

employed in the actions of organizations. The 

authors have further argued that due to these 

multiple forms of rationalities there can be 

potential conflicts of values. This can have a 

leading strategic impact on organizational 

performance. The authors have finally concluded 

that health care information management can be 

more efficiently managed by using the model 

proposed by the authors. 

Liyanage and Egbu (2005) have tried to discover 

the function of facilities management in 

controlling the Healthcare Associated Infections 

(HAI). They have also made an effort to develop 

a three-dimensional approach that can be applied 

to control the HAI. The authors have used the 

interview method to collect data. They have 

collected data from 25 experts working in the 

infection control department at the National 

Health Service in Scotland. The authors found 

that integrating facilities management with core 

services is very important in avoiding duplication 

of work done by the healthcare employees. 

Siponen (2000) has tried to develop a conceptual 

framework concerning information security 

awareness for employees of various 

organizations. He has based his work on various 

theories related to behavior and motivation. The 

author has also argued that persuasion strategy is 

more beneficial than monitoring strategy in 

increasing the commitment of users to security 

guidelines. 

Mathieson (1991) has argued that Information 

security systems are useful to an organization 

only if the employees are aware of them and 

make use of them in their routine work.   

Mitnick (2001) has argued that an ongoing 

information security awareness program should 

be conducted in order to influence employees to 

change their behavior. 

2.4 Measurement And Evaluation Of Security 

Concerns  

Many organizations are faced with the problem 

of how to measure the security and reliability of 

information system. This includes issues related 

to defining, measuring, communicating and 

monitoring various performance measurement 

criteria. This subsection provides a review of 

studies done in this area.    

Atzeni and Lioy (2006) have suggested that 

information security measurement systems at any 

organizations should possess certain 

requirements. The authors have pointed out that 

these requirements include clarity, objectivity, 

brevity and ease of duplication. However some 

of these requirements are generally found to be 

missing in various measurement systems. 

Wang (2005) has presented results of combined 

models of information security. He has suggested 

that the different components present in a system 

should be modeled separately. He has also 

suggested for using techniques like Markov 

chains and process algebra for various processes. 

Torres et al. (2006) have found out 76 

parameters that are spread across 12 very 

important success factors contained in the 

information security systems. These factors are 

found to be belonging to three different domains 

namely technology, people and process. The 

authors have also given a formula as well as 

measurement criteria for the various identified 

parameters. 

Bartol et al. (2009) have discussed why it is 

important to quantify the security products 

evaluation.  Various authors have tried to 

develop a formal method to measure the level of 

information security at an enterprise wide level 
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(see Chakraborty et al., 2012; Krautsevich et al., 

2010; Harrison et al., 1976; Sandhu, 1993).  

Abbas et al. (2010) have tried to study three 

major problems associated with the uncertainty 

in information security management in various 

organizations. These three problems are 

dynamically changing security requirements; the 

externalities which are caused by a security 

system; and the outdated assessment of security 

concerns. The authors have used a framework 

based on real options valuation for the current 

study. The authors have shown that real options 

theory can be used as a coherent methodology in 

evaluation of challenges related to information 

security at the organizational level. Their 

findings can have important implications for 

information security management at different 

organizations that are operating in a dynamic 

environment.    

Various authors have also suggested that reusing 

the login credential – using the same 

combination of login id and passwords for 

multiple accounts – can cause serious security 

issues (see Gaw and Felten, 2006; Zhang et al., 

2009; Ives et al., 2004; Bang et al., 2012). One 

possible reason for this reuse behavior is 

provided by the cognitive psychology theory. 

The theory says that human beings have limited 

memory and retention power and hence have a 

tendency to reuse the id and password (Miller, 

1994). Schneier (2000) has argued that users of 

information system resources are currently 

considered as the weakest link in the security 

chain.  

Leach (2003) has argued that internal security 

threats are currently considered more pressing 

issue than external security threats, by several 

organizations. Bang et al. (2012) have argued 

that due to their limited memory capacity, many 

internet users reuse their login credentials. These 

credentials may be any combination of a user ID 

and passwords. This can cause significant 

security issues. Therefore the authors have 

studied the weakness of login credentials. Based 

on a data set of Internet user the authors have 

analyzed their behavioral characteristics in terms 

of their use of login credentials. The authors 

have found that many internet users use the same 

login credentials for more than one account. 

Furthermore, the authors also found that the 

users’ usage patterns are also skewed. The 

authors have further used this information to 

develop a vulnerability measure of internet users 

and have analyzed their current vulnerability to 

internet malpractices.   

Geer et al. (2003) have stressed upon the need 

for a proper measurement of the information 

security systems. The authors have also 

concluded that the information security 

measurement is inevitable for sustainability of 

any organization. Fowler (2001) has argued that 

any form of measurement should communicate 

some meaning to those who are responsible for 

measuring. The author has also said that the ones 

responsible for measurement should aptly 

understand the meaning conveyed by the 

measured results. 

Smith et al. (2010) have argued that 

organizations should protect information assets 

from various crimes associated with cyber usage. 

These include crimes like web hackers, data 

breaches, credit card fraud, and identity fraud 

etc. The authors have investigated information 

security systems (ISS) within the government 

while ISS standards are adopted and accredited. 

The authors found that a strategy which is based 

on organization size is very vital in motivating 

and helping organizations to opt for 

accreditation. Pathari and Sonar (2013) have 

argued that measuring the information security 

assurance (ISA) can be a very challenging task. 

Keeping this fact in mind the authors have tried 

to develop a framework, which can be helpful in 

categorizing security requirements into various 

controls so that their effectiveness can be easily 

measured. The authors have also proposed an 

aggregation method which can combine various 

measures so that a particular indicator reflecting 

the entire information security assurance can be 

developed. The authors have further argued that 

the identified control measures can aid security 

experts in ensuring their right implementation. 

This can also assist in finding out the impact of a 

single control measure on the overall security 

system. 

Kayworth and Whitten (2010) have argued that it 

is not clear how organizations can become more 

strategic towards their approach to managing 

information security. In order to address this 

concern the authors have interviewed 21 

information security employees working in 11 

organizations. The authors found that an 

information security system that is highly 

strategically focused contains both IT products as 

well as organizational and social integration 

mechanism. The authors have further argued that 
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collectively these components form a framework 

of social and technical approach to information 

security. According to the authors this 

framework can help achieve organization three 

objectives. These include balancing need to 

protect the information resources against the 

need to be more productive, managing 

compliance issues and finally ensuring a proper 

cultural fit. 

Johnston and Hale (2009) have argued that in the 

current era where businesses are hyper-

connected, the organizations are under constant 

attack from various sources. The authors have 

empirically examined the information security 

planning at various stages including the strategic 

level. The authors have also tried to assess the 

value enhancing ability of information security 

programs. The authors found that information 

security governance is very vital for a Successful 

information security planning. The authors also 

concluded that information security is more 

beneficial to firms which address this concern as 

an overall enterprise issue. The organizations 

also gain who integrate information security with 

the executive planning and strategy formulation. 

2.5 Impact Of Information Security Breaches  

There have been several studies which indicate 

of a reported or probable security breaches in 

various organizations (see Barrows and Clayton, 

1996; Saltzer and Schroeder, 1995; Dhillon and 

Torkzadeh, 2006; Rothstein, 2007). Various 

studies have examined the reaction of stock 

markets to the information security initiatives’ 

disclosures by firms (see Gordon et al., 2010; Ito 

et al., 2010; Campbell et al., 2003). 

Privacy as well as the security of electronic 

health records can be gravely threatened by 

outside agents such as viruses, worms and 

hackers. Recent years have witnessed an 

increasing number of thefts of sensitive medical 

records (Rothstein, 2007). Various authors have 

studied the breaches made in the information 

security systems. These breaches include 

malicious behavior comprising of acts such as 

sharing of user ID and passwords, not 

remembering to take back-ups of important files, 

leaving the computers unattended and sharing 

confidential information with other parties (see 

Leach, 2003; Stanton et al., 2005).  

Gerber et al. (2001) have argued that if the 

information security is inadequate then it may 

lead to severe consequences. These 

consequences include damage due to internal 

errors, invasion of information systems by 

external agents, breach of confidential data, and 

systematic internal violation. Townsend and 

Bennett, (2003) have argued that information 

security threats and breaches can have severe 

detrimental effects on organizations. This can 

include damaging consequences like law suits, 

loss of clients and even bankruptcy.  

Campbell et al. (2003) have argued that the stock 

price of a company reporting a breach in 

information security is likely to fall more if the 

breach leaked important and private information. 

Conner and Coviello (2004) have argued that 

information security is slowly but steadily 

coming into the mainstream. They have also 

found that information security is currently 

projected as an integral part of the overall 

operations rather than just a by-product. 

Brancheau et al. (1996) have argued that 

ensuring information system security is rapidly 

becoming one of most important priority in many 

companies.  

Cavusoglu et al. (2009) have argued that in order 

to reduce information security risk it is not 

sufficient to just rely on the technology based 

solutions. Veltsos et al. (2012) have provided a 

qualitative descriptive analysis of thirteen 

notifications regarding data security breach 

issued by state and federal agencies. They found 

that most of these notifications typically advise 

for negative messages. The authors also found 

that the templates from the state and federal 

agencies do contain direct patterns that can be 

effective in informing the users regarding the 

requirements of law. Thus they consider the 

templates to be very useful in helping the users 

to overcome their rational ignorance.  

Hoffer and Straub (1989) have done a survey on 

systems professionals as well as managers of 

various US firms. The authors found that almost 

twenty percent of organizations have 

experienced security breaches in a time span of 

three years. The authors also suggest that the 

actual number can be much high since most of 

these breaches are undetected or are not reported 

due to fear of negative publicity. Bjorck (2004) 

has argued that neo-institutional theory should be 

used in order to study the IT security issues faced 

by any organization. The author further states 

that the theory can also be used to elucidate the 
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difference between formal systems of 

information security and their actual behavior.   

2.6 Investment In Information Security And 

Firm Performance 

The final issue concerned with security of 

medical data is the economic gains arising out of 

it. Several authors have tried to find out if 

securing data of employees helps the 

organization in the long run (see Blakley et al., 

2001; Bashir and Christin, 2008; Tashi and 

Ghernaouti 2008; Blakley, 2002). Many authors 

have studied the successful implementation of 

information technology in various organizations 

(see Franz and Robey 1984; Alavi and 

Henderson 1981; Markus 1983). While others 

have focused on developing information systems 

that possess efficiency, effectiveness and 

resilience (see Mumford and Weir, 1979; 

Bostrom and Heinen, 1977). 

Weill and Ross (2004) have found that 

corporations in the US spend around 50 percent 

of their total capex and around 4.2 percent of 

their total annual revenues for Information 

Technology up gradations. Bharadwaj et al. 

(1999) have argued that a majority of empirical 

studies that try to find the value created by 

information technology have considered it as a 

single and uniform set of assets. On the other 

hand Brynjolffson and Hitt (1995) have argued 

that the total investment done in IT should be 

divided into capital and labor stock. 

Floyd and Wooldridge (1990) have argued that 

the investments made in IT resources reflect the 

strategy of a firm and also affects its 

performance. Strassmann (1985) has found that 

there is no direct relationship between 

investment in IT and performance as measured 

by return on investments. Dudley and Lasserre 

(1989) have found that investments in IT have an 

indirect effect on performance by reducing the 

need to store extra inventories.  

Barua, Kriebel and Mukhopadhyay (1995) have 

tried to find the impact of IT investment on firm 

specific variables like capacity utilization, new 

product introduction, relative price and inventory 

turnover quality. The authors found that though 

investments in IT positively impact some of the 

intermediate measures of performance, the 

overall effect is quite low and is insignificant in 

several cases. Diowert and Smith (1994) have 

used quarterly data spread over six quarters to 

find out the impact of IT on variables such as 

growth rate, inventory levels, and inventory 

holding costs. The authors found that 

investments in IT have a positive and significant 

impact on profitability of various firms. They 

also found that IT investments result in large 

productivity benefits.   

Hitt and Brynjolfsson (1995) have argued that IT 

investments result in productivity gains and 

higher consumer surplus. The authors however 

found that IT investment does not lead to higher 

profitability. Prasad and Harker (1997) have 

found that additional capital investment made to 

information systems may not lead to higher 

benefits for the firm. Dewan and Min (1997) 

have argued that investment in IT acts as a 

substitute for labor and ordinary capital. 

Therefore IT investments result in higher 

productivity and higher returns for the firm. 

Mukhopadhyay, Rajiv and Srinivasan (1997) 

have found that there is a positive and significant 

relationship between investments in IT resources 

and higher productivity.  

Francalanci and Galai (1998) have tried to find 

out the impact of IT expenditure on employees’ 

composition and overall productivity gains. The 

authors found that an increase in IT expenses is 

positively related to productivity gains when it is 

accompanied by changes made to workers 

composition. Marwaha and Willmot (2006) have 

pointed out that IT alignment within an 

organization helps it in achieving its long term 

objectives. There have also been studies which 

have modeled Information security from an 

economic perspective. These authors have tried 

to understand the economic or financial risk 

arising out of any breach or attack on the 

information security.  

Aral and Weill (2007) have tried to find out the 

relationship between IT investment and firm 

performance. The authors have developed a 

model consisting of IT resources which they 

define as a combination of IT assets and firm 

capabilities. The authors have argued that IT 

investments are driven by the strategies of a firm. 

The authors have also empirically tested their 

model on 147 US firms for a four year period i.e. 

from 1999 till 2002. The authors found that there 

is no relationship between total investment in IT 

and firm performance. The authors however 

found a significant relationship between 

investments made in specific IT assets and 

performance. 
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Devraj and Kohli (2003) have tried to study the 

relationship between investment made in IT and 

its impact on overall organizational performance. 

They have based their study on a longitudinal 

design in which they have collected healthcare 

data from eight hospitals. They collected 

monthly data on IT usage and other financial 

measures. The authors found that it is not the 

investment in IT resources but its actual usage 

that affects performance. Thus they have 

concluded that in order to improve performance 

organizations must focus on IT usage rather than 

on IT investments. 

Tanriverdi (2006) have argued that unlike other 

technologies that have limited applicability, 

information technologies (IT) has wider 

applicability across different industries. 

Therefore firms operating in many industries can 

exploit cross-unit IT synergies.  The authors have 

examined the sources of these synergies for firms 

having multi-business operations. They have 

based their study on a sample of 356 Fortune 100 

firms that have operations in many businesses. 

The authors found that as the firms become more 

and more diversified, the performance gains of 

IT synergies also increase. They also found that 

the governance system of IT does not impact the 

synergies derived out of implementing IT in 

cross-unit businesses. 

Yildirim et al. (2011) have tried to study the 

organizational information security in SMEs 

operating in Turkey. The authors have also 

compared the results obtained with similar 

information obtained from other countries. The 

authors carried out their work by floating 

questionnaires which consisted of 49 questions 

that were categorized into 9 sections. The 

questionnaires were sent to 97 SMEs operating 

in Turkey. The authors found that improvements 

in security of communications and operations 

management have a direct and positive impact on 

various other security parameters as well. These 

other security parameters consist of personnel, 

organizational, and physical environment. In 

addition to this the authors also found that as 

compared to companies from other countries, 

Turkish companies do not give that much 

importance to their IT system’s security.  

Tarride et al. (2011) have studied the 

performance of a health care program offered to 

the Canadian public service employees. The 

author found that the workplace intervention for 

healthcare is feasible, is valued by the employees 

and is also sustainable in the long run. The 

authors have concluded that workplace 

intervention for healthcare can prove to be a new 

framework for assessing and correcting health 

related issues faced by various employees.     

Many studies in the area of information systems 

have also recognized the IT assets as a medium 

of creating cross-unit synergy in businesses 

having many units (see, Sambamurthy and 

Zmud, 1999; Brown and Magill, 1998). Huang et 

al. (2014) have applied various economic 

decision tools in order to model the Healthcare 

Information Exchanges (HIEs). The authors have 

modeled HIEs on the basis on their network 

properties. The authors have aimed to propose 

valuable insights related to the issue of finding 

out the optimal investment level in the 

information security. The authors found out that 

for various organizations in HIEs, it makes sense 

to invest in protecting the security events that 

carry a potential loss which may surpass a 

critical value. This can help organizations in 

reducing their overall investment on protection 

measures. Brynjolfsson and Yang (1997) have 

argued that the relationship between different 

measures of firm performance and investments in 

IT is moderated by organizational capabilities. 

The authors have also found that if the IT 

resources are not properly defined then it may 

lead to derivation of absurd results.  

 

The current has provided the relevant literature 

related to the topic by investigating various vital 

aspects of medical data management. Privacy as 

well as security concerns are extremely critical in 

medical data handling since employees may 

confront serious problems if certain sensitive 

information is leaked to unauthorized parties. In 

this section we have reviewed and identified the 

most important security and privacy aspects 

related to the medical records of employees. We 

have also classified the themes into six major 

categories based on similarities and relevance of 

these themes. The systematic review of literature 

has enabled us to find out the major gaps existing 

in the current literature. 

 

3. OBJECTIVE OF THE STUDY 

Risk management is a complex process which 

involves co-ordination at various levels 

(Chapman and Ward 1996). Managing risk is 

increasingly becoming the most vital strategic 

decisions for many firms (Cooper, 2000; Raj, 
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2013; Zhao et al., 2013). Stakeholders are 

becoming increasingly concerned about various 

risks and their impact on the performance and 

sustainability of firms (Schwarzkopf, 2006; 

Hartono, 2013; Goodpaster, 1991; Mitchell et al., 

1997). An enterprise-wide approach to risk 

management enables an organization to consider 

the potential impact of various types of risks 

related to processes, activities, stakeholders, 

products and services (Summer, 2000; 

Liebenberg and Hoyt, 2003; Lam, 2000; Simkins 

and Ramirez, 2007; Aagedal et al., 2002). One 

such risk is the risk arising due to breach of 

information security. This may lead to financial 

as well as reputational loss for an organization 

(Huang et al., 2014; Townsend and Bennett, 

2003; Cremonini and Nizovtsev, 2010; Ash et al, 

2004; Longstaff et al., 2000). 

Many people (Huang et al., 2014, Blakley et al., 

2001; Bashir and Christin, 2008; Tashi and 

Ghernaouti 2008; Blakley, 2002) consider health 

information to be the most confidential type of 

personal data. Therefore organizations should 

take utmost care while handling such data. The 

purpose of the study is to find out the major 

factors impacting medical data security in the 

Indian organizations. 

 

4. METHODOLOGY 

 

For the quantitative study a survey has been 

conducted with the help of a close ended 

questionnaire. The questionnaire was circulated 

in the physical mode. Convenience sampling was 

deployed in order to select the respondents. The 

validity of the constructs was assessed by means 

of factor analysis. 

4.1 Sample And Data Collection  

Employees working in various companies across 

three industries – Healthcare, IT, and Telecom – 

were selected to collect responses. These 

respondents were either in the operations 

department or in the management department. 

The target sample size was three hundred (300) 

respondents. The aim was to have at least 100 

respondents from all the three industry segments. 

Around five hundred (500) respondents were 

contacted to get the questionnaire filled. The 

final usable sample consisted of 370 respondents 

out of which 128 respondents were from the 

Healthcare industry, 126 were from the IT 

industry, and 118 were from the Telecom 

industry.  

The rationale for considering these three 

industries is that they are the upcoming sectors in 

the Indian economy. The healthcare sector is 

growing due to changing lifestyles and increased 

spending on health facilities by Indians.  The 

Indian IT sector mostly consists of export 

oriented businesses. Low cost advantage and 

superior skills make India host for various IT 

related outsourcing activities. The telecom sector 

in India is growing due to increased mobile 

penetration in urban and rural areas. The sector 

mainly consists of voice and data transfer 

activities. 

4.2 Factor Analysis 

Factor analysis is a data reduction technique. In 

this analysis we try to reduce the  

independent variables into a few factors. The 

factors are created in such a way that there is no 

correlation among them. Thus, factor analysis as 

a multivariate technique is used to explain 

variability among the measure and related 

variables in terms of lower numbers of variables 

which are generally referred as constructs or 

factors. This reduces the problem of 

multicollinearity and also helps in better 

comprehension of the given data which can be 

bulky at times. Several authors have applied 

factor analysis for different purposes (see Prather 

et al., 1997; Wei et al., 2008; Ferrari, 1992; 

Preacher and MacCallum, 2002; Baumgartner 

and Steenkamp, 1996; Richins and Dawson, 

1992; Thomson et al., 2005).  

The factor analysis is carried out using the 

principal component analysis (PCA) method. 

PCA is a statistical technique which applies 

orthogonal transformation to change a set of 

related variables into a smaller set consisting of 

uncorrelated variables. These uncorrelated 

variables created are generally called as principal 

components. The number of principal 

components derived from the PCA is generally 

less than the number of variables in the original 

set of data. The transformation is carried out in 

such a manner that the first component is able to 

derive the highest variability contained in the 

initial data. The second component is derived in 

such a way that it has the highest variability but 
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with the restriction that it is not correlated with 

the first components.  

4.2.1 Conditions: 

Before conducting factor analysis, three 

conditions are required to be met.  

• The number of observations should be 

at least 5 times the number of variables. 

• The KMO value should be above 0.5. 

• The Bartlett's test should be significant. 

 

 

Table 1: KMO And Bartlett's Test2 

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 
0.78 

Bartlett's Test of Sphericity Approx. Chi-Square 9,086.0 

df 190 

Sig. 0.00 

Table 1 shows the results of KMO statistics as well as the Bartlett’s test. As is evident from the table, the 

KMO value is above 0.5 and the Bartlett’s test is also significant at the 1% level. Thus the data is 

conducive for factor analysis and we can proceed with further analysis. Also the condition of the total 

number of observations being at least 5 times the number of variables is comfortably satisfied.   

Table 2: Total Variance Explained3 

Component Initial Eigenvalues Extraction Sums of Squared 

Loadings 

Rotation Sums of Squared 

Loadings 

 Total % of 

Variance 

Cumulative 

% 

Total % of 

Variance 

Cumulative 

% 

Total % of 

Variance 

Cumulative 

% 

1 6.4 31.9 31.9 6.4 31.9 31.9 4.6 23.2 23.2  

2 5.1 25.6 57.5 5.1 25.6 57.5 4.4 21.9 45.1  

3 3.7 18.3 75.8 3.7 18.3 75.8 4.4 21.9 67.0  

4 2.2 11.0 86.8 2.2 11.0 86.8 4.0 19.8 86.8  

5 0.6 2.9 89.6        

6 0.4 1.8 91.4        

7 0.3 1.5 92.9        

8 0.3 1.3 94.2        

9 0.2 1.1 95.2        

10 0.2 1.0 96.2        

11 0.2 0.8 97.0        

12 0.1 0.6 97.6        

13 0.1 0.5 98.1        

14 0.1 0.4 98.6        

15 0.1 0.3 98.9        

16 0.1 0.3 99.2        

17 0.1 0.3 99.5        

18 0.0 0.2 99.7        

19 0.0 0.2 99.9        

20 0.0 0.1 100.0        

                                                           
2
 Source: This table has been created by the author. Software package SPSS has been used for performing 

statistical analyses. 
3
 Source: This table has been created by the author. Software package SPSS has been used for performing 

statistical analyses. 
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The above table displays the results of total 

variance explained. The table also shows the 

Eigenvalues of the factors. Since we have 

selected the criteria of eigen value greater than 

one, the second panel of the table shows the 

eigen values and the variance explained of only 

those factors which have eigen values of greater 

than one. As is clear from the table, we should go 

for a four factor solution. The four factors 

together explain around 86% of the total variance 

of the original data. Thus we have obtained a 

very good explanatory model. 

Table 3: Rotated Component Matrix4 

                                                           
4
 Source: This table has been created by the author. Software package SPSS has been used for performing 

statistical analyses. 

 Component 

 1 2 3 4 

My organization has a well defined Policy on medical data protection 0.96    

The medical data protection policy in my organization is adequately 

resourced 

0.95    

The medical data protection policy in my organization is supported by 

management infrastructure 

0.94    

The policy on medical data protection in my organization is reviewed 

regularly. 

0.94    

There are no major practical or technical difficulties in providing the medical 

data 

0.90    

Employees in my organization are made aware, before they provide medical 

data, of why this data is being collected 

 0.94   

There is an identifiable person responsible for medical data protection in my  

organization 

 0.92   

In my organization staff is trained in the necessary security controls and 

procedures for medical data handling 

 0.91   

All individuals who are authorized to process medical data in my 

organization receive appropriate training 

 0.90   

In my organization there are procedures that allow employees to access 

medical data which relate to them 

 0.90   

My organization retains all the  proofs of lawful processing of medical data   0.95  

In my organization the changes to software or processing environment are 

considered in the context of medical data protection obligations 

  0.93  

My organization has the full extent of medical data processing authorized by 

law and regulations 

  0.93  

In my organization medical data protection considerations are taken into 

account during the development and purchase of hardware and software 

  0.89  

In my organization processes are in place for documenting and reviewing all 

identified quality issues related to  medical data 

  0.84  

There are security controls and procedures in my organization which ensure 

the integrity of the medical data 

   0.93 

The security controls and procedures in my organization for ensuring the 

integrity of the medical data are effective 

   0.91 

My organization has formal criteria for deletion of medical data    0.89 

My organization checks whether the medical data provided by employees is 

up to date 

   0.88 

My organization checks the medical data provided by employees for its 

adequacy 

   0.76 
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Table 3 shows the rotated component matrix and 

the corresponding loadings. The loading are 

arranged in descending order and the loadings 

below 0.4 have been hidden. The rotated 

component analysis gives a much better solution. 

As is evident from the table that there are no 

cross loadings. Also we have obtained a four 

factor solution. All the factor loadings are above 

0.75. Thus we can conclude that the factor 

solution obtained is appropriate. There are five 

variables loading into each factor. The highest 

factor loading is of 0.96 and the lowest factor 

loading is of 0.76. All other loading lie between 

these two scores. Most of the loadings are in the 

range of 0.9 to 0.95. Thus the loadings obtained 

are appropriate and the factor structure is proper.  

 

The first factor has five variables loaded into it 

namely “my organization has a well defined 

Policy on medical data protection”, “the medical 

data protection policy in my organization is 

adequately resourced”, “the medical data 

protection policy in my organization is supported 

by management infrastructure”, “the policy on 

medical data protection in my organization is 

reviewed regularly” and, “there are no major 

practical or technical difficulties in providing the 

medical data”. This factor basically points at the 

policies related to the medical data security. The 

factor also talks about the organizational 

resources supporting the security of medical 

data. Thus we can name the as factor as to 

“Policy and Resources” aspect of medical data.  

 

The second factor has five variables loaded into 

it namely “employees in my organization are 

made aware, before they provide medical data, of 

why this data is being collected”, “there is an 

identifiable person responsible for medical data 

protection in my organization”, “in my 

organization staff is trained in the necessary 

security controls and procedures for medical data 

handling”, “all individuals who are authorized to 

process medical data in my organization receive 

appropriate training”, and, “in my organization 

there are procedures that allow employees to 

access medical data which relate to them”. This 

factor mostly talks about various trainings and 

employees awareness programs. Thus we can 

name the as factor as to “Training and 

Employee Awareness” aspect of medical data.  

 

The third factor has five variables loaded into it 

namely “my organization retains all the proofs of 

lawful processing of medical data”, “in my 

organization the changes to software or 

processing environment are considered in the 

context of medical data protection obligations”, 

“my organization has the full extent of medical 

data processing authorized by law and 

regulations”, “in my organization medical data 

protection considerations are taken into account 

during the development and purchase of 

hardware and software”, and “In my organization 

processes are in place for documenting and 

reviewing all identified quality issues related to  

medical data”.  This factor mainly explains the 

legal considerations and the standards which are 

required to be met by companies. Thus we can 

name the as factor as to “Standards and 

Regulations” aspect of medical data. 

 

The fourth factor has five variables loaded into 

it namely “there are security controls and 

procedures in my organization which ensure the 

integrity of the medical data”, “the security 

controls and procedures in my organization for 

ensuring the integrity of the medical data are 

effective”, “my organization has formal criteria 

for deletion of medical data”, “my organization 

checks whether the medical data provided by 

employees is up to date”, and, “my organization 

checks the medical data provided by employees 

for its adequacy”. This factor mainly talks about 

various controls that need to be applied in order 

to secure the medical data. Thus we can name the 

as factor as to “Processes and Controls” aspect 

of medical data. Table 4 presents a summary of 

the factors obtained and their naming. 
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Table 4: Factor Naming5 

                                                           

 

No. Statement  Name of Factor 

4.03 

4.13 

4.16 

 

4.09 

4.17 

My organization has a well defined Policy on medical data protection;  

The medical data protection policy in my organization is adequately resourced;  

The medical data protection policy in my organization is supported by management 

infrastructure;  

The policy on medical data protection in my organization is reviewed regularly;  

There are no major practical or technical difficulties in providing the medical data 

Policy and 

Resources 

4.19 

 

4.08 

 

4.02 

 

4.11 

 

4.20 

Employees in my organization are made aware, before they provide medical data, of why 

this data is being collected;  

There is an identifiable person responsible for medical data protection in my  

organization;  

In my organization staff is trained in the necessary security controls and procedures for 

medical data handling;  

All individuals who are authorized to process medical data in my organization receive 

appropriate training;  

In my organization there are procedures that allow employees to access medical data 

which relate to them 

Training and 

Employee 

Awareness 

4.15 

4.18 

 

4.10 

 

4.04 

4.06 

My organization retains all the  proofs of lawful processing of medical data; 

In my organization the changes to software or processing environment are considered in 

the context of medical data protection obligations; 

My organization has the full extent of medical data processing authorized by law and 

regulations; 

In my organization medical data protection considerations are taken into account during 

the development and purchase of hardware and software; 

In my organization processes are in place for documenting and reviewing all identified 

quality issues related to  medical data 

Standards and 

Regulations 

4.01 

 

4.07 

 

4.14 

4.05 

 

4.12 

 

There are security controls and procedures in my organization which ensure the integrity 

of the medical data; 

The security controls and procedures in my organization for ensuring the integrity of the 

medical data are effective; 

My organization has formal criteria for deletion of medical data; 

My organization checks whether the medical data provided by employees is up to date; 

My organization checks the medical data provided by employees for its adequacy 

Processes and 

Controls 
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Source: This table has been created by the author. Software package SPSS has been used for performing 

statistical analyses. 

 

5. THEORRTICAL MODEL FOR 

ACCESSING SECURITY OF MEDICAL 

DATA  

Based on the results, Security of medical data 

assessment model can be made. Figure 1 proposes 

such a model. The results suggest some support for 

the basic structure of this model. The factor 

analysis clearly revealed six dimensions of 

security. 

 

 

 

 

 

 

 

 

 

Figure 2: A Conceptual Model Of Medical Data Security 

Assessment 

6. CONCLUSION 

The study has two major contributions. First, the 

study found evidence that medical data 

management is a complicated matter and consists 

of several dimensions. The study identified four 

key dimensions for Indian organizations. Second, 

the study also highlighted that there are multiple 

constructs that should be considered while 

measuring the overall information security within 

an organization. These constructs or factors should 

be evaluated both individually as well as 

collectively in order to make the information 

secure and reliable.  

 

 

6.1 Implication For The Management  

The major implication of the current study is that 

managers should look into IT as an enabling factor 

in protecting the overall organizational data in 

general and medical data in particular. The 

managers should specifically focus on four aspects 

of medical data namely, controls, employees and 

training, policies, and regulations. These four 

factors should be viewed as four pillars that are 

supporting the overall data security within an 

organization. The appraisals of IT managers can 

also be linked to their performance in terms of 

these four factors. Further, all the key personnel, 

irrespective of their departments, should be made 

aware of these four factors. This will ensure the 

considerations of these four factors in all the major 

decisions made by the organization.       

The major limitation of the study is that it is 

confined to only three sectors namely Healthcare, 

Telecom & IT. Further we have studied only one 

country i.e. India.  

7. SCOPE OF FUTURE RESEARCH 

  

One of the most important aspects of information 

security is its impact on other related organizations. 

These organizations include subsidiaries, partners, 

customers, and competitors. There can be several 

positive as well as negative spillovers of 

information security practices to these related 

organizations. The impact and nature of such 

spillovers is an open question. This can be studied 

in detail in order to provide more depth and breadth 

to the topic of information security.  
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