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ABSTRACT

There have been many cases of fake documents be used for important legal transactions. This includes the
use of fake degrees or certificates during professional job applications either in private sectors or
government related firms. Since many people are using smart phones currently, it is possible to have a
mobile application system (apps) that can validate the correctness of legal documents or certificates in real-
time basis. The apps must be able to validate the certificate by confirming it with the data obtained from a
registered database owned by relevant academic institutions. However, since these data require wireless
transmissions which are vulnerable to data manipulations by hackers, this paper introduces a protection
measure using encrypted elements of user authentication to watermark the transmitting data. This is to
ensure the data being transmitted using the mobile apps are secured from being hacked by unauthorized
parties and without much time delay. To analyze the effectiveness of this watermarking technique, a special
mobile apps is developed. The effectiveness of the technique is measured in terms of the correctness of the
data before and after being transmitted, the time taken to process the data before and after being transmitted
and the processing time increment rate versus the data size increment. From this experiment, not only the
correctness of the certificate could be confirmed instantly but also the transmitted data are well protected
without much data processing delay. This indicates that the proposed watermarking technique is effective to
ensure the data are well protected during wireless transmission and therefore users can conveniently use the
apps to immediately detect fake degrees.

Keywords: QR Code, Digital Watermark, Data Transmission, Wireless Communication, Mobile
Application Systems

1. INTRODUCTION to be issued by 5 foreign universities in which three
of these wuniversities were non-existence. The
It has been reported in Malaysian newspapers degrees were sold at RM6500.00 for Bachelor of
and online news recently that several cases of those  Science, RM8500.00 for Masters and RM10500.00
having important posts have used fake degrees for  for a PhD [1].
securing their jobs not only in government firms but
also in private sectors. An online news reported on ~ The Star online news dated 3™ October 2013
27™ July 2012 that the local police department had  reported that the government needed a new law to
discovered 525 'graduates' who were ‘without rule out fake degrees. It was because the Malaysian
attending lectures, sitting for examination and Parliament had highlighted that 2 cases of fake
submitting papers’. The fake degrees were believed
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degrees were detected in Public Service

Commission between 2007 till 2012 [2].

The online New Straits Time news revealed on
7™ September 2012 that a ‘lecturer” had used fake
degrees from the United States and Canada to work
as a university lecturer for two years before
becoming a consultant in a government department

[3].

Moreover, there are several portals that are
selling fake degrees online which produce degree
certificates that look very similar to the genuine
ones. With the selling prices affordable by many
people, it is not easy to stop people from using fake
degrees for their job applications.

The question now is how to ensure the use of
fake degrees can immediately be identified as to
prevent unqualified candidates from taking any
critical jobs? Due to this concern, this paper
introduces a method to detect fake degrees instantly
using a secured mobile apps together with degree
certificates printed with QR (Quick Response)
Codes.

QR Code has been widely used for data
communication after it was introduced in 1994 by a
Japanese company known as Denso Wave. It was
initially used for marketing purposes but was
recently used in medical [4][5], financial [6][7],
business and marketing purposes [8][9], educations
[10][11][12]and government affairs [13][14][15] in
many countries all over the world. QR Code is a
square shape of 2-dimensional barcode which has
higher data capacity compared to the traditional 1-
dimensional barcode. It can carry data up to 7089
numeric characters, 4296 alphanumeric characters,
2953 binary bytes and 1817 Kanji characters [10].
With this capacity, it can be used to carry large
information such as URL, contact numbers, email
addresses, animations links, etc. [16]. It can be
encoded using free online QR Code generators and
easily decoded using free applications available in
most smart phones or devices.

The use of QR Code's image on degree
certificates and a special mobile scanning software,
can identify the legitimacy of the certificates easily.
The QR Code image must carry information or
attributes as printed on the certificate such as the
name of the degree holder, the name and address of
the institution issuing the degree, the date of degree
issuance and the field name of the degree. Using a
special scanning software, data carried by a QR

Code’s image are retrieved by the phone that will
compared with the corresponding data obtained
from a database of the registered degrees. The
degree certificate can be considered as genuine if
these 2 sets of data match.

However, the above system requires data to be
wirelessly transmitted. Unfortunately, data being
communicated wirelessly or through mobiles are
not secured and very vulnerable to security attacks
[17]. Thus, it is important to ensure transmitted data
be safe from these attacks. Researchers have
proposed many ways to protect data transmission in
mobile or wireless communications such as by
using secured data/document [18][19], secured
storage/database [20][21], secured network [22][23]
strong user authentication [24][25] and reliable
device/network service [26][27]. Even though each
of them has their own advantages and
disadvantages, this paper has chosen the
improvement in terms of secured data/document as
a start since the degree certificates may contain
confidential data that needs to be protected.

To secure data/document, many improved
security or protection measures have been
introduced by researchers. For example, [18] and
[19] have suggested on the use of symmetric-key
operations to encrypt the data, [28] proposed the use
of secure fingerprints using QR Codes, [29]
proposed the change of the security protocols used
between two peers, [30] focused on the secured
watermarks to detect false injection attack, [31]
highlighted the use of Visual Secret Sharing (VSS)
scheme while [32] recommend the use of watermark
in Wireless Sensor Network and [33] suggested the
use of digital watermark and signature to secure the
data. However most of these improvement depends
only on one type of protection measure. Besides, no
analysis has been done to see if the processing time
and its increment rate are not badly affected when
the proposed improvements are being applied. This
is because the user might not want to use the system
if the processing time is too long and the users
could not afford to waste more times.

Taking into the above consideration, this paper
proposes a technique of making data transmission
be well protected by applying watermarks of
encrypted user authenticating data while ensuring
no big delay in data processing time.

To test the effectiveness of this watermarking
technique, a similar experiment has been carried out
for a QR Code used to verify the legitimacy of a
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personal identification card called 'MyID' card. This
paper actually improvises the experiment that has
been previously done in 2013 [34].

Section 2 of this paper talks about the
infrastructure of the experimental system followed
by section 3 which explains about the watermarking
technique. Section 4 illustrates the test method,
Section 5 summarizes the results and Section 6
concludes the findings and future works.

2. THE INFRASTRUCTURE OF THE

EXPERIMENTAL SYSTEM

To construct the experimental system of using
QR Codes in MyID Card, several hardware devices
and software have been used. The hardware devices
consist of a smart phone (Samsung Galaxy Note 3),
and a laptop which displays the softcopies of MyID
cards. The smart phone has been installed with a
free demo version of QR Code scanner called
'Barcode Keyboard' version 1.4.1 which is able to
convert the scanned data into keystrokes. The phone
is also provided with a special mobile apps that can
process the scanned data from QR Code and
retrieve the corresponding data from a database. A
special mobile apps is developed to compare these
two sets of data -from QR code and from databases.

The algorithms are written using PHP language
and communicating with mobiles and servers using
android-sdk platform in Eclipse-Juno operating
environment. The Eclipse Project version 4.2.0
release on 8th June 2012 is used for this operating
environment.

For the wireless communication service, a Wi-Fi
service subscribed from Telekom Malaysia Berhad -
Unify package is used. Since there are many
uncontrolled parameter related to data transmissions
between mobiles and databases such as traffic
congestions due to bad quality of service, distance
of communications, time of usage, etc. the
algorithms and the database are both located in one
subscribed cloud server.

3. THE WATERMARKING TECHNIQUE

The proposed data for watermark is the text-
based elements of user authentication. This means
the mobile apps developed for this study requires a
mobile user to do authentication. The data for user
authentication are not necessary to be very
complicated. It can be done by having only four
text-based elements as recommended by [25]

comprising username, password, mobiles' IMEI
(The International Mobile Equipment Identity)
number and SIM (Subscriber Identification Module)
Card number. The user is required to key in
username and password while the IMEI and SIM
Card numbers are auto-retrieved by the mobile
device. In comparison with the existing
watermarking techniques done by other researchers
such as [35], the user authenticating data is
normally used once during the initial authorization
process whereas the proposed watermarking
technique reuses the user authenticating data for
data protection during their transmission as
illustrated in Figure 1.

Figure 2 shows how a user needs to key-in the
username and password for the authentication. The
IMEI and SIM Card numbers are not displayed on
screen but they are auto-retrieved by the
background operation. All user authenticating data
are then combined, encrypted, and blended to form
a digital watermarking data. Meanwhile each
attribute of information from QR Code is also
encrypted individually. The watermarking data from
user authenticating data are then chunked into
smaller number of digits (represented by W;, W,
W;, ..., W) and each is appended to each attributes
of QR Code’s data (D;, D,, D3, ..., D,). These
appended numbers are combined into W,D;, W,D,,
W;Ds, ..., W,D, and transmitted from mobiles to
server to search for the corresponding data or
records in a database. Once the corresponding
records (represented by R;, R,, Rj3, ..., R,) are
obtained, they are combined one more time before
they are transmitted back to the mobile devices as
WlDlRla W2D2R2, W3D3R3, N WnDan as
demonstrated in Figure 3.

Once these data arrive to mobile device, the
watermarked data are detached so that the data
comparison between QR Code’s (D, D,, Ds, ...,
D,) and database (R;, Ry, R3, ..., R;) can be done.
Before the results of comparison can be displayed
on mobile’s screen as shown in Figure 4(a) or
Figure 4(b), the user is required to re-authenticate to
ensure only the right users and mobile devices
receive the data. The results displayed in Figure 4(a)
are ‘without violation” which means QR Code’s
data match with database’s data. On the other hand,
if they are not matched, Figure 4(b) will be
displayed to indicate that they have violations. A
violation is detected as in Figure 4(b), due to
inconsistency of Date of Birth of ‘MyID’ card
holder. An example of MyID card with QR Code
used in this experiment is as in Figure 5.
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4. THE TEST METHOD

Two mobile apps are developed to measure the
effectiveness of the proposed watermarking
technique in which one of the apps is used as a
reference sample. Both apps are using the user
authenticating data as proposed by [25] but one is
not using any watermarking technique (referred as
an existing technique or reference sample) and the
other is using the watermarking technique (the
proposed technique) as summarized in Table 1.

The mobile apps are developed to be able to
scan QR Codes on MyID cards, search the relevant
records in databases and perform the comparisons to
check if inconsistencies exist between data obtained
from scanning QR Code and those from databases.
The card is considered as fake if any inconsistencies
are detected between these 2 sets of data.

Tests are done to measure the processing time,
data integrity and the relation between processing
time and different sizes of data. The processing time
is measured when the data are encrypted, attached,
blended, unblended, detached and decrypted, before
and after the data are communicated between
mobile devices and databases. As a basic start, the
data encryption method used in this study is binary
encryption method as introduced by ISO/IEC 18004
[36]. However, it could also be done using other
encryption types including the one proposed by [37]
which has been tested to protect wireless data
transmission. 50 sets of QR Codes have been used
and was tested repeatedly until the results give a
stable average processing time. A sub-program is
developed to run and record the average processing
times for each of both systems with and without the
proposed watermarking technique.

The improved performance of data integrity is
measured based on the percentage of data loss or
corrupted between input (QR Code's data) and
expected final output (data to be displayed on
mobile's screen). Data integrity is considered as
improved if there are no discrepancies between
these two sets of data while using the proposed
protection measure. To effectively measure the
differences of these sets of data, a hash function is
applied. In this experiment, SHA-384 is used for the
comparison since it is one of the hash functions
under SHA-3 level, the highest level of hash
functions recognized by the National Institute of

Standards and Technology (NIST). For easy
understanding of the percentage of data loss or
corrupted, zero data loss means 100% of data
accuracy which indicates good data integrity. To
measure and record the results of these comparison,
a different sub-program is developed to compare the
input and the output data using SHA-384 hash
function.

The trend of processing time vs. data sizes is
also analyzed to find out the behavior of processing
time towards different data sizes. This is done
because it is also important to know whether the
processing time is increasing exponentially or
linearly with the increased data size. Linear
increment is preferred because it means the
processing time is slowly increasing when the size
of data increases. The graph of this processing time
based on the number of characters in each QR
Code's data is plotted to find out the trend of
processing time versus data sizes.

5. RESULTS AND DISCUSSION

This section summarizes the results and
discussions related to the data integrity, processing
time as well as the graph of processing time vs. data
size.

a) Data integrity

To determine good data integrity, it is vital to
ensure all expected final output data are consistent
with input data. Tests were done for 50 MyID card
numbers and each card is provided with one QR
Code's data consisting of 10 attributes - MyID
number, name, address, county, city, state, zip code,
date of birth, gender and race. Based on 50x10 or
500 number of attributes, the results (as indicate in
Figure 6 show that there is zero percent of data error
between the 'input' and 'actual output' data which
means data integrity achieves 100% accuracy.

b) Processing Time

Processing Time is recorded for 50 MyID cards
in which each card is tested for 25 times for those
systems with and without the proposed
watermarking technique. The results which are
plotted into a graph as shown in Figure 7 indicate
that the average processing time converges to be
similar after 21 times running for 50 MyID cards.
This means the time taken to run the system with
and without the proposed watermarking technique
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are not much different after running for a certain
number of times.

¢) Processing Time vs. Data Size

To measure the time performance of the
proposed watermarking technique which involves
the process of watermarking, de-watermarking,
encryption and decryption, a graph is plotted for the
systems with and without the proposed
watermarking techniques as illustrated in Figure 8.
Calculating using Microsoft Excel Sheet, it seems
that the time delay increases linearly based on the
number of characters or data size. This is good
because linear increment means the system is
controllable compares to those that increase
exponentially as achieved by [35], as an example.

6. CONCLUSION

Due to many fake degree certificates being used
for job applications in the country which may allow
unqualified candidates taking critical jobs with
critical responsibilities, it is important to have a
secured mobile apps that can detect the used of
these degrees in real time basis. One of the solutions
to detect fake certificates instantly is by using a
special designed mobile apps as proposed in this
paper. However, mobile apps require wireless data

transmissions which are vulnerable to data
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Table 1Existing Technique and Proposed Technique

Technique User authentication Protection Measure
Username
Existing Technique Password Encrvotion
(Elkhodr's Technique) IMEI Number yp
SIM Card Number
. Username
Proposed Technique Password
(Irnprr(l)wwshe;ii Elk)hodr S IMEI Number Encryption + Watermark
cchnique SIM Card Number

(a) Without Proposed Watermarking Technique ’ 000 \
I I User’s Authenticati
ers N on
Mobile Device Encryption Zone Database

Z_[ User Authentication ]_2
Please enter
Username:
— —>
=— o 1>
abcd1234
1 1
and
(b) With Proposed Watermarking Technique Password:

1 1
Mobile Device Encryption Zone Database

_:[ User Authentication ]:2

- =2,
Data +

1 ] \ —/ J

X .

A 4

A

User Authentication
Fig. I The Reuse of User authentication Fig. 2 User authentication on Mobiles
Information in the Proposed Watermarking Technique
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Authentication number Data from QR Code

W. | Dy
Wi | 02

Data from QR Code
has been
watermarked with
bemmmmmpmmmmen authentication number

Corresponding
e S records in a
The combinations || Wy | D; | Ry |! database
of all data before | W, | 0; | R |
transmitting 5 ;
to user’s W= ]P0 ] R |
mobile device E 5
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Fig. 3 The Flow of Watermarked Data
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Checking MyID Data Checking MyID Data

SCANNED REGISTERED SCANNED REGISTERED

509-783-5167 509-783-5167 3 509-783-5167 509-783-5167

SHARLENE SHARLENE SHARLENE SHARLENE
CIRCELLI CIRCELLI CIRCELLI CIRCELLI

4018 W 4018 W 4018W 4018 W
CLEARWATER CLEARWATER CLEARWATER CLEARWATER
AVE AVE AVE AVE
KENNEWICK i KENNEWICK KENNEWICK
BENTON BENTON BENTON

WA WA WA

99336 99336 99336 99336

Date of Birth 4/9/1971 4/9/1971 Date of Birth 4/9/1980 4/9/1971

Save results? Save results?

Fig. 4(a) Results without Violation Fig. 4(b) Results with a Violation

. NAME:SHARLENECIRCELLI  ADDRESS: ,
DO08:4/9/1971 4018 W CLEARWATER AVE
GENDER: FEMALE KENNEWICK, BENTON,

" RACE:ARYAN WA 99336 J

Fig. 5 Sample of MyID Card'
"ID photo is taken from htip://www.onlinepassportphoto.com/images/Germany _sample_passport_photo. jpg

61



10™ January 2016. Vol.83. No.1

Journal of Theoretical and Applied Information Technology E < i]

© 2005 - 2015 JATIT & LLS. All rights reserved- SATIT
ISSN: 1992-8645 www.jatit.org E-ISSN: 1817-3195

Percentage of Error

Fig. 6 Report of Percentage of Error
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Average Processing Time for 50 QR Codes for Each Technique
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Fig. 7 Graph of Average Processing Time for 50 MyID Cards (E = Existing Technique, E_W = Proposed

Technique)
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Fig. 8 Graph of Processing Times for the Proposed Technique
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