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ABSTRACT

Communication in a huge network such as in cloud infrastructure is vast in demand. Almost all classified
information transferred via the communication channel. Most types of attack can cause the classified
information be in the hand of unauthorized party. This situation will lead to information disclosure and the
user feel unsecured for using the services like offered by cloud infrastructure. Besides, we look into
authentication as a primary concern; we also pay attention to the secure communication channel. We
believe, with a secure communication channel additional with a secure authentication we may reduce the
possibility of attack that may lead to information disclosure. This paper summarizing the issue and
challenge facing in cloud authentication mechanism. We also review existing technique of authentication
mechanism for cloud network and discuss important issues in this field such threat and insecure scheme,
whereby the root of these kinds of issue originates from the weak-ness of the authentication mechanism on
the security channel being using. After all, we found the implementation of quantum key distribution
scheme in an enormous network such as cloud infrastructure may resolve the issue interception of
unauthorized party in the network. A study investigating how the use of quantum key distribution key, can
guarantee that the message has not been modified or replaced by a dishonest party with control of the
communication line.

Keywords: Cloud Authentication, Multi-Party Quantum Key Distribution, Secure Communication

1. INTRODUCTION need to require more knowledge to maintain the
infrastructure of cloud storage. The cloud services
were managed and maintained by the third parties
called Cloud Services Providers (CSP) at remote
locations. If just network connection is available,
the cloud can allow the wusers to access to
information. So cloud computing architecture is an

alternative technique to the traditional information

Cloud computing is defined as deploying
network services and storage resources over the
Internet. It has an abstraction for the complex
infrastructure. It supports remote data storage and
accessing the remote services. Cloud computing
improves its role in computer network. A number of

public network sites are introduced presently to
share data among each other. In the cloud
computing, each user is a single owner of whole
data stored in the cloud. So it needs fewer
infrastructures to access data from the cloud and no

technology [1]. Data is centralized or outsourced to
the cloud. The fundamental aspects of the cloud’s
paradigm are shifting data or sharing data one with
others. It can access remotely, and flexible depend
on demand manner. Not only it easy to access with
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local independence, but also less expensive in
hardware and software. As large storage of data and
limited resources of the client, it is a very crucial
thing to determine the integrity verifications. There
are many security models to solve, integrity
verification problems [2]-[4]. Many researchers are
proposing a number of schemes [5]-[7] to enable
public audit ability. Even though there are lots of
advantages of moving into cloud infrastructure, we
are also take care of the privacy and security of the
transaction. In cloud’s, multiple users are accessing
simultaneously through the Internet. In [8], the
authors has discuss comprehensively about the
challenge and proposed methodology in cloud
computing. The most important is on how to secure
the sensitive data and remain confidential.

Since the data is sensitive and confidential, it
may not be secure to share in the public storage.
Even the public storage is recommended various
encryption techniques of data provide privacy and
security [9]. Several schemes were proposed [10]—
[13] to provide security for data sharing on
untrusted servers. In these schemes, the data owners
store the encrypted files in untrusted storage and
distribute the corresponding keys to only authorized
users. So, unauthorized users and untrusted servers
cannot know about the content of data files since
they do not no know the decryption keys. The most
important issue for data is their confidentiality.

The need for highly secure communication
system is a must in the current scenario and to the
whole nation. Massive information are transferred
continuously, whether it be top secret information
on banking information. With this growing
information exchange, the possibilities for
unauthorized reception are also increased. Quantum
cryptography based on physical principles that
cannot be defeated. This need for secure
communication provided the driving force for
interest in quantum cryptography or quantum key
distribution, in particular.

2 PRELIMINARIES

2.1 Authentication Scheme

Authentication is a scheme that needs to prove of
continuity in a relationship that usually the basis of
trust and identification. In computerization
mechanism, we need to verify someone’s identity in
order to decide or figure out either there are
legitimate. Currently, most of the security
transmission  depends on the  unproven

computational security. On any communication
process, the mechanism should comply with the
three top items that are confidentiality, integrity,
and availability. With the role-playing by the
authentication, integrity item is a must. Any
mechanism needs it to make sure that all the
transmission data is not change due to any event.

There are many standards in cryptographic, and
authentication is one of them. As mention earlier,
authentication is an important task to guarantee the
initial phase of communication is secure before it
can establish the connection between the legitimate
parties.

The mutual authentication mechanism has the
potential to make sure that the user and the server
can correctly identify each other. Mutual
authentication and session key agreement enable
the user to transfer their data or to access the server
correctly and securely over the public network [14].

In addition, the leakage of the user’s specific
information, enables the adversary to track the user
current location and login history [15]. Although
user’s anonymity ensures user’s privacy by
preventing an attacker from acquiring user’s
sensitive  personal information. In addition,
anonymity makes remote user authentication
mechanism more robust, as an attacker could not
track which user-server are interacting’. By conceal
entities ~ with  their real identity during
communication, it can preserve the anonymity [16].

For this reason, to achieve secure and anonymous
communication, a cloud infrastructure should
support efficient mutual authentication protocols in
which user and server can anonymously
authenticate each other so that a secure session can
be establish. In the past few years, many identity-
based mutual authentication protocols have been
proposed for cloud infrastructure [14][9], [17]-[19].
During mutual authentication, user and server
interact with each other and verify the legitimacy of
each other, and then establish a shared session key
using a shared secret.

In this regard, Yang and Chang [18] proposed an
identity-based remote user authentication protocol
for mobile users based on an elliptic curve
cryptography (ECC). Their scheme inherits the
merits of both identity-based cryptosystem and
elliptic curve. In 2009, Chen et al. [17] identified
two security flaws, namely, insider attack and
impersonation attack in Yang-Chang’s scheme. To
remove these security flaws, they presented an
advanced password-based authentication scheme
using ECC. The authors claimed that their protocol
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is secured to provide mutual authentication and is
appropriate for cloud computing environment.
However, Wang et al. [20] showed that Chen et al.
[17] protocol is not secure and is vulnerable to
password guessing attack. Besides that it also prone
to key compromise impersonation attack and also
suffers from the clock synchronization problem. In
2010, Wang et al. [9] proposed a public auditing
protocol where auditing protocols are used to
ensure authenticity and integrity of the outsource
data. However, in 2012, Xu et al. [21] analyzed
serious security flaws and showed that Wang et al.
[9] protocol is vulnerable to existential forgeries.
Their protocol is using known message attacks from
a malicious cloud server and an outside attacker.
Kang and Zhang [22] also presented short key size
identity-based authentication scheme, although it
suffers forward the secrecy attack and does not
maintain users’ anonymity.

Presently, most of the mutual authentication
protocol does not prevent key compromise
impersonation attack. In addition, if the users’ long-
term private key is compromised, then it cannot
change its private key by itself (without server or
private key generator (PKG) support). To achieve,
the user has to communicate with PKG [17], [18],
[22]. As a result, the attacker gets success to
perform impersonation attacks. If a user will be able
to change its private and public keys periodically,
then the leaked key (key compromise) situation can
be handled in a better way. In addition, periodical
change of private—public keys will enhance user
anonymity scenario, as the attacker cannot identify
the user with the public key of the user, which is
used to establish a session.

Anonymity protects consumer privacy and makes
remote user authentication more robust during
communication. In addition, user anonymity
restrains an attacker from acquiring sensitive
personal information about an individual’s
preferences, lifestyles, shopping patterns and
expenses by analyzing the content consumption and
accessing communications [23]. In this paper [24],
we will apply the pairing based certificateless
authenticated key agreement protocol for cloud
infrastructure that is introduced by Al-Riyami and
Paterson [25]. This proposed approach removes key
escrow problem as PKG generates only partial key
of the user, and the entity secret key depends on the
entity’s generated shared key. In this scheme, server
and user achieve their partial private keys from
PKG and can generate secret value to achieve their
public— private keys. Moreover, user and server can
change their private—public keys whenever they

required without the involvement of PKG. Further,
both parties can mutually authenticate each other
and establish a session key to communicating
securely. In addition, user and server’s real identity
and public key are not revealed during
communication, which makes the communication
completely anonymous.

2.2 Cloud Services

Discussing on cloud services we may define it as
a practice of using a network of remote servers
hosted via Internet to store, manage, and process
data, rather than a local server or personal
computer. B.Furht in [26] acknowledge that cloud
computing can define as a new technique of
computing which dynamically scalable and usually
virtualized resources are provided as a service over
the internet. It also has become a significant
technology trend, and many experts expect that
cloud computing will reshape information
technology (IT) processes and the IT marketplace
[27]. By applying this technology, we can gain cost
savings, high availability, and easy scalability.

Table 1. Deployment Models ([28])

No Model Description

1 Private Clouds Operated by or for a

single organization

2 Community
Clouds

Operated for groups of
organizations with
similar service

requirements

3 Public Clouds One general SLA for
all; data resides on

shared resources

4 Hybrid Clouds Connect public and
private clouds sharing
services and data

among them

Table 1 is a summary of a deployment model in
cloud services. Users tend to choose their personal
model that suits with their requirement.
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Fig.1. NIST Visual Model of Cloud Computing
Definition adopts from[28]

Figure 1 depicts a definition of cloud
computing. Begin with its essential characteristics
that offer a better service such as broad network
access, rapid elasticity, measured services and it is
an on-demand self-service. All of these services if
being pooled in one location named as resource
pooling. Next, cloud computing is divided into
three categories that are software as a service
(SaaS), platform as a service (PaaS) and
infrastructure as a service (IaaS). This entire cloud
service model is offering range of products with
advanced capabilities like automated scalability,
pay-per-use, and on-demand provisioning. In cloud
computing, virtualization act as a core subject
matter. For example, service providers or internal
enterprise private cloud managers, they use
virtualization technology with regards to its

efficiencies and flexibility offered by cloud
computing [29]. It covers the risks and
considerations around cloud computing

environment. Referring to [30] there are:

e How would we be harmed if the asset
became widely public and widely
distributed?

e How would we be harmed if an
employee of our cloud provider
accessed the asset?

e How would we be harmed if an
outsider manipulated the process or
function?

e How would we be harmed if the
process or function failed to provide
expected results?

Characteristics

e How would we be harmed if the
information/data were unexpectedly
changed?

e How would we be harmed if the asset
were unavailable for a period of
time?

From above questions, we could conclude the
main constraint among the user of adopting cloud
computing are confidentiality, integrity and
availability.

Fig.2 shows the OpenCrowd Cloud Solution
taxonomy. It is an initial points, to demonstrate the
ranks of available solution for each cloud models.
We believe from the shown taxonomy, the potential
of migrating the classical approach to cloud
computing is almost there. It just we need to find
out the gap, and find out the solution for closing the

gaps.

Infrastructure Services

st Comy

Cloud Software

CLOUD
TAXONOMY

I

=

Development &
Testing

Human
Resources Management

@,
Cad) OpenCrowd

Fig.2. Cloud Taxonomy adopts from [30]

2.3 Cloud Computing Gap

We can see that is enormous potential in cloud
computing. However, they are many users still have
doubt to place their corporates data in the cloud.
This can bring a gap between the user and cloud
provider. The huge gap is getting trust from the
user. According to National Institute of Standards
and Technology the major barriers of adopting
cloud computing are in terms of security,
interoperability and portability. In [31] a
comprehensive discussion on security issues in
cloud. The issue highlight the obstacles in cloud
computing. These are availability of service, data
lock-in, data confidentiality and auditability, data
transfer bottlenecks, performance unpredictability,
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scalable storage, bugs in large distributed system,
scaling quickly, reputation fate sharing and software
licensing.

Table 2. Security Barriers in Cloud Computing

Paper Barriers
S.Sundareswara[32] | Data  security  strategy,
authenticity
S.Zargari, Privacy challenge
A.Smith[33]
S.Haider[34] Security, authenticity,

auditing, security standard

A.Baldwin, D.Pym,
S.Simon [35]

Risk Assesment, Quality

Assuarance

C.Jinyin, Data security strategy
Y.Dongyong, [36]

Frank [37] Cloud Security Audit
M.Taylor[38] Forensic investigation of

cloud computing systems

From the table above, most of the paper are more
consent on the security aspects of adopting cloud in
their infrastructure. However, security itself has
many components. In this paper, we manage to
extract the most important element in security
classification. We named it as process validation.
From all the security classification such data
validation, storage security, auditing and forensic,
we strongly believe process validation is the most
crucial. From the classification, we manage to find
out the gaps.

Table 3. Security Gaps in Process Validation of Cloud

Computing.
Paper | Security | Method Gap
Classific
ation
[39] Process | Identity Based | The  session
Validati Mutual key and shared
on Authentication key can be
in Cloud | duplicate
Storage Sharing
using elliptic

E-ISSN: 1817-3195
curve
cryptography
[40] Process | Framework that | Not using a
Validati provides randomization
on identity in generating
management, the key, open
mutual the space for
authentication. attacker to
Using two | guess the key.
network channel
for interchange
the shared key
[41] Process | Introducing the | Using almost
Validati multi-level all
authentication authentication
o technique which | technique. It
authenticates the | may incurs
passwords in | cost and time
multiple levels | processing
to access the
cloud services.
[42] Process | Introducing Increase cost
Validati | efficient and did not
on certificate less complete the
tripartite key identity
agreement authentication
protocols. This of the clouds.
authentication
mechanism with
encryption
technique is
dedicated for
enterprise
private cloud
file system.

In refining a gap as in Table 3, we found the
authentication is important element in securing
cloud. It is become the prior point to convince the
users in adopting cloud computing technology.

2.4 Securing Cloud

Data loss or unauthorized leakage to a third party

is one of the biggest threats in the cloud computing
bussiness. As we have already mentioned in the
previous section, cloud computing is a combination
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of various computing entities, globally separated,
but electronically connected. As the geography of
computation is moving towards corporate server
rooms, it brings more issues including security,
such as virtualization security, distributed
computing, application security, identity
management, access control, and authentication.
However, strong user authentication is critical for
cloud computing to ensure that only valid user have
access to the server.

Study on some existing authentication schemes
has been carried in order for highlighting the gap.
Most of it is based on client-server architecture. The
first remote user authentication schemes have been
proposed by Lamport [38] in 1981, in which, the
server stores the hashed value of a user’s password.
In Lamport's scheme, password table was used to
verify the legitimacy of users. However, if this
password table is compromised, stolen, or modified
by an adversary, then the system could be partially
or completely undermined [39],[5].

Some more recent smart card based password
authentication schemes have been proposed in
[40],[41]. Many of the schemes have been broken
as shown by [42],[43],[5]. Shoup-Rubin [44]
proposed extension of Bellare- Rogaway model
[45]which is based on three party key distribution
protocol and smartcard is used to store the long
term secret keys. In their scheme, smartcard is used
to prevent the adversaries and it is assumed that
smartcard is never compromised. The scheme falls
in one factor category as two factor schemes can be
broken by compromising both the factors only. Liao
et al. [46] tried to consolidate a number of
passwords and smartcard based properties and
proposed two factor smartcard and password
authentication scheme. Cloud computing is a
variant of client server architecture, where,
thousands of clients use the same infrastructure at a
large scale. Consequently, it needs stronger
authentication than conventional client server inter-
networking system. Lee et al. [47] have proposed
public key and mobile out of band based
authentication for cloud computing. However, the
scheme transmits data (e.g. ID, PW, and PKI) in a
plaintext form that can be easily intercepted by the
adversaries. In addition, their scheme does not care
about data confidentiality; data integrity, user
privacy and users are not allowed to change their
password. As a result, their scheme does not fit for
real time cloud computing.

Mishra, Kumar, and Mukhopadhyay proposed a
pairing free identity based authentication
framework for cloud computing [39], in which they

try to enhanced identity based mutual
authentication scheme for client server cloud
architecture. However, these schemes did not
address access control for cloud computing users.
Referring to a previous research[48], they introduce
a Trusted Third Party, tasked with assuring specific
security characteristics within a cloud environment.
The proposed solution calls upon cryptography,
specifically Public Key Infrastructure operates in
concert with Single Sign On (SSO) and Lightweight
Directory Access Protocol (LDAP).

To ensure the authentication, integrity and
confidentiality of involved data and
communications. The solution presents a horizontal
level of service, available to all implicated entities,
which realizes a security mesh, within which
essential trust is maintained.

Public Key Infrastructure (PKI) including
exchange key using certificates and revocation list
has the capabilities to authenticate users in the
cloud infrastructure. Most of the users agree that
confidentiality, integrity, and authentication are the
key concerns in this cloud infrastructure. However,
there is a certain issue pertaining to the PKI
authentication where the public key cryptography
only provides computational security because PKI
is based on Asymmetric Key Cryptography. It is
exposed to widespread security threats such as
eavesdropping, man in the middle attack,
masquerade etc. By means, the attacker could easily
determine a person’s private key. It may prone to
information disclosure. The other problem is the
loss of the private key may be irreparable.

At this moment all, the received messages cannot
decrypt anymore if the private key is less. This
phenomenon has  triggers the needs of
authentication technique involving multiple users
that ensure the safety communication across the
nation. As we can see from above literature, the
existing authentication schemes still have a room
for improvement. Thus, from there we found a gap
to enhance the existing schemes.

In mutual authentication, mechanism user must
prove its identity to the server and the server must
prove its identity to the user. In the proposed
scheme user and server both authenticate each
other. To achieve it, user and server exchange
message authentication codes, which includes
entities” identities and secrete keys. Mutual
authentication is a security feature in which a client
process must prove its identity to a server. On the
other hand, server must prove its identity to the
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client before any application traffic is sent over the
client-to-server connection.

It also called two-way authentication, is a process
or technology in which both entities in a
communications link authenticate each other. In
a network scenario, the client authenticates
the server and vice-versa. In this way, network
users can be assured that they are doing business
exclusively with legitimate entities and servers can
be sure that all would-be users are attempting to
gain access for legitimate purposes. Mutual
authentication is gaining acceptance as a tool that
can minimize the risk in cloud computing. Mutual
authentication should not be confused with two-
factor authentication, a security process in which
the client provides two means of identification to
the server, such as a physical token and a password.

The fundamental problem of authentication is
how to check for a shared secret under the
guarantee that it will stay known only to Alice and
Bob. For mutual authentication, of course, it is
inevitable that they share some initial secret. If this
not the case, one classical method is to use a trusted
third party who can verify that a particular key
belongs to whomever it is supposed to-like in
public key cryptography. User authentication based
on quantum cryptography using any public channel
has previously been studied.

Therefore, a real possible solution to address this
issue by integrating the multi-party Quantum Key
Distribution (MQKD) protocol with the PKI
mechanism. This integration will involve the
deployment of enhance tight finite key scheme to
authenticate the cloud infrastructure involving multi
user communication.

2.4 Quantum Cryptography (QC)

The most well-known and developed application
of quantum cryptography is quantum key
distribution (QKD). QKD describes the process of
using quantum communication to establish a shared
key between two parties (usually called Alice and
Bob). The scenario is without a third party (Eve)
studgy anything regarding that key, even if Eve can
eavesdrop on all communication between Alice and
Bob. The condition is achieved by Alice encodes
the bits of the key as quantum data and sending
them to Bob; if Eve tries to learn these bits, the
messages will be disturbed, and Alice and Bob will
notice. The key is then typically used for encrypted
communication.

Modern cryptography, which is widely used in
computer networks, relies on computational

complexity. In other words, dawn of the quantum
computer with the quantum algorithm culminates
the end of modern cryptography. However, QC can
provide unconditional security, especially by its
property no-cloning theorem and Heisenberg’s
uncertainty principle. Quantum based security
schemes can classify into two major divisions
called single photon and entangled photon.

A quantum entangled state is a correlated state
between two particles such that result of
measurement on one particle affects the state of
another particle that is physically separated from
the measured particle. Quantum Cryptography
utilizes the original characteristics of quantum
mechanics such as superposition, entanglement and
so on. Using these properties, some information can
be secretly shared between users through a quantum
channel. The information can be a key or a
message.

Quantum cryptography involving Quantum Key
Distribution (QKD) protocols is used to share a key
and Quantum Direct Communication (QDC)
protocols are employed to send a message [49].
Quantum Key Distribution (QKD) is an active
research with various protocols, scheme, and
application. The reason QKD becomes an on
demand research because a threat such as
impersonation or man-in-middle attack makes QKD
vulnerable.

In a meanwhile, the authentication domain in
quantum cryptography is the hardest part due to its
level of complexity. Despite this, quantum
cryptography is only used to solve the key
distribution problem, not transmit any useful data.
The strength of any cryptosystem depends on the
difficulty than an eavesdropper faces in breaking in.
However, with the arrival of Quantum Computing,
it becomes easy to crack any cryptosystem. The
security of QKD can be proven mathematically
without imposing any restrictions on the abilities of
an eavesdropper, something not possible with
classical key distribution. This is usually described
as “unconditional security”.

Unconditional security means, Alice and Bob are
required to authenticate each other. Such as, Eve
should not be able to impersonate Alice or Bob as
otherwise a man-in-the-middle attack perhaps
possible. Classical cryptography is no longer a
secure communication method. Securing data and
data communication are a top priority because the
consequences of unsecure data can have grave
effects on both the economy and national security.
Quantum cryptography relies on the laws of
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quantum mechanics to provide a secure system
while the traditional system relies on the
computational difficulty of the encryption methods
used to provide a secure system [50].

As for this research, we are proposing to
implement Quantum Key Distribution (QKD) as an
aid to the process in authenticates the
communication in a cloud infrastructure. The
ultimate goal of quantum key distribution protocols
is to provide the reliable parties, Alice and Bob
with random, correlated, and private classical data,
the key. To get into this, they have a quantum
channel at their disposal, which is, however, to be
assumed completely under the control of the
adversary, Eve. Meaning that whatever quantum
state Alice or Bob send through the channel, the
output can be completely arbitrary, the only
restriction is consistent with quantum mechanics.
In addition to the quantum channel, the reliable
parties can make use of a public, classical channel,
which is assumed to be authentic, by mean, it
cannot be altered or forge messages.

Instead of considering the distribution key
between two parties, we have to pay attention to
what happened if it involving more than two
legitimate parties. In clouds we can see that it may
involve a number or users, here we will introduce
using of Multiparty Quantum Key Distribution
(MQKD). Multiparty QKD (MQKD) is a key
distribution protocol in which the same key is
distributed to different parties based on quantum
mechanism [51]. MQKD can be referred as a key
distribution protocol establishes a shared key
among a number of users. To achieve the practical
feasibility and simplicity in MQKD, a standard
cryptographic like authentication is needed.
Authentication is the important task to secure the
communication between users. User identification
and the origin of the data is required to be genuine,
because, if a malicious user masquerades as a
legitimate user, the key distribution schemes, and
encryption schemes will be easily compromised.

As a prior relevant research, Matsumoto
proposed a first protocol without the use of
entanglement to achieve MQKD. His findings
enables three parties agrees at once on a shared
common random bit string in the presence of
eavesdroppers [52]. The main difference between
our proposed protocol and Matsumo’s protocol is
that our protocol allows numbers of parties to share
a common secret key after the establishment of the
secret key among the parties. Furthermore, our
protocol utilizes one-way public communication
(post processing) to share a final secret key. Here,

Matsumoto’s protocol requires three-way post
processing efficiently. All the parties are required to
participate in the calculation. Contrastly, our
proposed protocol needs only the sender to transmit
a public message to the parties. As long as, the
public channel is authenticated and unedited by
Eve, then our proposed protocol proves
unconditional security.

Moreover, we use simple post-processing
technique to share a common secret key among the
parties. We prove that our proposed method in [53]
has a significant towards the attack resilient. The
10% of improvement, in order to reduce the
possibility of man in the middle attack, shows that
the scheme is reliable to implement in a cloud-
computing environment. The simulation runs on the
cloud environment that we have set up earlier.

Quantum mechanics effects can be used to
transfer information from Alice to Bob, and any
attempted eavesdropping by Eve will always be
detectable. Three distinct phases are present: raw
key exchange, key sifting, and key distillation, with
the option, to discard the secret key at any of the
stages if it appears that not enough security could
obtain from it.

2.5 Quantum Authentication

Obviously, it would be nice if quantum
methods could provide self-enforcing protocols.
However, even if this would call for some
‘‘asymmetric quantum key’’ cryptography that
remains to be invented, we would unfortunately still
need a trusted authority to authenticate the public
quantum key. What we are concerned with here is
to reflect upon whether quantum mechanics with its
inherent property unitary and entanglement can
yield any advantage over classical methods
providing authentication via an arbitrator. For
protocols designed with Trent, like those proposed
in [54], [55], we believe we cannot offer Alice and
Bob with a key that can be unconditionally kept
secret from Trent. As it is actually he/she who
directs the entire authentication process.

In other words, if Alice and Bob’s mutual
authentication is guaranteed only by their individual
and non-necessarily correlated secret with Trent.
Then, Trent will also have full control over their
communication (regardless of what channels are
used) and can always do a “man in the middle”
attack if he so chooses. We conclude that, in
principle, no restrictions can be imposed on Trent.
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3 QUANTUM KEY DISTRIBUTION photons over an optical network. Key exchange or

REVIEW

In the classical cryptography, a variety of
encryption algorithms has been introduced,
providing different levels of security. Apart from
that, they all have in common that in principle they
can be cracked. For example, the RSA
cryptosystem, one of the widely used algorithm
(e.g. in SSL, SSH), relies on the fact that it 's hard
to find the factors of large integers. There are two
threats to this method: The first is that more
computational power will help to make time
consuming attacks (like brute-force attacks) more
convenient. Moreover, someone might even think
of an efficient algorithm for factoring integers. The
second problem is that quantum computers are in
fact already capable of executing the factorization
efficiently. On the other hand, there exists a
classical, unconditionally secure cryptographic
algorithm, but it has a significant problem. It
requires a random key, which has to be as long as
the message itself, and this has to be transported
securely from one party to the other. It cannot be
done classically.

Here, an amazing idea comes to play. Quantum
mechanics has the property of hiding some
information from us, as expressed in Heisenberg’s
uncertainty relation. Could this inherent ignorance
be used as an advantage over a potential
eavesdropper? It turns out, that this is indeed
possible and after discussing the essential quantum
mechanical properties, it will be introduced a
method establishing a secret key between two
parties, which is provably secure. This security is a
direct consequence of the fundamental axioms of
quantum mechanics.

Interesting about this method is that a usually
unfavorable property of quantum mechanics is
employed to achieve something that cannot be done
outside the quantum world. The fact that two non-
commuting observables can only be measured with
limited precision allows unconditionally secure key
distribution. This idea been called as quantum key
distribution (QKD).

3.1 Basic Quantum Key Distribution

QKD employs two difference channels. One is
used for transmission of quantum key material by
very dim (single photon) light pulses. The other, the
public channel carries all message traffic, including
the cryptographic protocols, encrypted user traffic.
QKD provides a means to distribute
unconditionally secure key for one time pad, using

key distribution is at the heart of cryptography.
Secure key by QKD can be used for many
applications including secure communications and

message authentication over any standard
communication channels.
Alice Bob
[Sender] [Receiver]
. Eve .
Plaintext [Eavesdropper] Plaintext
¥ 1+
Encryption <\—’ N Decryption |
{ Algorithm J MV' { Algorithm J
) Message Transfer via this channel f
= - X )
Quantum State | ¢ Guantum Channe]% Quantimstate
Generator N v Generator

Key Distribution via this channel

Fig. 3 The concept of quantum key distribution

A QKD protocol cannot work only by itself,
and it needs to authenticate the classical messages
that are exchanged between Alice and Bob.
Typically, we use the Wegmen-Carter type
authentication protocol, which is unconditionally
secure at the expense of consuming a small portion
of key. The use of the Wegman-Carter type
authentication protocol requires the initial key for
the very first run of a QKD protocol. Since this key
is used only for authentication, it needs to be secure
only until the end of authentication. For the next
rounds of the QKD protocol, we can use the key
generated in the previous rounds. Due to the
consumption of the key, a QKD protocol is

sometimes called a “key growing” or “key
expansion protocol.”
By the law of quantum physic, any

eavesdropper (Eve) that snoops on the quantum
channel will cause a measurable disturbance to the
flow of single photons. Alice and Bob can detect
this, take appropriate steps in response, and hence
foil Eve’s attempt at eavesdropping.

In QKD protocol, the use of the light wave
makes it more reliable and fast. Light waves are
electromagnetic waves that can show the
phenomenon of polarization, in which the direction
of the electric field vibrations is constant or varies
in some definite way. A polarization filter is a
material that allows only light of a specified
polarization direction to pass.

Information about the photon's polarization can
be determined by using a photon detector to
determine whether it passed through a filter. In
other words, photon is a quantum object. It can be
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considered to have a property only after measured
it. The type of measurement impacts the property
that find the purpose.

The algorithm for selecting base in quantum
key distribution discussed in [56]. Selection of base
is important to identify any attempt from
eavesdropper. In quantum key distribution, any
attempt of an eavesdropper to obtain the bits in a
key not only fails, but gets detected as well.
Specifically, each bit in a key corresponds to the
state of a particular particle, such as the polarization
of a photon, named quantum bit (qubit). The sender
of a key has to prepare a sequence of polarized
photons qubits, which are sent to the receiver
through an optical fiber channel. In order to obtain
the key represented by a given sequence of photons,
the receiver must make a series of measurements
using a set of polarization filters. A photon can be
polarized rectilinear (0o, 900), diagonal (450, 1350)
and circular (left - spinL, right - spinR).

The process of mapping a sequence of bits to a
sequence of rectilinearly, diagonally or circularly
polarized photons are referred to as conjugate
coding while the rectilinear, diagonal and circular
polarization is known as conjugate variables.
Quantum theory suggests that it is impossible to
measure the values of any pair of conjugate
variables simultancously due to Heisenberg’s
principle of uncertainty. The same impossibility
applies to rectilinear, diagonal and circular
polarization for photons. For example, if someone
tries to measure a rectilinearly polarized photon
with respect to the diagonal, all information about
the previous “property” of the rectilinear
polarization of the photon vanished.

BB84 Algorithm of QKD BB84 is the first
known quantum key distribution scheme, named
after the original paper by Bennett and Brassard,
published in 1984. It allows two parties; as a
standard convention that Alice as sender and Bob as
receiver, to establish a secret shared key using
polarized photons qubits. Eve is presented as
eavesdropper. The steps of the algorithm are
explained below:

e bits 'S (Connection establish when the key is satsfied by both party, referring to its Qubit
Error Rate. Must be less than 11% error.

[

Fig4 The BBS84 protocol.
between Alice and Bob.

Standard  conversation

3.2 Shannon Entropy, Von Neumann Entropy

Entropy itself has meant uncertainty in random
variability. It is important in information theory. As
for quantum information, the intelligence of
quantum algorithms is achieved with the principle
of minimum information distance between Shannon
and von Neumann entropy. Typically it is measured
in bits. In quantum information point of view, the
Shor’s algorithm could be used to compute the
quantum states because of its dynamic condition.

Then, the Shannon entropy is interpreted as the
degree  of information accessed through
measurement while the von Neumann entropy is
employed to measure the quantum information of
entanglement. Entanglement exists when it has a
mutual exclusion between variable and quantum
state. The intelligence of a state with respect to a
subset of qubits is defined. The highest
achievement of a state is at the maximum if the
difference between the Shannon and the von
Neumann entropy for the chosen result qubits is
minimum.

Eavesdropping
Cryptanalyst
(Eve)

Message Receiver

Wessage message |Encipherer feryptogram | Decipherer | message
Source (T ) (Bob)
Alice) ] e M)

= key

>
=
x

k
Key Source [ ]

Fig. 5 Schematic diagram for cryptographic based
on Shannon

The Shannon concept could be interpreted as in
Fig.1. Quantum information can be measured by
using an analogue of Shannon entropy called the
von Neumann entropy. Shannon entropy is the
average unpredictability in a random variable,
which is equivalent to its information content.
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Shannon entropy provides an absolute limit to
the best possible lossless encoding
or compression of any communication, assuming
that the communication may be represented as a
sequence of independent and identical distributed
random variables.

Shannon’s source coding theorem mentions that
a lossless compression scheme cannot compress
messages, on average, to have more than one bit of
information per bit of the message [57]. The
entropy of a message has to multiply by the length
of that message, and then the measurement of how
much information the message contains can be
done.

Shannon's theorem also proves that no
compression scheme can compress all messages.
The Von Neumann theory also called as projective
measurement. In this case, Shannon’s entropy and
Von Neumann entropy could be a compliment each
other. The von Neumann entropy is being
extensively used in different forms such as
conditional entropies and relative entropies. It
implies in the framework of quantum information
theory[58]. Entanglement measures are based upon
some quantity directly related to the von Neumann
entropy [59].

However, there are several papers dealing with
the possible inadequacy of the Shannon
information measure, and consequently of the von
Neumann entropy as an appropriate quantum
generalization of Shannon entropy. Their primary
concern is how the classical measurement in
Shannon’s theorem can measure the information
with the ignorance about the properties in the
system.

4. DISCUSSION

The current commercial systems are aimed
mainly at governments and corporations with high
security requirements. Key distribution by courier is
typically used in such cases, where traditional key
distribution schemes are not believed to offer
enough guarantee. This scenario has the advantage
of not being intrinsically distance limited, and
despite long travel times the transfer rate can be
high due to the availability of large capacity
portable storage devices. The significant difference
of quantum key distribution is the ability to detect
any interception of the key because with courier the
key security cannot be proven or tested. QKD
(Quantum Key Distribution) systems also have the
advantage of being automatic, with greater
reliability and lower operating costs than a secure

human courier network. QKD also is trusted to
protect the information that been sent and received.
This criteria is particular important in banking and
defense.

Factors preventing full adoption of quantum
key distribution outside high security areas include
the cost of equipment and the lack of a
demonstrated threat to existing key exchange
protocols.

5. CONCLUSION

As a contribution in this paper, we present the
in depth summary of security aspects in cloud
computing. Then we narrow down and found that
part of security that is very important is process
validation that bring to authentication. There are
many classical methods being used in cloud
computing authentication. Besides that, there still a
need for us to perform an extensive research study
in order to find a new discoveries and innovation to
overcome such issue in security aspects. The
comparison with several schemes bring to the main
issue that motivates us to find the best scheme to
enhance the security level of authentication
mechanism in cloud environment.

From the study, we found an interesting
mechanism that relate with quantum theory that
involve small particles. It is called quantum key
distribution protocol. The main idea of presenting
the quantum key distribution protocol in multi-party
for a dedicated platform such as cloud is to provide
a safe platform for establishing a communication
between more than two parties. Therefore, in order
to minimize damages or losses due to security
threats, a reliable and robust key distribution
protocol and communication channel is very much
in demand. However, further work is requiring
proposing a new framework.

6. FUTURE WORK

In near future, the focus mainly goes to the key
size to minimize the damages due to security threat.
Several scheme and protocol will get tested, and the
result will be compared for us pick up the best
protocol in our authentication framework. Our

focus is in adopting quantum cryptography
protocol.
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