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ABSTRACT

The increasing need for information dissemination and the tremendous population growth in today’s
organizations calls for the need to migrate most application and their associated data to the network where
several millions of people can access concurrently. Several challenges such as security risk and
management/maintenance of the database have been posed to such system that operates on the network. In
this research paper we have been able to determine some functionality that can be incorporated into a
database management system that operates in an open network system environment. These functionalities
include: application of open password for open database system, creation of register database, creation and
monitoring of activity log file, creation of privacy lock on schema and application of a locking control on
file. To demonstrate this, a system was designed using the student arm of the University of Agriculture
Abeokuta as a case study. In designing the system, C# as the host programming language was used in
designing the front-end while Microsoft SQL Server 2005 was used for the back-end design. With the
introduction of these five functionalities, open database is secured to be used by the desired users.
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1. INTRODUCTION

Security of computer system is a
critical  aspect of any information
communication technology strategy; hence the
security of open database system is an
important component therein. Beyond ensuring
the security of the host operating system, an
open database needs to ensure that database
management software itself is secured with all
the constraints of security being put into
consideration. Red hat database offers a strong
set of features for enabling secure database
systems. These features encompass the three
key security issues: authentication,
transmission and access control security.
Authentication security is to ensure that only
authorized users can connect to the database
system. Transmission security is to ensure that
data is not vulnerable to snooping while in
transit over the network. Access control
security is to ensure that users or group of
users have access only to information to which
they are entitled. Red Hat database provides
other numerous security features that are built

on such open standards as Kerberos and socket
secure.

Databases have been common in
governmental departments and commercial
enterprises for many years. Today, databases
in any organization are increasingly opened up
to a multiplicity of suppliers, customers,
partners, employees, etc. This idea has been
unheard a few years ago. Numerous
applications and their associated data are now
accessed by variety of users requiring different
level of access via manifold devices and
channels. For examples, on-line banks allow
customers to perform a variety of banking
operation via internet and over the telephone
while maintaining the privacy of account data.
E-commerce merchants and their service
providers must store customer order and
payment data on their merchant server and
keep them secure. E-department allows
employees to update their personal information
whilst  protecting  certain  management
information from unauthorized access. The
medical professional must protect the
confidentiality of patient data whilst allowing
access to essential data for treatment. On-line
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brokerages need to be able to provide large
number of simultaneous users with up-to-date
and accurate financial information. This
complex landscape leads to many new
demands for open database security.

Database  usually  contains a
company’s most valuable information assets
and if compromised could wreak havoc [8].
Database security is a serious issue and if not
implemented correctly, the consequence can be
costly to organizations if their vital data is
hacked into or their customers’ data leaks out
which can even lead to cases of identity theft
[5]. Data accessibility is a major goal and
concern is data security. Many organizations
cannot work properly if databases are down.
To make the data or information available
implies to provide the security mechanisms to
ensure authentication, authorization and
auditing procedures [3]. This means that
security data involves:

( i) preventing unauthorized access to
classified data by anyone without a business
need to

know.
( ii ) preventing unauthorized users from
committing  mischief through  malicious
deletion or

tampering of data
( 1ii ) monitoring user access of data through
auditing techniques [13]

Databases are increasingly subject to
attack by internal and external attackers who
no longer simply seek notoriety but now want
financial rewards. By compromising the
security of databases and obtaining customers’
personal  data, committing fraud or
blackmailing the target company, both internal
and external attackers can jeopardise the
reputation, financial standing and customer
trust of a business. As a result, database
security has become a serious concern for an
increasing number of corporations. Security
vendors are responding by designing
technologies that complements and extend
tradition database solutions.

Open databases are becoming
increasingly important in a wide range of
operations. As computers have become faster
and more powerful and their use more
widespread, open database would become
critical. For example, open databases can be
used in stock trading, telephone switching
system, world wide web and network
management. Open databases depend not only
on the security constraint but also on the
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number of access of information by the users.
The goal of open database system is to meet
free access time of transactions by the users.
Rather than being open, more important
properties of open database should be ability to
retrieve expected documents at the right time.
An Open System is a system that does
not comprise central administration
components like the World Wide Web
(WWW) or the intranet/internet in general. It is
a system that regularly exchanges feedback
with its external environment (that is, users
communicating with the system). For a system
to be termed open, the boundaries through
which feedback can readily be exchanged and
understood must be porous. In this kind of
system, authenticated users must be able to
access the system at any time and be able to
retrieve information from the database without
restriction. According to [3], to put the data
available implies to provide the security
mechanisms  to  ensure  authentication,
authorization and auditing procedures.
Since open system allows free access to
databases (that is, most files in the database
can be accessed or downloaded by
authenticated users) and yet the integrity of the
data in the database must be preserved, the
functionality of the Relational Database
Management System must incorporate the
capability of managing the database to prevent
it from unauthorized modification (that is,
ensuring  database/system  security). The
security measure that can be incorporated into
such databases and its functionality is the
centre of this research. Techniques such as:
authentications, authorization, auditing
procedures and so on have been in use to
ensure proper management of a database
management system. In this work, we have
determined some functionalities that can be
incorporated into an open  database
management system.

2. METHODOLOGY

For any database management system to
function properly in an open system, without
any disruption, the following functionalities
are proposed for implementation.

e Open password for open database

management system

e Creation of a register database

e Creation and monitoring of activity

log file
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e  Creation of privacy lock on schemas
e Application of a locking concurrency
control on file
2.1 Application of Open Password for Open
Database System
Since anybody can have access to an
open database management system, another
means of ensuring that the system is not
misused is to apply an open password system
where all alphanumeric keys of the keyboard
can be seen on the screen by everybody as they
come in to register in order to be granted
access to the system. This is to ensure that
users do not have access to the system in a
cheap way. It would therefore be assumed that
anybody that can go through the rigour of
registering possesses a level of trust to use the
system.
2.1.0 Algorithm for Open Password
Definitions
Let the user input code be denoted by
I, = C1CC3...Cp, and its length be defined as
n =L (ciC; Cs...C,, Let X be the list of all the
password characters i.e. A,...,Z, a,...,z, 0-9,
symbols} and Y the set of the corresponding
randomly generated numbers such that each
value of X is assigned a random value from
Y.
Constraint
The set of randomly  generated

numbers S = {r :0<r<9re Z} is such
that N(X) is evenly divisible by n(S), i.e.
n(X)
n(s)

Also, the frequency of each Yy, =d Vi

=d must be an integer.

Algorithm for generating all characters
corresponding to each of the user input code

Computation of G(C,), the set of characters
corresponding to each C, of user input where
C el andi=1,2..,n.

Input: User input code, ¢; C; Cs ..., Cq
Method: Let n =L (ciCsCs...Cp)

Compute
G (c)={List(y))} ,i=12,3,...,n
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X, ifc =y,
where List(y,)=1 ' ' y'_
null, otherwise.

and List=Ux >y,

Output: The set of password characters
corresponding to each  C; .

2.2 Creation Of Register Database System

In this era of internet which allows
anybody with a web browser to access the net,
open database can function properly without
any form of detriment to the information in the
database if a register database is created. The
register database will contain the information
of any user that is interested in using the open
database management system. The information
may include national identity card number or
passport number, surname, first name, date of
birth, sex, colour and fingerprint. As a result of
this, for the first time the user enters the site,
he or she is requested to fill in the necessary
information in the registration form. After this,
the user is then given a time frame of 24 hours
for activation of his or her user account. After
the 24 hours, if the user comes in to use the
system, he must be able to provide the same
initial information; hence he or she is
requested to fill the same form as at first. The
system then compares the information in the
register database with the ones just provided. If
it matches, then the user can be granted access
to use the system, else access to the system
will be denied.

2.3 Creation and monitoring of activity log
file

Activity log file logs all operations
that have been performed by the users.
Monitoring log file helps to ensure that the
system is not misused. For example, changes
that are detrimental to the system are not
made, and actions that could lead to database
breakdown are not performed. If a user is
found misusing the system, such a user is
barred from using the system. This can be
done by granting a Denial of Service (DOS) to
such a user.

As soon as a user starts using the
system, he is requested to provide his
biometrics such as fingerprint, face or hand
which is then recorded in the activity log file.
Other information includes time-in, time-out,
operation performed and remark. As long as
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he keeps using the system, all operations
performed are logged against his biometrics in
the log file. This is to ensure proper tracing
and monitoring of any form of attack detection
on the database.

As soon as an attack is detected
through the log file, the user with that
biometrics is denied of further services. As a
result of this, before existing users can further
access the system, they are required to provide
the same biometrics as before which is then
compared to the biometrics of the barred user.
If it matches, the user will not be allowed to
use the system.

Consequently, such user can regain
access to the system by going through the first
stage of registration and must ensure that all
information provided is entirely different from
those provided before the denial of service else
he cannot be granted access because as new
users register, their personal information is
compared with the information of the
eliminated user to ensure that the same user
does not gain access to the system any longer.

2.4 Creation Of Privacy Lock On Schemas
Privacy lock is associated with the
database schema in such way that a user who
wishes to access any file in the database, is
allowed if the privacy lock condition is met. In
creating the database schema, privacy lock
constraint is imposed on each of the schema
that forms the database. The constraint
prevents the use to alter, display or copy part
of the schema into subschema or creates a new
schema into database. It specifies exclusive or
protected retrieval and exclusive or protected
update access. For example, if a user wishes to
perform any operation such as download, print
or read any file from open database, as soon as
the database file is selected, the registration
form and the open password system is
displayed. At this point, the user can only be
allowed to perform any operation if the
information on the form is correctly provided.
That is the information provided matches the
user’s information in the register database.

2.5 Application of a locking concurrent
control on file
There are many algorithms on

concurrent control, however, a locking system
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is chosen in this work for demonstration the
importance of open database security. This
method is used to allow free access to a file
when it is necessary. This method maintains a
system wide lock table for recording
concurrently access the tables in open database
system. The work implemented only read lock
whenever a transaction accesses tables in its
read phase and read blocks can be shared. If a
lock requested is denied, the requesting
transaction is blocked until the lock is released.

3. IMPLEMENTATION

To demonstrate these functionalities,
a system was designed using the student arm
of the University of Agriculture Abeokuta,
Nigeria as a case study. The front end was
designed in ASP.NET with C# as the host
programming language while MSSQL 2005
was used for the back end design. The
programming language was used for the
implementation of the algorithm in section
2.1.0. From the algorithm, a form interface
was generated as shown in figure 1. The form
shows the alphanumeric in black with their
corresponding numeric code in red.

Each time the system is launched, a
different random number is generated for each
of the alphanumeric keys. At the point of
registration, before the user completes the
registration form, a screen is displayed. The
user then fill in the required information using
corresponding random number generated for
each alphanumeric keys of the keyboard. At
this point the system already knows all the
information it needs to know concerning that
user. After the 24 hours from the date of the
initial registration, the user must be able to
provide information that matches all
information provided at first, as a new set of
random numbers would have been generated.
The user then makes use of the new set of
random number generated to complete the
form. Failure to do this will lead to a denial of
access. This means that the user is not ready to
use the system. Anybody that is interested in
using the open database management system
should be able to go through the processes of
registration. If otherwise, such user would not
be able to use the system.
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Fig. 1: Form interface

Upon Accessing of the university of
Agriculture database, a registration form is
displayed as shown in figure 2, which the user
must fill using the interface in figure 1. After
twenty four hours the user will activate the
account by supplying the same information on
the registration form in figure 3. If both
information matches, a user biometric is added
into the log file as shown in table 1. The
second registration form which must be

completed after the twenty four hours time
frame is shown in figure 3. Since the
information users provided at first as depicted
in figure 2, matches the information provided
after twenty four hours as depicted in figure 3,
access was granted to them and they can from
henceforth use the system. As long as they use
the system, all activities performed are logged
and monitored to ensure proper management
of the system.

e e

First Hame

B7EAET

Gender Male [v]

(ityITEEBE!?ES

Resgister(Fresh) Surname |345?808923
Stallite Middle Name [szasz0Tt
Matriculation Humber 9073337
User Mame
Address Country|5241305
Password
Phone Nofiiobile)| 728396527899
. SO
email Address 9026478692977477388
J i;_” i Date of Birth Day| 16 [ |iMonth] february
T User N,
87 sor Hame 9077337
Password 35689208

State|3036

[w]rvear 1984 ]
(st be wour Matdc Moj

Retype Password 35689208

Fig. 2: registration form which is been completed using the open password algorithm.

5

Vol 7. No 1. (pp 001 - 007)




Journal of Theoretical and Applied Information Technology

© 2005 - 2009 JATIT. All rights reserved.

www.jatit.org

The simulation of locking system is
based on University database files that are
resident in single hard disk operating on shared
memory multiprocessors. These files are
modelled as being uniformly distributed across
all the hard disk. The execution of a
transaction consists of multiple instance of
alternating file access request and read file
steps until the entire the read file in it complete

or it is aborted for some reasons. When a
transaction makes a file access request, for
instance, lock request on a file in database, the
request must go through locking algorithm to
obtain a lock on the file. If the request is
generated, open access form as indicated in
figure 2 appears which a user must use open
interface in figure 1 to fill before the

Fig. 3: Second registration form which is been completed using the

Register(Fresh)
Stallite

open password algorithm.

Registration Form

PLEASE ENTER THE INFORMATION AS YOU DID THE FIRST TIME YOU
REGISTERED

Surname 3457308923 First Name I57595?3

User Mame Middle Name

Matriculation Number

Passrard Address

52892011 Gender Male |V:
073337

Country|B241805 State|3036

city[ 16285725
oy Phone Noifitobile)| 72839627899
ifi"‘s' email Address 9026475392977477368
.':“"7’ Date of Birth Day 16 | % [iMonth february | ¥ [/Year 1
User Hame: 073337 [Mhust be vour Matric Na)
Password IRRE9208 Retype Password | 35389208
Table 1. Log file to record user’ activities
Log File
SIN Biometric Time In Time Out Operation Remark
1 ‘i” . 08/04/2009 12:00:00 05/04/2009 02:00:00/download olay
Sy

2 (08/04/2009 0%9:00:00 08/04/2009 01:00:00)eading oleay
3 (08/04/200% 02:00:00 08/04/2009 03:00:00}alteration deried
a , (08/04/2009 16:00:00 08/04/2009 02:00:00)print oleay
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transaction proceeds to perform read operation
which consists of a disk access and CPU
computation. The transaction passes through
hard disk and CPU queues. If the request for
the lock is denied, the transaction will be
placed into a file queue. The waiting
transaction will be awakened when the
requested lock is released. Transactions arrive
in a poisson stream, for instance, their inter-
arrival time are exponentially distributed.

4. CONCLUSION

In this paper an open security control
framework for open database system is
proposed. The proposed framework considers
existing security constraints for protecting the
integrity of open database information. Each
constraint was demonstrated to authenticate
users’ particulars whenever to access open
database information. Effort is still needed to
select the best constraint for properly
regulation information access. More explicit
specification of the deadlock prevention
mechanism is required in the system together
with other database operations. This system
detects conflicts in reading the files as soon as
they occur and resolves them using blocking. It
means that it conserves resources by blocking
and many filled forms can be tied up in
resource queue which may invariable generate
thrashing.
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