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ABSTRACT

Devices themselves are the network in adhoc networks allowing seamless communication, at low cost, in a
self-organized fashion and also easy deployment. Freedom and self-organizing capabilities make Mobile
Adhoc Networks (MANETs) completely different from other networking solution. MANETs highly
dynamic nature leads to changes and network topologies unpredictability, adding difficulty and complexity
to mobile node routing within the network. This study proposes a new, secure, Dynamic Source Routing
(DSR) protocol for MANETS based on trust and reputation to mitigate black hole attack. Trust metric is
based on data packets, control packets forwarded and routing protocol execution. Communication nodes are

selected based on a reputation based trust mechanism.

Keywords: Mobile Adhoc Network (MANET), Dynamic Source Routing (DSR), Routing, Attacks in

MANET, Trust and Reputation

1. INTRODUCTION

A MANET is a self-configuring mobile
routers (and associated hosts) network connected
by wireless links — thereby forming a random
topology. Routers move freely and randomly,
organizing themselves at random; so, a network's
wireless topology changes rapidly/unpredictably.
Such networks may operate standalone or may be
connected to a larger Internet. Minimal
configuration and quick deployment suit adhoc
networks  for  emergency  situations like
natural’/human  induced disasters, emergency
medical situations, military conflicts, etc. [1].

Users’ mobile devices in a MANET are the
network, and they cooperatively provide
functionality, usually provided by network
infrastructure  (routers, switches, servers). A
MANET needs no infrastructure to enable
information exchange among wusers’ mobile
devices.

MANETS are becoming important as they
help realize network services for mobile users in
areas without communications infrastructure, or
when such infrastructure needs wireless extension
[2]. Adhoc nodes can be connected to a fixed
backbone network via a dedicated gateway device
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enabling IP networking services in places where
Internet services are not available due to an absence
of infrastructure.

A major issue that affects adhoc network
performance is how the routing is implemented in a
network. Routing algorithms in conventional wired
networks are unfeasible in adhoc networks due to
its lack of ability to adapt to changing topology in
mobile environments [3]. Usually, routing is a
process of discovery, selecting, and maintaining
paths from source node to destination node to
deliver data packets. Every routing algorithm’s goal
is directing traffic from source to destination,
maximizing network performance and lowering
costs. This is a challenge in MANET as it has
dynamic and random characteristics.

Routing protocols are classified into two
classes based on time when routing information is
updated as Proactive Routing Protocols and
Reactive Routing Protocols [4]. Another routing
protocols classification is source routing and hop-
by-hop routing. In source routing, source computes
complete path to a destination, which leads to loop-
free routing. In hop-by-hop routing, every
intermediate node computes next hop itself.
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DSR is an efficient routing protocol
designed for multi-hop wireless adhoc networks.
DSR allows a network to be entirely self-organized
and self-configured without need for existing
network infrastructure/administration. DSR is a
reactive routing protocol using source routing to
forward packets. It uses source routing, meaning
that source must know complete destination hop
sequence. DSR’s basic operation consists of two

operations:  Route Discovery and Route
Maintenance.
DSR wuses Route Error packet and

Acknowledgements for route maintenance. When a
node has a fatal transmission problem at data link
layer, it generates a Route Error packet. On receipt
of route error packet, the node removes the hop in
error from its route cache. Every route with hop in
error is truncated here. Acknowledgment packets
verify correct route links operation. This includes
passive acknowledgments where a node hears a
next hop forwarding a packet along a route [5, 6].

MANET security is most important for
basic network functionality. Network services
availability, data confidentiality and integrity are
achieved by ensuring that security issues are met.
MANETs suffer from security attacks as its features
like changing topology dynamically, open medium,
lack of central monitoring and management, no
clear defense mechanism and cooperative
algorithms. These factors change battle field
situation for MANETS against security threats [7].
MANET’s ultimate goal is providing security
solutions. To ensure a security solution there are
some mechanisms which prevent, detect and
respond. They include Confidentiality, Availability,
Authentication and Integrity. A brief explanation of
these terms follows:

Availability: The network is available only for
authenticated users. This mechanism protects
against attacks like Gray hole, black hole,
Information disclosure and Message altering.

Confidentiality: MANET finds it hard to attain
confidentiality due to intermediate nodes routing,
which easily retrieve information from routing
nodes.

Integrity: Information transmission must be
protected against alteration/message modification.

Authentication: Network should be accessed only
by authenticated nodes like Digital signature, Reply
and Non repudiation [8].

MANET attacks are classified as:

e Passive Attacks
e Active Attacks

A passive attack does not disrupt network
operation. An active attack alters/destroys the data
exchanged in the network. In passive attacks,
attacker sneaks data without touching it. Passive
attacks are tough to detect as there is no change in
network functionality [9]. Active attacks are
internal or external. Internal attacks are by within
network nodes while external attacks are by nodes
outside a network. Impersonation, modification and
fabrication are some common attacks that are
security concerns for MANETSs. Some attacks are
described below [10]:

Eavesdropping

Eavesdropping is an attack that happens in
MANETSs. It tries to get confidential information
that should be secret during communication.

Traffic Analysis and Monitoring

In traffic analysis attack, the adversaries
monitor packet transmission to gather important
information like source, destination or source-
destination pair.

Jamming attack

Jamming is a specific type of DOS attacks.
The objective is to interfere with legitimate wireless
communications. A jammer achieves this by
preventing a real traffic source from sending a
packet, or by preventing receipt of legitimate
packets.

Wormbhole attack

An attacker records packets at one network
location, tunneling them to another. Routing is
disrupted when routing control messages are
tunneled. A tunnel between two colluding attackers
is called a wormhole, which are severe threats to
MANET routing protocols.

Byzantine attack

In a byzantine attack, a compromised
intermediate node works unaided, or a set of
compromised intermediate nodes conspire and
carry out attacks like forwarding packets through
non-optimal paths, creating routing loops, or
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selectively dropping packets which

disrupts/degrades routing services.

Reputation and trust are two tools that
facilitate decision making in diverse fields from
ancient fish markets to state-of-the-art ecommerce.
Reputation is opinion of one entity about another.
In an absolute context, it is an entity’s
trustworthiness [11]. Trust is the expectancy of one
entity about another’s actions. Trust is an important
factor affecting consumer behavior, especially in an
e-commerce context where uncertainty exists. Trust
is necessary when there is uncertainty.

Trust is complex and multidimensional.
Trust mechanism is introduced in protocols to
ensure MANET security. Trust is a value based on
nodes action when needed. Trust prevents various
attacks like black-hole, wormhole, DOS and selfish
attacks. Trust is implemented in differing ways like
reputation, subjective logic, nodes opinions etc. as
trust has no specific definition.

Trust models attempt to formalize trust
definitions and are linked to establishment of public
key infrastructure in MANETs. A  trust
management and recommendation protocol is built
upon pretty good privacy methods to compute
authenticity based on certificates, key bindings, and
trust relationships where opinion and evidence
driven models represent trust. Trust and Reputation
method identifies attack sources and malicious
nodes. A node is identified by another through its
reliable packet delivery. This makes that node
“trustworthy”. Reputation is based on past behavior
and a node’s time. Nodes past behavior is stored in
data form in a centralized/distributed way [13].

Trust computation involves assigning
weights (utility/importance factor) to events that
they monitor and quantify. Weight assignment
depends on application type demanding trust.
Nodes are dynamically assigned weights based on
their criteria and circumstances. Weights have a
continuous range from O to +1 representing
significance of a specific event from unimportant to
most important. Trust values for a node’s events
can be combined using individual weights to
determine aggregate trust level for another node
[14].

Routing is a major MANET issue. There
are many challenges in adhoc network routing.
Trust is most important in MANET routing. So a
new, secure, Dynamic Source Routing (DSR)
protocol for MANETS is proposed based on trust
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and reputation to offset black hole attacks.
Selection of communication nodes is based on a
reputation based trust mechanism. Section 2
describes related work and Section 3 explains the
methodology. Section 4 discusses experiments and
results. Section 5 concludes the paper.

2. LITERATURE REVIEW

A DSR based secure routing protocol
named Baited-black-hole DSR (BDSR) was
proposed by Tsou et al., [15]. BDSR detected and
avoided black hole attacks by merging MANETS
proactive and reactive defense architecture using
virtual and non-existent destination address to lure
malicious node to reply. MANETs dynamic
network topology, infrastructure-less property and
lack of certificate authority ensure difficult security
problems. Current common routing protocols like
DSR and AODV consider performance. They don't
have related detection and response mechanisms.

An approach to detect black and grayhole
attacks in adhoc network established on a cross
layer design was demonstrated by Cai et al., [16]. A
path-based method was proposed in a network layer
to overhear next hop's action. The proposed scheme
does not send extra control packets and saves the
detecting node’s system resources. A collision rate
reporting system is established in MAC layer to
estimate dynamic detecting threshold to lower false
positive rate under high network overload. DSR
protocol was selected to test the new algorithm and
ns-2 was simulation tool. Results verified the new
theory: average detection rate was above 90% and
false positive rate below 10%. Also, adaptive
threshold strategy contributed to decreasing false
positive rate.

A new approach for black hole prevention
in DSR based on route caching was proposed by
Patil and Bhole [17] where once the black hole
node in MANET is detected during path
construction, the culprit’s id is passed to DSR path
function. Here, paths were ready to be added in
route cache but, adding each path in route cache
was decided by parsing the paths for the black hole
node id. This process used normal caching time
process only.

A new scheme Detecting Collaborative
Blackhole Attacks (DCBA) to detect collaborative
black hole attacks in MANETSs was introduced by
Woungang et al., [18]. Simulation results
demonstrated the superiority of DCBA compared to
DSR and Bait DSR scheme (BDSR) [1] - a recent
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scheme to detect and avoid collaborative black hole
attacks in MANETS - regarding network throughput
rate and minimum packet loss percentage, when
collaborative black hole nodes are present.

The performance of DSR protocol under
black hole attack was analyzed and a solution
called Enhanced Dynamic Source Routing (EDSR)
protocol to detect it was suggested by
Mohanapriya and Krishnamurthi [19]. This is a new
ACK Dbased detection technique capable of
detecting when false data packets reached a
destination thereby detecting black hole attacks.
Experiments showed that the new protocol
achieved routing security with 16% increase in
packet delivery ratio and 31% reduction in packet
loss rate compared to standard DSR under black
hole attack. The new technique is light weight as it
did not involve high computational complexity. It is
scalable as it achieved better packet delivery ratio
than standard DSR in a network of 200 nodes.

A mechanism to mitigate single and
cooperative black hole attacks to discover a safe
destination route by avoiding attacks was proposed
by Mishra et al.,, [20]. An approach for better
analysis and improved AODV security, a popular
MANET routing protocol was proposed. The new
scheme was AODV protocol based improved by
deploying Advanced DRI table with additional
check bit. Simulation on NS2 was done and the
new scheme showed results demonstrating
effectiveness of mechanism to detect and eliminate
attack and maximize network performance by
reducing packet dropping ratio.

Cooperative black hole attack, a new
attack in adhoc networks was analyzed by Bhalaji
et al., [21]. The suggested solution discovered a
secure route amongst source and destination by
recognizing and isolating cooperative black hole
nodes. The new solution was evaluated through
simulation and compared with existing solutions
regarding throughput, packet delivery ratio and
latency. Experiments were undertaken on network
simulator-2 to validate the new research.

Simulating two routing protocols (AODV
and DSR) under regular operation, single and
cooperative black hole attack was done by Mohebi
et al., [22]. The work was performed by simulator
to show consequences of black hole attacks in
MANETs by using graphs which collected data
regarding several metrics. A common method to
perform most MANET security research is to
simulate and analyze routing protocols in various

scenarios. The presented work is based on
implementation and experiments in OPNET
modeler version 14.5. Finally, results were

computed/compared to locate which protocol is
least affected by attacks.

Existing solutions were surveyed and
state-of-the-art routing methods were discussed by
Tseng et al., [23]. The authors classified proposals
into single and collaborative black hole attacks and
analyzed the solution categories through a
comparison table. The authors are expected to
furnish more research soon.

A counter calculation to distinguish
malicious node in DSR protocol experiencing black
hole attack was proposed by Bavarva and Modi
[24]. Subsequently a change in packet delivery
ratio (PDR) and average End-to-End delay were
revealed through experiments.

Shinh and Singh [25] stated that routing
attack in DSR protocol of MANET was black hole
attack in which a malicious node presents itself as
best short destination route. A strategy was
described to detect and isolate multiple black hole
attack in MANETS.

An algorithmic approach to analyze and
improve security of AODV, a popular MANET
routing protocols was proposed by Das et al., [26].
The work aimed to ensure security against black
hole attacks. The new solution could detect and
remove black hole node(s) in MANET at the
beginning. The objective of the new work was a
simulation study illustrating the effects of black
hole attack on network performance.

3. METHODOLOGY

A new, secure DSR Routing protocol for
MANETS is proposed based on trust and reputation
to mitigate black hole attacks.

3.1 Dynamic Source Routing (DSR)

DSR is a reactive protocol and an example
of an on-demand routing protocol based on source
routing concept. It is meant for use in multi hop
adhoc networks of mobile nodes. It allows a
network to be self-organizing and self-configuring
without any network infrastructure/administration.
DSR routing protocol discovers routes and retains
information regarding them from one node to other
by using two mechanisms [27]: (i) Route discovery
— locates route between source and destination and
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(il)) Route maintenance —when a route fails, it
invokes another destination route. DSR’s advantage
is source routing.

Route Discovery and Route Maintenance
operate on demand. Unlike other protocols, DSR
needs no periodic packets of any kind at any level
within a network. For example, DSR does not
resort to periodic routing advertisement, link status
sensing, or neighbor detection packets. It also does
not rely on these functions from any underlying
network protocols. This total on-demand behavior
and lack of periodic activity enables overhead
packets caused by DSR to scale down to zero, when
nodes are nearly stationary regarding each other
and routes needed for current communication are
already discovered. As nodes move more or as
communication pattern changes, DSR routing
packet overhead automatically scales to only track
routes in use [28].

The DSR route request format is encoded as in
table 1:

Table - 1 : Message FORMAT FOR Dsr Route Request

(Rreq)

Option Option Identification Trust
Type Length Value
Target Address
C IN C IN C | INIndex | C IN

Index Index [3] Index
(1] [2] [4]
C| OouT | C| OUT | C ouT C | ouT
Index Index Index Index
1] [2] [3] [4]
Address [1]
Address [2]
Address [3]
Address [4]
C IN C IN C IN C IN
Index Index Index Index
[5] (6] (7] (8]
C| OUT | C | oUT C ouT | C | ouUT
Index Index Index Index
[5] (6] [7] (8]

Address [5]

Option Length - length of option is 8-bit

unsigned integer in octets

Identification - A unique value is generated by
the initiator of the route request.

C - Change Interface bit [1... n]

When data link layer detects a link
disconnection in DSR, a ROUTE_ERROR packet
is sent back to source. On receipt of
ROUTE_ERROR packet, source node initiates
another route  discovery operation [29].
Additionally, routes containing broken link are
removed from route caches of immediate nodes
when ROUTE_ERROR packet is transmitted to
source. Trust of node is very important in wireless
networks. If a node/route has very low trust value,
this route is dangerous. It also can have bad effect
on network data packets: there are some nodes
which are dropped.

Routing protocol uses path with larger
trust value and less packet delay among multiple
route options as two metrics unlike standard DSR
protocol which uses minimum hop count alone. The
idea is to maximize preemptive route creation by
choosing a secure route. How well trust of a route is
estimated plays a big role in this protocol’s
performance [30].The trust model uses DSR’s
inherent features to derive and compute trust levels
in other nodes.

Every node executing a trust model,
measures its immediate neighbours accuracy and
authenticity by monitoring their participation in
packet forwarding. The sending node verifies
different fields of source route header in forwarded
IP packet for modifications through integrity
checks. If they succeed, it confirms that the node
has behaved benevolently and so its direct trust
counter is increased. But, if integrity check fails or
if forwarding node fails to transmit packet at all,
then its corresponding direct trust measure
decreases [31].

Trust is measured using three scenarios
listed in table 2.
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Table - 2 : Measuring Trust

Trust metric Monitored Attack
behavior addressed
Data packets | Data message | Black-hole,
forwarded /packet sinkhole,
forwarding selective
forwarding,
denial of
service, selfish
behavior
Control Control Control/routing
packets message message
forwarded forwarding dropping
Routing Routing Misbehaviors
protocol protocol related to
execution specific specific
actions routing
(reaction to protocol
specific actions
routing
messages)

A generalized approach is using the

following equation for trust calculation [32].

A,B A,B
i A,B A,B
l ciSi ' +diF;' ’

(M

where Y;A’B is node’s A Trust value
regarding node B, S iA’B is number of successful type

i events that A has measured for B,EA’B iis

number of failed type i events that A measured for
B and a;, b;, c;and d;, represent weight/significance
of a successful versus weight/significance of failed

events. Based on this equation, a trust value Y;A’B

is calculated for every monitored behavior. These
behavior-related trust values are multiplied by a
weight factor (W;) reflecting the importance in
security hierarchy and then summed up to form
overall node trustworthiness, as in following
equation (2).

k
DTA,B — ZVVZ % ]’;A,E

i=1

2
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3.2 Proposed Trust Model

For wireless network with n nodes, a set of
all nodes is denoted as S={s,s...,s,}. After
deployment pairs of nodes {s;s;/SSmay interact
directly with each other to perform a specific task
that Such

considered successful by s; if s; cooperates in task

needs cooperation. interaction is

performance. The history of observed outcome

between s; and s;, from perspective s;, is recorded at
t t t
H =( ,d
S ( Sij > Sij )

any time t as a tuple, where value

i

of is of successful interaction

dt
Sij
is number of

number

(cooperation) of s; with s;, while

unsuccessful interactions.

Various distributions like beta, binomial,
Poisson, Gaussian, etc. represent an agent’s (node)
reputation. Recently, beta distribution is employed
in many works. In particular, it provided a thorough
treatment of beta distribution and its usefulness in
reputation systems. Beta distribution is used due to
its simplicity, strong foundation on statistical theory
and that its computation requires two shape
parameters which make it quite applicable for
memory constrained nodes and, is appropriate in
representing binary events probability distribution.
Beta probability density function [ (p|v,0) is
expressed using gamma function I' as in equation

(3) [33]:

_TI'v+o)
f(plv,w)——r(v)r(m)p

0<p<Llv>0,0>0,

(1-p)*"

)

with restriction that probability variable p
#0ifv<l,andp#1ifo<l.
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Consider interaction of two nodes s; and s,

from perspective of s; there are two possible

O. ) )
outcomes i for successful interaction and

O, = .
S for unsuccessful interaction. In this context
1 14
CS!/ ds!/
and ,whichare defined previously also

O, =1 c!

ij ij
mean that the outcome is observed

0, d

y
times and is observed to occur times. The

probability density function of observing outcome
o, =1
e

in future can be expressed as a function of

past observations by equation (5):

v=c, +land w=d. +1, where ¢, ,d. >0
ij ij ij ij

O
The expectation value for the beta
-V
o ED= v+ o)
distribution is defined as: R

where p is probability variable.

Reputation of node s; that is maintained at

node s; at any time t is defined as in equation (6):

[v+e) .
R =———=p(-p” wered<p<ly>00>0
T 1)
(6
v=c, +land w=d, +1, where ¢ ,d; 20
Rl

S,

setting

i
Given reputation, , between two nodes s; and s,
R('+q)
Sij

reputation ¢ time later, , Where ¢>0 , is

obtained by incorporating number of successful
(t+q)—t
CS?/'
and number of unsuccessful
(t+q)—t
ds!/

interactions

interactions during period ¢ to 7+¢q as in

equation (7):

.\”

" =¢! 4 d ) =gl 4 g
[ o “y S i i

R = Beta(c'™+1,d""+1) -
Sij Sij Sij

4. EXPERIMENTAL RESULTS

Experimental Setup

In this study, 80 number of nodes are used.
The area considered is 4 sq. km with transmission
range of node is 200 m. constant bit rate is used as
the data type. DSR Header modification is
performed to accommodate trust values in hello
message varying in speed with 10 % and 20 %
maliciousness. The experimental results for 10% of
malicious nodes are shown in figures 1 to 4:

End to end delay

0.07
0.06
0.05
0.04
0.03
0.02
0.01

18Kmph 36Kmph 54Kmph 72Kmph 90Kmph
———DSR ——Trust Based DSR

10.8
Kmph

Figure - 1: End to End delay

The proposed trust based DSR reduced
end to end delay by 57.9598% as highest value
when compared with DSR in 72 kmph (Kilo Meter
Per Hour) of node mobility. The proposed trust
based DSR reduced end to end delay by 13.4591%
as least value when compared with DSR in 36
kmph of node mobility. Averagely trust based DSR
reduced by 32.5123% of end to end delay when
compared with DSR with 10% of malicious nodes
in network.

. Packet Delivery Ratio
0.9 e — S
0.8
0.7 \
0.6
0.5
0.4

0.2
0.1

10.8
Kmph

18Kmph 36Kmph 54Kmph 72Kmph 90 Kmph
——DSR —Trust Based DSR

Figure - 2: Packet delivery ratio
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The proposed trust based DSR improved
packet delivery ratio by 17.1413 % as highest value
when compared with DSR in 90 kmph of node
mobility. The proposed trust based DSR improved
packet delivery ratio by 1.7435 % as least value
when compared with DSR in 10.8 kmph of node
mobility. Averagely trust based DSR improved by
5.6864 % of packet delivery ratio when compared
with DSR with 10% of malicious nodes in network.

loss rate when compared with DSR with 10% of
malicious nodes in network.

The experimental results for 20% of
malicious nodes are shown in figures (5 to 8) as
follows:

Number of hops to destination

6
5 | | ! !
4 - | i | | I

108 18Kmph 36Kmph 54Kmph 72Kmph 90Kmph
Kaph ——DSR = Trust Based DSR

Figure — 3 : Number of hops to destination

Packet loss rate

04
035 1
0.3
025 +
0.2
0.15 +
0.1+
0.05

108 18Kmph 36Kmph 54Kmph 72Kmph 90Kmph
Kunph =—DSR —TrustBased DSR

Figure -4 : Packet loss rate

The proposed trust based DSR reduced
Packet loss rate by 68.1391% as highest value when
compared with DSR in 18 kmph of node mobility.
The proposed trust based DSR reduced Packet loss
rate by 10.2645% as least value when compared
with DSR in 72 kmph of node mobility. Averagely
trust based DSR reduced by 29.9875% of Packet

End to End delay

0.08
0.07
0.06
0.05
0.04
0.03 +
0.02
0.01 +

10.8Kmph 18Kmph 36Kmph 54Kmph 72Kmph  90Kmph

=—DSR = TrustBased DSR

Figure - 5 : End to End delay

The proposed trust based DSR reduced
End to End delay by 58.9322% as highest value
when compared with DSR in 72 kmph of node
mobility. The proposed trust based DSR reduced
End to End delay by 11.7033% as least value when
compared with DSR in 10.8 kmph of node
mobility. Averagely trust based DSR reduced by
34.89% of End to End delay when compared with
DSR with 20% of malicious nodes in network.

Packet delivery ratio

10.8Kmph 18Kmph 36Kmph  54Kmph  72Kmph  90Kmph
—DSR ==TrustBased DSR

Figure - 6 : Packet Delivery Ratio

o , oved
Packet Delivery Ratio by 16.2055% as highest
value when compared with DSR in 90 kmph of
node mobility. The proposed trust based DSR

improved Packet Delivery Ratio by 1.5609% as
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least value when compared with DSR in 72 kmph
of node mobility. Averagely trust based DSR
improved by 6.5591% of Packet Delivery Ratio
when compared with DSR with 20% of malicious
nodes in network.

» Packet loss rate

04 -

0.35 +

0.15 + T

01 -

0.05 +

0

108 18Kmph 36Kmph 54Kmph 72Kmph 90Kmph
Kaph =—DSR =TrustBased DSR

Figure - 8 : Packet loss rate

The proposed trust based DSR reduced
Packet loss rate by 50.8707% as highest value when
compared with DSR in 10.8 kmph of node
mobility. The proposed trust based DSR reduced
Packet loss rate by 3.725% as least value when
compared with DSR in 72 kmph of node mobility.
Averagely trust based DSR reduced by 20.3814%
of Packet loss rate when compared with DSR with
20% of malicious nodes in network.

5. CONCLUSION

As MANET is quickly spreading due to its
capability to form temporary network without any
established infrastructure / centralized
administration, security challenges are a primary
concern to ensure secure communication. This
study proposed trust based DSR. Experiments are
undertaken with 10% and 20% malicious nodes
respectively. Trust based DSR improved packet
delivery ratio in both experiments and greatly
reduced end to end delay and packet loss rate.
Number of hops to destination is more or less same
as with DSR. Results demonstrated that the new
method outperformed traditional DSR.
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